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&2 Tool: Dino

Names Dino
Category Malware
Type Backdoor

(ESET) Roughly, Dino can be described as an elaborate backdoor built in a modular fashion.
Among its technical innovations, there is a custom file system to execute commands in a
o stealthy fashion, and a complex task-scheduling module working in a similar way to the “cron”
Description Unix command. Interestingly, the binary contains a lot of verbose error messages, allowing us
to see Dino’s developers’ choice of wording. Also, a few technical artefacts suggest that Dino

was authored by native French speakers.

Information  <https://www.welivesecurity.com/2015/06/30/dino-spying-malware-analyzed/>

Last change to this tool card: 20 April 2020

Download this tool card in JSON format

All groups using tool Dino

Changed Name Country Observed
APT groups

Snowglobe, Animal Farm I I 2011

1 group listed (1 APT, 0 other, 0 unknown)

Source: https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=866b648a-fa26-404c-baaf-cd2d44879d2e
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