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This analysis is focused on the SmoothOperator payloads from Sentinel One. They were obtained via vx-
underground and comprise two DLLs. The first stage has the hash
bf939c9c261d27ee7bb92325cc588624fca75429.

First stage

This DLL is a straightforward PE loader, with no obfuscation or encryption present. A good first step is looking

for references to VirtualProtect - there are two.

loc_l8@@4E160: ; CODE XREF: sub_188@4DESE+2E5T]
lea r9, [rsp+5398h+fl0ldProtect] ; lpflOldProtect
mav rex, rl4 3 lpAddress
Mo rdx, rl3 ; dwSize
mo réd, PAGE_EXECUTE_READWRITE ; flNewProtect
call cs:VirtualProtect
test eax, eax
jz short loc_18B84E1FA
mo rax, rld
call cs:_ puard_dispatch_icall fptr
lea r9, [rspt+598h+floldProtect] ; 1pfloldProtect
mov réd, [r9] ; flNewProtect
mow rcx, rld ; lpAddress
Moy rdx, rl3 ; dwsize
call ez:VirtualProtect
jmp short loc_18884E1FA

First one looks promising, given the ERW flag being passed to it. Checking the function called afterwards
( __guard_dispatch_icall_fptr ) leads us to an offset, which in turn leads to jmp rax . This is probably a jump
to unpacked code or the next stage. Let's circle back to the start of the function where those calls to

VirtualProtect are and see what exactly we're marking as executable and then jumping to.
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.text:200900018004DFB3 BF 18 @5 C4 DD 1E @8 movups xmmd, xmmword ptr cs:aD3dcompilera7Ds#leh ; "ler 47.d11"
.text:200A00015004DFRA BF 11 48 18 movups xmmword ptr [rax+18h], xmme

Jtext:p0aa0R2150040F8E BF 10 @5 A9 DD 1E 88 movups xmmd, xmmword ptr cs:aD3dcompilerd?D ; “d3dcompiler 47.d11°
.text: B000000150840F15 BF 11 B8 movups xmmword ptr [rax], xmm@

.text:000000018084DF18 48 BO &4 88 SC 80 &C 2o+ moy rcx, GCBBECad64h

text:G0000001E0040F1E G2 B2

.text:2008602130804DF22 43 39 48 1E mow [rax+1Eh], rex

. text:@paaeeelseesdr2e EB 1@ Jmp short loc_l18@@4DF38

.text:Booaepa158040F 28 3 = ssssssssssssssssrrssss s sss s s s Ts s sETEssTEEEsET s ET e
.text:0008000180040F28

. text:B0AEERA13084DF 28 loc_186@4DF28: ; CODE XREF: sub_ 188@4DEG@+ALT]
.text:P0epeRR186040F28 ES 67 FE 67 8@ call errno

.text:000000018084DF2D C7 @8 16 02 0@ 0 mon dword ptr [rax], 16h

.text:00080001E084DF33 E2 AQ G2 68 ee call _invalid_parameter_noinfo

text:B00800@15884DF 38

Ltext:eeeaeelseeddris loc_180040F38: ; CODE XREF: sub_l80@4DE6@+CET]
.text:Po00eRR158840F38 48 C7 44 24 38 80 BO BB+ maw [rsp+598h+hTemplateFile], @ ; hTemplatefile
.text:000000180040F38 B8

Jtext:@00080012084DF41 (7 44 24 28 Z0 02 86 @8 mow [rsp+598h+dwF lagsandAttributes], 88h ; dwFlagsAndAttributes
Jtext:eeedee018884DF49 (7 44 24 20 63 0@ 00 ee mov [rspt+598h+dwlreationDisposition], 3 ; dwCreationDisposition
.text: 0000881588407 51 31 FB xor esi, esi

.text:000980018084DF53 48 BD BC 24 4@ 01 @@ ee lea rcx, [rsp+59Bh+Filename] ; lpFileMame
.text:30000021530840F5E BA B8 22 82 Be mow edx, B8828888h ; dwDesiredAccess
.text:000200018004DF6R 45 31 (@ xor réd, rad ; dwshareMode

.text:Poad0e0150040F63 45 31 9 xor rad, rad ; lpSecurityArtributes

. text:0008e08188840F66 FF 15 @4 3E 24 88 call es:CreateFiled

.text : 300800018084DF6C 428 B3 FB FF cmp rax, BFFFFFFFFFFFFFFFFh

Jtext:0eea80013084DF78 BF 34 A7 92 G0 8@ jz loc_l188@4E21D

Ltext:2eeseee158e40F76 45 89 (7 mon rdi, rax

. text 20000021 88840F79 45 31 F6 xor rlad, rlad

.text :300BBEA1E084DF7C 48 B9 C1 mav rex, rax ; hFile

.text:200880018884DF7F 31 D2 xor edx, edx ; lpFileSizeHigh
.text:@00000018004DF81 FF 15 DI 3E 24 8@ call cs:GetFileSize

«text: 2008600188040F8T 89 5 maw ebp, eax

L text : 20088001880840FB9 89 C1 mon ecx, eax ; Size

Jtext:000080012084DFEE E2 44 97 08 @ call j__malloc_base

This looks promising. A DLL named d3dcompiler_47.d11 and a call to CreateFilel , followed by memory

allocation of the same size as that file. Moving on, we'll see some obvious parsing of a PE file.

Ltext:Pe0aseelsae4DFAT 41 89 EB Moy réd, =bp ; NNumberOfBytesToRead
.text:Peeeeea150040FAA 4D B9 F9 mow r9, ris 3 lpNumberofBytesRead
Jtext:BE08006138840FAD FF 15 85 48 24 @0 call cs:ReadFile

Jtext:eeeaeeelieadDFE3 41 B3 3F e cmp dword ptr [r15], @

text:@088800150040FB7 6F 84 3D B2 B8 @0 jz loc_l18@e4E1FA

.text:@eeeara1888a0FBD BF 87 83 movzx  eax, word ptr [rbx]

. text:2008000180040FC8 30 4D SA @0 B@ comp eax, 'IM’

Jtext:000800012004DFCS OF 25 2C 82 00 a0 jnz loc_188@4ELF7

LEext:Beeeaeel58840FCE 48 63 43 3C movsxd rax, [rbx+IMAGE_DOS_HEADER.e_lfanew]
LLext:eeeeaeaLse0aDrCF 48 8D 14 @3 lea rdx, [rbxtrax]

. text:P008000180040FD3 48 B3 C2 18 add rdx, 18h 3 Sre

.text:(O00B0188B4DFDT 4C 8D 74 24 50 lea rid, [rsp+E]

Jtext:epeere15e@4DFDC 41 BE FB 8@ Be ee mov r8d, @Fah ;3 Size

Ltext:BO0a8Be158840FE2 4C 89 F1 moy rcx, rlé ; void *

. text:PBE8000180040FES EB AG 27 @7 B call MEMMOE ; copy IMAGE_OPTIOMAL_HEADERG4
.text:200000018004DFEA OF B7 4C 24 S8 movzx  ecx, word ptr [rsp+ill]

Jtext:eeeeaealsee4DrEF 31 Co xor eax, eax

. text:@088600150040FF1 51 FO 85 @1 B8 @0 omp ecx, 1@Bh

. text:eo0eaee18e8sDFFY @F 95 (@ setnz &l

.text:P2e0800188840FFA 48 C1 E@ 84 shl rax, 4 ; rax = @xle

< text: 30000001 30840FFE 42 3B BC 30 34 82 00 80 mowv ecx, [rax+rld+34h] ; exld + TMAGE_OPTIOMAL_HEADERG4 + @X34
. text: PRESR0R158040FFE ; IMAGE_DIRECTORY_ENTRY_SECURITY.Size
. Text:ee0eeee18884E006 48 85 (9 test rCX, FCX

.text:PEE200013004E089 OF B4 ES 81 8@ @0 jz loc_1B88B4E1F7

Jtext:900000013004E08F 42 80 84 30 20 00 B8 @O mav eax, [rax+rl4+3eh] ; IMAGE_DIRECTORY ENTRY_SECURITY.VirtualAddress
Jtext:@@e880015804E017 4C 8D 24 @3 lea ri2, [rbx+rax]

Jtext:pOOo00615884E0108 8D 51 F8 lea edx, [rcx-8] ; IMAGE_DIRECTORY_ENTRY_EXCEPTION.Size
.text:0PPOARE1BRAAEALE 4C BD B4 1B lea rB, [rax+rbx]

Jtext:900000018004E022 49 83 C@ @3 add ré, 3

Jtext:@ee880015884E026 45 31 F6 xor riad, ridd

Ltext:B0eopeel15084c029 31 C8 xor eax, eax

. text:Bo0e800180884E028

. text : BEEADGE13004E028 loc_18@8@4E@28: ; CODE XREF: sub_18884DEGB+1F8dj
Jtext:eeeseeel3e@4E028 41 3@ 7C @@ FD FE cmp byte ptr [r8+rax-3], @FEh

. text:@eesa0015004E031 75 17 jnz short loc_l8@e4Ee4A

Ltext:200080015084E033 41 B8 7C @@ FE ED cmg byte ptr [r8+rax-2], @EDh

. text:BEE800018004E039 TS5 OF jnz short loc_188B4EB4A

Jtext:900000015004E038 41 80 T7C @@ FF FA cmp byte ptr [r8+rax-1], @Fah

text:@@eesa0015004E041 75 @7 jnz short loc 18804844

Ltext:@00e8Ra15004E043 41 80 3C @@ CE omp byte ptr [r8+rax], @CEh

.text:000800013884E848 74 8D jz short loc_1B8804E857

Finally, we see a loop that starts looking for the sequence @xFE @xED @xFA 0xCE at the Security directory of
d3dcompiler_47.d11 and moves forward. If we can find that sequence of bytes in a DLL file, we probably have

d3dcompiler_47.d11 - it just so happens that sequence in present in the second DLL from Sentinel One,
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20d554a80d759c50d6537dd7097fed84dd258b3e. Going forward there are several arithmetic operations followed
by the aforementioned VirtualProtect and jmp rax . Instead of worrying about those, just pop the DLL into a
debugger, rename 20d554a80d759c50d6537dd7097fed84dd258b3e to d3dcompiler_47.d11 and run until the jmp

rax . First stage is done.

Second stage

A quick glance at the debugger following the jmp to rax shows we land at some shellcode at allocated memory.

@Bou g (noles  ® medgonts  MEvemoryMap [ Callstack  SEsed  [o/sopt  Ssymbols < sowce S References  WTweads  dlirandes ¢ Trace
13 Teant FUED = =
59 'Pop Hide FPU
HEE e 000001C312¢ 48260 "
: REX  000001C314534040
Ba DAFasars
39:81C0° 58380400 o7FFE: s neari.oooor a1
P EDX  000000000000000D
B REF  0000000000043870
38:80e6 000000049302EF28
isig3es F0 RSI  000000000000000D
4sisaec 30 = RDI  0000000000000000  'B
74424 20 01000000
€8 05000000 B8 000000049302cED8
- B2 0000000000000040 e
= 819  0000000000000000
oo BlL 0000000000000246  L'E
Enuan RIZ  000001C314%0E210  -}admpe”
hoa RI3  000000000004350
52 R14  000001C312CAB260
B RIS 0000000000002100
55
s7 RIP  000001C312CAB260
4154 riz:"}}abps"
hiiiea RFLAGS _ 0000000000000202
nse 20 PE o AE D
F= OF o sEo DF O
836424 20 00 CFo TF O IF 1
e
= LastError 00000000 (ERROR_SUCCESS:
B3 177260 Laststatus CO000139 (STATUS_ENTRYPOINT_NOT_FOUND)
33: a2
338 xor Gs o028 £s 0os3
44:898C24 CO000000 | mov dword ptr ss:frsprcofll,risd ES 0028 DS 0028
£5 £4040000 i 1c312¢a87C4 cs 0033 55 00z
B3 i5e70278 rr
e ases . ST(0) 00000000000000000000 X710 EApy 0.0000000C
Eajnzs oo (1) 0000000000000000000O ¥87r1 EmpEy 0.0000000C
REsE= o rax ST(2) 0000000000000000D000 38772 EMPTY 0.00DODOOC
e 3) 00000000000000000000 %8773 EmpTy 0.000000OC
53 Soe1aacs ST(41 000000000O0C0000000 X§7F4 EABEV 0.0000000C
i3:5850 < 5
E5’ s0400 -
B9 AFB15C9S Default (x64 fastcal) ~ (5 1#]0 unlodked
94424 30 +30, rax [1: rex 00007FFESS28C7A4 NEATI.00007FFEIS28CTAS
E5' AC030000 Z: rax 0000000000000000
B3 33009235 3 78 000000043302 ED8
481894424 38 B rax v| 4 rs 0000000000000040
A > si [rspr20] 00000004930EF7C "QUN"
000001¢312c48260
" 3 arsaza FELEL Tri o
$oum:  @ouw2 Wowmp3  houwd  GHoumps  Bwathi  ieloas P st
Hex %
'000001C312CAB260 8| 00 00 00100 55 53 89 .
0000016312cA8250 000000043352€F7C “0UN
000001C312CA280 | 00 D 0000)
000001 3126AB2D | 13 3 haacceoataooo
S| B 0000000 49302EF70
R B & 0000000000043808
000001€312CA8200 003830001A0E0208
B \B2E0| 8 000012 800K
000010000028F360
0180000001
0000100000001000
0000000A0000000A
0000000000000006
000010000052000
= 00300
osooic3i5cAn1z0| 0% 0 4 o 9800000800042000
000001€312CAB380 02 03 C1 43|38 €3 48 OF S000000000001000
000001C312CABI90| C6 75 @ 4C 24 40[41 2 LBt v
000001C312CAB3A0| 44 88 4% 50|31 80 30 FF|41 8D 50 FF |43 8D 35 FF |D.OPA.@yR.PyL.My v]< >
Carmand efait -

The dump window also shows the same memory region. One should be careful when dumping it though, since
there's plenty of random data preceding the shellcode and d3dcompiler_47.d11 ; throwing it in Ida before getting

rid of that data will make for an annoying time.

On that note, even though Ida Home supports shellcode analysis, I decided to convert this stage to a PE file. The
reason is twofold: first, it means I won't have to import local types manually; second, it means I can keep the
dump as is, which is advantageous because we'll be able to follow direct references to the DLL that follows the
shellcode. For that end, I do a simple hack with FASM:

include '..\..\fasmw17330\include\win64ax.inc"
.code
start:

file 'stage2.bin'

invoke ExitProcess, @

.end start
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The start of the shellcode features basic position independent code ( call $+5 followed by pop rcx ), which is

used to get the address of the start of the DLL read into memory by the first stage into rcx . Another

displacement is applied to get a pointer to what appears to be an User-Agent string into r8 :

1200 2400 "Mozilla/5.0 (Windows NT 10.0; Win64; x64)
ApplellebKit/537.36 (KHTML, like Gecko) 3CXDesktopApp/18.11.1197
Chrome/102.0.5005.167 Electron/19.1.9 Safari/537.36"

Stext:
Jtext:
Jext:
Jtext:
text:
Jtext:
Jext:
Jext:
Jtext:
Jtext:
Jtext:
Jext:
Jtext:
Stext:
Jext:
Jext:
Jtext:
text:

Gao0000000401024
el lalsletele ool RRe e ]
BoGaDEoRaasR182A
BaogopaoaeLa182D
Ba80000000408102D
Gooaoproeasalezd
PEGOORABaRAR1839
paGaoRROoaLa 1648
2009000000201046
BaeaoREeaaLa1847
saeaspepaasaledsn
pEGaRREOBELB1B4E
BE090RE008481852
B26000000040105A
el ol letele ol RRe e Yy
POBaGRGBaa201862
pRGaBREGBaL81863
Ba60000000401064

E2 B

449
48

a9
81

s
C1

DA
81

F4
ce

89
a3
a3

E6
E4
EC
24
a5

89 F4

S8
58
L]

Fe
e
28

as

F5
38
aa

a1
aa

B2 e

B4 2@
a8

8@ Be Be

call %45
Pop rex 3 rex = @x4@1829
mo ré, rex
add rex, 658h 3 rox = Bx4@81681
; start of d3dcompiler_47.d11 in memory
moy edx, BF558F4DAh
add rg, ; 1200 2480 \“"Mozilla/5.@ (Windows NT 18.°
mov rad, @ash
push rsi
mov rsi, rsp
and rsp, @FFFFFFEFFFEFFEFRR
sub rsp, 3@h
moy dword ptr [rsp+2eh], 1
call mw_map_dll_and_jmp_to_export
mo rsp, rsi
pop rsi
retn

The next call is to a function that will be tasked with mapping d3dcompiler_47.d11l . Although it's already in

memory, it has not been mapped as an executable needs to be before it's able to run. Here's the start of it, after

renaming and adjusting types for the arguments to match what was placed in the registers preceding the call.

text

text

Stext:
text:
Jtext:
Stext:
Jtext:
Stext:
Jhext:
Stext:
Stext:
text:
Stext:
SRext:
Jrext:

: PEGOARARORIA1A6S |
-text:
Jext:
Ltext:
Ltext:
Jtext:
-text:
ctext:
Stext:
Lhext:
text:
Stext:
text:
Ltext:
Sext:
1 peeoeReeeedalesd 44 39 4C 24 28
Ltext:
text:
Stext:
Jtext:
Stext:
Ltext:
text:
Stext:
JRext:
Jtext:
Lhext:
Jtext:
Jtext:
:0E0RRDEABLR1BSA 45 33

6E000000008401064
[el=lebuele ele e RRch -1
el i R
BEEODDERERLR1064
2229000008401064
BE00000000401064
epRasopRaalalass
pReGERREeaLR1862
BE29DRERER401064
2eee000208401064
epaopeRealelass
Bee90DBR0a201864
PE00000008401064
2eee800200401064

BEAGERERAALR1BST 4C 89 44 22 13
£00000EE0040106E B9 54 24 18
£080000060401072 53
£000000008401073 55
PRaeERREaealela74 56
8000000000401075 57
£000000068401076 41
£RE00EEEA8401078 41
peagoReRaalRla’A 41 56
80608R9A848187C 41 57
200080000840167E 43 83 EC 78
£0008EEEA8401682 83 64 24 20 @0
2200000000401887 48 8B E9

BE

77 26 @7
E2

54
55

#R00000009401880 B9 4C
6o20000008401092 44 BB
BeaespREeadeleds 33 DB
BEAOERERAALR1BIT 44 89
000900000040109F EC E4 B4 20 B0
60000000004010A4 B9 49 F7 82 78
8oo0QB00004018A0 4C BB EB

B0006000004016AC ES D7 84 80 96
PBE0BPREE8LA1881 B9 58 A4 53 E5
00090000008401086 48 B9 44 24 28
6000000000401088 ES C8 64 90 0@
eoaceReRaalRlace BO 18 E1 BA C3
20090000002010(5 45 B0 F@

BC 24 (@ @0 @@ o8

1

mw_map_dll_and_jmp_to_export proc near ; CODE XRI
var_98 = dword ptr -98h
var_9@ = qword ptr -98h
var_B8 = gword ptr -88h
var_g@ = gword ptr -8ah
var_78 = byte ptr -78h
var_74 = dword ptr -74h
start_of_dll = dword ptr 8
const_f558f4da = dword ptr 18h
user_agent = gqword ptr 13h
int_const@aa = dword ptr 2éh
arg_2e = dword ptr 28h
mow [rsp+int_consteéaa], rod
mow [rsptuser_agent], r8
mov [rsptconst_f558f4da], edx
push rbx
push rbp
push rsi
push rdi
push  riz
push ri3
push ris
push ri5s
sub rsp, 78h
and [rsp+@BBh+var_98], @
mow rbp, rcx
Ror r15d, ri15d
mow ecx, LoadLibraryA @
mov ri2d, edx
xor ebx, ebx
mow [rsp+@88h+start_of_d11],
call import_by_hash
mov ecx, GetProcAddress_@
mov r13, rax
call import_by_hash
mov eex, VirtualAlloc_@
mov [rsp+@BBh+var_%8], rax
call import_by_hash
mow ecx, VirtualProtect_8
mov rsi, rax

EF:

ri5d

-text :800000800840185ATp

ints4 _ fastcall mw_map_dll_and_jmp_to_export(char *start_of_dll, int const_fs58fada, char *user_agent, int const_gaa)

In another common practice with shellcode, API hashes are present. HashDB identifies the algorithm employed

here as one used by Metasploit. If one decides to look into the mw_import_by_hash function, it's important to

remember that this code deals with PEB64 and TEB64 , structs that I couldn't find in Ida. I recommend this

resource from BITE* to create your own struct for both. Doing this will solve you a couple hours of confused

cursing at the 32 bit structures.
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Next up the actual mapping of the DLL into memory takes place. This is made evident by several snippets of code

that parse PE Section Headers relevant to the mapping process. The one below checks to see if the PE being

processed is indeed for a 64-bit architecture; other lines deal with the PE sections and the entry point address:

Jtext:
Jhext:
hext:
Jtext:
Ltext:
Jtext:
text:
Jtext:
Jext:
Jtext:
Jhext:
text:
text:
Ltext:
Jhext:
Jtext:
Jtext:
text:
Ctext:
Jhext:
Jdext:
Jtext:
Jtext:
text:
Jtext:
Jext:
Jext:
Jhext:
text:
text:
Lrext:
Jhext:
Jtext:
Jtext:
Stext:
Ltext:
P
Jtext:
Jtext:

Pacasneaeas180C
‘BaoeBRDERE4B1BEL
‘\a0e8000084010EG
BEeaaReRea4e18ER
BacaaReRRaLR1BER
‘eaoefeReeeL18F2
‘BEeeaRROgR4R1BFS
‘baoeaBRBOBLR1BFE
pecaapeaaadRlerD
‘bagoBpRagaLR1erFD
‘Gaoealeses818FD
‘epoeadRegaselerD
BaBoRBOGEALD1EFF
basoppeoaosBllas
GagoRDooeesallas
‘eespdoeeadellad
pacappeeeasRl 184

E9
48
EB
48
48
ac
Bl
74

33
E9

ES
65
75
41

75
ar
aF

85
7€
48

48

B
85
75
BB
48
EB

33
B89

e
52

8@ 9E
44 24
24 a8
T0 30
FD

=]

5@ 45

24

95 moy ecx, GetHativeSystemInfo_@
38 mov [rsp+@88h+NtFlushInstructionCache], rax
ea call import_by_hash
movsxd rdi, [rbp+IMAGE_DOS_HEADER.e_lfanew]
add rdi, rbp
mo r1@, rax
oa ee cmp dword ptr [rdi], "EP"
jz short PE_headers_parsing
loc_4818FD: ; CODE XREF: mw_map_dll_and_jmp_to export+Agd]
3 mw_map_dll_and_jmp_to_export+B54j ...
xor eax, eax
5] Jjmp loc_461556
PE_headers_parsing: 3 CODE XREF: mw map dll and jmp to_export+871j I
Ba mow eax, 8664h
omp [rdi+IMAGE_NT_HEADERS64.FileHeader.Machine], ax
jnz short loc_4818FD
Ba e mov riad, 1
test byte ptr [rdi+IMAGE_NT_HEADERSG4.OptionalHeader.SectionAlignment], rildb
jnz short loc_4818FD
movzx  eax, [rdi+IMAGE_NT_HEADERS64.FileHeader.MumberOfsections]
movzx  ecx, [rdi+IMAGE_NT_HEADERSG4.FileHeader.SizeOfOptionalHeader]
mov rod, [rdi+IMAGE_NT_HEADERSG4.OptionalHeader.SectionAlignment]
test eax, eax
jle short loc_481157
lea rdx, [rdi+IMAGE_NT_HEADERSG64.0ptionalHeader.SizeOfUninitializedData]
mav rid, eax
add rdx, rox
loc_4@81135: 3 CODE XREF: mw_map_dll_and_jmp_to_export+Flij
mov ecx, [rdx+d] ; IMAGE_NT_HEADERSG4.OptionalHeader.AddressOfEntryPoint
test ecx; ecx
jnz short loc_ 481143
ma eax, [rdx]
add rax, r9
Jjmp short loc_481147

A bit further down, memory is allocated to match the size of the DLL (according to the value in
IMAGE _NT_HEADERS64.0ptionalHeader.SizeOfImage ):

Jtext
Ltext
Jtext
Lrext
hext
Jtext
Jtext
Ltext
Ltext
Jtext
Jdext
Jtext
Ltext
text
Jtext
Jtext
Ltext
Jtext

text:
:BecabREaadal197
1 BEO9RR0B8828119D
: BE830000084811A1
: BREA0E0BB84R11A3
:Becaceaeaadallay
1 PEORORRERALEL1AA 45
:BRE20EEE0a4R11AD 48
:B0ea000008401188 48
1 BEORBREEEA4BL1E3 45
:DecaeRaeaadlallsy 40
:BROQERRe0R4R11BA T4
1 208000000848118C 44
:60880000904011C4 45

Jtext
Jext
Jhext
Jext
Jtext
Lext
Jhext
Jtext
Jdext
Jext
Jext
Jhext
Jext

: Be0geRERR8481157
: 30000000008401157
: BecasRReaadallsc
:BosaepBRea48115F
: 300a000008401164
: B00a0eE08401168
:eecaseseaadallad
1 PE0A0R00aa201170
: Ge6a0BEe8a481174
: Be00e00e88401176
1 BEOARRREEa4R11T7
:BecasepeaadlallT
:B000ED0E0a4B11T7F
: 3e0a000000401183
:Geeapeaeaadallss
: PERADRRBERLR1189
: BaeasRaeea48118C
: Be0ge0eR08481192

fele ol ele el Rl R

49

45
BF
33
41
41
44
FF
44
45

4C
o2
44
4F
48
EL
43

D1
CB

48

D1
]

D1
ee
49

4F
ce
Fé
05
ca
58
c2

94
De

FF

FF FF FF
38 60 @0

54

82

24 E@ 02 B8 8@

loc_4@1157:

lea

call

mov
lea
lea
lea
not
add
add
and
lea
not
and

xor

and

rex,

; CODE XREF: mw_map_dll_and jmp_to_export+C51j
[rsp+@BBh+SystemInfo] ; lpSystemInfo

GethNativesSystemInfo

réd,
rod,
ean,
edx,
rEx,
eax

edx,
rexs
rdx,
rax,
rax

rcx,
rdx,

[rsptaBah+5ystemInfo.dwPagesize]
[rdi+IMAGE_NT_HEADERS64.0ptionalHeader.S5izeOfImage]
[r8-1]

[rg-1]

[r8-1]

rad
rbx
rax
[rB-1]

rax
rex

loc_4818FD

ecx,
edx,
réd,
rod,

ecx ; lpAddress

rad ; dwSize
; flallocationType
H

flProtect

zeeeh
[rex+4]

VirtualAlloc

rad,
rad,
rsi,
rdx,
rcx,

[rdi+IMAGE_NT_HEADERSG4.OptionalHeader.Size0fHeaders]
rad
rax
rbp
rax

rild, [r8+2]

rg, r9

short loc_4@11FA

ried, [rsp+888h+arg_2@]
rled, ridd

A very interesting sequence follows. It's responsible for resolving all imports of the third stage DLL by using

LoadLibraryA and GetProcAddress . Taking note of which fields of the PE are being parsed and watching a few

loops of it running will help you grasp how an import table is built when an executable is mapped.
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. text:9800000006401240 loc_481248: ; CODE XREF: mw_map_dll_and_jmp_to_export+lA2tj
-text:e800006008401240 BB 9F 99 00 B0 B8 l-mr ebx, [rdi+98h] ; IMAGE_DIRECTORY_ENTRY_IMPORT.VirtualAddress
-text:B200000800401246 48 83 DE add rbx, rsi

text:de00000008401240 B8 43 aC mov eax, [rbx+IMAGE_IMPORT_DESCRIPTOR.Name]

.text:oGBbeRG08B648124C B5 (8 test BAX, Eax

.text:000000000040124E BF 24 AR 02 B0 00 jz loc_4812F4

.text:0000000006401254 48 2B 6C 24 28 mow rbp, [rsp+@BEh+GetProcAddress]

.text: fo00000808401259

. text:0000000008481259 loc_481259: ; CODE XREF: mw_map_dll and jmp_to_export+2764j
. text: pe0EBOOBRE401259 BB CB mov BCX, eax

.text:0000200880481258 48 @3 CE add rex, rsi ; lpLibFileName

text:280000088648125E 41 FF DS call LoadLibraryd

.text:0obo00E0RE401261 44 8B 3B mov rl5d, [rbx]

-text:oobRopeaRE4B1264 44 BE 73 1@ WO rl4d, [rbx+18h]

-text:0800000008401268 4C B2 FE add ris, rsi

ctext:2e00002000401268 4C 8B EB mov rl2, rax

.text:fe0000000840126E 40 @3 F6 add rid, rsi

.text:0000000006401271 EB 58 jmp short loc_4812CB

.text:2000000008481272 H

- text: BoBBBEEAREIA12T3

Ltext:eeoe0eoesedalays loc_481273: ; CODE XREF: mw_map_dll and_ jmp_to_export+2684j
. text:0000000806491273 49 83 3F @0 cmp qword ptr [r15], @

. text:060000000864081277 74 38 jz short loc_481281

text:0000000000481279 42 BE B2 0B 20 00 02 B0+ mov rax, 2020800020800028hH

text; BobBOEEEREIE1279 B0 B8

text:9000000000401283 49 85 @7 test [rF15], rax

-text:oo0000E0RE481286 74 29 jz short loc_481281

. text:000000000804081288 49 63
Jtext:asepeeeaRre4al28D 41 eF
text:BeppeoeaRR401291 42 8B
.text:00000000004081290 42 BB
. text: 8000000008048129E 42 8B

24 3C movsxd rax, dword ptr [r12+3cCh)
17 movzx  edx, word ptr [rl5]
20 B8 B0 o8 88 mov ecx, [rax+rl2+58h]
21 18 mov eax, [rex+rl2+1eh]
1C mov ecx, [rex+rl2+1Ch]

DEERALEASE

-text: BB00000800401243 49 B3 add rex, ril2

-text:HB00000000401246 48 26 sub rdx, rax

. text:20000090040124% 38 B4 mov eax, [roxtrdx*s]

. text:800000080840812AC 49 83 add rax, rl2

.text:00000000RR4012AF EB BF jmp short loc_4812C@ ; move address of API to dll IAT

.text: fo00000808401201 i et b
-text:0000000008481281

. text: 0000000886401281 loc_4812B1: ; CODE XREF: mw_map_dll_and_jmp_to_export+213tj
. text: 6000066806401281 ; mw_map_dll_and_jmp_to_export+222tj
text:febleeaaRe4a1261 49 BB 16 mov rdx, [rl4]

. text: 0000000000840812084 49 8B CC mov rcx, rl2 ; hModule

.text:0000000000401287 48 83 C2 @2 add rdx, 2

.text:0020000800408128E 48 @3 D6 add rdx, rsi ; lpProchame

-text:0E020000RB48128E FF DS call GetProciddress

.text:fobBRGERRE401200

.text:o00000886401200 loc_4812Ca: ; CODE XREF: mw_map_dll_and_jmp_to_export+2481J
.text:88006000064012(0 49 29 86 mov [r14], rax ; move address of API to dll IAT

A lot more code follows this, mapping sections and using VirtualProtect to assign the correct protections to

each one. We're almost done now!

There's then a call rbx instruction that leads to a rabbit hole of shellcode functions. Unfortunately what follows
next is something no one likes to read in an analysis like this, but I have no idea what those do. My educated
guess is some combination of anti-emulation/anti-sandbox, since there are multiple uses of the cpuid instruction
in there and a test following that call will skip the jump to the next stage and instead just return. If anyone is

curious, feel free to give it a look.

.text:0000000000401481 FF D3 call mi_maybe_anti_emulation

Jtext:00000000004814B3 45 85 E4 test riad, rl2d

Ltext:0020000000401480 BF B4 97 20 00 09 jz skip_next_stage_return_

Jtext:000000000040146C 83 BF O9C 20 20 0@ o0 CEp [rdi+IMAGE_NT_HEADERS64.OptionalHeader.DataDirectory.Size], @
Jtext:00000000004014C3 OF 84 BA 00 B0 00 jz skip next_stage_return_

text :00200000004014C0 38 97 55 0@ 9@ @0 mav edx, [rdi+IMAGE_NT_HEADERSG4.OptionalHeader.DataDirectory.VirtualAddress]
text:00000000004014CF 45 83 D6 add rdx, rsi

-text:0000000000401402 44 BB SA 18 may rlld, [rdx+IMAGE_EXPORT_DIRECTORY.NumberOfMames]
.text:00200000004014D6 45 85 DB test rlld, rlld

Jtext:0800000000401409 74 T8 jz short skip_next_stage_return_

Jtext:0000000000401408 23 TA 14 0@ cmp [rdx+IMAGE_EXPORT_DIRECTORY.NumberOfFunctions], @

Ltext : 002000000040140F 74 72 jz short skip_next_stage return

-text ! 00200000004014E1 44 BB 52 20 mov rled, [rdx+IMAGE_EXPORT_DIRECTORY.AddressOfNames]
Ltext:00000000084014ES 44 8B 4A 24 mov rod, [rdx+IMAGE_EXPORT_DIRECTORY.AddressOfNameOrdinals]
.text:00000000004014E9 33 DB xor ebx, ebx

. text:00000000004014E0 4C 83 D6 add rle, rsi

-text ! 00R00000004014EE 40 @3 CE add rg, rsi

<text:00200000004014F1 45 85 DB test rlld, rlld

Jtext:00000000004014F4 74 5D jz short skip_next_stage_return_

text:00000000004014F6

Jtext : 0eee0000004014F0 loc_4014F6: ; CODE XREF: mw_map_dll_and_jmp_to_export+aBE+j
Ltext:00E00000004014FC 45 BB B2 mov réd, [rie]

Ltext:00E00000004014F0 40 22 (e add rg, rsi

Jtext:eeepeeeeRRdRlarc 33 (9 xor eCx, BCX

Page 6 of 7


https://github.com/dodo-sec/Malware-Analysis/blob/main/SmoothOperator/img/build-iat.png
https://github.com/dodo-sec/Malware-Analysis/blob/main/SmoothOperator/img/build-iat.png
https://github.com/dodo-sec/Malware-Analysis/blob/main/SmoothOperator/img/export-in-r8.png
https://github.com/dodo-sec/Malware-Analysis/blob/main/SmoothOperator/img/export-in-r8.png

https://github.com /dodo-sec/Malware-Analysis /blob/main/SmoothOperator /SmoothOperator.md

After the return from the mysterious shellcode rabbit hole, we have only a few steps left. The code ensures it has

mapped the DLL correctly by checking the size of its Data Directory and the exported functions (there is only one,

D11GetClassObject ); it then maps the address of said name to r8 . Then the name of the export itself is checked

by a simple ROR 13 ADD hash function, another callback to metasploit:

Ltext:o0000000084014F6

Jtext:200000000084814F6 45
Jtext:eo000000004814F9 4AC
Jtext:8eee00a8e84814FC 33
text:00000000084014FE

.text:B000000084014FE

Jtext:ob0e00008084814FE C1
Jtext:oeeeeeaseqalsel 41
Ltext:oooR0000084015085 49
.text:bb00000008401508 B3
Jtext:ob000000008481504 41
Jtext:oeeee0a8e84a150F 75
LJtext:0eepe0a8ee481511
.text:bo00000008401514 74
Jtext:ob000000008481516 FF
Jtext:cebeeEa80@481518 49
Ltext:80e000a00848151C 4D
Ltext:booe00000840151F 41
.text:ob00000008481522 72
Jtext:oboee00008481524 EB
Jtext:oeeee0asee481526

text:bo0B008008401526

.text:bb00000008401526

Jtext:ob000000008481526 41
Jteut:
Ltext:oooe000008401520 74
.text:bo0000000840152F BB
Jtext:bb00000008481532 48
Jtext:0000008000481534 C1
Jtext:00e0000008481530 45
text:booe00000840153F 48
.text:ob00000008401542
Jtext:cebeeEaeRRB1545 3B
Ltext:0000008000848154D AC
.text: Bo02008008401558 41
.text:bb00000008481553

a2
Ce

FF 2@

B4

@l

24 D@ @2 8@ @@

@2
DE o8 62 ee

loc_4814F6:

orl3_add:

; CODE XREF: mw_map_dll_and_jmp_to_export+4BEij
réd, [rle] ; get export name in r8
rg, rsi
BCX, 8CX

; CODE XREF: mw_map_dll_and_jmp_to_export+4ABij
@Dh
byte ptr [r8]

ecx,
E3X,
ré
ecx, eax

byte ptr [r8-1], @

short rorl3_add

rlad, ecx

short call_export_witl

ebx

rle, 4

r9, ri3

ebx, rlld

short loc_4814F6 ; get export name in r@
short

skip_next_

eax, word ptr [r9]

eax, @FFFFFFFFh

short skip_next_stage_return

edx, [rdx+IMAGE_EXPORT_DIRECTORY.AddressOfFunctions]

rex, [rsp+8BEh+user_agent]

eax, 2

rax, rsi

réd, [rdxtrax] ; address of export

edx, [rspHBBEh+int_const@aa]

ré, rsi ; add base of mapped dll to address of export
s ; jmp to mapped dll export

Finally, the arguments (remember those from ages ago??) are put back into the relevant registers and there is a

jump to r8, which now holds the address of exported function of the third stage DLL. Its command line arguments

are the User-Agent string from earlier and the constant @xAA (thanks to the Sentinel One Report for pointing out

that this constant is the size of the User-Agent string).

Important time-saving tip:

It's only as I wrap up this write-up that I realized there is no decryption of the third stage DLL done by the

shellcode, only mapping and maybe some anti-emulation shenanigans. As such, one can really speed up their

analysis by extracting the full stage 2 payload and getting rid of everything before the MZ header of the third stage

DLL.

Source: https://github.com/dodo-sec/Malware-Analysis/blob/main/SmoothOperator/SmoothOperator.md
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