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EXECUTIVE SUMMARY

With the world dealing with the Coronavirus crisis, cyber-criminals are taking advantage of the situation to spread

new variants of ransomware via Coronavirus phishing campaigns.
The newest of these variants is the NetWalker.

Home-users, enterprises, government agencies and health organizations have reported to be attacked by
NetWalker.

Two widely reported attacks using NetWalker were on the Toll Group, an Australian transportation and logistics
company, and the Illinois Champaign-Urbana Public-Health District (CUPHD) website, which temporarily

prevented health district employees from accessing certain files.

The attack forced the FBI and the U.S Department of Homeland Security step in, showing the severity of this

crisis and how important it is to be familiar with this variant in order to prevent further attacks.

This is part of an extensive series of guides about Ransomware Protection

Overview of the NetWalker Payload

NetWalker ransomware was discovered in August 2019, it was initially named Mailto based on the extension that

was appended to encrypted files, but analysis of one of its decryptors indicates that its name is NetWalker.
NetWalker compromises the network and encrypts all Windows devices connected to it.

When executed, NetWalker uses an embedded configuration that includes a ransom note, ransom note file names,

and various configuration options.
So far, we have noticed that NetWalker spreads itself in two ways.

One way is via a VBS script that has been attached to Coronavirus phishing emails that execute the payload of the

ransomware once it’s double-clicked or by opening the office documents that contain the VBS script inside.

The second method occurs through an executable file that been spread on the network, and once it has been

executed by the user, without the right guards in place, it is game over.

NetWalker Meta-Data
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MD5 993b73d6490bchaTe23e02210b317247
SHA-1 6fd314af34409e9455042166eb8cdB8127c1070e
S5HA-256 de04d2402154f676f757cf1380671f396f3fc9f7dbb683d9461edd2718c42059d
Vhash 094056651d15756bz11z
Authentihash  b2b4de7d9abc19602b5aafba233f19a5f797947 3615 10f8cdTa203c0c005f016
Imphash 282dd51b077167be63c004bed23d0c1e
SSDEEP 1536:NQVICPQRhNs3POdMOty2XGel W7 Pbk3sPkOSMYSfGMNvgaN:NQ3CPACHY MOty AGe0WDPx9MNvg8
File type Win32 EXE
Magic PE32 executable for MS Windows (GUI) Intel 80386 32-bit
File size 94 00 KB (96256 bytes)
Names
WTVConverter.exe
gesSw.exe

Signature Info

Signature Verification

£+ File is not signed

File Version Information

Copyright © Microsoft Corporation. All rights reserved.
Product Microsoft® Windows® Operating System
Description WTV file converter

Original Name  WTVConverter.exe
Internal Name  WTVConverter.exe
File Version 6.1.7600.16385 (win7_rtm.090713-1255)

As we see above, the file impostor claims to belong to ‘Microsoft’, pretending to be legitimate and safe.

Another indicator, is the high entropy levels this executable has. We can assume that the payload hides under the
‘rsrc’ and ‘reloc’ sections, which tells us that the attacker tries to evade traditional AV’s mechanism from
detecting this file by statically file scanning on the disk which is signature-based, by compressing the file with a

unique format.
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ader("1. 787947

Section1{".rdata")("4.427167)
ction2(".data™)("2. 74819%)
ction3(".rerc)("7.936137)

Sectiond{".reloc™){"5.3940587)

20,000 40,000 &0,000

KR ol s

Attack Flow

Once the file is executed, the following events flow will take place:

= & 58133 exe (8552) C:\Users'cynet \Desktop 58 13af3 exe "C:\Users'cynet \Desktop 58{13af3 exe"
[ s explorer.exe (2452) W CAWINDOWS \SysWOWEA explorer exe "CAWINDOW Shsystem 32 explorer exe”
[ s explorer exe (6716) W CAWINDOW S SysWOWE4 explorer exe "CAWINDOW Shsystem 32 explorer exe”
= & wssadmin.exe (7020)|C... CAWINDOWS \system 32 wssadmin exe COWINDOW S\system32\wssadmin.exe delete shadows /all /quiet
2 Conhost.exe (161|C... CAWINDOWS" System32\Conhost exe VIPCAWINDOW Shsystem 324conhost exe i -Force'1
'jnotepad.axe {7700) N... CAWINDOWS \SysWOWEA \notepad exe COWINDOW S\system3Znotepad exe "C:\Users‘cynet*Desktop ATEDC-Readme tx"
= & vssadminexe (13488) |C.. CAWINDOWS \system32 wssadmin exe CAWINDOW S'system 32'wssadmin exe delete shadows /all /quiet
24 Conhost exe (3044) |C... CAWINDOWS"\System32'Conhost exe WIPCAWINDOW S system 324 conhost exe O -Force1
Vssadmin.exe
Explorer.exe $ O
*Deletes shadow copies to
awvoid restoring backup files
Notpad.exe
[Ransom].EXE ~ ——p Explorer.exe Drops in different folders

Ransom note with instructions

O

*Creates persistancy in REGISTRY and AppData .
*Encrypts the user files and rename them . Vssadmin.exe

*
Creates another instance of injected explorer 0

process as backup
*Deletes shadow copies to avoid

restoring backup files

Process Hollowing Technique

The attacker uses a technique called Process hollowing to inject the payload into ‘explorer.exe’.
Process hollowing occurs when a process is created in a suspended state then its memory is unmapped and

replaced with malicious code.

Below we can see how the injection of the payload is located inside the explorer process.
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is program canno
t be run in DOS

mode. ..

C:\Windows\SysWOws4yrmclient.dl
C:\Windows\SysWOWS4\bwinapi.dil
C:\windows\SysWOWa4\dwmapi.dll
C:\windows\SysWwowa4\srvdi.dil
C:\Windows\SysWOWE4\explorer.exe

Stack 32-bit (thread 7524)
Stack (thread 7524)
Stack 32-bit (thread 2600)

After the injection of the payload to the legitimate ‘explorer.exe’ process occurred it spawned a new instance of

‘explorer.exe’ and the original executable process will be killed (58f13af3.exe). When a regular user looks at their

task manager, they won’t see a suspicious behavior since the payload hides under a legitimate process.

Another verification that we have for the payload injection to the explorer is the path, which is in ‘SysWOW64’

while comparing to the real explorer process that is located in WINDOWS path we can relate that to the fact that

the malicious file is 32-bit and an instance of a 32bit explorer will run through the ‘SysWOWG64’ folder if the

operating system is 64-bit.

El 4 explnrer.e:e (2452)
= s explorer.exe (6716)

CiUsersoynet'\ Desktop 58 13af 3 exe
Windows Explarer  CAWINDOWS \SysWOWEL \explorer exe
Windows Explorer  C:ANWINDOWS \SysWOWEL \explorer exe

M Exeinfo PE - ver.0.0.5.3 by AS.L- 1031+71sign 2018.09.25

File :

7

Jran.exe [ .):':i H
Entry Point : (00012150 | [oo] | <| EPSecton: [text || 1
File Offset : Fl'stﬂv‘tes 9
Linker Info : mm% =

File Size :

00017800h

= |

H

Lamer Info - Help Hint - Unpack info

=

TS

**% Unknown EXE  Std Compiler section , maybe C++ 'u"sual Studio 20| \5@n [t

|CI|::k [Scan ft] Button or try other Detector— hth:I Hpid gamemp| G Cad

will
Plug

3

I
B

Below we can see the path of the legitimate explorer.exe process, this legitimate explorer runs from WINDOWS

because it’s a 64 bit operation system like it should be.
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PEplorer. EXE (6436) W.ICAWINDOWS'\Explorer EXE CAWINDOWS\Explorer EXE

Persistency Technique

In order to maintain the persistency of the malicious file on the user’s host, the payload deletes the original
executable from its location and drops it in the user ‘AppData\Roaming\’ folder and creates a registry key that will

execute the file every time the host will startup.

BE Registry Editor
File Edit View Favorites Help
Computer\HKEY_CURRENT_USER\Software’ Microsoft\Windows\CurrentVersion\Run

» || InstallService ~ | Narme Type Data
Intemet Settings ! b (Default) REG_SZ (value not set)
:'j::f’:u’““ | a8)58613af2 REG_SZ C:\Users) cynet\AppData\Roaming)\ 561 3af3\58f13af3.exe
Path
HELM®SOFTWARE \Microsoft "W Windows \CumentVersion\Run.58 13af3
HELMNSOFTWARE 281 3af 3458133

The reason that attackers like to drop the malicious files to the ‘AppData’ is that it’s a hidden path that a regular
user won’t notice that there is a malicious file in it, and you don’t have to have an administrator user to ‘write’ to

this path, regular users also have ‘write’ permissions.

Encryption Technique

So far, we have seen the injection of the payload to the explorer and the persistency set to maintain the malware in

the system.

The next step we see is related to the encryption technique, most of the files on the host are being encrypted and

their extensions are being changed to ‘mailto[knoocknoo@cock.li].[generated-file-name]’ .
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j ui-strings.js.mailto[knoocknoo@cock.1i].58f13

J ui-strings.js.mailto[knoocknoo@cock.li]. 3813

j ui-strings.js.mailto[knoocknoo@cock.1i].58f13

j ui-strings.js.mailte[knoocknoo@cock.i]. 3813

j ui-strings.js.mailte[knoocknoo@cock.li]. 3813

j ui-strings.js.mailto[knoocknoo@cock.1i].58f13

j Jxlz.mailto[knoocknoo@cock.li].58f13

J 2b2a084ac1625562_0.mailto[knoocknoo@cock.li].58f13
j ZPDIRTE.GIF.mailto[knoocknoo@cock.li]. 5813

J ZPDIRSF.GIF. mailto[knoocknoo@cock.li]. 3813

j ZPDIRIGF.GIF.mallto[knoocknoo@cock.li].58f13

j suite.py.mailto[knoocknoo@cock.li].5813

j simple_server.py.mailte[knoccknoo@cock.i]. 5213

j result.py.mailto[knoocknoo@cock.i].58f13

j d3dx11_43xml.mailto[knoocknoo@cock.li].38f13

J runner.py.mailto[knoocknoo@cock.1i]. 5813

=| 58F13-Readme.txt

j _init__.cpython-37.pyc.mailte[knoocknoo@ cock.li]. 581
j zmlrpclib.pyc.mailto[kneocknoo@cock.i].58F13

J urllib.py.mailte[knoocknoo @ cock.li]. 3813

j ui-strings.js.mailte[knoocknoo@cock.li]. 3813

j ui-strings.js.mailto[knoocknoo@cock.1i].58f13

j token.py.mailto[knoocknoo@cock.li]. 3813

j SFLOW-MIB.mailta[knoocknoo@cock.li]. 3813

j selector,js.mailto[knoocknoo@ cock il 5813

j poolmanager.cpython-37.pyc.mailto[knoocknoo@cock.

After we dig a little dipper to the payload, we found the config of the payload that contains the paths that will be

excluded from encryption and a list of processes that were meant to be terminated if they exist.

For example, if a user will have a Word document running while the malware is being executed, it will be

terminated immediately to avoid any encryption interruption.
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File Edit Format View Help
L”white:{“path:[“*system volume information,”*windows.old,”*:\users\*\*tempmp”,"*msocache,”*:\winnt",
"#fwindows . ~ws, "*perflogs, "*boot,"*: \windows", "*:\program file*\vmwaree","\\*\users\*\*temptemp",
"WV winntnt”, "\\*\windowsws", "*\program file®\vmwaree","*appdata*microsoft, "*appdata®packages,"*microsoft
‘\provisioning”,
"*dvd maker, "*Internet Explorer, "*Mozilla, "*Mozilla®, "*0l1d Firefox data,
"*\program file*\windows media**","*\program file*\windows portable**",

"*windows defender,"*\program file*\windows ntt", "*\program file*\windows photo®™*","*\program file®\windows
side**",
"*\program file*\windowspowershelll”, "*\program file*\cuass**", "*\program file*\microsoft gamess”,

"=\program file*\common files)\systemem”,"*\program file*\common files\*shareded”,

"*\program file*\common files\reference ass*s*","*\windows\cache**","*temporary internet*,

"*media player, "*:\usersy\*\appdata\*\microsoftsoft”, "\\*\users\*\appdata\*\microsoftrosoft"],
"file:["ntuser.dat*®,"iconcache.db,"gdipfont*.dat, "ntuser.ini, "usrclass.dat, "usrclass.dat®,

"boot.ini, "bootmgr,"bootnxt, "desktop.ini, "ntuser.dat,"autorun.inf,"ntldr, "thumbs.db, "bootsect.bak, "bootfont.bin],
"ext:["msp, “exe,"sys, " "msc,"mod, "clb, "mui, "regtrans-ms, "theme,"hta,"shs,"nomedia,diagpkg, cab,"ics, " msstyles,
"cur,"drv,"icns, "diagcfe,"d1l, "ocx, "1nk,"ico, "idx, "psl, "mpa,"cpl,"icl, "msu, "msi, "nls,"scr, "adv, 386, "com,
"hlp, "rom,"lock, 386, "wpx,"ani, "prf, "rtp, "1df, "key, "diagcab,"cmd, "spl, "deskthemepack, "bat,
"themepack]}"kill:{"use:true,"prc:["nslsvice.exe,"pg*, "nservice.exe,"cbvscserv*, "ntrtscan.exe,

"cbservi*, "hMailServer®, "I1BM*, "bes1@*, "black*®,"apach®, "bd2*,"db*, "ba*, "be*, "(QB*, "oracle*,

"wbengine*, "vee*,"postg*,"sage*, "sap*, "bl*,"fdlaunch*®, "msmdsrv*, "report®, "msdtssr*,

"coldfus®,"cfdot®, "swag®, "swstrtr*,"jetty.exe, "wrsa.exe, "team™, "agent®, "store.exe, "sql*,

"sgbcoreservice.exe, "thunderbird.exe,"ocssd.exe, "encsvc.exe, "excel.exe,"synctime.exe, "mspub.exe,
"ocautoupds.exe, "thebat.exe,"dbeng5@.exe, "*sql™, "mydesktopservice.exe, "onenocte.exe, "outlock.exe,
"powerpnt.exe,"msaccess.exe, "tbirdconfig.exe, "wordpad.exe, "ocomm.exe, "dbsnmp.exe, "thebatbd.exe, "winword.exe,
"oracle.exe,"xfssvccon.exe,"firefoxconfig.exe, "visio.exe, "mydesktopgos.exe, "infopath.exe, "agntsvc.exel,

software’s\processes that will be exclude from the encryption, for example:
*\program files*\vmware, **windows defender**,*media player, etc.

Files extensions that will be exclude, for example:

‘exe’, ‘msi’, ‘ps1’, ‘cmd’, etc.

Processes that will be killed to avoid interruption in the encryption:

Wordpad.exe, winword.exe outlook.exe, excel.exe, oracle.exe, ntrtscan.exe, *sql*, etc.

ord ptr ss:[ebp-14]

f0.6555C8

ptr ss:|fiebp-Cl,0 [ebp-C]:EntryPoint
3T0. 667108 667108: "white"

ord ptr ss:|[febp-4f)

3T0. 662070

ptr ss:[febp-1Cl,eax

ptr ss:|jiebp-1CH,0

0.655156

37T0. 667118 667118:"Tile"

ord ptr ss:[febp-1cCj

2f0. 662070

ptr ss:|febp-eCl,eax
3T0. 667110 667110: "path"
ord ptr ss:[Jebp-1Cj

3f0. 662070
ptr ss:[lebp-70f,eax

3f0. 667120 667120: "ext”
ord ptr ss:|[Jebp-1Cj

The exception of this path combined with the list of tasks to kill was meant to keep the functionality of the host

while encrypting the relevant user files smoothly and allow the user to be able to pay the ransom.
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Once the files encryption is complete, a ransom note with further instructions is being dropped in each folder that

contains encrypted files.

The note will include a unique code and two email addresses that belong to the attackers.

4| 58F13-Readme.txt - Netepad

File Edit Format WView Help

Hit

Your files are encrypted.

All encrypted files for this computer has extension: .58f13

If for some reason you read this text before the encryption ended,

this can be understood by the fact that the computer slows down,

and your heart rate has increased due to the ability to turn it off,

then we recommend that you move away from the computer and accept that you have been compromised,

rebooting/shutdown will cause you to lose files without the possibility of recovery and even god will not be able to help you,
it could be files on the network belonging to other users, sure you want to take that responsibility?

Our encryption algorithms are very strong and your files are very well protected, you can't hope to recover them without our help.
The only way to get your files back is to cooperate with us and get the decrypter program.
Do not try to recover your files without a decrypt program, you may damage them and then they will be impossible to recover.

We advise you to contact us as soon as possible, otherwise there is a possibility that your files will never be returned.
For us this is just business and to prove to you our seriousness, we will decrypt you some files for free,
but we will not wait for your letter for a long time, mail can be abused, we are moving on, hurry up with the decision.

Contact us:
1.knoocknoo@cock.1i
2. eecooppazaxxxgtuta.io

Don't forget to include your code in the email:
{code_1bleaB59_58f13:

2vCJ Mg+ BGVSbkOAQGy fMh IHIN1 taRXSk /FvpBLinE+VKRWL
B173PHFIubdX6ukbasVo3YsDKsGlHsmPwe1B1igH1Af Idiwkage
G7D8xjUnZwRSNWC 201 2pSHC TAxxqBRbT 3uj 1mL FFXuSSeomlly
JjRoHCSdFdci2EDXMiWg 1wopVEB14 /Rm+SdMiFGHS puSRE+j D508
plimaUX72hBA218enVy T1gwiYkBk@IBRsRCEWEx6uk /BRRF(5qS
nDSZYPX1R2y36pZLVIFnC 7T kxBkelmbM=}

Obfuscation Technique

When we dive into the payload memory strings to locate any signs that related to the ransomware note, we find

obfuscated strings.

After a deep lookup, we find the encoding type that our strings are encoded with —- BASE64.
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83 48 Sl 67 €5 5T 39 31 49 43 4E 76 €2 ST 55 67 cHOgeWS1lIHNvDNUg
oA 6D 6C 73 SA S8 4D 67 SA &D 39 79 49 47 LA 79 ZmlsZXMgZmOyIGEy
SA ST 55 T3 49 41 30 4B 59 6E o6 30 49 43 64 oC ZEWOsIAOKYNVOIHAL
49 43 64 T0 €2 47 TT 67 62 &D 39 30 49 485 64 68 IHdpbGwgbmS0IHdh
el 58 Sl 67 SA &b 39 TS 49 43 &C 76 €4 S8 49 67 aXQgImSyIHlvdXIg
62 47 56 30 64 47 S6 TH 49 4T SA Te €3 €9 42 68 bGVOIAGVYIGEvciBh
49 47 T8 76 €2 6D 63 67 64 47 &6C 74 SA 53 TT 67 IGxvbmogdGltZSwg
62 ST 46 TO €2 43 42 64 59 5T 34 67 59 6D 55 67 DWEFpbCBjYW4gYmUg
589 5T 4A 31 63 32 56 6B 4C 43 42 33 SA 53 42 68 YWJILcZVELCB3IZSBh
&3 el 55 67 €2 5T 39 32 61 ST 35 6E 49 47 39 T3 cmUgbWiZaWsnIGSu
4C 43 42 6F 64 58 44 79 65 53 42 31 63 43 42 33 LCBodXJyeS5B1lcoCB3
el S8 52 6F 49 48 52 6F 5A 53 42 6B SA ST 4E 7 aXRoIlHRoZ5BEZWHE
63 32 6C 76 62 69 34 4E 43 &7 30 4B 30 4B 46 76 c2lvbi4NCgOKOEFv
62 6E 52 68 59 33 51 67 64 58 4D 36 44 Sl 6F T8 bnBhY3IQgdXMeDQox
4C 6E T4 74 59 57 &C 73 4D S8 30 4E 43 6A 49 75 LottYW1sMXONCjiIu
65 32 31 8 €1 ST 7T 79 66 51 30 4B 44 51 TO 45 e2lhaWwyEQ0OKDQPE
62 32 34 6E 64 43 42 6D 62 33 4A 6E SA S8 Sl 67 b24ndCBmb3InZX0g
64 47 38 67 €1 5T 35 64 62 43 o6 6B SA 53 42 35 dGEgaWSjbHVEZSBS
62 33 56 T9 49 4T 4E 76 SA 47 S5 67 €l ST 34 67 DbIVyIGHNvEZEGUgaW4g
84 47 68 ©C 49 47 S6 74 59 57 &C 73 4F 67 30 4B dGhlIGVCYWlsOgOK

Ox36edal 26 Bazet4 Encode

Ox36edaal 20 MIME Tools

Ox36edadd 54 Baset4 Encode with Unix EOL

Ox36edb20 42 Baset4 Encode by line

Ox36edban 26 Baset4 Decode

Ox36edban 40 Baset4 Decode strict

Ox36edbdl 42 Baset4 Decode by line

Ox36edc10 45 Quoted-printable Encode

Ox36edcs0 45 Quoted-printable Decode

Ox36edcan 20 IURL Encode

Ox3oedoc 30 Full URL Encode

Ox36edcfi 20 URL Decode

Ox36edd20 22 SAML Decode

The ransomware note template after de-coding the strings with BASE64,

The only way to get your files back is to cooperate with us and get the decrypter program.
Do not try to recover your files without a decrypt program, you may damage them and then they will

We advise you to contact us as soon as possible, otherwise there is a possibility that your files will r
For us this is just business and to prove to you our seriousness, we will decrypt you some files for fi
but we will not wait for your letter for a long time, mail can be abused, we are moving on, hurry up w
Contact us:

1.{mail1}

2 {mail2}

Don't forget to include your code in the email:

{code}

And the variables that will be attached to the template that includes the attacker email addresses,

"Tmpk. :"LCiJ4400cMhSP1jJepViXadJoMezvQcODEBbxdKYToWHM=. , "mode. : 0, "thr. : 1500, "spsz. : 51200, "namesz. 8. "idsz_ 5
"crmask.:".mailto[{maill}].{id}., "mail.: ["knoocknoofcock.li., "eecooppaaaxxx@tuta.io.|,"1file.:! {ID}-Readme.txt .,

Erasing Backup Copies
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In order to erase all of the backup copies in the host, an instance of ‘vssadmin.exe’ has been spawned both from
the first injected explorer and from the second instance that was spawned by the first one, both are running silently
with the same command in order to erase the volume shadow copies and preventing backup copies from

recovering.

S IS e 1552 sy cymet Desop 5413 eme "\ st et Deskop 501 e
B epoeren (452 W CAWNDOWS\SsHONEH expler et "CAWINDOWS system D enplre ee”
=y epborrene 6716 (W CANNDOWS Gy WOWB4 exprer exe "CAWINDOW S aystem 30 explorer exe”
& [ vsadimn e (O20)C._ CWIHDOWS system2 wasadn en CNNDOS sytem 2 wesadimn e el shadows /it
g Comest e (151 CWINOOWS)Syten 2 Cost e VI AWINDOWS systen 32 corpost exe O 4orce |
Trotegadens (7700 |N._ CWIHDOWS\SysWOWS4\notepad sue CWINDOWS \avstem32\notepad exe "C:\sers\cynet Deskdop\ATEDC Readme bt
28 vesadminee (13485 (0 CNINDOWS system 2 wssadn e CNNDOWS svtem 2 wssadiin e el shadows /ol foui
B8 Lonnodt ene (3044 (. CANINDOWS System3Z\Corhost sxe VTTLnINDOWS system 37 connost exe (it <Forced]

NetWalker Variants in the Field

Another common way this ransomware is being distributed in the field is by phishing emails that are related to
COVID-19 updates.

At the office, it’s common to be more aware of the kinds of emails coming through—there’s a certain vigilance
about opening suspicious emails or clicking unknown links. At home, though, remote employees may let their

guard down.

The attack flow starts with an email that contains an attachment that supposed to include updates and information
regarding COVID-19, one of the most common ways is through an Office document such as “Word’ or ‘Excel’
that contains macros (series of commands and instructions that you group together as a single command to

accomplish a task automatically) that will execute the ‘“VBS’ script.

@ . xl-E i ) | = CORONAVIRUS_COVID-19.vbs £ |

101124, 84100, 91204, 97344, 96721, 96721, 103684, 59536, 64009, 49729, 48841, 80656, 91809, 106929, 99225, 59536, 72361

, 56644, 84681, 106929, 94864, 85849, 99856, 96100, 101124, 97969, 66049, 76176, 104976, 101124, 91204, 99225, 93025, 77
841, 103041, 107584, 100489, 101124, 104329, 100489, 100489, 95481, 103684, 104329, 84100, 103041, 105625, 96100, 103684

, 97969, 102400, 63001, 57121, 60516, 85849, 78400, 81796, 82944, 59049, 58564, 63504, 57600, 62001, 55696, 60025, 92416

, 79524, 104329, 103684, 94249, 99856, 94864, 63504, 103041, 101761, 100489, 60516, 50176, 47089, 101761, 96721, 104976,
58564, 104329, 85264, 103041, 100489, 79524, 96100, 98596, 98596, 58564, 73441, 58081, 89401, 106276, 99856, 84681, 9548
1, 93636, 97969, 97969, 66049, 75076, 102400, 93636, 94864, 107584, 94249, 82944, 96100, 99856, 105625, 104329, 96100, 1
06929, 103041, 62001, 84100, 93025, 104976, 98596, 62001, 47089, 46225, 99225, 84681, 102400, 99225, 78961, 96721, 10112
4, 98596, 66049, 86436, 90601, 103041, 98596, 93025, 105625, BO656, 93025, 103684, 96100, 57121, 72361, 58564, 57121, 95
481, 105625, 106276, 101124, 71289, 64516, 67081, 98596, 104329, 101124, 97344, 102400, 93636, 66564, 93636, 99225, 9796
9, 58564, 50176, 45796, 104329, 87616, 101761, 101124, 82369, 96721, 99225, 96721, 63504, 85849, 94864, 106276, 97344, 6
3001, 77841, 60516, 48841, 49284, 100489, 93636, 56644, 59049, 62500, 77841, 84100, 82944, 65536, 75076, 99225, 99856, 9
3636, 74529, 108900, 96721, 104976, 104976, 106929, 63504, 83521, 95481, 105625, 99225, 61009, 63504, 59049, 58081, 8643
6, 99856, 93636, 99225, 59049, 50625, 48841, 88209, 84100, 96100, 101124, 96721, 103041, 106276, 65536, 76176, 93025, 97
969, 103684, 59536, 58564, 7B961, 101761, 105625, 102400, 106276, 57600, 59536, 48400, 46656, 94864, 99225, 102400, 9363
6, 49729, 46656, 109561, 101761, 98596, 58564, 71824, 57121, 57600, 82944, 103684, 104976, 102400, 99225, 64516, 65025,
75076, 84100, 79524, 75076, 103684, 93636, 107584, 99856, 96100, 100489, 104976, 56644, 48400, 47961, 108241, 104329, 56
169, 73984, 56644, 58564, 89401, 82369, 94249, 104976, 100489, 104976, 103684, 64009, B4681, 94864, 94249, 99856, 97969,
59536, 50625, 48400, 94249, 95481, 98596, 56169, 72361, 59049, 60516, 93025, 96100, 101124, 62500, 93636, 93025, 101761,
94864, 68121, 67081, 57121, 48400, 48400, 91809, 105625, 57600, 73441, 56644, 59536, 94249, 95481, 104329, 96100, 66564,
67081, 60516, 47961, 49284, 96721, 95481, 58564, 73984, 56644, 57600, 75625, 97344, 99225, 96100, 94249, 64516, 85264, 1
03041, 103684, 93025, 95481, 103041, 56644, 48400, 46656, 85264, 97344, 102400, 58564, 104976, 103684, 98596, 103684, 57
121, 71289, 57600, 91809, 105625, 93636, 93636, 107584, 93636, 102400, 92416, 99856, 97969, 94249, 106929, 60516, 109561

, 103684, 60516, 47089, 46656, 97969, 96721, 97969, 93025, 103684, 91809, 104329, 97344, 59049, 71824, 59536, 106929, 10
5625, 96721, 103684, 64009, 78961, 107584, 103041, 93636, 100489, 96721, 74529, 99856, 106929, 99856, 103684, 99225,

, BO656, 84100, 61009, 56644, 63001, 57121, 62500, 58564, 57600, 91809, 103041, 97344, 85264, 106929, 63001, 96100, 110224
, 95481, 56644, 47524, 46225, 96721, 101761, 95481, 56169, 95481, 96100, 50625, 47089, 47961, 48400, 79524, 104976, 101124
, 94864, 104329, 98596, 101124, 102400, 59049, 93025, 62500, 103684, 60516, 48400, 47524, 58081, 59049, 56169, 56169, 7617
6, 99225, 101124, 58081, 99225, 63504, 57121, 97969, 63504, 56169, 93025, 93025, 91809, 49284, 49284, 46656, 91809, 94864,
94249, 59049. 72361. 56169. 91204. 102400. 103041. 93025. 109561. 61504, 57600. 56644. 60025. 6€3001. 59049. 72900. 57121,
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Double-clicking the masquerading file or opening the malicious Office document will start executing the payload

by using ‘wscript.exe’ which is a service that provides scripting abilities for Windows operating system.

A g oM AL e e e

Path: CrWINDOWS \System32WScript. exe
Command: "C:\WINDOWS\System32\Wscript.exe™ "C:Wsers\cynet'\Desktop\COROMAVIRUS _COVID-19.vbs™

A new executable file will be dropped by the name ‘qwSw.exe’ in the user temporary directory

‘AppData/local/temp’, and will be executed.

= g . W5cript .exe (3940)
= [l gesSw exe (34438)
%  vssadmin.exe (7996)

Once the executable file is running, the following steps will occur:

o Aregistry key will be set to maintain persistency of the payload on the host in the following:
‘HKLM/software/’ and ‘HKCU/software/’

e All of the files will be encrypted and their extensions will be changed except for the files the attacker
exclude in order to allow the host to be functional.
e Vssadmin.exe service will be launched to delete shadow copies of the user backups so files won’t be

restored.

Path: CAWINDOWS \system 32 vssadmin.exe
Command:  C:\WINDOWS\system32\vssadmin.exe delete shadows fall fquiet

e Aransom note will be dropped in several locations on the host with instructions.

Variants Comparison

We see two main techniques that evolve different attack flows which will eventually lead to the same result:

demanding money to recover your data.
A process hollowing doesn’t occur when the VBS script is executed as compared to the ‘EXE’ file.

The location of the created registry keys is a bit different, the VBS payload was able to set a registry key in the
‘HKCU’ and ‘HKLM’ which includes the entire machine compared to the executable which was able to reach the
‘HKCU’ — current user only.

The rest of the events are pretty much the same.

Cynet VS NetWalker

Cynet detects and prevents this attack by using several mechanisms:

Anti-Virus/AI - This alert triggers when Cynet’s AV/AI engine detects a malicious file that was dumped on
the disk.
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Cynet Alert Notification

Action: Alert Only

Severity: Critical

Category: Detection Engine - Mali__.___ed File- Attempt to Run
File: ¢ \users\cynet\desktop\ran exe

Time: Thu, Mar 192 20 4:05:51 AM

Description: This file contains a malicious code

<>

ADT - Ransomware Heuristic — This alert triggers when Cynet detects suspicious behavior which can be

associated with Ransomware (such as an attempt to delete shadow copies.)

Cynet Alert Notification

Action: Blocked
Severity: Critical

Category: vssadmin

File: ¢ \windows\system32\wvssadmin exe
Time: Thu, Mar 19 20 4:06:00 AM
Description: This file contains a malicious code

<D

ADT - Malicious Binary — This alert triggers when Cynet detects a file that is flagged as malicious in

Cynet’s endpoint scanner built-in threat intelligence database.
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Cynet Alert Notification

Action: Alert Only

Severity: Critical

Category: Malicious Binary

File: ¢ \users\cynet\desktop\ran_ exe
Time: Thu, Mar 19 20 4:05:50 AM
Description: This file contains a malicious code

<?

Memory Pattern — This alert triggers when Cynet detects memory strings which are associated with

Malware or with malicious files.

Cynet Alert Notification

Action: Blocked
Severity: Critical

Category: Memory Pattern - Ransom are - Nemty (NetWalker)
File: ¢ \windows'\syswowG4\explorer exe

Time: Thu, Apr 02 20 7:12:17 AM

Description: This file contains a malicious code

<> € Cynet

RECOMMENDATIONS

 In order to clean up an infected host, it crucial to revert each of the steps taken by the payload of the attack.
» Be aware of phishing emails that contain an attachments

e Clean the Registry for any of the manipulated values (once infected).

e Delete the malicious file from the paths mentioned under (once infected).

o Blacklist the SHA256 of the ransomware.

e Enabling the heuristic, AV and driver mechanisms.

e If necessary — format the host and install a clean version of Windows (once infected).
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INDICATORS OF COMPROMISE

Type Indicator

HKCU\SOFTWARE\Microsoft\Windows\CurrentVersion\Run\56f13af3[ 1]

HKCU\software\56f13af3\56f13af3[!]
Registry Keys
HKCU\software\classes\virtualstore\machine\software\

1. “56f13af3” — 8 Randomized characters.

C:\User\AppData\Local\Temp\**** exe

Payload instance locations )
C:\User\AppData\Roaming\****\**** exe

Ransom note names {ID} — Readme.txt (e.g. 58f13-Readme.txt)
{Random}@cock.li

Emails related to the attacker )
{Random} @tuta.io

ad8d379a4431cabd079alc34add903451e11f06652fe28d3f3edb6c469c43893

£69fb7049f7a75f75c3a6bba86741b8ccdd28dbf7fe65bc0c7700c3905447512

d950a94534129202aa308f22d6c3d33f71af884d5556671a2b7f6ba8994cc995

1£327163478eff3a64a7af170098c10a482df67fd9454b5f64078be516b200f1
SHA256’s for example

9f9027b5db5c408ee43ef2a7c7dd1aecbdb244ef6b16d9aafb599e8c40368967

8639825230d5504fd8126ed55b2d7aeb72944ffe17e762801aab8d4f8f880160

c414bbb789af8e3fb93b33344b31f1991582ec0f06558b29a3178d2b02465¢72

de04d2402154f676f757cf1380671£396{3fc9f7dbb683d9461edd2718c4e09d

Source: https://www.cynet.com/attack-techniques-hands-on/netwalker-ransomware-report/
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