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 Tool: ICONICSTEALER

Names ICONICSTEALER

Category Malware

Type Info stealer

Description
(Mandiant) ICONICSTEALER is a C/C++ data miner that collects application configuration
data as well as browser history.

Information
<https://www.mandiant.com/resources/blog/3cx-software-supply-chain-compromise>
<https://www.cisa.gov/news-events/analysis-reports/ar23-110a>

Malpedia <https://malpedia.caad.fkie.fraunhofer.de/details/win.iconic_stealer>

Last change to this tool card: 22 June 2023

Download this tool card in JSON format

All groups using tool ICONICSTEALER

Changed Name Country Observed

APT groups

  Lazarus Group, Hidden Cobra, Labyrinth Chollima 2007-May 2025

1 group listed (1 APT, 0 other, 0 unknown)

Source: https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=8bcf5081-4c55-41c6-934a-fd06b74c0a40
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