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Now a days Brute Ratel (sometimes called the “Angry Monkey C2”) seems to be a hot topic within the
information security community. There’s been lots of drama surrounding the author (ParanoidNinja), rumors of
the C2 being backdoored, and even some blog posts from well known and respected individuals within the
security community indicating that the C2 framework is potentially being used by APT29 (aka the Russian State

Sponsored groups).

So, with all these controversies, where do we go from here? Well, validating the claim that the C2 Framework is
backdoored can be quite difficult to prove as that would involve me spending several thousand dollars to acquire
the framework itself... So, that’s not exaclty feasable. I can however get the next best thing. A Brute Ratel

Beacon, or Agent (or as they like to call it, a “Badger™).

Acquiring a Badger for Analysis

How can we do this exactly? Fortunately, I have a VirusTotal Enterprise license! This means we can pull down
(download) a publicly tagged “Brute Ratel” sample from the community. To do so, we’re going to use a search for

something like Comment:"Brute Ratel" and see if we get any hits...
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Suprise Suprise, we got six hits! Let’s go with the most obvious one, badger x64.exe (SHA256 Sum:

3ad53495851bafc48caf6d2227a434ca2e0bef9ab3bd40abfe4ea8f318d37bbe).

Lab Setup
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For this lab, we will be using REMWorkstation + REMnux. Here’s a diagram that breaks down the lab setup:
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o REMMWorkstation has the IP Address of 192.168.128.12

e REMNux has the IP Address of 192.168.128.10

o Default Gateway has the IP Address of 192.168.128.2

e REMNUX can route to 192.168.128.2, but the route is not configured.

o If REMNux is configured to route to the Default Gateway, outbound traffic to the internet is allowed
In addition:

e REMNux will have an iptables rule that will accept all and any traffic going into it.
e REMNux will be running FakeDNS and iNetSim

e REMNux will be running WireShark

o REMWorkstation will be running Fiddler

And thats our lab!

Dynamic Analysis - Malware Detonation

Now that we have our sample acquired, and you’re familiar with my lab setup, let’s double click some EXEs!
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o 2o coom [ YHAO & &0 1 BRDSE

N PID Operation Pain Rosul  Detai TID Imago Pa:

f xplorer. 495 BfRegQuenkey  HKCUISOftware\Classes SUCCESS  Query Name 2352 CIWINDO
Explorer 490 BRogQuonKey  HKCUSoftwaro\Classos. SUGCESS  Quory HandeTags, Han 2352 CWINDO

o 495 BiRegQuenKey  HKCUSoftwarelClasses SUGCESS  Query HandeTags, Han 2352 CIWINDC

Bxporer 496 B{RegOpenKey BU0BAFG5-GFF NAME NOT _ Dested Read 2352 CIWINDG

Explorer 495 HKCROL B905.4F85 8FF1 ] NAME NOT _ Desied Read 2352 CWINDO

: Exploer 495 BiRegQuenKey  HKCUSOftware\Classes SUCCESS  Query Name 2352 CIWINDC
o b v s ek ot s 0 Diplorer 495 B{RegQuenkey  HKCUSOftware\Classos SUCCESS  Query HandeTags, Han 2352 CIWINDG
b T 15 510 Exlorer 496 iRogQuoyKey  HKOUSoftware Classos SUGCESS  Quory HandeTags Han 2352 CWINDO
” . Exploer 496 BfRegOperkey  HKCUISoftware\ClassesiApplcations Procinonéd exe NAME NOT _ Desied Access: Read 2352 CIWINDC
Explorer_. 496 B{RegOperkey  HKCRIApplcations Procmontd eve NAME NOT _ Dested Access Read 2352 CWINDG

Exploror 495 BRogQuenyoy  HKCUSoftwaro!Classos SUGCESS  Quory Namo 2352 CWINDO

o 495 BiRegQuenKey  HKCUSoftware\Classes SUGCESS  Query: HandeTags, Han 235 CIWINDC

Dxplorer 495 B{RegQuanKey  HKCUSOftware\Classos SUCCESS  Query Name 2352 CWINDG

Explorer 496 oo NAME NOT _ Dested Access: Road 2352 CWINDO

Explorer 496 fRegOperkey  HKCRIApplkalionsiProcrionéd exe NAME NOT _ Desied Access: Read 235 CIWINDC

T Bporer 496 X Createrie CUsersIREMiAppDatalLogalTemp Procmonsd exe SUCCESS  Desied Access: Read A 2352 CWINDG

o Explorer c batal oo SUGCESS  CreationTime. 7192022 2352 CWINDO

21618 NTATTHORTYSYSTEN Exporer_ 495 P CloseFle CUsers REMiAppDatalLocalTemp Procimon exe SUCCESS 2352 CIWINDC

o ctimon e 41 @RegQuenKey  HKCU SUCCESS  Query HandeTags, Han 920 CWINDG

15448 WTATTHORTYISTEM Betimon oo 41 NAME NOT _ Desrod Access: Noty 520 CWINDG

121M8 NTATHORTYSISTEM Hetimonexe 41. ERegQuerykey KL SUGCESS  Query: HandeTags, Han 920 CIWINDC

etimonxs 41 HKLMSoftware McrosoftinputSetings SUGCESS  Dested Access Read 920 CWINDG

Betimon oo 41 HKCU SUGCESS  Query HandeTags, Han 520 CWINDG

ctimonexe 41 EiRegOpenkey  HKCUSSoftwareiMicrosoftinput Setings NAME NOT _ Desied Access: Read 920 CIWINDC

Hetimonexe 41 KL SUGCESS  Query HandeTags, Han 920 CWINDG

Betimon oo 41 HKLIS Tos_0409im 1 SUGCESS  Dested Access: Query V. 520 CWINDG

Hetimonexe 41 HKLM . Tioc_0409im_1\Expressvel.. SUCCESS  Type: REG_DWORD, Le. 920 CIWINDC

etimonxe 41 HKLINS - Tioo_0409im_1 SUCCESS 920 CWINDG

Betimonoxe 41 HKLMS SUCCESS 520 CWINDG

Hctinonexe 41 BiRegQuenKey  HKLM SUGCESS  Query: HandeTags, Han 920 CIWINDC

r v Hetimonexe 41 HKLI SUCCESS  Dested Access Read 920 CWINDG

221 M8 DESCORICIQHONEM i ot 310 Betimon exe 41 giRegauenykey Kcu SUGCESS  Query HandeTags, Han 520 CWINDC

1162M8 DESTOP ZCHOVEM ctinonexe 41 EiRegOpenkey  HKCUSSoftwareiMicrosoftinput Setings NAME NOT _ Desied Access: Read 920 CIWINDC

L A 6 e Hetimon e 41 LS SUGGESS  Guory. HandoTags, Han 920 CWINDC

fmon exe 41 Y HKU . Tog_0409im_1 SUGCESS  Dested Access: Query V. 520 CIWINDO

So, right off the bat, we can see some beacons to 156.65.186.50 over HTTPS. Looking at these requests in Fiddler,

we can see that the sample is using the user agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/90.0.4430.93 Safari/537.36 with no extra headers.

qT_s, FiddlerScript El Log [ Filters “— Timeline
Get Started (3) statistics % Inspectors 4 AutoResponder # Composer [ Fiddier Orchestra Beta
Headers TextView SyntaxView WebForms HexView Auth Cookies Raw JSON ML

CONMECT 159.65.186.50:443 HTTP/1.0 ~
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) ApplewebKit/537.36 (KHTML, Tlike Gecko) Chrome/20.0
Host: 159.65.186.50:443

Content-Length: 0O

Connection: Keep-Alive

Pragma: no-cache

A S5Lv3-compatible ClientHello handshake was found. Fiddler extracted the parameters below.

version: 3.3 (TL5/1.2)
Random: 62 C2 D3 59 81 05 25 42 30 52 AA 23 56 96 33 87 BB 3B 22 C6 OB 17 37 6B 50 F5 Al S5F 00 D3 D1 AB
"Time": 10,/3/2017 1:31:14 PM
SessionID: empty
Extensions:

status_request OCSP - Implicit Responder

supported_groups ®25519 [0x1d], secp256rl [0Ox17], secp334rl [0x18] h
< >

Find... (press Ctrl4+Enter to highlight all) ” Viewin Notepad

Transformer Headers TextView SyntanView ImageView HexView WebView Auth Caching Cookies | Raw

150N XML

HTTP/1.0 200 Connection Established
Fiddlergateway: Direct

StartTime: 15:13:29.434
Connection: close

This is suprisingly bare. Let’s pivot over to iNetSim and see whats going on over there.

(L] i
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[} o

(L]

3

On that side, we can see a little bit more. The file that the “Badger” requested is /admin , and there is also some

POST data that we missed!
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Let’s see if we can find that in Fiddler... Unfortunately, I could not find the request in Fiddler, I’ll have to revert

and redetonate the sample in a bit...

Edit: Fiddler actually caused some issues w/ cutting the POST data off to inetsim :(.

Procmon/ProcDot Analysis

For now - Let’s move over to ProcMon and ProcDot and see what the badger is looking for.

7| ® ProcDOT - C:\Users\REM\ procdotidefault.pd*
File Edit View Fitters Plugins ?

Menitoring Logs

M Procmon: [C:\Users\REM"Desktop\Logfile CSV

CERT.at Windump: |

o P -

Starting out, this is an absolutely massive graph. Let’s start from the top and work our way down.

At the top:

It appears that the badger is first checking to see if there are any registry keys correlated to a proxy on the system.

Since no proxies are in place, BRC4 likely foudn nothing.

On the far right, we can see a couple of cached web page responses saved to disk. If you’d like to read that data -

all it contains is the iNetSim HTTP Response.
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s 50 e s ) P T 10,05 Vineis X64) Al SHebiE /33736 (KA, oke Secko) Shrone/a0.0.4430.53 Safr |
Tunelts 159.65.186.50:443 0 concent L engr '“
S amection: Kkeep-Alive | ==
T It 159.65.186.50:443 0 Pragma: no-cac)
Tumnelto 159.65.186.50:443 0 1M B =1 Content
g . & sstva-conparibie clientkello ha
- H e vi

Tunrel§ B ppDataLocall tnetUrl wnSTCOEDB. — O X | jome are ew
1“”“: file Edit Search View Encoding Language Settings Tools Macro Run P,uw Window 7 x « “ 4 > REM > AppData » Locallow > Microsoft » CryptnetUnCache > Content v|@ | search Content
el x .
e s BEHE 3G £ Wk 3: ngl2 s BRE [FIREECIOR] & A O Name Date modied e
Turnel § b 19 A Quick access
Tunel i SerERTs — [T, N [2] ] S7CBEDBISDF3FOADAEE2DC2BECFDA1ST 7/9/20223:28 PM System file
Turelf] 5 <head> [ ] T7EC63BDAT4BDODOED426DCEFBO0B506 7/8/2022 3:37 PM System file
Turelt| 3 <title>INetSim default HTML page</title> By 8 Downlosds * [ 103621DEICDS414CC2538780BABT5TS1 3/28/2022 946 PM System file
Tumelfl 4| /heads ERe = Documents * 1] FBODBASFTAFTOBB2EAAYIT46024D9740 31472018 12:38 AM Systemfile
Tumelf| 5 B <body> =
Tumrelt] & <p></p> Program Files »
Tordl] T <p align="center'>This is the default HTML page for INetSim Progrom s 086)
Turnel HTTP server fake mode.</p>

& <p align="center'>This file is an HTML document.</p> Roaming *
Tunnel 9

</body>
Turel 55 Le/nemi> @ OneDrive
Tumnelt] 1,
Turrel = ThisPC
Turnel
Tl ‘s 2D Objects
Tumel = Desktop
Tl = Documents
Turnel
Tunnel length: 258 liLn:1 Col:1 Pos:1 Unix (LF) UTF-8 IN s Downloads
Tunnelto | 159.65. 186, 50:443 0 B Music
Tunnel to 159.65.186.50:443 0
Tunnel to 159.65.186.50:443 0 & Pictures
Turelto 199,65, 196,50:443 0 & Videos
Tunnelto 159.65.186.50:443 0 & Local Disk (C)
Turnel to  159.65.186.50:443 0
Tunel to 159.65.186.50:443 [ 1) DVD Drive (E) 16.0.4266.1003
Tunnelto 159.65.186.50:443 0
Tunelto 159.65.186.50:443 0 & Network
Tunnelto 159.65.186.50:443 o  DESKTOP-2C31QHO vl
Tunelto 15965, 100501443 0
- 4items  1item selected 258 bytes

Moving on down the graph, we can see another read attempt on another registry key relating to proxies:

One interesting thing I’d like to point out is the Badger is leveraging a bunch of ThreadCreates and ThreadOpens

to potentially confuse AV or EDR.

Zooming out, all the black diamons are all new threads and Thread ID Numbers.
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|\\\_\\“
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\
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Scrolling down a bit more, this pattern continues. More Threads being created to read registry keys relating to

proxies:

HKCU\Software\MicrosoftWindows\CurrentVersion\internet Settin gs\Zonehap'ProxyBypass |

HKCU\Software\MicrosoftWindows\CurrentVersion\internet Settings'\ZoneMap\iutoDetect |

HKCU\Software\MicrosoftWindows\CurrentVersion\intern et Settings'\Z o neMapUNCAsIntranst

HKCU\Software\Micros oft\SystemCertificates\Root\Certificates\35CC034078AT1563022AD356100710290B0EA3S5E0b

w HKLMSOFTWAREWMicrosoftSystemCertificates\ROOT\Certificates\35CCDO34078AT1663022AD3561 0071 D25DB0EA3SE\Blob |

—

—1

HKCU\Software\Classes\Local Settings\MuiCache\d8\62CE4BTE\Languagelist |

HKCU\Software\MicrosoftiWindows\CurrentVersion\internet Settings'\Z onelapintransdame |

Back to iNetSim

Now that we know a bit more about what the program is trying to do, let’s go back to iNetSim and read the POST
data from the Web Server.

All of the POST data is stored in /var/lib/inetsim/postdata/* .1 hope that helps someone in the future... :)

Let’s bring the input into CyberChef and decode the Base64.
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Recipe e E

. = @
From Base64. Sn /p32hksQOTI3ZVyf NT 0

gnSnLY. o BDYMryAGD:
/griAeFzbFLINGbKd+puF42KuY 3nD//2163
B 1r PL

Alphabet
N-ZA-Mn-za-mo-9+/=

Jde/VEG+XiPbSCDOPPSLIXSPFfqBETENPG==

Remove non-alphabet chars

Output » B0 ®
6..a.E11(0].tUrD[.6(>TIA.BUO. ...4. 1%V=. :YUBCAL>). 6. 1.0AKAGK +.89GY-6EF"~. Trcraels.x0ay=p. ;<!af . .>pf. .kBL1-aDo. 0. KSuh. .Poe.ay.ADOD.1.K3 0. . LEmH.
J8)IHEKY . n{LALAN. OGERY.BVA.b. .T.50. .0 Ex*1¢5)8A0. 12" [5. °a.06 .*+.. . 1@.d-. '=abx.6" {612 0.eg!?. ... ..2P.0; FEIMOAX. ra. . . 1G; Joys. .y650. J&(.0"0.A| tSuiva"
£9.51.AGP[2R00~.¥.0, .0, )h&. Adw. JyaL JOUYIDT . 3400 cG. .0} . .c. tk. A" 0.06/

iA)LEE, .0 <0

Searching for Encryption in APIMonitor

Interesting! The POST Data is encrypted. I think I know a trick or two that could help us decode this. To do so,
we’ll need to hop into API Monitor and hook into the process and observe the API Calls the badger is performing.
We’re looking for a call to Microsoft’s Cryptographic API or a call to the HTTP APIs as we know some

cryptographic function performs before the POST data is sent...

200875  4:04:54.926 PM 2 wininet.dll memepy [ 0x000
250876  4:04:54.926 PM 2 wininet.dll memepy [ 0
290877  4:04:54.926 PM 2 wininet.dll memepy [ O
290878  4:04:54.926 PM 2 wininet.dll memepy [ O e )
290879  4:04:54.926 PM 2 KERMELBASE.dll RtIUTFBToUnicodeN ( NULL, 0, 0x00000000055b 6703, “https://159.65.186.50/admin”, 30}
290830 4:04:54.926 PM 2 KERMWELBASE.dlI RtIUTFEToUnicodeN [ "0°, 60, 0x00000000059be7b38, “hitps://159.65.186.50/admin”, 30
290881  404:54.926 PM 2 KERMELBASE.dll memecpy [ 0x000 . 10
200882  4:04:54.926 PM 2 KERMELBASE.dll memcpy ( Ox0000000002378b10, 56)
¢ ||290883  4:04:54.926 PM 2 KERMELBASE.dll RilUnicodeToUTFEN ( NULL, 0, ), “https://159.65.186.50/admin", 56)
_ 11290884  4:04:54.926 PM 2 KERMELBASE. dll RtlUnicodeToUTF8N [ 7, 28, 0x0 “https://159.65.186.50/admin’, 56}
|
Pre-Call Value Post-Call Value E] H == E E
tination Onc0000000002878140 "0° 0x0000000002878140 “https://159.65,186.50/admin” Qo000 €8 00
ByteCount 60 60 doza = om
1alByteCount (x00000000059be7h8 = 0 0x00000000059be7b8 = 60
Ox0000000002877210 “hitps://159.6... (x0000000002877a10 “hitps://159.65.186.50/admin”
ant 30 30
“|Find X
STATUS_SUCCESS
Find what: R UTF8ToUnicodeN | [ Endtes |
Location Direction Cancel - toaan
2e MultiByteToWideChar + Dx25e [ match case Olp @ Down ;J:l =
dg InternetCreateUrw = 0x3d39 ables:

~r M P e tad - Aaner [Torcs-

By searching for a common Windows API (RtIUTF8ToUnicodeN), we can quickly find where some data

conversion is taking place to give us a good starting point of reference.

MTSTATUS 4 Heturn STATUS_SUCCESS
#  Maodule Address Offset Location
1 KERMELBASE.dll  OwD0007ffre2e?.. OwddiBe MultiByteToWideChar + 0x25e
2 wininet.dll OuQ0007FFocdff.,, Ow213d9 InternetCreatelIrlW + 0n3da89
3 wininet.dll Ow000OTFFccdff.,, Ox22326 HitpOpenRequestW + Ox12a6
4 wininet.dll Ow000O7FFccdff.,,  Ox21953 HitpOpenRequestW + Ox3d3
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Looking at the CallStack, we see some lovely Windows API calls that look very close to what we need. Since

some sort of technique is being used to dynamically resolved the APIs needed is being used, let’s back off of

APIMonitor and move over to a Debugger.

Pivoting to x64Dbg

I have setup x64Dbg to use counter-antidebugging techniques using ScyllaHide, so if there are any techniques

implemented, we won’t have to worry about them.

After letting the program run for a while, I set a breakpoint on a couple of the common HTTP APIs. We got a hit

on InternetOpenW; in my suprise, in the stack window, here we are. We have the unencrypted data starting at us!

| By [Siog [ Notes  ® Breakponts WM MemoryMap [ CalStak  SSEH o/ Sipt @ symbok <> Source O References W Threads ki Handles ¢ Trace
lma—n 483884 o rax,sp Tnternetopen ~ ide
o 48:8955 08 mow aword ptr s :[rax£], rbx fide FPU
o| 48:8970 18 rsi 8" AB\X0S" BAX 0000000000000000 A
o| 1818078 20 REX  000000000442F030
o 8350 10 RCX  00000000000CPAOD  L'Mozilla/5.0 (Windows NT 10.0; Win4; x64) ApplewebKit/537.36 (KHTML, Tike Gecko) Chrome/90.0.4430.93 Safari/s3.
o|ss RDX  000000000000000
o 4154 REP 00000000044 2FECC
| RSP 000000000 s ey
: . P . | ST oooooooooozoccs & Abos”
0|z r14:8L"WNTEZUXOTEHWENDFAWQYNBD7; | RST  0000000000020CC8
o| 48:88EC
RS 0000000000000000
of 48:83EC 70 RO 0000000000000000
o| a:s8E9 RI0  00007FFEG207BES0  ntd11.00007FFEG207BESO
o| 4D:38F8 RIL  000000000442EC40  “aDF\x04"
o| 4c:sBEL mov r12,rex rexiL'Mozillass.0 (windows NT 1 | RLZ  0000000000000000
o|F605 367C2600 02 |test byte ptr ds:[7FFE4S77CESS],2 RI3  0000000000000000
\--------8| OF85_3ABF0700 Jne wininet. 7FFE4S58C192 R14  000000000442EDFE &LTWNT6ZUXS 727 P+IXONOHY T YZxBUR /v 736802da6t
i o|45: xor r&d,rad RIS 00000000044644E4
i o/ c705 37892600 0100001 7FFE4977085C] 1 ;
i H [ Fex:LMoziT1a/5.0 (windows NT 1( | RIP O0007FFE4515220  avininet.Internetopent>
L Y o161 8 e
| : ZEL PEL AF O
i of ac:8985 Fo bp-100,r8 OF0 SFO DF O
| o| 41:88F0 esi 8" AD\X05” G0 TFL T
| o|44:8045 D4 B-bp-2],rd
: o 5:88F0 r14d58L"WNT6ZUXTSHNGHDF4NQYMSS: | LastError 00000057 (ERROR_INVALID_PARAMETER)
: o|44:8945 DO bp-30],r8d LastStatus C0000045 (STATUS_INVALID_PAGE_PROTECTION)
A | o| 4418945 D8 \rad
i o| £8 32010000 €all wininet. 7FFEAS515 360 GS 0028 F5 0053
| i o| A FEFFEFFE FF ES 0028 DS 0028
| o 41:58r5 s 0033 S5 0028
i 48:38C2 emp rax,rdx
| 1------s| 0F87 AA700700 2 wininet, TFFE4958CI45 ST(0) 0000D0D000000000000D xB7r0 Empty 0.000000000000000000
i 8048 01 Tea con,auord ptr ds:lraxl] ecx:LMozi11a/5.0 (Windows NT 1( | Default (x64 fastcal) S
i 38C8 amp ecx,eax ecx:L"MoziT1a/5.0 (Windows NT 10|35 rex TR o T ey ke Geckey Chrome, ot
I e~ e offire 00 L"Mozi11a/5.0 (windows NT 10.0; Winb4; x64) ApplewebKit/537.36 (KHTHL, Tike Gecke) Chrome/80.0.4330.93 Safari/
Ll < > |5:rs
rax-0 4: r9 0000000000000000
rSp=000000000442ED48 " C\x04" 5: [rsp+28] 0000000000000000
$00007FFE49515220 wininet. d11:595220 #94620 <InternatOpenks < >
@hDumpl  ¥Yoump2  ¥WDump3  ¥EDump4  E4Dump5 @ watch1  k-llocak ) Struct e B
Address Hex AscIr ~ 0000000000000000
00007FFE61F61000 | €€ CC CC CC|CC CC CC CC[CC CC CC CC|CC CC CC CC |RIIIITTTITIIITT 00000000000C7360 | L"DESKTOP-2C3TQHO™
OD0O7FFEG1FE1010 |48 89 SC 24 (10 48 89 6C|24 18 56 57|41 54 41 55| H.\S.H.1S. VNATAU 00000000000C7000 | L 3
00007FFEG1F61020(41 56 41 57|44 BB 39 45|85 £ 45 35|C7 85 F2 45 | AVAWD. 9E. e 0D00DD00B0OCE3O L
00007FFE61F61030(18 D2 45 23D 45 8D 4F|FF 8 D2 OF |54 BL 8A 0A|.OEBE.0Y.0. 00000000000C7950 | L
00007FFEG1F61040( 00 4C 8B 41|08 49 8B CB|4C 89 44 24|38 83 EL 04 |.L.A.I.EL.DSS. 4, 00000000000C6380 | L"16522"
00007FFE61F61050( 88 CL 45 894C 24 50 45|F7 DB 45 1B|E4 41 83 E4|.AH.LSPH-OE.8A.& 00000000000C7330 | L™\", \"p_name\" :\""
00007FFEG1F61060 |20 83 CB FF |45 88 CL 47(8D 1C 0
00007FFE61F61070(14 14 41 8B|C3 4D 8B FO|45 18 00000000000C75L0 | L'
00007FFE61F61080| FF CO 4C 2B|F1 38 C6 OF |82 7D 00000000000C1990 | L *REN
00007FFE61F61090( BA CA 49 CL|ES 06 80 EL|3F 41 00000000000C79D0 | L™\", \"pid\" :\""
00007FFE61F610A0( 00 25 EE 45D3 E2 FF C5|48 FF 000000000000165¢
00007FFES1F61080(C5 4D 8B OL 48 C1 ES 06|4C 0B 00000000000C7AF0 | L™\"}}\r\n"
00007FFE61F610C0| FE 7F OF 87|19 01 00 00(BA 40 000000000442F030
cmRnzrrrerreinnalas s m nalnn 23 ce arl-r en aa ¥ annnnannnad>EECT v
< >

Command: < 4 omma 4 (1ake

Default  ~

Paused [ The data has been cobied to cipboard.

It appears to be some JSON that looks like so:

"desktop-2c3Igh0",
"wver":"x64/10.0",
"arch:"x64",
"bld":"16322",

"p_name": "<base64 blob>",
"uid":"REM",

"pid":

[Time Wasted Debuaaina: 0:00:25:15

The Base64 glob is still relatively interesting to me, p_name, could this mean program_name? Let’s decode it!
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Last build: A day ago Options g About / Support (@ §
— length: 240 =
Recipe B mE nput el +OxE = "
K RBaseb4 Q n QWABAFWAVQBZAGUACEBZAFWAUZBFAEGAXABEAGUACWBrAHQADWBWAF WAMWB hAGQANQAZADQACQALADZANQAXAGIAYQBMAGMANAA4AGHAY QBMADYAZAAYAD IAMgA I
rom Base 3AGEANAAZADQAYWBhADIAZQAWAGIAZQBMADKAYQBiADMAYgBKADQAMABNAGIAZZE 1ADQAZQBhADGAZ A Z ADEAOABKADMANKE IAGIAZQAUAGUAABLAA==
Alphabet .
A-Za-z8-9+/= \
Remove non-alphabet chars [ strict mode
i
Remove null bytes O n !

time: Zms
length: 89 -
Output L - B | RS

C:\Users\REM\Desktop\3ad53495851bafc48cafed2227a434ca2e@befoab3bd40abfedeadf318d37bbe . exe

It appears so! I set a BreakPoint earlier in the stack and let the execution flow to see if I could extract any more

information from the Badger, doing so did yeild some extra results!

||( >

[C0000000004432CA8| return to 0000000004432CA8 from 0000000004432D50
£010 [£00000000044 2F030)
8|[00007FFESFA997F5 | return to msvcrt.00007FFESFA997FS from msvert.00007FFESFA99C3C
o|| oooooo000242F030
0000000000020CC8| &"aAbYx05"
0| 0ooooo000442F030
2ED68) &L"{\"cds\" 1 {\"auth\" :\"2K4TBS7LIGK2C2051, "}, \ "mtdt\" : {\ "h_name\ " :\ "DESKTOP-2C3IQHON ", \"wver\ " 1\ "x64/10. 0\, \ "arch\" 1\ "x64\", \"b1d\" 1\ "16322\" , \ "p_name\ " :\,
40(L00000000044 2F030
[C000000000443AFB2| return to 000D00000443AFE2 from 777
0/£0000000005 6A7C00| &”* €bY %05

E00000000001CEDA0 &"*Z\x15"

0000000000000000
00000000000CEEB0 | L" " cds\," : {\"auth," :\"2K4TBS7LIGK2C205\, "}, \ "mtdt\" : {\ "h_name\" : \ "DESKTOP-2C3IQHON ", \ "wver " :\"x64/10. 0\", \ "arch\" :\"x641", \"bTd\" :\"16322\", \"p_name\," : \"|
0| 00000000000C7990 | L™\"}, \"mtdt\" : {}"h_name\" :\""

5| DD00000OODOCT 360 | L"DESKTOP-2C31QH0™ v
0l ADNNNNNNONNEZANN |1 ™4™ A "wnrarh ™ -4 """

>

We have an auth token now and a more complete JSON blob.

"cds": {
"auth":"2K4TBS7L9GK2(205"
Yo

"mtdt": {
"h_name" : "DESKTOP-2C3IQH0",
"wver":"x64/10.0",
"arch":"x64",
"b1d":"16322",
"p_name":"<baseb4 blob>",
"uid":"REM",
"pid":""
}

Unfortunately, our analysis stops here as we don’t have a live C2 server to observe interactions with. Though, we
could explore how the badger interacts with the C2 server if we carefully observe how the badger parses the

response from the C2 server. There is definately some hardcoded commands that we would be able to use to

manipulate the badger itself with iNetSim.
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I would have liked to have caught the Windows API that actually encodes/encrypts this data, so I could write a

small decoder for the information if you have the badger; but it appears that wasn’t meant for tonight :(

Basic Static Analysis

So, this section is going to be much shorter than the last, as I’ve already found the interesting C2 related data;
Now, we’re going to play an interesting game of “How good is Brute Ratel’s Obfuscation Techniques”! The

answer isn’t very good.

To start, we’re going to chuck the EXE into Cyberchef and look at some of the clear text ASCII values.

. = X a
Recipe B WmE npu Name: 3ad5349585 hafcteateczz,, 202+ O 31 W &=
Size: 256,810 bytes
Remove null bytes O nu v
Type: application/x-msdownload
start: 64 time:  4lms
d: 2244 length: 211251 T &3
s g e HENE BOME - O

MZ...§§,@...2.” £! .LI!IThis program cannot be run in DOS mode.

$PEd. .60.b3.58" .. .. #A. . @ SR 8...text.R..4.. P .idata.d..4.@6A ||PH n,/adminPH R1
/logiPH OEBRDTOSPH 5|3@6TULPH LOGK2C20PH . |2K4TBS7PH 1/537.36PH. 93 SafarPH. .©.4438.PH _hrome/98PH_Gecko) CPH L,
like PH,36 (KHTMPH Kit/537.PH, AppleWebPH 4; x64) PH,.8; Win&PH, us NT 18PH 8

.P.P.P.P.PPPPPPPPPPPPPPPPPPPPPPPPPPH.B8PHP. PH . §§8@PH,
181@I§PH 3¥0¥ | L [PH, ¥C¥A¥DEPH ¥p¥.¥.¥PH, ¥O¥Q¥PEPH 3nSm¥.¥PH, HOHARDHPH, HpH.H.EPH,

u@u@uPRPH AL0£u.uPH. E°EAEDEPH E£pE.£.£PH. £OEQ@EPEPH 3¢OCE.EPH. ¢°¢ACDEPH ~¢p¢.¢ . ¢PH.

¢ed@¢PEPH 3i8;¢.4PH, ;°;A{D{PH, " ip . i@i@iPiPH. 3 8 j.iPH, A B PH " p . . PH,

8 @P PH.U . PH.2 0 °.PH, "® ATPTPH." p . .TPH, "@T@ PTPH, 3%3° . PH, ©°°A®DOPH X-p®.°.%PH, -@-H-P-PH H.
~.=PH,PIX! .PH.@|8!@|HIPH a¥2¥ |(|PH AYEYDYQYPH, .¥ ¥ ¥°¥PH x¥ ¥ ¥ ¥PH X¥ ¥h¥p¥PH 8Y@YHYPYPH gH

¥(¥O¥PH OrARERSAPH  RMARERDAPH, .M MO HORPH, xH.H.H.HPH XK RhApHPH 8RERHAPHPH .1 o(H@RPH @fr.H.HPH . FAFEESEPH XE.
£.E.EPH HE™ £hEpEPH, (EOEBE@EPH, .E.£.£ £PH, 2¢3¢n¢EPH, ECDIPEadPH ™ ¢pd . ¢ACPH o} ¢

¢PEPH D{a;j2i8iPH.° E{PH,& |7{PH, -
.PH....PPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPP

.@.PH..@..@.PH..@..0.PH. .@..@.PH, .@..@.PH, .@..0.PH, .@..@.PH .@..@.PH..@..@.PH..@..@.PH..@..@.PH. .@..@.PH, .@..@.
PH..@..@.P..d11PH_KERMEL32PH @.@.PH @.@.PH. §.@.PH.@.@.PH. @.@.PH @.@.PH @.@.PH.@.@.PH §.@.PH @.@.PH.@.@.PH @.@.P
H.@.@.PH.@.6.PH.@.@.PH.@.@.PH.@.@.PH.@.PH.5.ucsSTrPH, scat_sPH tf .wcPH U.vfprinPH, intf_sPH 1D.suprPH A.strtouPH
_strtokPH rncmp>.PH en6.stPH 3.strlPH. ..strcpyPH. rcat_sPH and®.stPH. ntf&.srPH #.spriPH_ ..signalPH reallocPH ran
d..PH mcmp. .PH,_sj.mePH mbstowcsPH, 11ocii.PH, acep.maPH, R.isspPH E.furitePH %.freePH callocPH, atol..PH ctime..PH,
ort..asPH mp..abPH,

._wesiePH wprintfPH.i._wsnPH, snprintfPH, ocké._vPH. E._unlPH A._ultoaPH,_time64PH, lock¥.PH me64..PH. localtiPH,t
term..PH..._iniPH X _errnoPH time64PH it§ cPH._amsg_exPH funcyPH T__iob_PH trlenwPH yW0.1sPH I.lstrcpPH, 1QueryPH
_0.virtuaPH rotectPH VirtualPPH lterd.PH eptionFiPH ndledExcPH. e?.UnhaPH. sGetValuPH ead¥.T1PH inateThrPH. ..Term
PH,eProcessPH, TerminatPH, Sleep..PH, ilter..PH, ceptionFPH,andledExPH, r.SetUnhPH, UnwindPH, 1virtualPH, ryd.RtPH, ctio
nEntPH, cokupFunPH, tI.Rt1ILPH, reContexPH RtlCaptuPH, TableC.PH FunctionPH /£.RtlAddPH, CounterPH, formancePH QueryPer

STEP by BAKE! PH,1Freek.PH, &.LocaPH, calAllocPH, ond.LoPH, calSectiPH, aveCritiPH, ion@.LePH, icalSectPH, 1izeCritPH, | . InitiaPH, ReAl
‘ - Auto Bake locPH, i.HeapPH HeapFreePH Alloce.PH,_.HeapPH ickCountPH e..GetTPH sFileTimPH temTimeAPH, ..GetSysPH, ssHeapPH Get
MrAralU naced DU $NnarAdADL ALl £ANU o alandT0U 2asMadRl +Cnnanll w0 Gl Ac0U naadTANL e £TROU A £atrnu An

HTTP Request Information

So, right off the bat, it’s not looking so good. We can see a lot of interesting strings; we can see a lot of the HTTP

POST information broken up into various strings. For example:

» /logi

e AppleWeb
e Kit/537

e 65.186.5
e 159

o 443

Some of these strings are incredibly meaningful! For example, putting together the bits 159.65.186.50 gives away

our command and control server, and 443 gives away the port! How interesting...

Windows APIs
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Looking a little bit lower, we can see some of the Windows APIs the program uses as well. They appear to be

jumbled up, but still readable to the human eye.

.strtokPH, rncmp>».PH en6.stPH 3.strlPH ..strcpyPH, rcat_sPH and®.stPH ntf&.srPH_ #.spriPH...signalPH reallocPH_ran
d..PH_mcmp..PH, si.mePH mbstowcsPH 1locii.PH aceg.maPH R.isspPH E.fwritePH ¥.freePH callocPH atol..PH ctime..PH,
ort..asPH mp..abPH,
._wcsicPH,wprintfPH,i._vsnPH,snprint%PH,ocké._VPH,E._uanH,ﬁ._ultoaPH,_time64PH,_lockﬂ.PH,meﬁq..PH,_localtiPH,t
term..PH,.._iniPH X _errnoPH time64PH, it§_cPH,_amsg_exPH, funcyPH,T__iob_PH, trlenWPH, yW0.lsPH_ I.lstrcpPH,1QueryPH
,0.virtuaPH, rotectPH,VirtualPPH, 1terd.PH, eptionFiPH, ndledExcPH, e?.UnhaPH, sGetValuPH, ead¥.T1PH, inateThrPH, ..Term
PH,eProcessPH,TerminatPH,Sleep..PH,ilter..PH,ceptionFPH,andledExPH,r.SetUnhPH,UnwindPH,1VirtualPH,ry5.RtPH,ctio
nEntPH ookupFunPH tI.Rt1LPH reContexPH RtlCaptuPH_TableC.PH FunctionPH_ £.RtlAddPH, CounterPH, formancePH QueryPer
PH,1Freek.PH &.LocaPH calAllocPH ond.LoPH calSectiPH aveCritiPH, ion@.LePH, icalSectPH lizeCritPH, |.InitiaPH, ReAl
locPH,i.HeapPH HeapFreePH Alloce.PH,_.HeapPH, ickCountPH, e..GetTPH, sFileTimPH temTimeAPH, ..GetSysPH ssHeapPH, Get
ProcePH, ressi.PH, tProcAddPH, elf.GePH uleHandlPH, ..GetModPH tErrorPH, v.GetlasPH, readIdPH, urrentThPH, d-.GetCPH Pr
ocessIPH tCurrentPH ess).GePH rentProcPH,

{ .GetCurPH LibraryPH e».FreePH eeConsolPH on, .FrPH calSectiPH terCritiPH ion?.EnPH icalSectPH_ leteCritPH,..DeP,
PH. .L.PH..I.PH @¢H.PH &H.PH &H.PH OH.PH_IH.PH AH.PH H.PH.

-H.PH @H.PH .H.PH .H.PH .H.PH ~H.PH tH.PH fH.PH \H.PH RH.PH HH.PH @H.PH &H.PH .H.PH $H.PH .H.PH .H.PH .H.PH &G.

e VirtualProtect

e GetLastError

e GetModuleHandleW
e GetProcAddress

The more you keep looking, the more you see the pattern.

HTTP POST Data

Interestingly enough, you can actually find a lot of the HTTP POST Data that we had to work oh so hard to

reverse engineer to find...

L NI R BN e e S

PH, ----PH,----PH,----PH,----PH,----PH ,----PH,----PH . ----PH,----PH . ----PH ----PH,----PH ----PH ----PH ----
PH ----PH +--PH, %S

PH osedPH, ] CIPH.

[-PH_ST%SPH SPOPH %s%1s%PH %1s%s%1sP P BFPH, 3#M? :XyMPH bvXIm/PH, d¥1sPH %1s%PH s¥%1sPH 1s%1PH,

%1sH%PH s%1sPH_ 1s%1PH_ #1s%PH_ s#1sPH 1s5%1PH %1s#%PH_1s,PH %s¥*PH_POSTPH, sX%1sPH 1sX%1PH_ #%1s%PH_ 1s%SPH_ 1s%PH.
%1s%PH, 1s%SPH %S%P P STPH %1sPOPH %1sPH, s%1uPH %S%1PH, S%1sPH %1s%PH 1s%SPH V2%PH \CIMPH ROOTPH, }
PH.":PH_"{"PH ze":PH dfsiPH_","PH e":"PH_ fnamPH_ ","dPH ":"PH_ hkinPH, :{"cPH "dt"PH "},PH }}

PH,:""PH, pid"PH,","PH d":"PH,,"uiPH_ :""PH, ame"PH_ "p_nPH,"",PH er":PH, ,"wvPH, :""PH_ ame"PH,k "h_nPH t":

PH. "mtdPH. "},PH h":"PH_ "autPH, s":{PH {"cdPH, " :"PH, "bldPH 64" ,PH ":"xPH archPH 8", PH %SPH %5
P.PH_Y@PH SEBPH. 1s%PH d]

#%PH, E: %PH, ed [PH,failPH oad PH,ownlPH, -] DPH, 1s[PH, te

%PH mplePH d coPH nloaPH, DowPH_ [+]PH %%)

PH,.2f PH, (%B8PH, s %SPH, tatuPH,ad SPH,wnloPH, 6] DoPH, s[+PH. d

%1PH E: %PH [-] PH -+

PH,----PH ----PH_----PH ----PH ----PH, ----PH ----PH_----PH,----PH, ----PH_ ----PH,----PH ----PH_----PH_ ----

o o o

e arch
e bld
e fname

e h_name

Continuing our search, we may be able to learn more about the badgers capabilities. Looking at the screenshot
above, towards the bottom, we can make out “Download Failed”. Perhaps this badger has the ability to upload

files to the server? Let’s keep digging.
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PH.----PH, +--PH.
%1sPH, : %5PH, adedPH_ wnloPH_ t doPH nshoPH, creePH, +] SPH.eb[PH @5e7PH_b351PH d-5dPH, -9cdPH 452dPH ada-PH bs-
FPH,5bedPH gldPH, e/pnPH imagPH . 2d.pngPH, 82d%2d%ePH %d_%82d%PH %02d%62dP P PH %ls
PH.ng: PH eryiPH_ ] QuPH S[*PH, ://%PH LDAPPH E.
PH, otDSPH,//roPH DAP:PH_ g: LPH ndinPH, r biPH ErroPH, [-]
PH %1sPH,P://PH, LDAPH, textPH, gConPH, aminPH, K ulthPH, defaPH DSEPH, rootPH P://PH, LDAPH, gue
PH,taloPH,1 CaPH, lobaPH,_ g: GPH, ndinPH,r biPH ErroPH, [-] PH,ap
PH,g 1dPH ndinPH, r biPH ErroPH,[-] PH, GC:PH, ue
PH alogPH, CatPH obalPH_ : G1PH yingPH QuerPH, [*] PH.:XyMBFPH XJIm/3#M?PH lsbYPH +
%PH_ ----PH_ ----PH ----PH ----PH ----PH_----PH ----PH_----PH ----PH ----PH_----PH_ ----PH_ ----PH ----PH ----
PH.----PH.+---PH G|p§+ pyPH.G|pyD b¥PH.G|pyG|pyPH. G p¥D byPH G|pyG | by¥PH G|p¥D b¥PH.D pyG|byPH.) byG|p¥PH. -
Epy8apyPH, @¢pyo¢pyPH D pyD pyPH.D p¥D pyPH, " p¥PH %d.
PH, ype PH wn tPH nknoPH_ !] UPH,.
[PH, ptorPH, scriPH,y dePH uritPH, SecPH, -PH %lu
PH,ow: PH,1u IPH h: %PH higPH, es.
PH,xpirPH er
EPH NevPH, tSetPH, dLasPH, epwPH, tTimPH, ckouPH, floPH, ogofPH, astlLPH, onlPH, tLogPH, K lasPH, TimePH, wordPH, PassPH, badPt
resPH tExXpPH, counPH,
acPH_ set.PH, lue PH o vaPH, IDNPH, ctGUPH objePH SIDPH, jectPH.
obPH _%1uPH _%1u
PH., - PH.ed
PH, nablPH nt ePH ccouPH, - aPH.d
PH ablePH, disPH ountPH, accPH, -PH ns:
PH, ptioPH nt oPH, ccouPH +] APH.d

Badgers like LDAP!

It looks like the badger uploads PNG/image files to the C2 server. It also makes some queries to LDAP as well

and will communicate with the Global Catalog. If it can’t, it’ll spit out some binding errors.

EpyanpyPH @(pya¢pyPH. D pyD pyPH.D pyD pyPH. " pyPH %d.
PH,ype PH,wn tPH, nknoPH ] UPH, .
[PH. ptorPH scriPH.y dePH uritPH, SecPH, -PH ¥lu
PH ow: PH lu 1IPH h: %PH higPH es.
PH_xpirPH_ er
EPH MevPH tSetPH dLasPH, epwPH, tTimPH, ckouPH floPH ogofPH, astLPH, onlPH tLogPH, lasPH TimePH, wordPH PassPH badPH 1
resPH, TExpPH, counPH,
acPH_ set.PH_lue PH o vaPH IDNPH, ctGUPH objePH SIDPH, jectPH,
obPH _%1uPH %1lu
PH. - PH.ed
PH nablPH nt ePH ccouPH, - aPH.d
PH,ablePH, disPH, ountPH, accPH, -PH_ns:
PH_ ptioPH nt oPH, ccouPH +] APH.d
[PH, :%B82PH %02dPH @2d:PH_2d %PH d-X8PH -%82PH %B2dPH at: PH_res PH_ expiPH ord PH asswPH, - pPH.s
PH,pirePH, r exPH nevePH ord PH, asswPH, - pPH, :
PH, ingsPH settPH_ ire PH, expPH wordPH PassPH, [+] PH, athPH ADsPPH 1s
PH. =
%PH. - %1PH. r PH_ embePH, : mPH, ¥1sPH [+]PH ls:
PH.+] %PH SE[PH_FALPH TRUEP P P P_PH 8lx
PH, @x%PH,] E:PH,
[-PH iredPH_ requPH not PH ing PH, atchPH_ SI pPH_ ] AMPH,
[+PH_AMSIPH tch PH.o paPH.le tPH, UnabPH_[-] PH.SI
PH.d AMPH tchePH ] PaPH,
[+PH ritePH_ entWPH twEvPH ch EPH, patPH. e toPH_nablPH -] UPH e
[PH, WritPH, ventPH EtwEPH hed PH PatcPH, [+] PH, ed
PH_ atchPH TW pPH nd EPH_ SI aPH.] AMPH,
[+PH ocundPH ot fPH w4 nPH /v3/PH R wv2PH_ ] CLPH,
[-PH.8727PH_.8.5PH_R w2PH_n CLPH_ lu iPH_t w%PH_otnePH ng dPH_unniPH_ +1 RPH.d

Searching lower down the list, we can see some of the information it collects, like Password Expiration, if the

password never expires, and if there is a bad password supplied.
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The Badger is Self Aware?

Continuing our string-hunt, here’s one of the most interesting sets of strings... Badger itself is embedded as a
string in the binary :facepalm:

WPH %1s]PH ed [PH nectPH, ConPH, [+]PH, x¥x

PH.E: @PH.[-] PH.%1sPH %15\PH %SPH.

FALSE
PH_sTRUEPH , G%1PH NMINPH_YRUPH READPH, UEDPH QUEPH_ BLEDPH _ DISAPH OWNPH UNKNP PH, rAtoiPH mpBadgePH dgerlicscPH trcm

gerDispPH_ 1sBaPH_ +

%PH, -=--PH, -=--PH, ----PH, ----PH, ----PH, ----PH ----PH ----PH, ----PH, ----PH_ ----PH_ ----PH ----PH ----PH_ ----
PH. ----PH_ +---PH 1s

PH,1s %PH %-20PH _--

PH, ----PH_ ----PH ----PH_----PH_----PH, ----PH, ----PH,

---PH, %1sPH 281sPH.

%-PH. %1uPH_] E:PH.

[-PH. %1sPH_251sPH s %-PH_-2B81PH th%PH,

PaPH, ----PH_ ----PH_----PH_----PH_----PH, ----PH ----PH, --=-PH -=--PH ----PH, ----PH ----PH ----PH 1s
-PH. 15 %PH %-25PH_ 81s PH_ %-2PH_ aresPH,

ShPH, %1sPH tingPH meraPH, EnuPH, [+]PH NamePH ule PH, ModPH, NamePH, any PH, CompPH, ionPH, riptPH DescPH s

PH,: %1PH Sls PH, %-1PH.
I’ve already loaded up the binary into Ghidra and there’s a whole lot of nothing. It seems to be a bit beyond my
skill level to reverse engineer in a classic sense, so I’ll have to do some more research on my own time to figure

out if I can post a followup showing off the actual binary internals.
Misc Findings

Here are some interesting things I found that I wanted to include in the post, but couldn’t easily write into the flow

of the post. I still think this is worth mentioning.
PUNYCode! The thing I forgot existed?

Here is an interesting String Compare after executing a HTTP Request; it asppears that this badger is checking to
see if some of the response headers contain xn-- . This may be a sign that a threat actor is spoofing a common
domain like Google.com to http://xn--ggle-@nda.xn--om-ubc/ , which displays just like the normal domain
does! Browser settings can be configured to always display xn—, though some by default will render the link as

normal. Thanks to @ShitSecure for pointing this out <3

65922  T:24:13.684 PM & KERMELBASE.dll i~RtIFreeHeap ( 0x0000000002T10 000, 0
65923  T:24:113.634 PM & KERMELEASE.dll -RtIFreeHeap { 0x0

65924  T:24:13.684 PM 3 KERMELBASE.dIl -RtIFreeHeap ( 0x000

65925  T:24:13.634 PM 3 KERMELEASE.dll i~RtlAllocateHeap [ O

65926  T:24:13.684 PM 3 KERMELBASE. Il RtIFreeHeap { 0x0000000002

65927 T:24:13.684 PM & crypt32.dil reschr [ Cinetsimaorg”, )

65928 T:24:13.6834 PM & crypt32.dll resstr [ “inetsim.org”®, "xn--

65930  T:24:13.634 PM & KERMELBASE.dll RtIFreeHeap (O

65931 T:24:13.684 PM & KERMELEASE.dll g‘---RtIFreeHeap [ 00

65932  7:24:13.634 PM 6 WINTRUST.dIl malloc [ 240

Traffic Generation to windowsupdate.com
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Another interesting aspect of this badger is that it periodically reaches out to ctldl.windowsupdate.com . I
originally thought this was Windows being Windows, but it turns out that this is hardcoded within the binary. This
is likely a cloaking mechanism to throw off AV/EDR/Sandboxes.

& cru

|2log [iNotes @ Breakpoints ®E MemoryMap [ Cal Stack =@ SEH o Scipt %l Symbols <> Source S References ' Threads  # Handles ¢! Trace
FFi5 EAB71200 Call gword ptr de:[<GRETUTFSTolNT codes, = Hide FRU
8BD8 mov ebx, eax ebx:"ctld].windowsupdate. com”
o test eax,eax RAX  000000000000000L
EA140500 35 kernelbase. 7FFESEB4E6E2 RBX  00000000001CBES0 “ct1d1. windowsupdate. com"”
D DF mov ecx,dword ptr ss:ffrbp-21] RCX  0000000000000000
test ecx,ecx EDX  0000000000000000
DO140500 je kernelbase.7FFESEB4EGT3 RBP  0000000006210649 . . .
07010000 cmp ebx, 107 ebx:"ct1d].windowsupdate. con” IR SO NI B2 DO &"ct1d1. windowsupdate. com
31050000 je kernalbase. 7FFESEAFDEED ’;g% 33333333333333%1
FFFFFF7F cmp ecx, 7FFFFFFE
Ja kernelbase. 7FFESEAFDIDE R8  0DODOODOOEZLDE2E
shr ecx,1 E3  0000000000ICEESE0 “ct1dl. windowsupdate. com”
44:8BF9 mov ri5d,ecx RI0  000000D0D01CBEDT
E9 10FFFFFF jmp kernelbase. ZFFESEAFDODL ELL  0000000000000000
89 FFFFFF7F mov ecx, 7FFFFEFF ®IZ  0000000000000000
48:85C3 mov rax,rbx rbx:"ct1d].windowsupdate. com” R13  0000000006Z1DA7E &L"ct1d].windowsupdate. con”
OFLF80 00000000 nop dword ptr ds:[rax],eax Rl4  0000000000000008
44:3838 cmp byte ptr ds:[rax],risb R15  0000000000000000
74 18 Je kernelbase. 7FFESEAFDIED
A8:FFCO B RIP  00007FFESEAFDLSS kernelbase. 00007FFESEAFD188
48:83E9 01 sub rox,1
75 F2 jne kernelbase.7FFESEAFDLDO R e
89 57000000 mov_ecx,57 57:°W OFO0 SFO DEO
E8 18DZFEFF call <IMP.&RtIRestoreLastiin3ZErrors CFO TF1 IF1
E9 E4FEFFFF Jmp kernelbase. ZFFESEAFDODL
48:85C9 test rox,rox LastError 00000000 (ERROR_SUCCESS)
74 EC je kernelbase.7FFESEAFDLDE LastStatus C000007C (STATUS_NO_TOKEN)
BE FFFFFF7F mov esi, 7FFFFFFF
48:2BFL sub rsi,rex G5 0028 F5 0053
4B:FFCE inc rsi ES 0028 D5 0028
48:81FE FFFFFF7F cmp rsi,7FFFFFFE €S 0033 55 002B
Orae ICFFFFFE %.b": (e TR 5T(0) 0000D000D00OD0000000 x87r0 Empty 0.000000000000000000
[ 4C:8B2D 65681E00 mov ri3,qword ptr ds:[7FFESECE3A78] r13:8L"ct1d]. windowsupdate. con”,  |Default (x64 fastcal)
| E9 9EFDFFFF jmp kernelbase. 7FFESEAFCFBG S
8 L19:=4807 cnp rdx,ris ¥12: rdx oooooooooooooooo
d > |3: rs 000000000621D628
qword ptr ds:[00007FFESEC28978 <kernelbase.&RETUTF8ToUni codeN>]=<ntd11.REIUTF8ToUni codeN> 4: r9 00000000001CEBS0 "ct1dl.windowsupdate. com”
5: [rsp+20] 0D000000000OOOOLT
+eavt NNNNTEFFSFAFNTAR karnalhaza A17-€4N1RR #ACSAR -

I hope you all enjoyed :) ~Ronnie

Source: https://blog.spookysec.net/analyzing-brc4-badgers/
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