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&2 Tool: VINETHORN
Names VINETHORN
Category Malware
Type Reconnaissance, Backdoor, Info stealer

Description

Information

Malpedia

(Mandiant) VINETHORN is an Android malware family capable of a wide range of backdoor
functionality. It can steal system information, read SMS inboxes, send SMS messages, access

contact lists and call histories, record audio and video, and track device location via GPS.
<https://www.mandiant.com/media/17826>

<https://malpedia.caad.fkie.fraunhofer.de/details/apk.vinethorn>

Last change to this tool card: 22 June 2023

Download this tool card in JSON format

All groups using tool VINETHORN

Changed Name Country Observed
APT groups
—
APT 42 — 2015-Feb 2024

1 group listed (1 APT, 0 other, 0 unknown)

Source: https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=dcc97ca8-9309-494b-a8a0-3a237bba093c
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