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Recently, Morphisec Labs identified a significant increase in activity linked to Mispadu (also known as URSA), a banking
trojan first flagged by ESET in 2019. Initially concentrated on LATAM countries and Spanish-speaking individuals,

Mispadu has broadened its scope in the latest campaign.

Introduction

Mispadu is a highly active banking trojan and Infostealer, now targeting diverse regions, including European countries,
which previously were not targeted. Morphisec has prevented attacks from the same campaign across a variety of industries,

including finance, services, motor vehicle manufacturing, law firms, and other commercial facilities.

Despite the geographic expansion, Mexico remains the primary target. The campaign has resulted in thousands of stolen
credentials, with records dating back to April 2023. The threat actor leverages these credentials to orchestrate malicious

phishing emails, posing a significant threat to recipients.

Mispadu has been expanding outside of LATAM (Image generated by: Datawrapper.de)
Infection Chain

The attack chain consists of multiple stages, which largely remain the same when compared to previous campaigns.

However, most changes occur at the initial stages.
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The image below demonstrates an example of a phishing email sent by the threat actor. Each email in this campaign

included a PDF attachment, luring the victim to open their supposed invoice.
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(Email body translated: “The XML and PDF of your invoice are available.”)

Emily <lorikfrasheriglorikfrasheri@gmail.com>

Factura

E=X  FACTURAS0093004905.pdf
PDF . v
— ‘pdf File

Esta disponible el XML y PDF de su factura.

5.pdf
icrosoft/Windows/INelCache/Content. Outlook/ZVEIFCAM/FACTURASODS3 00490 5.pdf

£ Ask Copilot i SR e
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Clicking the “View Full Invoice” (translated) button in the PDF will initiate the download of a ZIP file through a URL
shortener service, insprl.com, which redirects to the payload stored on Yandex.Mail (a Russian free email service) as an
attachment.

https://webattach.mail.yandex[.]net/message_part_real/?sid=<sid>&name=<payload_name>
First Stage VB Script

The downloaded archive contains either an MSI installer or an HTA script, which ultimately leads to the deployment and
execution of the first stage VB script. The MSI installer does that by invoking the export function of a DLL it contains under
CustomActions .

B > ThisPC > Downloads > HAF-FACTUR@s749950069400630400(7[€]1399

Name

18! AF-FACTUR@s7499

B = nl

IE AF-FACTUR @¢74995006940069040071 € ]bSxHylOhc.MSI - Orca

File Edit Tables Transform Tools View Help

De B ¥*wB

Tables Action Type Source Target ExtendedT..
AdminExecuteSequence e3563x2cTtr52 1 CustomActions  j1i43ab0

AdminUISequence
AdvtExecuteSequence
Binary

File
InstallExecuteSequence
InstallUlSequence
LaunchCondition
Media

Property

Upgrade

_Validation

The export function decrypts a string, which contains the executed command responsible for dropping the first stage VB
script. Additionally, it pops a message box to distract the victim from the malicious activity occurring in the background.

The decryption algorithm used to decrypt the string is the same one used throughout the entire campaign.
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The executed command is obfuscated, its purpose is to drop a VB script into the public folder and invoke it.

e The HTA operates similarly when executing the following command. Therefore, from this stage onward, the
execution is similar to the HTA attack chain.

Deobfuscated
VBS

The downloaded script is the second stage VB script, evaluated and executed in memory. The C2 will not serve the payload
unless the User-Agent field contains “(MSIE)”, which appended by default when executing the VB script that manner
(Default value — Mozilla/4.0 (compatible; MSIE 7.0)...).

Second Stage VB Script

This script is heavily obfuscated and employs the same decryption algorithm as mentioned in the DLL. Before downloading
and invoking the next stage, the script conducts several Anti-VM checks, including querying the computer’s model,

manufacturer, and BIOS version, and comparing them to those associated with virtual machines.
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It will also compare the OS language code against hardcoded language codes that belong to the set of victim’s language
codes. Additionally, it ensures that the computer name is not equal to JOHN-PC which is a common machine name used in

sandboxes.

If the aforementioned checks pass, the execution proceeds with downloading three files:

1. A download of an archive file containing an obfuscated file from
https://contdskl.bounceme[ . Jnet/dhyhsh3am1.ahgrher2 . This file will be later decrypted to be the final Mispadu
payload.
2. An obfuscated file is downloaded, decrypted to its archive form, and then unzipped. This file is a compiled AutoIT

script utilized to load the final payload. Before invoking the request, it prompts for an index to download from
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Index of /v

Name

bounceme.net

Last modified Size Description

a Parent Directory
[?) dbvhsh30.aherher2
[? dbyhsh31 ahgrher)
[#) dhyhsh32 aherher2
dhyhsh33 ahgrher2
[?) dhvhsh3d sherher2
[?] dhyhsh35 ahgrher2
[?) dbvhsh36 aherher2
[?) dhvhsh37 ahgrher2
[2) dhyhsh38 sherher2
[?) dhyhsh39 aherher2
[?) dbvhsh310.aherher?
[2) dhyhsh311 ahgrher2
[F) dhyhsh312 ahgrher
[?) dbvhsh313 aherher2
[?) dhyhsh314 aherher?
[?) dhyhsh315 ahgrher?
[?) dbvhsh316.ahgsher
[?) dhyhsh317 shgsher2
[?) dhivhsh318 aherher2
[?) dhvhsh319 ahgrher?
[?) dbyhsh320.ahgrher2
[?) dhvhsh321 aherher2
() dhyhsh32) aherher?
[?] dhvhsh323 aherher2
[2) dhyhsh324 sherher?
[?) dhyhsh325 aherher?
[?] dbvhsh326.aherher2
[?) dhyhsh327 shesher2
[7) dhivhsh328 aherher?

2024-02-26 20:22 249K
2024-02-26 20:22 233K
2024-02-26 20:23 250K
2024-02-26 20:23 239K
2024-02-26 20:23 263K
2024-02-26 20-23 239K
2024-02-26 20:23 267K
2024-02-26 20:23 257K
2024-02-26 20:23 271K
2024-02-26 20:23 234K
2024-02-26 20:22 232K
2024-02-26 20:22 242K
2024-02-26 20:22 239K
2024-02-26 20:22 252K
2024-02-26 20:22 253K
2024-02-26 20:22 232K
2024-02-26 20:22 248K
2024-02-26 20:22 292K
2024-02-26 20:22 256K
2024-02-26 20:23 260K
2024-02-26 20:23 274K
2024-02-26 20:23 263K
2024-02-26 20:23 253K
2024-02-26 20:23 292K
2024-02-26 20:23 243K
2024-02-26 20:23 225K
2024-02-26 20:23 240K
2024-02-26 20:23 235K
2024-02-26 20-23 308K
2024-02-26 20:23 234K
2024-02-26 20:23 232K

3. Another obfuscated file is downloaded, decrypted to its archive form, and unzipped. This file is a legitimate AutoIT

executable used to launch the AutolT script.

Next, it will execute the legitimate AutoIT executable, passing the compiled script as a parameter. This script loads a DLL
into memory and invokes its export function. The DLL is responsible for decrypting and injecting the encrypted Mispadu

payload into memory.
AutoIT Script

The following is part of the decompiled AutoIT script, responsible loading the DLL into memory and invoking its export

function.

5d11 handle 0

i memorydllopen ($dllbinar
memorydllcall ( 1

$d1l1 handle 0, L

Func wcarr3g4 ()

), A

0
[P S

MBI B
y]
s
b b
o}
bbb
H

N

Injector DLL

Once loaded to memory and invoked, the DLL decrypts the Mispadu payload downloaded in the second stage VB script and

injects it to either attrib.exe or RegSvcs.exe .

Page 5 of 9



https://blog.morphisec.com/mispadu-infiltration-beyond-latam

" byte_100249A4 = 1;

encrypted_dll_mem,
10024944 )

decrypt_and_inject(

Mispadu Payload

Similar to the preceding steps in the infection chain, the final Mispadu payload remains largely unchanged. It continues to
utilize NirSoft’s legitimate WebBrowserPassView and Mail PassView to extract browser and email client credentials. It
actively monitors foreground windows of websites and applications for specific strings, including bank names,
cryptocurrency exchanges, finance-related applications, and email clients. Over 200 such services are monitored for
potential credential exfiltration.

str_p
(substr_p

_pos(aHsbc, fo
Po:

aUnicaj, f
aviabcp,

substr_p:

ubs L
substr_pos(
substr_p:
substr_pos
(substr_|

substr_pos(
substr_pos(
substr_pos(
substr_pos(
substr_p:
subs

substr
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(substr_pos(
| substr _pos(L
substr_pos(
substr_pos(L
substr_pos(|
substr_pos(L

Below is an example of credentials obtained from the C2 server, encoded using the algorithm employed across the infection
chain. The threat actor divides the exfiltrated data into two parts. The first part comprises credentials extracted from email
clients and browser passwords, while the second consists of email addresses obtained from the victim’s machine.

Subsequently, the TA uses those email addresses to craft and distribute the malicious phishing emails.

Conclusion

The threat actor utilizes two command and control (C2) servers throughout the infection chain. The first C2 server is
employed to fetch payloads utilized in the attack, such as the second stage VB script, Mispadu payload, and additional
components. While the second C2 server is utilized for exfiltrating the extracted credentials. The first C2 server undergoes
frequent alterations, whereas the second C2 server utilized for credential exfiltration remains relatively consistent across

various campaigns.

Based on the stolen credentials discovered on the C2 server, the earliest records date back to as early as April 2023 and

continue to be ongoing up to the present day. Currently, there are more than 60K files in the C2 server.
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2023-04-2702:25 1.0K
2023-04-28 15:33 2.0K
2023-05-0307:22 54K
2023-05-03 08:27 1.0K
2023-05-03 08:28 22K
2023-05-03 08:28 1.0K
2023-05-03 08:29 1.0K
2023-05-03 08:30 10K
2023-05-03 08:31 1.0K
2023-05-03 08:32 1.0K
2023-05-03 08:33 1.0K
2023-05-03 08:34 10K
2023-05-03 08:35 1.0K
xt 2023-05-0308:35 11K
s 2023-05-03 08:41 32K
2023-05-0309:34 7IK
2023-05-03 09:40 69K
2023-05-03 09:42 8.1K
2023-05-03 09:43 8.1K
2023-05-03 09:49 69K
2023-05-03 09:53 7.0K
2023-05-03 09:58 1.0K
2023-05-03 09:58 66K
2023-05-03 10:38 111K
2023-05-03 10:44 16K
2023-05-03 10:47 16K
HIO_ 10556t 2023-05-03 10:55 14K

053 2023-05-03 10:55 1.0K
HI1 1056t 2023-05-03 10:56 1.0K
HI 057.4xt 2023-05-03 10:57 1.0K

2024-03-18 10:39 11K
2024-03-18 10:23 330K
2024-03-18 10:22 1.0K
2024-03-1801:49 19K
2024-03-1722:32 19K
2024-03-1722:17 16K
2024-03-17 21:56 16K
2024.03-17 21:33 16K
2024-03-17 21:10 16K
2024-03-17 20:58 32K
2024-03-17 2048 217K
2024-03-17 19:56 1.9K
2024-03-17 19:49 19K
2024-03-1719:25 53K
2024-03-1719:19 LIK
2024-03-1719:19 32K
2024-03-17 19:19 1.2K
2024-03-17 19:19 11K
2024-03-17 19:18 20K
2024-03-17 19:18 32K
2024-03-17 19:18 1.5K
2024-03-17 19:17 2.0K
2024-03-1719:17 32K
2024-03-17 19:16 3.2K
2024-03-1719:16 LIK
2024-03-17 19:16 749
2024-03-1719:15 627
2024-03-1719:15 32K
2024-03-17 19:14 32K
2024-03-17 19:13 3.2K

M
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How Morphisec Can Help

Mispadu is an extremely evasive threat that generally bypasses many of the leading solutions that organizations have in

place today. Morphisec’s Automated Moving Target Defense (AMTD) stops attacks like Mispadu and other banking trojans

across the attack chain, detecting malicious installers, scripts and the payload itself. Morphisec doesn’t rely on signature or
behavioral patterns. Instead, it uses patented moving target defense technology to prevent the attack at its earliest stages,

preemptively blocking attacks on memory and applications, effectively remediating the need for response.

Schedule a demo today to see how Morphisec stops Mispadu and other new and emerging threats.

Get the ransomware-free guarantee

Morphi SOMv Getademo

Indicators of Compromise (I0Cs)

Type 10Cs
PDF d0239871a9979bea53d538ca2ef680f433699b749600ab2e93f318fc31a4c33f b6faf2e8dedOec241c53ed1462032e43d3267187777:
MSI eda8af62c033636d38f9e70e77b011df89c48feb8a393415a7752b7759dcef4c 50687300a0d51a86bd5c858b6ee6fa0db171926da7fc
VBS 1266c3ffada5bf0620bf64a60c2445714468c26996af6d321d7ca2cb3977f37 4c6f9607aeb8da098fd2e802a0722a3f1ee2c1d4cbe5c
C2 160.126.168[.]1184.host.secureserver.net contdskl.bouncemel.]net betmaniaplus[.]Jcom arq.carpedum[.]Jcom mtw.toh[.]info 1fullul
Bitcoin
Addresses bclqn5fwarpOwesjahyaavj3zpzawsh3mpOmpuw94n belqzedrhp30eztexrmyvz5dwuyzzqyylqSmuuyllf

About the author
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Malware Researcher

Arnold Osipov is a Malware Researcher at Morphisec, who has spoken at BlackHat and and been recognized by Microsoft
Security for his contributions to malware research related to Microsoft Office. Prior to his arrival at Morphisec 6 years ago,
Arnold was a Malware Analyst at Check Point.
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