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Cerberus (Malware Family)
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According to PCrisk, Cerberus is an Android banking Trojan which can be rented on hacker forums. It was been
created in 2019 and is used to steal sensitive, confidential information. Cerberus can also be used to send

commands to users' devices and perform dangerous actions.

2022-11-25 - Resecurity - Resecurity

"In The Box" - Mobile Malware Webinjects Marketplace

Alien Cerberus Coper ERMAC Hydra 2022-04-12 - Kaspersky - Kaspersky,
The State of Stalkerware in 2021

Cerberus 2022-04-01 - Kaspersky - Kaspersky

The State of Stalkerware in 2021

Cerberus 2021-09-22 - ThreatFabric - ThreatFabric

ERMAC - another Cerberus reborn

AmpleBot Cerberus ERMAC 2021-06-16 - nur.pub - Twitter (@1lumos )

Cerberus Analysis - Android Banking Trojan

Cerberus 2021-02-24 - RiskIQ - Jordan Herman

Turkey Dog: Cerberus and Anubis Banking Trojans Target Turkish Speakers
Anubis Cerberus 2020-11-05 - Cyberint - Cyberlnt

Cerberus is Dead, Long Live Cerberus?
Cerberus 2020-10-16 - Recorded Future - Insikt Group®
Banking Web Injects Are Top Cyber Threat For Financial Sector

Cerberus 2020-09-29 - The Missing Report - Norman Gutiérrez

Cerberus and Alien: the malware that has put Android in a tight spot
Alien Cerberus 2020-09-24 - ThreatFabric - ThreatFabric

Alien - the story of Cerberus' demise

Alien Cerberus 2020-09-24 - Bitdefender - Alexandra Bocereg, Bogdan Botezatu, [oan-Septimiu Dinulica, Oana Asoltanei

Apps on Google Play Tainted with Cerberus Banker Malware

Cerberus Banking Trojan Research

Cerberus 2020-08-28 - CYBERWISE - Ali Riza Sahinkaya, Can Atakan Isik, Ridvan Ethem Canavar

Cerberus Banking Trojan Analysis

Cerberus 2020-05-09 - BushidoToken - BushidoToken

Turkey targeted by Cerberus and Anubis Android banking Trojan campaigns
Anubis Cerberus 2020-03-28 - Avira - Avira Protection Labs

In-depth analysis of a Cerberus trojan variant
Cerberus 2020-02-01 - ThreatFabric - ThreatFabric
2020 - Year of the RAT
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Anubis Cerberus Ginp Gustuff Hydra 2019-12-12 - FireEye - Chi-en Shen, Oleg Bondarenko

Cyber Threat Landscape in Japan — Revealing Threat in the Shadow

Cerberus TSCookie Cobalt Strike Dtrack Emotet Formbook IcedID Icefog IRONHALO Loki Password Stealer
(PWS) PandaBanker PLEAD POISONPLUG TrickBot BlackTech 2019-08-16 - Forbes - Zak Doffman

Warning As Devious New Android Malware Hides In Fake Adobe Flash Player Installations (Updated)
Cerberus 2019-08-01 - ThreatFabric - ThreatFabric

Cerberus - A new banking Trojan from the underworld

Cerberus 2019-06-01 - Twitter (@AndroidCerberus) - Android Cerberus

Twitter Account of Android Cerberus

Cerberus

There is no Yara-Signature yet.

Source: https://malpedia.caad.fkie.fraunhofer.de/details/apk.cerberus

Page 2 of 2


https://malpedia.caad.fkie.fraunhofer.de/details/apk.anubis
https://malpedia.caad.fkie.fraunhofer.de/details/apk.cerberus
https://malpedia.caad.fkie.fraunhofer.de/details/apk.ginp
https://malpedia.caad.fkie.fraunhofer.de/details/apk.gustuff
https://malpedia.caad.fkie.fraunhofer.de/details/apk.hydra
https://malpedia.caad.fkie.fraunhofer.de/library?search=FireEye
https://malpedia.caad.fkie.fraunhofer.de/library?search=Chi-en%20Shen
https://malpedia.caad.fkie.fraunhofer.de/library?search=Oleg%20Bondarenko
https://malpedia.caad.fkie.fraunhofer.de/details/apk.cerberus
https://malpedia.caad.fkie.fraunhofer.de/details/elf.tscookie
https://malpedia.caad.fkie.fraunhofer.de/details/win.cobalt_strike
https://malpedia.caad.fkie.fraunhofer.de/details/win.dtrack
https://malpedia.caad.fkie.fraunhofer.de/details/win.emotet
https://malpedia.caad.fkie.fraunhofer.de/details/win.formbook
https://malpedia.caad.fkie.fraunhofer.de/details/win.icedid
https://malpedia.caad.fkie.fraunhofer.de/details/win.icefog
https://malpedia.caad.fkie.fraunhofer.de/details/win.ironhalo
https://malpedia.caad.fkie.fraunhofer.de/details/win.lokipws
https://malpedia.caad.fkie.fraunhofer.de/details/win.lokipws
https://malpedia.caad.fkie.fraunhofer.de/details/win.pandabanker
https://malpedia.caad.fkie.fraunhofer.de/details/win.plead
https://malpedia.caad.fkie.fraunhofer.de/details/win.poisonplug
https://malpedia.caad.fkie.fraunhofer.de/details/win.trickbot
https://malpedia.caad.fkie.fraunhofer.de/actor/blacktech
https://malpedia.caad.fkie.fraunhofer.de/library?search=Forbes
https://malpedia.caad.fkie.fraunhofer.de/library?search=Zak%20Doffman
https://malpedia.caad.fkie.fraunhofer.de/details/apk.cerberus
https://malpedia.caad.fkie.fraunhofer.de/library?search=ThreatFabric
https://malpedia.caad.fkie.fraunhofer.de/library?search=ThreatFabric
https://malpedia.caad.fkie.fraunhofer.de/details/apk.cerberus
https://malpedia.caad.fkie.fraunhofer.de/library?search=Twitter%20%28%40AndroidCerberus%29
https://malpedia.caad.fkie.fraunhofer.de/library?search=Android%20Cerberus
https://malpedia.caad.fkie.fraunhofer.de/details/apk.cerberus

