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Note

This content is written by a Microsoft customer support engineer, and is intended for experienced administrators
and systems architects who are looking for deeper technical explanations of features and solutions in Windows
Server 2012 R2 than topics on TechNet usually provide. However, it has not undergone the same editing passes, so

some of the language may seem less polished than what is typically found on TechNet.

Overview

e The pre-existing process creation audit event ID 4688 will now include audit information for command line

processes.

o It will also log SHA1/2 hash of the executable in the Applocker event log
o Application and Services Logs\Microsoft\Windows\AppLocker

» You enable via GPO, but it's disabled by default

o "Include command line in process creation events"
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General | Details

* | |Anew process has been created. A
Security ID: ADPERP\administrator |
l Account Name: administrator
| Account Domain: ADPERF =l b
Logon ID: 000000 :
| | i
| |Process Information: E
i Mew Process ID: Ceddc :
MNew Process Name: C\Windows\System32\wscript.exe
Token Elevation Type:  TokenElevationTypeDefault (1)
Creator Process |D: OBdc e
Process Command Line: " C:\Windows\System32\Wscript.exe” " C:\systemnfiles ) 5 * }
\temp\commandandcontrol\zone\fifthward\ntuserrights.vbs"
Token Elevation Type indicates the type of token that was assigned to the new process in Ei
accordance with User Account Control policy.
]
Log Mame: Security
Source: Microsoft Windows security Logged: 9/8/2013 4:06:00 PM
o | EventID: 4682 Task Category: Process Creation
E Level: Information Keywords: Audit Success j
| User MN/A Computer: BLUE-FILES.adperf.contoso.com !
- | OpCode: Infe
I More Information: Event Log Online Help
i

Figure SEQ Figure \* ARABIC 16 Event 4688

Review the updated event ID 4688 in REF _Ref366427278 \h Figure 16. Prior to this update none of the
information for Process Command Line gets logged. Because of this additional logging we can now see that not

only was the wscript.exe process started, but that it was also used to execute a VB script.
Configuration

To see the effects of this update, you'll need to enable two policy settings.

You must have Audit Process Creation auditing enabled to see event ID 4688.

To enable the Audit Process Creation policy, edit the following group policy:

Policy location: Computer Configuration > Policies > Windows Settings > Security Settings > Advanced Audit

Configuration > Detailed Tracking
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Policy Name: Audit Process Creation
Supported on: Windows 7 and above
Description/Help:

This security policy setting determines whether the operating system generates audit events when a process is

created (starts) and the name of the program or user that created it.
These audit events can help you understand how a computer is being used and to track user activity.
Event volume: Low to medium, depending on system usage

Default: Not configured

In order to see the additions to event ID 4688, you must enable the new policy setting: Include

command line in process creation events

Table SEQ Table \* ARABIC 19 Command line process policy setting

Policy .
: . Details
Configuration
Path Administrative Templates\System\Audit Process Creation
Setting Include command line in process creation events

Default setting Not Configured (not enabled)

Supported on: ?
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Policy

Configuration

Description

Details

This policy setting determines what information is logged in security audit events when a

new process has been created.

This setting only applies when the Audit Process Creation policy is enabled. If you enable
this policy setting the command line information for every process will be logged in plain
text in the security event log as part of the Audit Process Creation event 4688, "a new
process has been created," on the workstations and servers on which this policy setting is

applied.

If you disable or don't configure this policy setting, the process's command line

information won't be included in Audit Process Creation events.
Default: Not configured

Note: When this policy setting is enabled, any user with access to read the security events
will be able to read the command line arguments for any successfully created process.

Command line arguments can contain sensitive or private information such as passwords

or user data.

i
ii' Mot fmflgun!d
) Enabled
() Disabled

Options:

o

| m Inchude command line in process creation events

Comment: |

Supported onc

Help:

This policy setting deterrnines what information is logged in
security auwdet events when a new process has been created.

This s-ﬂ:img -unl':,l applies when the Audit Process Creation policy
is enabled, If you enabbe this policy setting the comrmand line
infarrnation for every process wall be logged in plain texk in the
security svert log o part of the Audit Process Crestion svent
4655, "a newr process has been created,” on the wosrcstations and
sureers an which thiz policy sething is applied,

M you disable or do not configure this policy retting, the
pracess’s cormrmand ling infarration will not be included in
Budit Process Crextion svents,

Defaub: Mot configured

Note: When this palicy setting is enabled, any user with access to
read the secunty svents will be able to read the comrmand line
arqurments for Ay successfully created process. Command ling
wrgquImEnts Can contain sensitiee or private information such as
pasmwords or uger data. w

Ok || Cancel || Apply |

|
:
i
:EZ
4
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When you use Advanced Audit Policy Configuration settings, you need to confirm that these settings aren't

overwritten by basic audit policy settings. Event 4719 is logged when the settings are overwritten.

Gemaral ?Mﬁ; |-

Systern audit policy was changed.

Subject:
Secunity iD: SYSTEM
Account Name: BLUE-FILESS
Account Domain: ADPERF
Logon ID: L

Audit Policy Change:
Category: Detasled Tracking
Subcategony: Process Creation
Subcategery GUID: {22230000-bbbb-1111-cc2c-222222 dddddd]}
Changes: Success remeoned

Microsoft Windows security - Logged: /B 2013 34429 PM
4713 Task Categery: Audit Policy Change
Infonmation Keywords: Audit Success
d MFA Computer: BLUE-FILES.adp-erf.contoso.com
OpCode Irific
Muore Information:: . Event Log Online Help

The following procedure shows how to prevent conflicts by blocking the application of any basic audit policy

settings.

To ensure that Advanced Audit Policy Configuration settings aren't overwritten

Computer Configuration {Enabled) hide |

;
i

Policy Setting
Audt: Force audt policy subcalegory seftings (Windows Vista or laterjto  Enabiled
ovemide audt policy category settings

1. Open the Group Policy Management console
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2. Right-click Default Domain Policy, and then select Edit.
3. Double-click Computer Configuration, double-click Policies, and then double-click Windows Settings.
4. Double-click Security Settings, double-click Local Policies, and then select Security Options.

5. Double-click Audit: Force audit policy subcategory settings (Windows Vista or later) to override audit

policy category settings, and then select Define this policy setting.

6. Select Enabled, and then select OK.

Additional Resources

Audit Process Creation

Advanced Security Audit Policy Step-by-Step Guide

AppLocker: Frequently Asked Questions

Try This: Explore command line process auditing

1. Enable Audit Process Creation events and ensure the Advance Audit Policy configuration isn't

overwritten

2. Create a script that generates some events of interest and execute the script. Observe the events. The script

used to generate the event in the lesson looked like this:

mkdir c:\systemfiles\temp\commandandcontrol\zone\fifthward

copy \\192.168.1.254\c$\hidden c:\systemfiles\temp\hidden\commandandcontrol\zone\fifthward
start C:\systemfiles\temp\hidden\commandandcontrol\zone\fifthward\ntuserrights.vbs

del c:\systemfiles\temp\*.* /Q

3. Enable the command line process auditing

4. Execute the same script as before and observe the events

Source: https://technet.microsoft.com/en-us/windows-server-docs/identity/ad-ds/manage/component-updates/command-line-process-auditing
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