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Quickpost: SelectMyParent or Playing With the Windows Process Tree

I read something very interesting in “Windows via C/C++” today: starting with Windows Vista, CreateProcess can
start a program where you specify the parent process! This is something forensic investigators must be aware of

when they analyse processes running on a Windows machine.

Normally the parent process of a new process is the process that created the new process (via CreateProcess). But

when using STARTUPINFOEX with the right LPPROC_THREAD_ATTRIBUTE_LIST to create a process, you
can arbitrarely specify the parent process, provided you have the rights (i.e. it’s your process or you have debug
rights).

I developed a small tool to start a program while specifying its parent process: SelectMyParent. Here I use it to
start notepad as a child of lsass.exe:

2 remarks about this example:

1. to make lsass.exe a parent process, you need to use SelectMyParent with admin rights and elevate its rights
(Run as administrator)

2. the notepad process takes over the parent process’ account: NT AUTHORITY\SYSTEM

I don’t know how one can detect that a process’ parent is not the process that created it, because a process has no
access to its extended startup info (only to its startup info). And it is the extended startup info that contains the

attribute list with the handle to the parent process.

SelectMyParent version 0.0.0.1 is available here.

https://blog.didierstevens.com/2009/11/22/quickpost-selectmyparent-or-playing-with-the-windows-process-tree/
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http://www.wintellect.com/BookInformation.aspx?ASIN=0735624240
http://msdn.microsoft.com/en-us/library/ms682425%28VS.85%29.aspx
http://msdn.microsoft.com/en-us/library/ms686329%28VS.85%29.aspx
http://msdn.microsoft.com/en-us/library/ms683481%28VS.85%29.aspx
http://www.didierstevens.com/files/software/SelectMyParent_v0_0_0_1.zip
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