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SCATTERED SPIDER is a prolific eCrime adversary who has conducted a range of financially-motivated activity

since early 2022. The adversary's early campaigns predominantly targeted firms specializing in customer
relationship management (CRM) and business-process outsourcing (BPO), as well as telecommunications and
technology companies. SCATTERED SPIDER monetized their intrusions during this period...
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Scattered Spider

United States, United Kingdom, Western Europe, North America, Americas, Europe

Community Identifiers

Octo Tempest, Roasted 0ktapus, Scatter Swine, UNC3944, Storm-0875, LUCR-3

Who's targeting your industry?

Today's adversaries are faster, smarter, and better resourced. Know who they are and how to stop them.

View adversaries

https://www.crowdstrike.com/adversaries/scattered-spider/
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CrowdStrike 2025 Threat Hunting Report

Adversaries weaponize and target AI at scale.

Source: https://www.crowdstrike.com/adversaries/scattered-spider/
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