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Groove’s thoughts on Blackmatter, Babuk, and cheese shortages in

the Netherlands
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Today Groove posted a short article on their dark web site, summarizing recent issues related to them.

Summary

1. Groove insisted that they developed Babuk ransomware and tested it on several companies.

2. With regards to the shutdown of cheese supplies in the Netherlands, there was no mistake. Rather, that was

intended by the Groove ransomware developer.
3. Groove developer does not have Subnellular cancer.

4. Blackmatter is not equal to Darkside and just bought the source code from Darkside.
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https://cybersec.report/babuk-locker-ransom-bitcoin/
https://threatpost.com/ransomware-cheese-shortages-netherlands/165407/
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Groove ¥Yreuxn Homocta O mHac

Mbicnu o cMmbicne

Al Rt n

A K3K I'IRMGE YHECTHHE coBuTHA He XOMY MTO Gl EMEMY NOKONEHWID NEPELINS HE QOCTOBERHAA MHGODMALKA .

1 Paspaborka 6abyK ero ucnonb3opaHue

B koHUE neTa ko MHe QoGaBMncA NapeHs ALK, C NPEQMoHEHHEM HANKEATL ANA HAWER rpYNNE NPOrpaMMy BHMOraTens , KaKk oH ee
cam Ha3agan «BacA» , Ha 4TO A eMy ckasan - Bacs Gyner paGoTaTe TONbKO KorAa Tel BacTa - « nonynapHeid apTier 8 P@» o gan MHe
cemMnnu Back A vx NOcMoTPen NpoBepI Ha CBOMX CTEHOAX, OTNMCaN eMy BCE 8ro MWHYCH M MNIOCH , HANWCAB BcNKM Mbl By Lem
COTPYAHWYATL , TO NOMHOE PYKOBOACTRD HAA NDOEKTOM ro GpeHOMPOBaHMIc U 8o PASBUTHIO  BOILMY , W [UIA YCNELWHOro cTapTa
HY¥HO M3MEHUTS HA3BaHME W AONKCaTE MOLYNH , @ TECTHROBaHWE BYAET NPoXOAMTE B GOEBLIX YCNOBMAY , NoKep obKaTwBancs Ha
KPYNHBIX KOMNAHWAX Takuy KaK sabelt, serco v eWE HECKONBKMX KOMNAHWAX KOTOPBIE Mbl TYT HE MOMEM HE3BATh , TAK KAK OHW NNaTHNM
[EHBMM W OOrOBOD CBOM BHINCNHWK , @ Mbl BMNONHUNW CBOM , Bee paBoTano MeHs NPoAYKT yeTpanean.

2 Mpo6Gnembsi M NpeKpalleHMe NOCTABOK Chipa B HefepnaHgax
B anpene Mecale Mkl S-aLIJ!vIItpOEaJ'III KPYNHYD NOFHCTHYECKYI0 KOMNaHKID « Eeuxep NOrHCTHE» TE B NOCNEACTBHA Gainm YHAYTONKEHE

fl cran pasBupaTtbca B 9T0A Nnpobneme , Kak oTyero v novemy Bbina gonyueHa owunbka

A oWHBKK He Buno , KaKk Mbl MoXeM 0BLACHWTE TO YTO NPEABIAYLLME KEPTBE PACWMGPOBLIBRNKCE XOPOLWO , @ NOCAEAHWM HeT ? A 310
OObACHAK TéM , paspaboTyMk HAPOYHD OONYCTHN 3TM OWWEKK , KaKoBa Gbina MOTHBALMA ? A BaM CKa3aTh He Mory , Gbin Bbl pan cam
ATO NOHATE

3 arawa Ha PD

MPUMEDHO XEe B 9T0 BPEMA Y HAC 3aBENMCh NAPTHEPCKME OTHOLWWEHNA C HEKMM RA | KOTOPLIM 3a8BMN 4TO ¥ HEro ecTb gocTyn kK PD , u oH
X04YeT MCMoNL30BaTeE HalW NPOAYKT , A Bbin He NpoTHE NPOM30LWNE aTaka , NPOLWNo BpeMA NONMUMA He WeBendWnack , A Ha4an OaBruTeE Ha
RE. KOTODNF! Ha4an MeHXHBaTeCA NO NDBOLY QaBNeHWA Ha PD, W Ha4an NpoRBNATE MHHULIWaTHBY CaMm , KOrga A NOHAN 4TO YenoBekK Ha
ToM Nposoge oBbiYHOE COBIKND KOTOPOE HE HECET Bo0ble HMKaKUX AeHCTBMIA 3a CBOM CNoBa , A Hanwcan RA u aanske YTo A 3abupaw
Bnor npoekTa a oHW 3abUpPalT MCXOAHWKM , Mbl YA2PHNK NO pyKaM , A 3aBpan 6nor 1 esinoxun Tyaa Pd , ator RA cTan nposenATs
ArpecCHIC , KPOME BrPECcCHM KEKHX TO APYTHE ASRCTEMA He Guno peannsoeaHo MNIOC Y MEHA OTEGNKNOCE NON Moed KoMaHak TakHx
e cochikneil kak RA v npoext Gea MeHa yMep.

4. Pak nopasfedHnKa

Ha gHAx pa3paBoTyMk NPOeKTa BLIMYCTAN MCXOAHMKM MPOAYKTa NPH 3TOM YNOMAHYN Y4T0 BONEET PAKOM M CKWHYN KOWEeNEx ana
[OHATOR , pakoM oH HE BONeeT y MeHs ecTh Ha TO MPHYKWHLL TAK AYMaThb , BbiNo MHOME GaKTOPOB He A0CTOBEPHON MHHOPMAaLMK € ero
CTOPOHB

5. Groove 1 black metar

A BOT 3TO NycTe GyeT WHTPKro# , CKaxy Nk oaHo , Gnexk MeTTep He ABNAETCA OAPKCALAOM 3TH NIOAW NPOCTO KYNUNM MCHOAHbIA Kog
AAPKCARA0E , CKOPEH BCEra aTo OOHM M3 CTapbiX aABepTOR AaHHON NAPTHEPCKON NPOrpammsl
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And there was no mistake, how can we explain the fact that the previous victims were decrypted well,
The other day, the project developer released the source code of the product, while he mentioned tha
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