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 Tool: TRANSLATEXT

Names TRANSLATEXT

Category Malware

Type Info stealer, Credential stealer

Description
(ZScaler) TRANSLATEXT is specifically leveraged to steal email addresses,
usernames, passwords, cookies, and captures browser screenshots.

Information
<https://www.zscaler.com/blogs/security-research/kimsuky-deploys-translatext-target-
south-korean-academia>

MITRE ATT&CK <https://attack.mitre.org/software/S1201>

Last change to this tool card: 28 June 2025

Download this tool card in JSON format

All groups using tool TRANSLATEXT

Changed Name Country Observed

APT groups

  Kimsuky, Velvet Chollima 2012-Aug 2025

1 group listed (1 APT, 0 other, 0 unknown)

Source: https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=777235e2-5075-464d-b8f0-f42f3fe00841
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