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Malware-Traffic-Analysis.net - 2023-01-03 - Google ad --> fake
Notepad++ page --

Archived: 2026-04-05 17:56:06 UTC

2023-01-03 (TUESDAY) - GOOGLE AD --> FAKE NOTPAD++ PAGE -->
RHADAMANTHYS STEALER

NOTICE:

e The zip archives on this page have been updated, and they now use the new password scheme. For the new

password, see the "about" page of this website.
NOTES:

» Special thanks to @500mk500, @da 667, and @ex raritas for identifying this malware!

ASSOCIATED FILES:

e 2023-01-03-10Cs-from-Rhadamanthys-Stealer-infection.txt.zip 2.0 kB (1,952 bytes)
e 2023-01-03-Rhadamanthys-Stealer-traffic.pcap.zip 1.0 MB (1,018,898 bytes)
e 2023-01-03-Rhadamanthys-Stealer-malware-and-artifacts.zip 70.9 MB (70,883,162 bytes)

2023-01-03 (TUESDAY) GOOGLE AD --> FAKE NOTEPAD++ PAGE --> RHADAMANTHYS STEALER

NOTES:

The Google ad for this infection chain did not hide the fake Notepad++ site (malicious site was vi:

Hasankahrimanoglu[.]com[.]tr was used before in December 2022 for the same type of fake Notepad++

The downloaded zip contains a Rhadamanthys Stealer EXE inflated to approx 802 MB and a folder with

This infection process used an image with data hidden through steganography, but I don't know what

After the steganography image, the infection switched to websocket traffic to encrypt the post-infi
- Special thanks to @500mk500, @da_667, and @ex_raritas for identifying this malware!

GOOGLE AD URL:

- hxxps[:]//www.googleadservices[.]com/pagead/aclk?sa=L&ai=DChc SEwiDiu-13Kv8AhWkE9QBHa7UADWYABACGgIV'
com&cid=CAASIORopA-3gIku5H1e8Y7FuoHCKIjSFjgbPRpaoj2ZKXrbPcnfRQ&sig=A0D64_2JnosseZ@C9IqLEsz0g47HLRTU
jup-113Kv8AhVckmoFHeyWDP8QOQx6BAgKEAE

FAKE NOTEPAD++ SITE:

- hxxps[:]//noteepad.hasankahrimanoglu[.]Jcom[.]tr/

Page 1 of 8


https://twitter.com/500mk500
https://infosec.exchange/@da_667
https://twitter.com/@ex_raritas
https://www.malware-traffic-analysis.net/2023/01/03/2023-01-03-IOCs-from-Rhadamanthys-Stealer-infection.txt.zip
https://www.malware-traffic-analysis.net/2023/01/03/2023-01-03-Rhadamanthys-Stealer-traffic.pcap.zip
https://www.malware-traffic-analysis.net/2023/01/03/2023-01-03-Rhadamanthys-Stealer-malware-and-artifacts.zip

https://www.malware-traffic-analysis.net/2023,/01/03 /index.htm|

ZIP DOWNLOAD URL:

- hxxps[:]//noteepad.hasankahrimanoglu[.]Jcom[.]tr/ing.php

DOWNLOADED ZIP ARCHIVE:

- SHA256 hash: 56840aba173e384469ea4505158eead4e7612c41caab9738fcfhefe9b2e10864
- File size: 69,728,905 bytes

- File name: Nottepaad_lastNelWx32x64.zip

EXE FOR RHADAMANTHYS STEALER EXTRACTED FROM ABOVE ZIP ARCHIVE:

SHA256 hash: 8d@e8bafffed28f5c709a99392f7ab42430635839f7aba92a01c956c10702c8f

File size: 802,160,640 bytes
- File name: Noteppad_SettupX32iX64.exe

Note: This file has more than 801 MB of extra bytes to make the EXE too big for services like Viru

RHADAMANTHYS STEALER EXE CARVED TO REMOVE PADDING:

SHA256 hash: af67abbd@baf78191617c97aad2d21b7d6133e879c92c97b1b1345d62979661
File size: 333,344 bytes

- File name: Noteppad_SettupX32iX64-carved.exe

Analysis: https://app.any.run/tasks/96a0206a-5683-47c1-9804-04aff3c55228
Analysis: https://tria.ge/230103-tr9agsfb8w

POST INFECTION TRAFFIC:

- 162.33.178[.]106 port 80 - 162.33.178[.]1106 - GET /gjntrrm/zznb2o.hgfq
- 162.33.178[.]106 port 80 - 162.33.178[.]106 - GET /gjntrrm/zznb20.hgfq

NOTES ON THE POST-INFECTION TRAFFIC:

- The first HTTP GET request returns a 929,566 byte .jpg image that's 95x120 pixels and has obfuscat
so it seems there's steganography involved here.

- The second HTTP GET request upgrades the traffic, switching to encrypted websocket activity.

STEGANOGRAPHY IMAGE:

SHA256 hash: c4b7e2de87630bde@8e367c75d9a2b9ae79b1d4f03ee8014531239c9597efc2e
File size: 929,566 bytes

Location: hxxp[:]//162.33.178[.]106/gjntrrm/zznb20.hgfq

File description: JPEG image 95x120 bytes

- Note: Same size, but different file hash seen from infections on at least 2 different Win10 hosts.

IMAGES
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G notepad++ - Google Search X + — (] X
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<« = U ()  https://www.google.com/search?q=notepad%2B%2B&iog=notepad%2

Go gle notepad++ X  ® Q @ i m

Ad - https://www.pcsalesonline.com/

Notepad Download - Buy Microsoft Windows 10

Genuine Software Windows and Office Keys. One Time Purchase. Liftime Licence. Buy Now.
Rating for pcsalesonline.com: 4.4 - 3,035 reviews

Server 2016 Standard - $258.00 - Buy Server 2016 Standard - More =

Ad - https://noteepad.hasankahrimanoglu.com.tr/

With auto-completion for words - Download Editor for Windows *

Text highlighting and the ability to minimize blocks

Ad - https://iwww.appstechhome.com/

Notepad ++ - Download Free for PC
Notepad ++. Available Free on Windows/PC. Download Free Now. Notepad ++. Free and...
Contact Us - Blog Center

= Images for notepad++

e hong kong lua compare plugin column mode b4

== [ &
https:ffnoteepad.hasankahrim-anogEu.corn.tr — an ! m >

Shown above: Google ad leading to fake Notepad++ site.

[ Download Notepad++ v8AT |1 % | 4 = o X

IYKTig-r AIVaRbUAR3mM3QKYEAAYAIAAEG)ySVD_BWE A Y5

e O (%) https://noteepad hasankahrimanoglu.com.tr/?gclid=EAlalQobChM

. 1
&=

Downloads B aQ
We use cookies to personalise content and ads, to provide social media features and to analyse our traffic. We also|
site with our social media, advertising and analytics partners who may combine it with other information you've pr What do you want to do with Nettepaad_lastNe...

Open Save as S5

Download Notepad++48.4.7

Current Version 8.4.7 Release Date: 2022-11-08
Home
Download Download 64-bit x64

News
Online Help

Resources
RSS
Donate
Author

httpsy/noteepad hasankahrimanoglu.com.tr/ing.php

Shown above: Downloading zip archive from fake Notepad++ page.
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i = = | Exiract Nottepaad_lastNeWx32x64 zip — O X
Home Share View Compressed Folder Tools v 0
« v 4 [ « Downloads » Nottepaad_lastNeWx32x64.zip > v © £ Search Nottepaad_lastNeWx32x64.zip
Name Type Size Date modified
source_master File folder 12/24/2022 4:52 AM
[W] Noteppad_SettupX32iX64.exe Application 783,360 KB 1/3/2023 1:53 PM
é% Noteppad_SettupX32iX64.exe Properties X

2 items
General Compatibility Security Details  Previous Versions

Property Value
Description
File description MNotepad++: a free (GNU) source code editor
Type Application
File version 8480
Productname Notepad++
Productversion 8.48

Copyright Copyleft 1998-2017 by Don HO
Size 765 MB (802.160.640 bytes)
Date modified 1/3/2023 3:49 PM

Language English (United States)

Remove Properties and Personal Information

Shown above: Downloaded zip contains padded EXE for Rhadamanthys Stealer and folder full of unrelated files.
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Windows protected your PC

Microsoft Defender SmartScreen prevented an unrecognized app from
starting. Running this app might put your PC at risk.

App: Noteppad_SettupX32iX64.exe
Publisher: Unknown publisher

s I i |

Shown above: Microsoft Defender did not like the Rhadamanthys Stealer EXE.

= 2022-01-03-unknown-malware-post-infection-traffic.pcap
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

Am i ® RE AQesr»B3we» DO
i http.request (]
Time Dst Port Host Info

2023-01-03 16:18:48 162.33.178.106 80 162.33.178.106 GET /gjntrrm/zznb2o.hgfq HTTP/1.1
2023-01-03 16:18:51 162.,33.178.106 80 162.33.178.106 GET /gjntrrm/zznb2o.hgfq HTTP/1.1

Shown above: Rhadamanthys Stealer post-infection trdffic filtered in Wireshark.
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Wireshark - Follow TCP Stream (tcp.stream eq 0) - 2022-01-03-unknown-malware-post-infection-traffic.pcap A

GET /gjntrrm/zznb2o.hgfq HTTP/1.1

Hosit 21625 3230078 7106

User-Agent: curl/5.9

Connection: close

X-CSRF-TOKEN: 9AVzZ9VWrH8A/0Qam/
PRWLRXTUik1dOkT6q+zGWx6ei0VBZpYowe4IPsOa9N955u4HVbLMGMt4GYAFXD19EUt VA==
Cookie: CSRF-TOKEN=9AVz9VvWrH8A/0Qam/
PRWLRXTUik1d0kT6q+zGWx6eioVBZpYowe4IPsSO0a9N955u4HVbLMGMt4GyAFXDi9EUtVA==;
LANG=en-US

HTTP/1.1 200 OK

Content-Length: 929566
Content-Type: image/jpeg

Server: nginx/1.11.13

Date: Tue, 03 Jan 2023 16:18:48 GMT
Connection: close
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1 client pkt, 693 server pkts, 1 turn.

Entire conversation (930 kB) z Show data as ASCII = Stream 0

Find: ‘Find Next|

@Help Filter Qut This Stream | Print | Saveas.. @ Back | = Close

Shown above: First HTTP GET request returned steganography image.
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Wireshark
Tools Help

+ X

Il Open Ctri+0 = = eo i Wireshark - Export - HTTP object list =
:)dpen T L Text Filter: Content Type: All Content-Types ~
Merge... " -

| - importrom Hex Dump.. .33.178..166 88 e e k® sty
Close Ctri+W El.3.101 497

2.33.178.106 80 | @Help Save All | xClose |« sgve|
Save As... Ctri+shift+s 2.33.178.106 80 102 .55 5. 190 uﬁ_rgjﬁ;
File Set Fl.3.101 49733 80 - 497:
Export Specified Packets... .1.3.101 49733 80 - 497E
Export Packet Dissections . '}EEE} jgzzg EE == jgz:
Export Packet Bytes... Ctrl+Shift+X | z &
Export PDUs to File... e (528 bits), 66 bytesaptured (528 bits)
Export TLS Session Keys... tP_‘lc 147:ae (00:08:02 :47:ae), Dst: Netgear_b6:93:

Export Objects

Print...

: _Q_u it

Ctrl+P
Ctri+Q

1.3.101

7k

8.106 _

expdrfed
image:p
g

-

General

l Name

Kind
Open With
Modified

Accessed

Size

Help

exported image.jpg - Properties

Emblems

Permissions @ Image

. [exported image.jpg ]

: JPEG image

: I@ Ristretto Image Viewer

: Today
: Today

: 907.8 KiB (929,566 bytes)

‘ Close

> exported image.jpg - Image Viewer =
File Edit View Go Help
= IROR 4 €« p > ooos

95 x 120 929.6 kB 100.0%

exported image.jpg
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Shown above: Steganography image exported from the pcap.

x Wireshark - Follow TCP Stream (tcp.stream eq 1) - 2022-01-03-unknown-malware-post-infection-traffic.pcap e

GET /gjntrrm/zznb2o.hgfq HTTP/1.1
Hast: 162.337178 106

User-Agent: curl/5.9

Upgrade: websocket

Connection: upgrade
Sec-Websocket-Version: 13
Sec-Websocket-Key: LkFxpceAGD8MMLb

HTTP/1.1 101 Switching Protocols

Upgrade: websocket

Connection: Upgrade

Sec-WebSocket-Accept: QCEObsQ/wSyI9ZOOpPFHKpkcDnM=
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26 L6 b @] =g
2% i1 e S o (O Do e e Y2
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M e W e L s A.
e L acione A TN e (1) e = N e R e
da s~ g g ergfa % H X o8 LI Z
(aKE A oA d Sy SN | S dNG TN AR SRR ST UM =
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)0 8106 7 oodlo 6 o lban o 080 o Lalld) 6 ool oW 6((0Gs 6 o0l B o.00.0 7 0.cnc 3F calza ol <
SIS i T e o el g L S T A

52 client pkts, 5 server pkts, 9 turns.

Entire conversation (61 kB) Show data as ASCIL = Stream |1 .
162.33.178.106:80 —+ 10.1.3.101:49740 (1,066 bytes) | M|
,10‘1’?'1,01 149740 ~ 162.33.178.106:80 (60 kB) Filter Qut This Stream | Print | Saveas.. @ Back | = Close

Shown above: Rhadamanthys Stealer data exfiltration through websocket traffic.

Click here to return to the main page.

Source: https://www.malware-traffic-analysis.net/2023/01/03/index.html
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