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 Tool: DLRAT

Names DLRAT

Category Malware

Type Backdoor, Downloader

Description
(Talos) The other malware is a downloader and RAT, we track as “DLRAT,” which can be
used to deploy additional malware and retrieve commands from the C2 and execute them on

the infected endpoints.

Information <https://blog.talosintelligence.com/lazarus_new_rats_dlang_and_telegram/>

Malpedia <https://malpedia.caad.fkie.fraunhofer.de/details/win.dlrat>

Last change to this tool card: 17 January 2024

Download this tool card in JSON format

All groups using tool DLRAT

Changed Name Country Observed

APT groups

  Lazarus Group, Hidden Cobra, Labyrinth Chollima 2007-May 2025

1 group listed (1 APT, 0 other, 0 unknown)

Source: https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=b242ab97-b3e1-4049-a138-11c637832395
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