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GPU giant NVIDIA is investigating a potential cyberattack
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NVIDIA.

US chipmaker giant Nvidia confirmed today it's currently investigating an "incident" that reportedly took down some of its

systems for two days.

Systems impacted in what looks like a cyberattack include the company's developer tools and email systems, as first

reported by The Telegraph.

The reported outage is the result of a network intrusion, and it is still not known if any business or customer data was stolen

during the incident.
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Nvidia told BleepingComputer that the nature of the incident is still being evaluated and that the company's commercial

activities were not affected.

"We are investigating an incident. Our business and commercial activities continue uninterrupted," an Nvidia spokesperson

told BleepingComputer.

"We are still working to evaluate the nature and scope of the event and don't have any additional information to share at this

time."

An insider has described this incident as having "completely compromised" Nvidia's internal systems.

While some reports are speculating that Russia is behind this incident, there is nothing indicating this is true at the time.
On February 8, the American chipmaker terminated previously announced efforts to acquire British semiconductor giant
Arm for $80 billion.

Update February 26, 07:55 EST: The Lapsus$ data extortion group claims they breached and stole 1 TB of data from
Nvidia's network.

They also leaked online what they claim to be password hashes for all Nvidia employees.

BleepingComputer has not been able to independently verify the gang's claims yet.

HERE IS THE PASSWORD HASHES FROM ALL NVIDIA EMPLOYEES!II!

OOM WE LEAK DATA ABOUT THERTX G
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The Validation Gap:
What Automated
Pentesting Alone

Cannot See

A Prac

Automated Pentesting Covers Only 1 of 6 Surfaces.

Automated pentesting proves the path exists. BAS proves whether your controls stop it. Most teams run one without the
other.

This whitepaper maps six validation surfaces, shows where coverage ends, and provides practitioners with three diagnostic

questions for any tool evaluation.
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