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In the past month, Proofpoint researchers have observed a slight increase in email-based ransomware attacks using

ransomware as a first-stage payload. This is notable because for the past year or more attackers have used
downloaders as the first-stage payload, which then deliver ransomware as the second- or later-stage payload. A
small increase in the amount of ransomware sent as a first-stage payload via email campaigns may herald the

return of the large ransomware campaigns we saw in 2018.

These attacks have featured many different families of ransomware and have targeted numerous industries in the
United States, France, Germany, Greece, and Italy. They often use native language lures and messages.

Ransomware families we’ve seen as first-stage payloads include among others:

e Avaddon (a new family)

o Buran (named for the Russian Space Shuttle)

+ Darkgate

 Philadelphia (something previously seen by Proofpoint in 2017)
e Mr. Robot

¢ Ranion
Each of these ransomware families encrypts the victim's files and holds them ransom for a payment.

Daily volumes ranged from one to as many as 350,000 messages in each campaign, and over one million
messages between June 4 — 10, 2020 featured Avaddon ransomware. We’ve seen a variety of themes in these
ransomware messages, including some that exploit COVID-19, and numerous industries were targeted. These
verticals include education and manufacturing followed by transportation, entertainment, technology, healthcare,

and telecommunications.
Below are Avaddon, Mr. Robot, and Philadelphia examples:
Avaddon

Avaddon, a newer ransomware that has targeted U.S. organizations, is notable because it has its own branding and
is often part of large-scale campaigns. Over one million messages with Avaddon as the payload were sent June 4-
10, 2020, and over 750,000 messages were sent on June 6, 2020 alone. These campaigns were primarily sent to
manufacturing, education, media, and entertainment organizations. The June 4, 2020 Avaddon ransomware

campaign focused almost exclusively on transportation companies and school districts.

Avaddon is an example of “ransomware-as-a-service” (RaaS), where threat actors pay others for the use of the

ransomware rather than building the ransomware and infrastructure themselves.
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Recent Avaddon ransomware messages featured subject lines like

e “Do you know him?”

e “Our old picture”

e “Photo for you”

e “Do you like my photo?”
e “Is this you?”

e “Your new photo?”

e “I like this photo”

When opened, the included attachment downloads Avaddon using PowerShell. Once Avaddon runs, it shows the
ransom message in Figure 1 and later demands $800 payment in bitcoin via TOR. The Avaddon attackers also
provide 24/7 support and resources on purchasing bitcoin, testing files for decryption, and other challenges that

may hinder victims from paying the ransom.
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Avaddon

All your documents, photos, databases and other important files have been encrypted and you are not able
to decrypt it by yourself. But don't worry, we can help you to restore all your files!

The only way to restore your files is to buy our special software - Avaddon General Decryptor. Only we can
give you this software and only we can restore your files!

You can get more information on our page, which is located in a Tor hidden network.

How to get to our page

+ Download Tor browser - https://www.torproject.org/
» |nstall Tor browser
« Open link in Tor browser - avaddonbotrxmuyl.onion

» Follow the instructions on this page
Your ID:

NDctNzBLTTAFAWZGYXFOSktNZ291TkpxbzVXVDEHMHIRNO tkbkOvOFA4RFVRalV5V2k3eWNORn loZkhwRDgzbGplU05gNUh2ZULFPO
HJUclVCeUF5L2drVEJgeEhFWXZtRWkOTOFGWnpZMTE2bTBZUiLitEQZ 1 TSVREZGIWOGS4RSEtpRMN3cXcONWQINGB3a2FSaWolaWxlTG
g3dERYQUVueklITVUVTUY3SmdlcEtQN11BaXEOcUpDe01WeWhjc2 FpVmNrRXVITO9kUFUvTHkr Tmdsakx2¥3 1BUFN6Q1B5 ZHo 4Kz 1
ORHFGQ3pxY0FKc3¥YvMkxtU2F3c3BTZVE4V1FVendkREhmTzNIcFBwSWIa0WpoOGtIZExCeVduVCta¥TlyazRoVORUSHNIYKS50bUF 2
UkRCY jBmSUVDVz¥xZGd6WF1lJdnhXandvNXpralSpenB6b0tSZFpVdIBmSHIkenF ZeWRWOWR1K30olRjNady t SNWREeTINb0IzblpsZ
VpXSndYemxRbGE0TXgwUU53MjZMTEFCAD1ITZ jNOeWICaVZ6UzhSN1Y0aUdvemtmTGg4Ukl 4L2JYVIREV3IhhZXVze JRTOWEya3RXUW
h5ZytJSDVPRkpMVES IMEF5MDhiSkezRk1 iWUFURMIZMnFrbjRWT11hSUpvT1UYUUpld0Rr LOFBNZ NWTW04 WmNxMHhIY jFva0s4vVCe
ZRMtOY3IMyK3IFmY 0VvUGF LcHVHZ 1 BWQTNtaUVpZUU3IMDkIMVIXaDFHMH1 hW1RpV3daTXA4aHUIUT1ZbHEOR3grE 3N4EWEZaM1 ZUSDF o
VkJzRSEFQKVDYWNwYWxyLOVIOFdnMnlpSStnWF11M1BSU22PbTgrWWM1RDUYOFNmdm9 X ZC 9QVEVOVXUSWE L00XpmaWInNOhjejB3s
1hEUWSPcElhSDdhNUSscXUrViZsLO0pDVFdHb1R3IQ1cSVVBrUCt2VORYK1UVTnpPWGliUExMMO1 ja jhXS0t PUGFQWG1aSWFNMONKUX
kxN1hhTUEWZWFKelZQS0huWFBwb2RgOWpJZESPVMOxYnl1XT2hzSnYz0Q11aZGxjeGsyT0oyeH1tSORQRitSeUSWTH12d1VWUGNZWNRE
2TnRve0ttEVhgM1FnLlh¥VnlWNmdIaFZz0QVdOK2102 1IESWGFOOnkvYUNzaVIhUjR1UytBdVRecGd3eXJPSESYY je0TTRXcDIBMEVY
VmZsSDIhWmtSVmluTXZ2TFASRURGYS90YXdCekxWOWpjUTFnalJBdEtVNnc4 TUpRMGppNW sy aDJIxc0Z 1REE1QUSTRH1 IMUVIRDhLe
GlwMldkVCtGSOhtNktENFBBcyt 3UFdKYnJIMQzZMeFRTZ1i90MUx4bGRgeVEZWa 3pLVWRwWS 1T IS i9RWkFoRndkdDJIySzFGZESEKY9Ial
1kTmFhdkt1Z2j20ajRoU050bUItEzFxeDgxWXpILINANkVqaHIFMGIqUIVwElgrUUtpdmZr RnpLEZEZFVOXTVZ tmdl E4Y1NuYVhpMVA
rV31UTURBOH1 2NWNwSFJtOkNUTkxsbDVhTnhneFVRM120Y1V2dEF1L2BROVZ JdDd6 2TFoe UFubVgxdEVDe0FL2kdzVELDU1hTdktr
SkVQWWRjdUxCVStaN2xacGItdDBrY1FKbnpTZ2¥rSnhzRVFPMm4 zamNk TENCN j 2 icHEWRn FmcUpwWW9 3K1 ZWQTFFck21alM2UnRX 2
IEVYmw2Y1JZRjkSVD1FbjZY¥cmxqUmpaN3BzOVRMcFROQIFoUzNDRNIyY THFSEIwdHpUOTB 2b3BJeWFBeVRWbEovTGEwdGFqWk 9RaH
Bld0tuL2xGMHhPV2ZNpVzhgSUNVTktyajAOLz1YRGgZVmOOM ) 1KTFMrdUXYdESy Yw==

DO NOT TRY TO RECOVER FILES YOURSELF!
DO NOT MODIFY ENCRYPTED FILES!

OTHERWISE, YOU MAY LOSE ALL YOUR FILES FOREVER!

Figure 1 Avaddon Infection Message
Mr. Robot

This Mr. Robot ransomware attack used a COVID-19 lure to persuade targeted users to click. Between May 19-
June 1, 2020, a series of Mr. Robot campaigns targeted U.S. entertainment, manufacturing, and construction

organizations.

Recipients of these campaigns are sent messages claiming to be from “Departament (sic) of health”, “Departament

(sic) of health & human services”, “Health Service”, and “Health Care” with subject lines like:
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e Your COVID19 results are ready / 85108

e Your COVIDI19 results are ready # 85513

e Your COVID_19 results # 99846

e View your COVID19 result # 99803

e human immunodeficiency virus analysis # 93545
e COVID19 virus test result / 61043

e COVID19 virus result / 64745

e COVID19 virus analysis # 83273

e Check your COVID_19 test # 65619

e Your COVID_19 Results No 80420

The recipient is encouraged to click a link in the message as shown in Figure 2. If clicked, Mr. Robot ransomware

installs, and a $100 payment demand appears.

Your COVID_19 results N2 80420 - Temporary ltems

m |L‘ EMeeting v, O “' - mE . F S
e € S L a 'S N
Delete Reply Reply Forward @J °| Attachment Move Junk Rules Read/Unread Categorize Follow
All Up

Your COVID_19 results N2 80420
Departament of health & human services <covid19-notificator@delivery-89891.info>

Tuesday, May 19, 2020 at 2:09 PM
Show Details

Your COVID 19 virus test is ready

Test #300522
Patient #026811
Date 05.19.2020

You can get the information here.

Departament of health ©®

Figure 2 Mr. Robot COVID-19 Lure
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Philadelphia

After a nearly three-year hiatus, Philadelphia ransomware has returned with a campaign primarily targeting

manufacturing and food and beverage companies in Germany with German-language lures (Figure 3).

These messages claim to come from “Federal Germany Government” and use the flag and insignia of the Federal

Republic of Germany, along with a subject that states: “Die Entscheidung, Thr Unternehmen aufgrund von Covid-

19 zu schliefen” (translated: “The decision to close your company due to Covid-19”). The recipient is encouraged
to click the link which installs Philadelphia as a first-stage payload and shows a ransom message demanding (in

English) payment of 200 Euros as shown in Figure 4.

From Federal Germany Government <state@germany-government.eu> o 7] Reply % Reply All |» ~* Forward  More v

Ihr Unterneh fgrund von Covid-19 zu schlieBen 06/06/2020 3 12:26
@ Federal Republic of Germany
i | The Federal Government
Die Entscheidung, lhr Unternehmen aufgrund von Covid-19 zu schlieRen

Aufgrund der aktuellen Bedingungen unseres Landes aufgrund von
Covid-19 haben wir beobachtet und berichtet, dass lhr Unternehmen die Bedingungen nicht erfiillt,

Bitte schliefen Sie Ihr Unternehmen innerhalb von
48 Stunden und &ffnen Sie es erst, wenn wir Sie erneut anweisen. Andernfalls werden Sie fiir einen hohen Betrag verurteilt und mit einer Geldstrafe belegt.

Ein Dokument, aus dem hervorgeht, dass Ihr Arbeitsplatz von unserem Expertenteam nicht geeignet ist, ist beigefiigt.

Beachtung! Da das angehdngte Dokument fiir Sie bestimmt ist, lassen Sie bitte alle Antivirenprogramme und Windows Defender, falls verfiighar.

Andernfalls kénnen Sie das Dokument nicht anzeigen.

* Schiitzen Sie sich und andere um Sie herum, indem Sie die Fakten kennen und geeignete Vorsichtsmanahmen treffen. Befolgen Sie die Anweisungen |hres 6r
* Um die Ausbreitung von COVID-19 zu verhindern:
* Reinigen Sie lhre Hinde oft. Verwenden Sie Seife und Wasser oder eine Handmassage auf Alkoholbasis.
* Halten Sie einen Sicherheitsabstand zu Personen ein, die husten oder niesen.
® Beriihren Sie nicht Ihre Augen, Nase oder Mund.
» Bedecken Sie Nase und Mund mit lhrem gebogenen Ellbogen oder einem Papiertaschentuch, wenn Sie husten oder niesen.
* Bleib zu Hause, wenn du dich unwohl fihlst.
* Wenn Sie Fieber, Husten und Atembeschwerden haben, suchen Sie einen Arzt auf. Rufen Sie im Voraus an.
» Befolgen Sie die Anweisungen lhrer rtlichen Gesundheitsbehérde.
* Durch die Vermeidung unnétiger Besuche in medizinischen Einrichtungen kénnen Gesundheitssysteme effektiver arbeiten und Sie und andere schiitzen.

Dokumente herunterladen

B v

Figure 3 Philadelphia German Lure
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hll your files have been encrypted!
Rll your documents (databases, texts, images, wvideos, musics etc.) were

encrypted. The encryption was done using a secret key
that is now on our Servers.

To decrypt your files you will need to buy the secret key from us. We are
the only on the world who can provide this for you.

What can I do?

Pay the ransom, in bitcoins, in the amount and wallet below. You can use
LocalBitcoins.com to buy bitcoins.

Send BTC 0,023 = 200 EURO

BTC Address == 1NxoWvpXufC5PkagnfWDORfl%wm5jchVkX

Figure 4 Philadelphia Ransom Note

This recent emergence of ransomware as an initial payload is unexpected after such a long, relatively quiet period.
The change in tactics could be an indicator that threat actors are returning to ransomware and using it with new
lures. Various actors trying ransomware payloads as the first stage in email has not been seen in significant
volumes since 2018. While these volumes are still comparatively small, this change is noteworthy. The full

significance of this shift isn’t yet clear, what is clear is that the threat landscape is changing rapidly, and defenders

should continue to expect the unexpected.

Source: https://www.proofpoint.com/us/blog/security-briefs/ransomware-initial-payload-reemerges-avaddon-philadelphia-mr-robot-and-more
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