
Threat Group Cards: A Threat Actor Encyclopedia
Archived: 2026-04-05 17:39:47 UTC

Home > List all groups > List all tools > List all groups using tool Inveigh

 Tool: Inveigh

Names Inveigh

Category Tools

Type Info stealer

Description
Inveigh is a PowerShell LLMNR/mDNS/NBNS spoofer and man-in-the-middle tool designed
to assist penetration testers/red teamers that find themselves limited to a Windows system.

Information <https://caintechnews.wordpress.com/category/windows/powershell/>

Last change to this tool card: 20 April 2020

Download this tool card in JSON format

All groups using tool Inveigh

Changed Name Country Observed

APT groups

  Allanite [Unknown] 2017  

  Energetic Bear, Dragonfly 2010-Mar 2022

2 groups listed (2 APT, 0 other, 0 unknown)

Source: https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=f6aa919c-2965-41a7-8717-b28a5c623762
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