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2 Tool: yty

Names

Category

Type

Description

Information

MITRE ATT&CK

Malpedia

yty

Jaca
Malware
Backdoor, Keylogger, Info stealer

yty is a modular, plugin-based malware framework. The components of the framework

are written in a variety of programming languages.

<https://ti.360.net/blog/articles/latest-activity-of-apt-c-35/>

<https://www.arbornetworks.com/blog/asert/donot-team-leverages-new-modular-

malware-framework-south-asia/>

<https://blog.morphisec.com/apt-c-35-new-windows-framework-revealed>

<https://attack.mitre.org/software/S0248/>

Last change to this tool card: 12 September 2022

Download this tool card in JSON format

All groups using tool yty

Changed

APT groups

Name Country Observed

Donot Team —— 2016-Oct 2024

1 group listed (1 APT, 0 other, 0 unknown)

Source: https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=89e8151b-8183-4eb7-b3f8-de7afa31f378
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