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Ransomware gang threatens to leak data if victim contacts FBI, police
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The Ragnar Locker ransomware group is warning that they will leak stolen data from victims that contact law enforcement
authorities, like the FBI.

Ragnar Locker has previously hit prominent companies with ransomware attacks, demanding millions of dollars in ransom

payments.

Group will publish full data if victim contacts police, FBI

In an announcement published on Ragnar Locker's darknet leak site this week, the group is threatening to publish full data

of victims who seek the help of law enforcement and investigative agencies following a ransomware attack.
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The threat also applies to victims contacting data recovery experts to attempt decryption and conduct the negotiation

process.
In any such event, the group will publish the victim's full data on their .onion site.

The ransomware operator states that victim organizations who hire "professional negotiators" are only making the recovery
process worse. That's because such negotiators are often working with data recovery companies affiliated with the FBI and

similar authorities.

"So from this moment we warn all our clients, if you will hire any recovery company for negotiations or if you will send
requests to the police/FBl/investigators, we will consider this as a hostile intent and we will initiate the publication of whole

compromised data immediately," reads the note seen by BleepingComputer on the group's data leak site:
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In our practice we has facing with the professional negotiators much more often in last
days. Unfortunately it's not making the process easier or safer, on the contrary it's
actually makes all even worse. Such negotiator are usually working in recovery-
companies affiliated or even working directly in Police/FBI/investigation agency and
etc. They are totally not interested in commercial success of their clients or in safety of

theirs private data.

So from this moment we warn all our clients, if you will hire any recovery company for
negotiations or if you will send requests to the Police/FBI/Investigators, we will
consider this as a hostile intent and we will initiate the publication of whole
compromised Data immediately. Don't think please that any negotiators will be able to
deceive us, we have enough experience and many ways to recognize such a lie. Dear
clients if you want to resolve all issues smoothly, don't ask the Police to do this for you.

We will find out and punish with all our efforts. o

Ragnar Locker ransomware group posts warning on their darknet leak site (BleepingComputer)

systems. They spend time conducting reconnaissance to discover network resources, company backups, and other sensitive

files they can steal before the data encryption stage.

As reported by BleepingComputer, Ragnar Locker's past victims have included Japanese game maker Capcom, computer

chip manufacturer ADATA, and aviation giant Dassault Falcon.

In Capcom's case, the group had reportedly encrypted 2,000 devices on the organization's network and demanded an

$11,000,000 ransom in exchange for a decryptor.

The latest announcement by Ragnar Locker puts additional strain on victims, considering in the current environment of

growing cyber-attacks, governments worldwide have strongly advised against paying ransoms.

"Government has a strong position against paying ransoms to criminals, including when targeted by ransomware. Paying a

ransom in response to ransomware does not guarantee a successful outcome," said the British Home Secretary, Priti Patel in
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May this year.

The FBI does not support paying ransoms either as doing so is not guaranteed to protect networks from data leaks or future

attacks. Ransomware victims are instead encouraged to contact the local FBI field office.

Paying ransom amounts motivates criminals to target even more victims and incentivize other cybercrime groups to follow

their lead in conducting illegal activities.

P\CUS

The Validation Gap:
What Automated
Pentesting Alone

Cannot See

Automated Pentesting Covers Only 1 of 6 Surfaces.

Automated pentesting proves the path exists. BAS proves whether your controls stop it. Most teams run one without the

other.

This whitepaper maps six validation surfaces, shows where coverage ends, and provides practitioners with three diagnostic

questions for any tool evaluation.

Source: https://www.bleepingcomputer.com/news/security/ransomware-gang-threatens-to-leak-data-if-victim-contacts-fbi-police,
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