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TokyoX: DLL side-loading an unknown artifact
Published: 2022-01-10 - Archived: 2026-04-05 23:04:25 UTC

During Christmas holidays, Lab52 has been analyzing a sample which loads an artifact that we have decided to
refer to as “TokyoX” since no similarities have been found as to any known malware, which we usually detect in

open sources. However, we cannot confirm so far that it is indeed a new family of malware.

The first thing we identified was a DLL
(382b3d3bb1be4f14dbc1e82a34946a52795288867ed86c6c43e4f981729bedfc) which had the following

timestamps in VirusTotal at the time of the current analysis, and was uploaded from Russia via web site:

Creation Time 2021-12-09 02:46:43
First Submission 2021-12-09 08:48:20
Last Submission 2021-12-09 08:48:20
Last Analysis 2021-12-23 23:38:08

Some antivirus engines tagged the sample as PlugX, but it seems that the attribution might be due to the final
payload’s loading mechanism: DLL sideloading with an encrypted payload in the same directory. After analyzing
the final payload we could not find any similarities with other known samples from PlugX other than the loading
TTPs.

This DLL had a related .zip file with the name nmanupoBanwue.zip (translated to as planning.zip). When unzipping,

the following files are observed:

C Creative.exe
|| Data

|%| wersion.dll
The legitimate file Creative.exe, an encrypted Data file and the version.dll DLL, which implements the loader
function for the Data file, and therefore responsible of mapping the “TokyoX”.

If we execute it from a path which is not final or the expected by the malware, it replicates to another path and

executes from there, which is something it does have in common with some PlugX dll loaders:

« Disco local (C:) » Users » Public » Z46F4501-F44G-4DLS-AVEE-4E4DFDY918FG-DLSF102TVSFGT 'I‘f“f

=) Abrir Compartir con Nueva carpeta

F

Nombre Fecha de modifica.. Tipo Tamano
|as C 123.exe 08/12/2021 1:15 Aplicacion 415 KB
o __| Data 07/12/2021 17:40 Archivo 97 KB
cientes %] Version.dll 08/12/2021 16:46 Extension de la apl... 19 KB
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Once executed, we observe how the netsh.exe process tries to establish connections with port 443 of the IP
address 31.192.107[.]1187.

In this analysis we will focus on different aspects about the process; from double-clicking the binary 123.exe
process (which is a copy of Creative.exe but in another path) to the execution of “TokyoX” already decrypted in

memory.

The first thing we observe within the process is how the version.dll library prepares the decryption and the final

payload’s loading in the remote process:

In fact, we can see how the content of the Data file is read in the code section of version.dll:

B DA View R 0. a reskpons ) B Gererai regsiers.
K1, a1 77MAE e e soncesoseaseomse v despars-oasice
e
kernel32.d11: 772135¢C REx BOOOABIN0A 1EFEFD & debug
kernels2. dll: 77219°5C kerneld2 Createrilew: RO X BO0DMB0M00000000

7 kernelnz dll:7720965C mow  ad, edd PPN,
kernel32.d11: 7721365€ push 45T BOOOBOORAIECTIC . debughls: D836

ehp
kerneld2, dl1iTI2LIFSF mov  ebp, esp
kernel32,d11: 77213661 push  ecx
kernels2.d11: 77215962 push  ecx
kernel32,d11:T7219F63 push  dword ptr [ebpes]
kernels2.dl1: 77213966 len eax, [ebp-8]
kernel32.d11: 77213669 push  eax
kernel32,d11:77219F64 call  off_77210550
kernels2.dl1: 77215679 test eax, eax
kernel32.d11:77213¢72 §1 loc_7723¢6C8
kernel32.d11:77219F78 push  dword ptr [ebpeach]

RDL 900080900260110 % debugeie:eelsnl
B orodis O [[E tiwesds
Fath
(B et pvent i ic.e
(3 CoWdowaeysvomé e 1t 8
(5 C:Windovaeysten 32ipertd.dl

Wi pravonG foemt 1201

= LinelScl26

RSO 000000007721 62: kel 2 dikereil2_CreateFiew +6 (5

rex w1
00 00 00 00 S0 00 0 00 00 00 00 00 00 00 00 80
50 00 00 00 60 00 00 60 5O 00 80 B0 6O 00 00 80 0150080
00 00 00 00 00 00 00 00 00 90 00 B0 0 B0 M0 o
56 00 60 60 68 65 68 b8 55 60 80 66 60 60 60 of

sepese [l 00 34 00 5C 00 55 00 73 00 65 00 72 00 73 of .
SC 00 50 00 75 80 62 00 6C 90 69 80 63 00 SC o 03
SA 00 34 00 36 00 46 00 34 60 35 00 30 00 31 o
20 60 46 00 34 08 34 B0 47 00 2D 06 34 80 44 o4 4
4C 0 53 60 0 88 41 B8 56 80 32 8 45 80 20 o4 R
34 00 45 00 34 00 44 90 46 00 44 00 59 80 39 o N
31 60 35 00 45 00 47 00 1D 60 44 00 4C 00 35 o it
45 00 31 00 30 82 32 B0 54 00 56 00 50 B0 45 o ARG
47 00 37 00 SC 00 44 0 E1 90 74 00 E1 00 00 o4 BOSRB0D
00 68 oo 00 £0 00 60 BB 00 60 5O OO 60 00 00 oY S045DEAE
50 00 60 00 60 00 00 50 5O 60 B0 B0 00 60 60 80450650
00 00 00 00 00 00 M0 00 00 00 0D 00 O 0NN POABCETE
50 60 00 00 60 00 60 0D 0O 00 B0 B0 50 80 80 80 ey
06 66 00 60 6 00 69 50 5O 00 B0 90 60 60 60 B . S4BT

If we edit the Data file with a hexadecimal editor we will see their values, which will help us to identify it in

memory later (beginning with E3 84):

E Archivo Edicion Buscar Ver Analisis Extras Ventanas Ayuda

T | B oH @~ 16 E||wmdowsmmsn B|hex E|

@ Data

Offsec(h) OO0 01 02 03 04 05 086 O7 OB 05 OA OB OC OD OE OF Texto decodificado
Q0000000 E3 24 CE D2 89 F1 AF FO 86 EZ 13 AL FB &0 B3 L7 ﬁufckﬁ_ﬁfé.¥ﬁ‘=§
00000010 4F DO 6D CB F7 E2 46 4B F1 00 ED ED 9E CF ES 40 OPnE-AFER.iwzIeR
Q0000020 38 2F AR RS D3 13 C4 28 29 2E 17 58 BF CF 50 4D 8!“¥é.ﬁt}§.XaiPH
00000030 AOQ BC 90 3F 81 &7 F8 04 33 €E BO 34 14 F% 64 79 W.7.05.3n%4.0jv
Q0000040 79 D5 DF 4E D4 FE A4 FF Be 4B F4 AR 4D 20 6D E4 yﬁﬁNﬁpﬁ?IKﬁ“H ma
Q0000050 10 15 BF 322 70 C2 B1 F8 BAh 2oL 4C L% 46 21 4C ZE ..gﬁpﬁiangbﬁF!L+
00000060 AF D9 2B Sh 1E &7 2C 28 C1 25 C7 &E 06 EZ2 FO DS _ﬁ+2.g,‘ﬁan.555
Q0000070 Be D9 C1 49 22 F4 €D £8 5B 3C 91 34 84 22 BE 00 IﬂiI"ﬁmh[(‘ﬂn"f.
00000080 46 SC 18 9C 52 &5 F9 44 EF E1 LS 12 FA 00 CE 3F FE.cRenDiao.ua.i?
Q0Q00090 31 30 ET 72 5D CC 51 F5 E& DE 13 C2 BE 02 0OC 73 1=gr]iQﬁ&P.ﬂ¥..s
gooQ0on0 50 5L F7 g 4C 25 AR &1 895 8n 209 &4 B8D BE 77 0L PZ%"L%‘a-g]d.ﬂw.

After reading the file from disk, a child process netsh.exe is created. This just-created child process is where
several new memory segments will be located (a total of 5, including the final decrypted payload) to decrypt the
final “TokyoX” payload. The APIs which were observed for the creation and writing of the remote process are the

native APIs NtAllocateVirtualmemory and NtwriteVirtualmemory.
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First, it creates two segments: 100Kb where the encrypted payload is located and which comes from the disc, and
another one of 4Kb. In the 4Kb segment we observe how the following string is set (which will be the string used

for the decrypting process):

s 00000000 21 S5 70 3f 66 30 52 2e 44 2a 77 4e 2d 2d 00 00 !'Up?fOR.D*wN--.. -
00000010 00 &4 01 00 00 00 00 00 00 00 00 00 00 00 00 00 .cvvevvvnnnnnnnn =
00000020 00 00 00 00 00 00 00 0O 00 00 00 00 00 00 00 00 ...evvvvcecnnnns E| ﬂ
00000030 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ..cvvvvncsnnnnns

00000040 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ..vevevnccnnanns
00000050 00 00 00 00 00 00 00 00 OO0 00 00 00 00 00 00 00 ..vevevncannanns
00000060 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ..cevvvncannanns

The other memory segment of 100Kb contains the following (encrypted content, as we see how it matches the

content from Data file on Disk):

00000000 e3 84 ce d2 89 fl af f0 86 ef 13 a5 £f8 60 b3 27 ..ccececncnns “am -
00000010 4f d0 6d cb £7 e2 46 4b f1 00 ed bd % cf e9 40 O.m...FK....... e
00000020 38 2f a8 a5 d3 13 c4 28 29 9e 17 58 bf cf 50 4d 8/.....()..X..PM
00000030 a0 bc 90 3f 81 €7 £8 04 33 6ée b0 34 14 £f9 6a 79 ...?.49..3n.4..7y
00000040 79 dS df 4e d4 fe a4 ff b6 4b £4 aa 4d 20 €6d e4 y..N.....K..M m.
00000050 10 15 bf 38 70 c2 bl f€ ba 8a 4c a9 46 21 4c 2b ...BPu.u. L.F!'L+
00000060 af d9 2b Sa le €7 2c 88 cl 85 c7 6e 06 e2 £0 d5 ..+Z.g,....N....
00000070 bé d9 cl 49 22 f4 6d 68 Sb 3c 91 34 €4 22 8e 00 ...I".mh[<.4."..
00000080 46 8¢ 19 9c 52 65 f9 44 ef el a9 12 fa 00 ce 3f F...Re.D....... ?
00000090 31 3d e7 72 5d cc S1 f5 e6 de 13 c2 be 02 0c 73 1=.r].Qeccvcse.8
000000a0 S0 Sa £7 98 4c 25 aa 61 95 8a 29 64 8d be 77 Oa PZ..L%.a..)d..w.
000000b0 €a 4d be 97 a6 €3 02 el Oe 25 2a 40 e2 32 6b 71 .M....... $*@.2kg
000000c0 c0 c8 £2 12 b0 3e 29 Ob 05 86 45 39 £f4 4d 24 5b .....>)...E9.M§[
000000d0 76 e3 c2 28 2b 91 10 &b 42 9> a4 cf d0 1f 08 0d v..(+...B.......
000000e0 53 75 7f ab b9 €e 2e 70 d2 e7 7c e3 13 ea 9f 83 Su.....pP..l....
000000£0 06 01 d8 49 2f 63 95 21 84 f1 65 92 36 ae 3f 97 ...I/c.!..e.6.2.
00000100 Ee 99 le 38 d2 81 e2 08 53 €9 cO b5 a8 04 al 94 ...8....5.......
00000110 96 92 16 ac 51 el d9 2e bc 45 41 79 70 dd €9 €b ....Q....EAyp.i.
00000120 ca £9 57 71 8e 6a d2 14 49 83 30 b3 b2 6a bc a7 ..Wg.j..I.0..3..
00000130 ae Oa 15 4d 34 27 €6 13 d6 9e €9 25 50 Ob c6 £4 ...M4'.....%P...
00000140 b7 cl1 59 bb &89 d4 9a 56 4f Sb e5 fb 98 68 2e ce ..Y....VO[...h..
00000150 €8 7f 3f e4 %9e Ob 70 78 3d £4 ed 96 75 0a 84 le ..2...pX=...U...
00000160 61 ea 09 dd 07 ad 1b ed d5 57 E8f b5 38 2d 87 c9 a........W..8-..

00000170 3e 44 b5 13 la ca c0 ea ab 87 bd ba 9b el 3b 6c >D.cvcveccnnns 71
00000180 40 e6 26 81 18 fb 7f 80 6d cd 24 6a c9 b2 b5 4c @.s..... m.$j...L
00000190 49 c7 de £2 55 60 49 3b 8f f8 2f ee 77 ba d0 c2 I...U'I;../.w...
000001a0 46 d4 77 95 68 ef 1d 4e 35 c2 ca dc 87 Oe 79 82 F.w.h..N5..... Y.

After the creation of these two segments, a third segment is allocated, where it is loaded the absolute memory
addresses from several win32 APIs (VirtualAlloc, LoadLibrary, GetProcAddress, the home address of the coded
payload, etc.) for its later use by the loader:
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L

MZE

gaaoaaae 2651088

8806000807 2651008 loc_72651C88:

880680087 2651008 mov al, [ecx]

B88080088872651C82 inc ecx

a0ea0872651083 test al, al

apaeaeaa72651085 jnz short loc_72651C88

r

00000007 2651C07 mov eax, off_7265D888 ; GetProcaddress
280080007 265108C sub ecx, edx
BREEEEET2651CBE mov [espt31ABhivar_388C], eax
|REEEEEET2651C15 mov eax, off_7265D844 ; LoadLibrary
|RaERERT2651C1A push 48h
BREEEEET2651C1C mov [espt31Adhtvar_3818], eax
fapaa8887 2651023 mov eax, off_7265D848 ; VirtualAlloc
BREERERT2651C28 push 3eeah
|aEEEa887 2651020 mov [espt31ABhivar_3088], eax
eEREAEEET2651C34 lea eax, [esp+31A8h+var_3194+8]
|REEREIRT2651C38 push eax

We can notice how the segment will have the memory addresses (starting from 123.exe they are located in

netsh.exe segment through the version.dll code):

7| netsh.exe (3640) (0x900000 - 0:901000) [ &=

00000000 MO 00 8e 00 Oe 00 00 00 00 84 01 OO0 00 00 8c O0f.veeinennrninnnnn A
00000010 HY 48 21 77Q22 12 21 7756 18 21 779 00 00 00 00 .I'w™.!'wV.!w....

AAAAAATA AA AR AR AA AR AR AR AR AR AR AR AR AR AR A0 AN

Then, another segment of 4Kb is created where it loads the code that will decrypt and load the final payload.
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00000000 ES €b ec 81 ec 14 02 00 00 8b 55 08 33 c0 53 56 U.uuvunnns U.3.5V -
00000010 57 8b Sa Oc 89 5d £8 €6 0f 1f 84 00 00 00 00 00 W.Z..].f........
00000020 €8 24 0S ec fe f£f £f 40 3d 00 01 00 00 7c f1 &b .......@B=....].. [}
00000030 72 04 33 c9 &b 3a &b cl 33 d2 £7 £6 €a 04 3a 88 r.3..:..3.....1.
00000040 €4 0d ec fd ££f £f 41 81 £9 00 01 00 00 7c €7 33 ...... Boooans 1.3
00000050 £f 33 £6 Of 1f 40 00 66 Of 1f 24 00 00 00 00 00 .3...@.f........
00000060 8a 94 35 ec fe ff £f 0f b6 84 35 ec £d £f £ff 03 ..5.......5.....
00000070 £8 Of bé ca 03 £f9 81 7 ££ 00 00 80 79 08 4f 81 ....cnvennn. y.C.
00000080 cf 00 £f ff £f 47 Ba B4 3d ec fe ff £f 88 84 35 ..... Gee=ccnnae 5

00000090 ec fe £ff ff 46 88 94 3d ec fe £ff ff 81 fe 00 01 ....F..=..0u.nns
000000a0 00 00 7c bc 8b 7d 08 33 £6 89 75 fc 39 77 08 76 ..|..}.3..u.9w.V

0000000 71 33 db 43 &1 e3 ££ 00 00 80 79 08 4b 81 cb 00 g3.C...... v.K...
000000c0 ££ ££ £ff 43 Ba 8c 1ld ec fe ££ £f£ 0f b6 d1 03 £2 ...Convvnnnnnnnn
000000d0 &1 e6 £f 00 00 80 79 08 4e Bl ce 00 ff £f £ff 46 ...... y.No..... F
000000e0 Of b6 84 35 ec fe £f £ff 88 84 1d ec fe £f £f 88 ...5.....00uuenn
000000£0 8c 35 ec fe £f ff Of bé 84 1d ec fe £f ff €b 4d .5......c00uun M
00000100 fc 03 c2 03 4f Oc 0f bé c0 0f bé 84 05 ec fe ff 1 (R

00000110 £f 30 01 8b 45 fc 40 89 45 fc 3b 47 08 72 94 &b .0..E.@.E.;G.r..
00000120 5d £8 €b 4b 3c 8b 47 18 03 cb 6a 40 68 00 10 00 ]..K<.G...j@h...
00000130 00 &9 4d fc 0f b7 71 14 £f£ 71 50 83 c6 18 6a 00 ..M...q..gE...J.
00000140 03 £1 ££ d0 8b £8 89 7d £4 85 ££ 75 Oc 5f Se 83 ....... }beoou._".
00000150 c& £f Sb &b e5 54 c2 04 00 &b 55 fc 83 7a 54 00 ..[..]....0..z2T.
00000160 76 23 8b c3 8b cf 2b c7 33 db 89 45 £0 &b £f8 90 v#....+.3..E....
00000170 &a 04 0Of &d 49 01 B8 41 ££f 43 3b 5a 54 72 £f1 €b ....I..RA.C;ZTr..
00000180 7d £4 8b 5d £& 33 c9 33 c0 89 4d f8 66 3b 42 06 }..].3.3..M.£;B.
00000190 73 3e €3 7e Oc 00 74 29 83 7e 14 00 74 23 33 d2 s>.~..t).~..t#3.
000001a0 39 56 10 76 19 &b 46 14 Bb 4e Oc 03 c2 03 ca 42 tV.v..F..N..... B

AAAANT A AA 10 00 AA 20 2K EL 10 T A= Ol AA FO EE NaTl - L ™

(ntns) (e e e | o

Finally, the “TokyoX” loader runs from the DLL (version.dll) in netsh.exe through the API NtcreateThreadEx and

we see the start of the last page created in the stack:

| |_* RCX BRGBOBORBIAERERD ‘e

ROX BGGRREOOOBBDD2E s debug
RSI 6906000000018400 . cebug
p00eeERR72651CC3 push  eax RDI GOGBE0G0R00000AD
M“““";i::ﬁ:; :"“:: e RBP G00000001AFE10 W debug
P0OEEERET2651CCE push  eax RSP 80000000001ACE44 4 debug
0000000072651CC7 push  eax RIP 8000R00O72651CE2 W sub_7
800000072651CCE push  dword ptr [esp+31B4hsvar_3194+8Ch] RE FE18958051000006
0000000072651CCC push  [esp+31BBh+evar_3184) e L
2000000872651CD@ push dword ptr [esp+31BCh+var_316@] ﬁ Mod |
0000000072651CD4 push  eax £
0000000072651CD5 push  offset unk_LFFFFF Path
0000000072651CDA lea eax, [esp+31CBhivar_3004) B c \PUbICIZ46F450 1 F44G 4D
BoeGeERAT265 1 by iy pystem2 v
000000872651 C:\Windows!SYSTEM3Zwow6wn,
0000000072651 es esi, es C:\Windows'SYSTEM3Ziwow6d.dl
60000EE872651CEC jnz short loc_72651CF8 g C:\Windaws!

SR N e VS e VAL D) peenade A

1 l_I lI <
Line 5 of 26

O & X [ stackview

-
D B@1AC648 OO1FFFFF debugdl9:unk_1FFFFF
BO1ACE4C 000000
BO1ACES0 00000098
B81ACES4 90910000
BOLACESE 00900000
BO1ACESC 00000000
- 00lACEED 00000000

After the execution of NtCreateThreadEXx, as indicated, the loader is initiated in netsh.exe in the segment:
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debug@39: 80916068
debugB39: 88916801
debug39: 88918083
debug839: 88918089
debug839:ea9180aC
debugf39:8891808E
debugf39:8891808F
debug839: 88918610
debug839: 88918611
debugd39: 80918814
debugd39: 88918017
debugd39: 88918620
debugB39: 80916828
debugB39: 80916828
debugB39: 808918827
debugB39: 8089168828
debugB39: 8689168820
debugB39:80916882F
debugB39: 868918832
debug39: 88910834
debug®39: 88918836

55
8B
81
86
33
53
56
57
8B
89
(13

88
48
3D
ic
i)
33
i)
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EC
EC
55
ce

14
B8s

5D
BF

Fa
1F

a5

el
F1
72
)

push ebp
mov ebp, esp
82 88 a8 sub esp, 214h
mov edx, [ebp+arg_e]
xor eax, eax
push ebx
push esi
push edi
mowv ebx, [ed=x+@Ch]
mowv [ebp+var_B8], ebx
84 80 00 BB BB PO nop word ptr [eaxteax+206008668h ]
loc_9186828:
EC FE FF FF mowv [ebpteax+var_114], al
inc eax
a6 a8 cmp eax, 1eeh
jl short loc_91e82e
mov esi, [edx+4]
xor BeCX, ecx
mov edi, [edx]

Once the execution is moved to the netsh.exe process, it takes the string located in the initial 4Kb segment, copies

it into the stack and replicates it (0x100, 256 bytes) to match the specific block size of 256bytes. In the following

screenshots we can observe how the block ends with the string “!Up?” when it reaches the value 0x100 in

hexadecimal.

S

FZIE

gaaaae0a8a318836
aaaaapaaea318836
20e0008800310836
Gaamee89 18838
GoaaaHeaa9 18834
aaaaaaaea91803C
aaaaapaaea91883F
aaaaapaaaa91884s
aaaaapaaaaaleads
aaaaapaaaaaleadd

mov_string to stack:

MmO
Xor
div
mo
MO
inc
cmp
jl

eax, ecx
edx, edx

esi

al, [edxtedi]
[ebptecsxtvar_214], al

ecx

ecx, 256

short mov_string_to_stack

B313FD5E
B313FDBE
B3L3FDTE
B313FDER
B313FD98
B3 13F DA
B313FDER
B3L3FDCE
B313FDDe
B313FDER
B313FDF@
B313FE@B
8313FELle
B313FE2E
B3L3FE3R
B3L3FEdD
B3L3FESE
B313FERR

AT U T

aa a8
aa B8 98
21
78
66

52

20
21
78
66
52

2D
55
3F
38
2E
28
4E
2D
55
3F
38
2E
28
4E
2D
55

.

77
2D
21
78
66
52

77
2D
21
78

e

o
o
55
3F
38
2E

2A
4E

= B

66
52

77
2D
21
7a
66
52

i
2D
21
7a

-

55
3F
38
2E

4E
2D
55
3F
38
2E

4E
2D
55
3F
a8l

-

J

8o
7
66
52
&L
7
2D
21
7o
66
52
&L
77
2D
21
7o
66
a2

-

B8 88
66 44 24
52

3e
2E

77
20
21
7a
Bb
52

4E
2D
55
3F
38
2E

3F
38
2E

77
20
a |
78
66
52
44
77
20
a |
78

4E
20
55
3F
38
2E
2A
4E
20
55
3F
38
2E
2A
4E
a9

-

88
2E
24
4F
7
2D
21
e

66
52

2D
21
e
66
52
44
7
2D
21
e
66
52
44
86

L

2D
55
3F
38
2E

B

2D
55
3F
38
2E

2D
55
3F
38
2E

77
20
21
7a
Bb
52

4E
2D
55
3F
38
2E

24
4F
2D
25
3F
38
2E
24
a7

-

B

7
2D
21
7a
66
52

2D
55
3F
3e
2E
a5

ar

m B

2D
55
3F
38
a3

-

77
20
aA

an

4E
20
BB

aa ar
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After the block is created with the replicated string, the values from 00 to FF are found and used for the
decrypting process.

@0 @0 90 @0 21 55 7@ 3F 66 3@ 52 2E 44 2A 77
2D 2D 21 55 7@ 3F 66 30 52 2E 44 2A 77 4E 2D 2D --!Up?f@R.D*wN--
21 55 7@ 3F 66 30 52 2E 44 2A 77 4E 2D 2D 21 55 !Up?f@R.D*wN--!U
7@ 3F 66 30 52 2E 44 2A 77 4E 2D 2D 21 55 70 3F p2fOR.D*wN--!Up?
66 30 52 2E 44 2A 77 4E 2D 2D 21 55 7@ 3F 66 3@ fOR.D*wN--!Up>fe
52 2E 44 2A 77 4E 2D 2D 21 55 70 3F 66 30 52 2E R.D*wN--!Up?feR.
44 2A 77 4E 2D 2D 21 55 7@ 3F 66 3@ 52 2E 44 2A D*wN--!Up?f@R.D*
77 4E 2D 2D 55 7@ 3F 66 38 52 2E 44 2A 77 4E wﬂ~-!Up?fBR.D*'M1I
2D 2D 21 55 78 3F 66 3@ 52 2E 44 2A 77 4E 2D 2D --!Up?fBR.D*wlll--
21 55 7@ 3F 66 38 52 2E 44 2A 77 4E 2D 2D 21 55 !Up?fﬁR.D“wﬂ--!U
70 3F 66 3@ 52 2E 44 2A 77 4E 2D 2D 21 55 7@ 3F p?f@R.D*wN--!Up?
66 30 52 2E 44 2A 77 4E 2D 2D 21 55 7@ 3F 66 3@ fOR.D*wN--!Up>fe
52 2F 44 2A 77 4E 2D 2D 21 55 7@ 3F 66 30 52 2E R.D*wN--!Up>feRr.
44 2A 77 4E 2D 2D 21 55 7@ 3F 66 3@ 52 2E 44 2A D*wN--!Up?foR.D*
77 4E 2D 2D 21 55 7@ 3F 66 3@ 52 2E 44 2A 77 4E wN--!Up>f@r.D*wN
2D 2D 21 : e ; Almiie - - !Up?f@R.D*wN--

REIRN

L .ot ITHERRT () %+
-./@123456789:;
=>2@ABCDEFGHIJK
OPQRSTUVMXYZ [
]1*_"abcdefghijk

. 3V - j¢EHY ! § @2«
B-nt!]' .-1!“

K AAAAAMECEEEE
I T1TPNOGOOOXOUU0
VPRasadaazcecde
i 1113A06686+duGn

------------

At this point, the loader transforms the 00-FF block with a series of additions combining the replicated string’s
block with the 00-FF block, as we can see:
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¥ ¥
T
GR0B0080809 10850
GRG0R000018868 of foet_calculate: ; Value from chunk @8 - FF ; inital value edi = @

BR0000H000T 10860 mov dl, [ebptesi+chunk_2@_FF]

GO00M000010867 movix  eax, [ebptesischunk_pass_repeated] ; Value from chunk string repeated
AROGBOG0G00 LBMEF add edi, eax ; add string value + edi

GOH000000T1M87]1 movix ecx, dl

GR0R0A0910874 add edi, ecx

003000000910876 and edi, BORAGBFFh

GR000B0M0T1BATC jns short save_new_value_stack

|} 1
FIE
BR00MERe0801007E dec edi
BeR02a002801887F or edi, @FFFFFFaah
BSEeEE028918835 inc edi
¥4
]
G2080000809108856
2000000018886 save new value stack:
900A080000T10886 mov al, [ebpteditchunk_Ba_FF]
GO02000000T1B38D mov [ebptesitchunk_8a_FF], al ; everwrite chunk_a& FF
[002000020918294 inc esi
B200008088918895 mov [ebptedit+chunk 8@ FF], dl ; overwrite chunk_@8 FF
cmp esi, 100h |
|ecoopepeaeolees jl short offset_calculate ; Value from chunk 8@ - FF ; inital value edi = @

The combination of the blue block (in following image) and the 00-FF block (pointed in red in previous image)

results in the following block in memory, marked in red in the image:

@313FD6@ «...lUp?fOR.D*wN
@313FD70 --1Up?fOR.D*wN- -
@313FD8@ 1Up?f@R.D*wN--!U
@313FD90 p?fOR.D*wN--!Up?
@313FDA@ fOR.D*wN--!Up?f@
@313FDB@ R.D*wN--Up2f@R.
@313FDCO D*wN--!Up?f@R.D*
@313FDD@ wii-- 1Up?f@R.D*wN
@313FDE@ --1Up?fBR.D*wN- -
@313FDF@ 1Up?f@R.D*wN--!U
@313FEQ0 p?f@R.D*wN--!Up?
@313FE10 fOR.D*wN--!Up?f@
@313FE20 R.D*wN--!Up?f@R.
@313FE30 D*wN--!Up?f@R.D*
@313FE40 wii- - 1Up?>f@R.D*wi
@313FE5@ D 2D 7 66 30 a4 A 77 2 D 2D § --!Up?f@R.D*wN--
0313Fe6d 215570 3F 0789 E0-28 37 CA 225/ AS-A6-78 BAY !Up —%é+7E"WE |x~
9313770 P28 AT B> 48 70 Ao 10 06 44 9D A7 D ] (#RpHp~..D.50AZ
@313FESe | G.YOE.di?.CE..pa2
@313FE90 $iqY¥:t" |Bayut.e
©313FEAD [Z.39L.z;*-OAI..
0313FEB@ 5T.2BARD. “X..6h*
@313FECO <.?E=8"U.A.ONj.~
@313FED® 4Da.I02.QukI~*:A
@313FEED OcMcIIEN™.03-w V
@313FEF0 3.Y°XUAS¥H. .. "¢}
8313FFee «i.f0z.&. ;"migd\
@313FF10 YvyiCP_~1i0,./.-
@313FF20 &E3.001i~.¢92ndzp
©313FF30 @.€EGt{SeC. 5104+
0313FF40 S6>byafF, .60. tek%e
@313FF50 »6.F+ 1AK 8% -X]Aa

©313FF60
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On the next step, the loader reads the initial argument, arg0, whose value is 0x900000 and points at the 4Kb block,
which stores the absolute addresses to different API from Win32:

 J

esi, esi
MmOV [ebp+var_4], esi
cmp [edi+B8], esi

jbe short loc_916122

L .

After this, the decrypting process for the final payload begins. The decrypting process gets two values from the
second block, exchanges and adds them, and the result serves as a final index to recover the element from the

second block with which the xor will be achieved through the coded block.

This description of the decryption algorythm has been identified as the RC4 algorythm.

v

it [+

enano0000010903

0200000000910083 loc_510083:
0000000000910083 inc cbx
00000000009160B4 and  ebx, BOAAGOFFA

0e0ee00e8RT108BA jns short loc_910€C4 ; Now it isn't B8-FF .. it's changed previously NITAL ESI = @
| —
™=
DBOM0SRO0I108BC dec ebx
BE003080009189BD or ebx, @FFFFFF@@h
00000000009108C3 inc ebx
F™E
DROR0I0000 10aCe
00000000009100C4 loc_5100C4: ; Now it isn't @@-FF .. it's changed previously || INITAL ESI = @
BR000000009108C4 mav cl, [ebp+ebxschunk_8@_FF]
06000000009108CE movix  edx, cl
DBOO00LROR0100CE add esi, edx ; odd previous value + actual value
B00000000010008 and esi, BOGROOFFh
PROI0RRHRI 10806 jns short de pt_tinal payload
"=
0000000000910008 dec esi
0000000000510005 or esl, OFFFFFF@eh
BO00RDB0DR910ADF inc esi
]
DEDODOHDMNI 1BGER
S0000000009100E0 decrypt_final_payl

20000000000 100E0 movix  cax, [zbbﬂﬁinhunk_aa_r-']
BONOOOSRERI180E8 mov [ebp+ebx+chunk_88_FF], al

0e00GOAEHAI1BOEF mov [ebptesitchunk_be_FF], cl
S0000000009100F6 movix  eax, [ebptebxschunk_o@_FF)
DB0D0000009 100FE mov ecx, [ebp+contador]

0800000000910181 odd cax, edx
000O00000RI10103 add ecx, [edi+@ch] ; payload address to desobfuscate
BB0O00O000010186 movzx  eax, al

b ]
; XOR to get final payload 'I

>

0000000000910116 inc cax
POE000000918117 mov [ebptcontador], eax

0BHO00000R91011A cmp eax, [edi+8]
0000000000910110 jb short loc_910e83
| |
4 |

After the decryption process, we find a PE binary, as seen in the following image. In this case, the payload does

not start with the traditional MZ header but the string “tokyo”:
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Qooo0000

oooooozo
00000030
Q0000040
00000050
Q0000060
00000070
00oo00g0
Q0000080
000000a0
000000k0
Q00000co
000000d0
000000eD
000000£0
Q0000100
Q0000110
00000120
00000130
00000140
00000150
Qooooleo
00000170
Qoo0ole0
00000190
000001al
0000010
000001e0
Q00001do
000001e0
000001£0
00000200
Q0000210
Qoooo220
00000230
Q0000240
00000250
Q0000260
Qoooo0270
Q0000280
Q0000250
000002a0
000002b0

AAAAAA=A

................

0...tx..tX..
B AL
RS = ST S
Bow'BX, B "X
dS ...l E e TE.. LK.
ds ....rx....+.0%..

..ux..Richtx..

+LOLCesnnvsnnnns

Then, we see how it loads the Virtual Alloc absolute address (0x77211856) from the segment previously created:

Gararai
AAX DO00O00TTI11856 e kerneldl. il kerneldd_virtualAllod|
L m—

RCX DODDIBDMIBCHLON o debugl)s IOCHIN

o [ rewgenn =]

DA A

OT SOGDIBEONBINIST e
5] POODOB0000B00EE L.
D1 DB0OPOODEOSOB00D e -

descifrado_plugee13s

12 SRORRTFEFLITSIAF
13 SO0B0S000F BAECT0 o
12 OO0 e
15 DOOOMDDIF BAECIE

(-172.2680) (368, 166) LNCUOWN DDOGODC000% 1125 descirads

et

§

g£338s3
g322s2
EggEER
BEEEIE
g3z
833358
3388
233238
E32zME
23335t
ssggns
(21 kL
g8333228
B85888%

823888

838188
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This creates another memory segment in the process netsh.exe with RWX licenses (that of 116Kb) which will be
used to load the PE:

0x8c0000 Private: Commit 100k8 RWX 100ke 100k8

0xB8e0000 Private: Commit 4k RWX 48 4B
0300000 Private: Commit 4kB RWX 4kB 4kB
0x910000 Private: Commit 48 RWX 4k8 4k8
| oxs20000 Private: Commit 116kB RWX 4kB 4kB

In this new segment, it maps the binary using the virtual addresses as the regular Windows PE loader would do.

Then, it calls the API LoadLibraryA (it has the address since the DLL saved it in the memory segment) of the
strings located in the mapped block:

SEQTENIETCN. SN MEN-A, DTSSKECIR, Gerier regulers. T -1, MEX De-a, a0 vew &3 | 1A] swucures (XN Eums. L

Program Segrantaion ol ®

—-—

I'mmamms “ har

-

wum;omlvvynl

RCX DO0B0000009 31014 o
ROX GSB000S00T 10108 e
RS1 DIOSI00000S ICAFD e
RDT PAGEI00OS0T 20068 L
REP DAORIONIOILIFFTE W fabugti
RSP DIOII0NIILIFOSE G eougast
RIP ORO0000T1AZEA s descifrado_pluges2es

RE PIORIOAIIONDES
RS BHSSIGMIOMBNIES
R18 BORIGMGIEEDF (R
R11GoeeooeessLFaTS
R12DIOBOTFEFIITSIAF
/113 DOOBIOOROFBIECID L
14 DOOB00000RN0ES

AT W R faset] 15 BOBEGOSOOFBAZEIE

(PG4 (997, 150) UPMOWN CO000000009 10064: deociads gy + 264 |erL cosno20s
ew-l O & x |8 hexviend O # x |5 swcoew
3 AT ES T4 46 69 6C 65 53 69 TA 65 00 E2 91 47 65 GetFilesire.i.Ge - 0 00 00 90 SE 71 0L 90 B9 11 M1 M .

1 74 43 6F 60 78 75 74 65 72 A€ 61 60 65 57 80 80 tComputeriiamei. #0 03 00 80 00 00 60 00 74 71 81 80

}OTH B2 47 65 74 4D GF G4 7S 6C 65 4B 61 6F 64 6C {.Gethoduledand] 00 60 00 0 60 06 0 00 50 89 00 9 80

1 6% 57 80 89 37 G2 47 65 74 44 72 69 76 €5 54 79 ew..2.GetDrivel) 00 99 00 00 90 34 79 A1 99 24 TR 0l w0

+ 7865 57 00 B 45 52 4E 45 4C 33 32 2€ 64 & 60 pes.KENNELI).dL] B0 44 78 61 00 90 o o8 o0 [ & o1 00

1 BB D0 E203T7T 73O 69 EE T4 68 57 80 E1 @) L. d.wspristfu b, 00 15 6F 01 @0 26 SE 0L 90 33 &£ 01

1 777370 72 69 GE 74 66 AL 80 55 53 45 52 33 32 wsprintfA USERZ) 90 60 G 01 90 76 GE 01 00 B3 G 01 M0

}O2E B4 6C 6C 00 00 30 02 52 65 67 43 6C 6F T3 65 1L [.RegClose 0 04 66 41 80 6 6 01 90 04 6F 91 0

4B ES 79 80 78 Q1 47 65 78 55 73 65 72 2E 61 60 Key.{.GetUserhm 99 ES 6D 1 @9 14 GF 01 80 X & 81 80

3 65 57 60 80 BB 02 52 65 67 4F 70 65 6E 46 65 79 eu..:.Rey 00 44 6F U1 80 SA 6F 61 90 72 6F 1 89

1 4% 78 4180 98 02 52 65 67 S1 7% 65 72 79 %6 61 LuA.",Beglueryve 00 9€ 6 01 90 AC 6F 01 00 €9 £ 91 80

} BC 75 65 45 78 41 00 90 AL &4 56 41 50 €9 33 32 leeExA. .ADVAPL3) 99 66 75 01 @@ 52 75 01 00 D€ 0 @1 W

Then it calls GetProcAddress() to get the addresses of certain functions:

e BAE dump Semch Vew Usbugger Upboms Windows Help

P @ 0 fiocs vircioms denme - ®F 300a TF AT B DUV 8§
Urary furwcton [ Reguior Arion Il Ftcton (0 Data [ Usessired | Entendl symbol
Yogyam Segrantaton, A Ve, Breshprns, e segaters, e V-1, Hex iem, Stack view 3 | () Suchres =M Fial s Bd
B @ DA Vet o3 [re— || —p—
[ T ) P o i
1y | N

S
Immmmu - b

ternein setrrecrairess |

R

12 BOSIOTFEFLIISLAE b
|13 P00RRA0F BIECIE

H o 114 po00098900090083

| e 1 15 BOBIGNIFBECIS
107% {321,6865) (330, 156). UNDIOWAY DDODDODOS 10058: descac_Suge 4258

36 14 36 18 36 IC 36 38 36 XK 26 4B M A M . < 0 00 O 00 80 00 00 00 00 6L 71 81 M0 B0 11 WL 0 .
36 34 36 48 36 5C 36 60 3 64 36 68 M 6C b PeTensLG edonals 50 50 01 40 00 #0 08 08 00 0 80 89 7 71 01 80
36 TC M4 88 36 B4 36 88 36 BC 36 30 M 54 36 xB]046.6°600.6%0 B0 11 81 60 00 60 &8 00 00 00 00 0O 00 00 0% B0
3914 39 44 39 64 33 B0 39 6 33 C4 39 08 00 ; 50 06 00 40 08 #0 60 80 14 20 81 e 34 20 41 80
0 60 50 06 80 60 sa 60 8 66 68 80 88 86 68 ) 1670 01 88 44 70 01 oo 00 o0 o0 oo [ €0 o1 &0
HERNNNN DRSNS EN B 6E 91 89 18 GE 91 80 26 6F 81 ™ 32 6E ML W
00 &0 0b 00 00 B0 G0 0D B0 B0 00 B0 BB W 00 4A GE @1 00 60 6E @1 00 76 6F 81 & 55 6F 81 W0
00 50 00 00 00 B8 B0 B0 0 B0 08 B0 0 00 B0 GE 01 80 B4 GE @1 00 B 6E 81 &8 D4 62 01 0
00 %0 00 00 00 90 00 00 30 %0 00 20 M W 00 HC 6F 01 00 £6 €D 01 00 14 &F 31 8 X & 01 0
50 o0 68 06 80 80 ba 50 0 80 68 50 89 66 03 IA G 8300 4A F 01 08 SA 6r @1 08 72 6% 01 60
00 90 00 00 00 20 B0 00 00 20 00 20 N M 0 BC &F 01 00 SE &F 01 00 AC &F 21 80 (0 &7 01 B0
00 80 00 00 00 20 B0 50 B0 20 00 B0 B B0 00 D4 &F @1 83 66 7S @1 8@ 52 75 @1 80 D 60 01 88 'C MIDAETT

Page 11 of 16



https://lab52.i0/blog/tokyox-dll-side-loading-an-unknown-artifact /

B660000008010298 call edx ; GetProcecAddress

Next, the libraries and functions block may be appreciated:

Page 12 of 16



https://lab52.i0/blog/tokyox-dll-side-loading-an-unknown-artifact /

Hex View-1

BEO36E3@ 75 78 49 6E 66 6F 41 88 E2 80 43 72 65 61 74 65 upInfoA.3.Create
BEO3GE4AD S8 J2 6F 63 65 73 73 41 60 00 F3 83 4D 75 6C 74 ProcessA..5.Mult
BEO3GES® 69 42 79 74 65 54 6F 57 60 64 65 43 68 61 72 8@ iByteToWideChar.
BRY3GEED B2 @6 57 69 B4 65 43 68 61 72 54 6F 4D 75 6C 74 | .WideCharToMult
BBU3GEV® 69 42 79 74 65 88 B3 81 46 69 [g3 64 45 69 72 73 iByte.f.FindFirs
BBY3GEE® 74 46 69 6C 65 57 88 89 BF ©1 46 69 6E 64 4E 65 tFileW....FindNe
BEI36E98 78 74 46 69 6C 65 57 @8 65 @1 45 78 78 61 6E 64 xtFileW.e.Expand
BBI3GEAD 45 6E 76 69 72 6F 6E 6D 65 GE 74 53 74 72 69 6E EnvironmentStrin
BRO3GEBR 67 73 57 88 BB 84 52 65 6D 6F 76 65 44 69 72 65 gsk.=.RemoveDire
BRO3EECE 63 74 6F 72 70 57 @8 88 V8 01 46 69 6E 64 43 6C ctoryW..x.FindCl
BEO3GED® BF 73 65 8@ 1F 83 47 65 74 56 6F 6C 75 6D 65 49 ose...GetVolumel
BR93GEER GE 66 6F 72 6D 61 74 69 GF GE 41 @@ CE @8 43 72 nformationA.T.Cr
BBU3GEF® 65 61 74 65 46 69 6C 65 57 B8 6A B2 47 65 74 4C eateFileW.j.Getl
Be936FEe BF 67 69 63 Bl 6C 44 72 69 76 65 53 74 72 69 6E ogicalDriveStrin
BeI36F1e 67 73 57 @@ 6D @1 46 62 6C 65 54 69 6D 65 54 6F gsW.m.FileTimeTo
BB936F28 53 79 73 74 65 6D 54 69 6D A5 @0 60 18 61 44 65 SystemTime....De
BBO3GF38 BC 65 74 65 46 69 6C 65 57 0 E6 B2 47 65 74 53 leteFileW.=z.Gets
BEO3EF48 79 73 74 65 6D 40 GE 66 GF 80 Fe 88 43 72 65 Bl ystemInfo.5.Crea
BBO3EFS® 74 65 54 68 72 65 61 64 @9 B8 28 83 47 65 74 57 teThread..(.GetW
BBY36FE® 69 BE 64 6F 77 73 44 69 72 65 63 74 6F 72 79 41 indowsDirectoryA
BBY3EF7e o8 89 6C 81 46 69 6C 65 54 69 6D 65 54 6F 4C 6F ..l.FileTimeTolLo
BB936FE8 63 61 6C 46 69 6C 65 54 69 6D 65 80 Bl 82 47 65 calFileTime.t.Ge
BEI36F28 74 58 72 6F 63 41 64 64 72 B5 73 73 60 08 4E 82 tProcAddress..N.
BBI3GFAD 47 65 74 46 69 6C 65 53 69 FA 65 90 E2 81 47 65 GetFileSize.d.Ge
@Eo9seFEe 74 43 6F 6D 78 75 74 65 V2 4E 61 6D 65 57 88 tComputerNamel. .
@EoseFCe 7B 82 47 65 74 4D 6F B4 VS 65 48 61 bBE 6C {.GetModuleHandl
@BEo9seFe B85 57 @@ B8 32 62 47 65 74 72 B9 76 85 79 eW..2.GetDriveTy
BE956FE@ 7@ 65 57 @8 48 45 52 4E 45 33 32 2E o4 6C 6C peW.KERNEL32.d11
BBU3GFFe @B @8 E2 @3 77 73 78 72 069 BE 74 66 57 99 E1 B3 ..3.wsprintfl.:s.
Beoz7ees 77 73 78 72 69 BE 74 66 41 88 55 53 45 52 33 32 wsprintfA.USER32
88937818 2E 64 6C 6C 9@ @8 5B @2 52 65 A7 43 6C 6F 73 65 .dll..[.RegClose
Baos37e2e 48 65 79 7B @1 47 65 74 55 73 65 72 4E 61 6D Key.{.GetUserNam
@Eo9s37ese B85 57 o8 8B 82 52 65 67 4F 78 65 6E 4B 65 79 eW..<.RegOpenkey
@aosved4a 45 78 41 08 82 52 65 67 51 75 65 72 79 56 61 ExA. T .RegQueryVa
BEO37858 BC 75 65 45 78 41 @8 60 41 44 56 41 58 49 33 32  lueExA. .ADVAPIZ2
BB937860 2E 64 6C 6C B8 88 70 80 48 74 74 79 4AF 78 65 6E .dll..y.HttpOpen
@aosvese 52 65 71 75 65 73 74 57 68 08 CC 89 49 6E 74 65 Requestu..i.IntE
Be937888 72 BE 65 74 51 75 65 72 V9 4AF 7@ 74 69 6F 6E 41 rnetQueryOptionA
Ge937292 @8 80 EF @@ 42 6E 74 65 72 BE B5 74 57 72 69 74 ..i.InternetWrit
Baos37aM8 65 46 69 6C 65 88 (5 49 GE 74 65 72 6E 65 74 eFile.E.Internet
Ba937eEe 4F 7@ 65 6E 57 88 DC 49 GE 74 65 72 6E 65 74 Openk.l.Internet
BEO37BCE 53 65 74 4F 78 74 62 6F GE 41 @0 608 JE 88 48 74 SetOptionA..~.Ht
@aasvee 74 V@ 51 75 65 72 79 49 6E 66 6F 57 68 88 72 tpQueryInfol..r.
BEO9STVEEe 48 74 T4 T 45 6E B4 52 65 V1 V5 65 73 74 57 HttpEndRequestl.
BRO37BFE B9 69 48 74 74 78 53 65 b6E 64 52 65 V1 75 65 73 €.HttpSendReques
Ba9sv7lee 74 45 78 41 @8 89 82 86 48 J4 74 78 53 65 6E tExA. ., .HttpSend
@pos71lle 52 65 71 75 65 73 74 57 60 60 95 80 49 6E 74 RequestW..=.Inte
Bao537128 72 6E 65 74 43 6C 6F 73 65 48 61 6E 64 6L 65 rnetCloseHandle.
BE9537158 9C 88 49 6E 74 65 72 6BE B85 74 43 6F 6E B6E 65 63 e.InternetConnec
@E037142 74 57 80 98 CE @0 49 GE 74 65 72 6E 65 74 52 65 tW..I.InternetRe
Be937158 61 64 46 69 6C 65 @8 B0 DF B0 49 6E 74 85 72 6E adFile..R.Intern
BB937168 65 74 53 65 74 4F 78 74 69 6F BE 57 89 88 57 49 etSetOptionl..WI
BBO37178 4E 49 4E 45 54 2E 64 6C 6C 88 57 53 32 5F 33 32 NINET.d1ll.ws2_ 32
B8937188 2E 64 6C 6C B0 88 4F 84 51 75 65 72 79 58 65 72 .dll..0.QueryPer
28937192 66 6F 72 6D 61 6E 63 65 43 6F 75 6E 74 65 72 8@ TormanceCounter.
BEO5371A8 1B 82 47 65 74 43 75 72 V2 65 6E 74 58 72 6F 63 . .GetCurrentProc

AER
EES

888

SR

After the correct mapping and having loaded the necessary libraries for its proper functioning, it calls EAX to run

the decrypted and mapped payload:
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Lerary ncton B Fecuor rcion B bbucicn | Cata [ renpired Extnsl el

T —— ep— L Shuctures. . Erums
& Progen ipmramce L] —I R
ooaarontsiazss mou
ao00a0000810208 mcv

|- Rp—

e e
I

A bHOCEERMEEENT
[Ep———————

w1 .

RO S000000000076800 e <r=. 707" 003 10000
REP POHOWRILIFIT 1 Crtig

5P SIBERORIE DI N ceinpiis

AIP USEEONNNILEC b desclirade plugtiCC

coo0aaa000510200 Test
occoseaaoes 1e2ar je:

LOOW (49,741} (1390, 92) UMM SOB00000009 0 deschads e+ 3CC

cwEAmininet 411
aHindons |y el o Lo 411
s 3y smow Lertutd]. dLL

¥ |debugBl:889259A2 push esi
debugf81:889259A3 call sub_927798
debug@8l: 88925948 push dword ptr [ebp-2@h]
debug@B8l: 88925948 call sub_92775C

- ; Trap to Debugger
debup@Rl-@@S2SOEL ;= = -

' debug@8l: 88925961 lsub_96C78
] debug@8l 88925986 jmp loc_92582F
debugggl;gggz5ggg 35— SUWBROUTINE ———————

debug@8l: 80925988

debug®81:889259B8 ; Attributes: thunk

debug@8l: 8089259868

debug@®81:868925988 sub_9259BB proc near ; CODE XREF: sub_9256FBtj

To summarize, this article goes through the process followed in memory after executing the Creative Cloud
application until deploying TokyoX in memory. This DLL sideloading style is often linked to APT groups whose
attribution is also linked to China, however being a known technique as it is, we are not able to consider any

feasible attribution at the moment.

As reviewed at the beginning of the article, what we have named as “TokyoX” has not been identified as a known

malware so far (at least, with the sources that we have).

Additionally, at some point of the analysis we identified a tool used by this group for the creation of version.dll,
which pretends to be a Windows DLL located in SysWOW/System32. The string “AheadLib” found among the
code of the malicious version.dll drew our attention, and we quickly found two chinese (casually or not) GitHub

repositories with the source code of some tool called AheadLib.
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o https://github.com » strivexjun : AheadLib-x86-x64
GitHub - strivexjun/AheadLib-x86-x64: hijack dll Source ...

AheadLib-x86-x64 hijack dll Source Code Generator. support x86/x64 snapshot screen. A 32157
SHFSHFA??MAE NOTE. Pay attention to the generated file header prompt information

Actions - Releases 1 - Notifications - Issues

Q https://github.com : Yonsm » AheadLib
Yonsm/AheadLib: Fake DLL Source Code Generator - GitHub

AheadLib. Fake DLL Source Code Generator. AheadLib 2.2150 - HEIER—TE&{R DLL 91
LHEMNIE ..

README.md

AheadLib

Fake DLL Source Code Generator

AheadLib 2.2.150 - Boh4E R — M54 12 DLL

Basically, this tool will allow you to create a C++ source code file, implementing a DLL with the same exported
functions as a given DLL. For the purpose of the current analysis we generated a source code file using this tool

and giving the legitimate version.dll as input.

mydil.cpp
Data Unexplored External symbal

X_ | IDA.. | pseud... [ m Unmatched in se.. | “ Lﬂ

3
E

1FARPROC _ thiscall sub_19861808(LPCSTR lpProchame) : (e_oldodule 1~
24 22}

3 unsigned int vl; JJ e51

4 FARPROC result; //

5 WCHAR Text; // [ FARPROC WINART

& CHAR v4; // [es

int)1pProcName;
cAddress (hLibModule, lpProclame);

¢ 1);
(@, &Text, L"AheadlLib", @xleu);
(BxFFFEFFFE);

return r fpAddress;

NAPT Tnit()

In the shown screenshot we can see on the left side the pseudocode generated by IDA Pro while analyzing the
malicious version.dll sample. On the right side, we can observe the source code automatically generated by
AheadLib using the legitimate version.dll as input. Even though the exported functions are not shown in the

previous image, we can appreciate how there is a perfect match between both snippets.
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Read the second part of the analysis of the final “TokyoX” RAT and its capacities here.

10Cs

e 382b3d3bblbe4f14dbc1e82a34946a52795288867ed86c6c43e4f981729bedfc
e 31.192.107[.]1187:443

Customers with Lab52’s APT intelligence private feed service already have more tools and means of detection for
this campaign.
In case of having threat hunting service or being client of S2Grupo CERT, this intelligence has already been

applied.

If you need more information about Lab52’s private APT intelligence feed service, you can contact us through the

following link

Source: https://lab52.io/blog/tokyox-dll-side-loading-an-unknown-artifact/
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