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XP10 Ransomware
FakeChrome Ransomware

(mudpoBanbIMK-BbIMOrare/ib) (IepBOMCTOYHHUK)

Translation into English

OTOT KPUIITO-BBIMOTaTe/ b i pyeT JaHHbIe TI0/1b30BaTe el ¢ moMoipio AES+RSA, a 3aTteM TpeOyeT BLIKYI B
$980, uro6bI BepHYTH (atinbl. OpurrHaabHOe HazBaHue: Xp10-ransom. Ha ¢aiine HamvicaHo: chrome.exe.
OO0HapyxeHHs:

DrWeb -> Trojan.MulDrop13.50455

BitDefender -> Gen:Heur.Ransom.REntS.Gen.1

ALYac -> Trojan.Ransom.Stupid

Avira (no cloud) -> TR/Ransom.cyuwx

ESET-NOD32 -> A Variant Of MSIL/Filecoder.AAT

Kaspersky -> HEUR:Trojan.MSIL.Fsysna.gen

Malwarebytes -> Ransom.FileCryptor

Symantec -> Trojan.Gen.2

Tencent -> Msil. Trojan.Fsysna.Dvzw

TrendMicro -> TROJ_GEN.R002COWI220

© I'eneanorus: Stupid >> XP10 (FakeChrome)
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I/I306pa)KEHI/Ie — JIOT'OTHII CTAaTbH

K 3ammidpoBanHbIM (aiinam qobapssieTcs: pacivpenye: .xplO-ransomOBmmaHne! HoBgle pacimpenus,
email ¥ TeKCTBI 0 BBIKYIIe MOXKHO HAalTH B KOHLIE CTaThU, B 0OHOB/IEeHUsX. TaM MOTYT ObITb Pa3/Inuuusi C

T1epBOHA4Ya/IbHbIM BapUAHTOM.

AKTMBHOCTB 3TOTO KpHUITTO-BBIMOTaTesIsI MpUIIach Ha KoHel| aBrycrta 2020 r. OprieHTHPOBaH Ha aHITIOSA3bIYHBIX

T10/Ib30BaTesiel, UTo He MellaeT paclpOCTPaHsATh ero o BCEMY MUPY.

3armucka ¢ TpeGOBaHI/IE‘M BBIKYTId Ha3bIBA€TCsA: readme.txt

Cojep)XaHue 3alMCKH 0 BBIKYIIe:

ATTENTION!

Don't worry, you can return all your files!

All your files like photos, databases, documents and other important are encrypted with strongest encryption and
unique key.

The only method of recovering files is to purchase decrypt tool and unique key for you.
This software will decrypt all your encrypted files.

What guarantees you have?

You can send one of your encrypted file from your PC and we decrypt it for free.

But we can decrypt only 1 file for free. File must not contain valuable information.
Price of private key and decrypt software is $980.

Discount 50% available if you contact us first 72 hours, that's price for you is $490.
Please note that you'll never restore your data without payment.

Check your e-mail "Spam" or "Junk" folder if you don't get answer more than 6 hours.
To get this software you need write on our e-mail:

xp10.ransom@gmail.com

Your personal ID: ***

ITepeBop 3anycKu Ha PYCCKHI SI3BIK:
BHUMAHUE!
He BomnHy#TeCh, BbI MOKeTe BePHYTb BCe CBOU (haitsibl!

Bce Baum ¢aiinel, Takue Kak (oTo, 6a3bl JaHHBIX, JOKYMEHTHI U IpyTHe BaXkKHbIe (aiisibl, 3alIM(pOBaHbI C CAaMbIM
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Ha/|e)KHBIM LIM(PPOBaHUEM U YHUKA/IEHBIM KJTHOUOM.

EMHCTBeHHBIH criocob BOCCTaHOBUTH (haiisibl - 3TO MPHOOpPEeCTH MHCTPYMEHT JelM(POBaHHUs U YHUKaIbHbINA
KJIIOY JJIs1 Bac.

OTa mporpamma pacmmgpyeT Bce Bally 3amrpoBaHHbIe Qalib.

Kakue rapanTuu y Bac eCctb?

Bl MOXKeTe OTIPaBUTb OIMH U3 3alIM(pPOBaHHBIX (aiiioB co cBoero ITK 1 MbI pacimgpyeMm ero 6ecriiaTHo.
Ho Mb1 MokeM GecriiaTHO paciivdpoBath TonbKo 1 daiin. daiin He JOMKeH cofiepKaTh LleHHOH MH(OpMaLyH.
CTOMMOCTb 3aKpBITOTO K/IH0Ua ¥ IIPOrPaMMBI ist elidpoBanus coctasnsieT $980.

Ckugka 50% [JOCTyITHa, eC/T BbI CBSDKETECh C HAaMM B TIepBbIe 72 yaca, 9To 1ieHa fj1st Bac $490.

3aMeTEbTe, UTO Bbl HUKOT/]A HE BOCCTAHOBUTE CBOM JlaHHbIe €3 OrIaThl.

[TpoBepkTe manky "Spam" wu "Junk" B cBoeli mouTte, eciv BbI He TojyuaeTe oTBeTa 6osiee 6 4acos.

YT0oOBI MO/TYUYXTH 3TY IPOrPaMMy, BaM Ha/l0 HarKcaTh Ha Ha email:

xpl0.ransom@gmail.com

Bam muunbei ID: ***

TexHuuecKue geTanu

MoykeT pacnipoCTpaHsSIThCs MyTEM B3/i0Ma uepe3 He3aluileHHY0 KoHurypauuto RDP, ¢ momolipto email-criama
Y BPe/IOHOCHBIX B/IOYKEHHM, 0OMaHHBIX 3arpy30K, O0THETOB, SKCIUIOUTOB, BPEJOHOCHOU PeK/IaMbl, BeO-UHXEKTOB,

(hanbIIMBBIX 0OHOB/IEHUH, TIeperakoBaHHbIX U 3apaKEHHBIX MHCTA/IIATOPOB. CM. TakKe "OCHOBHbBIE CITOCOOBI

pacrmpoCTpaHeHusl KPUIITOBBIMOTaTe el Ha BBO/IHOM CTpaHuIle biiora.

Onymo BCeryla MCTO0/b30BaTh AKTYalbHYI0 aHTUBUPYCHYIO 3auTy!!!

Ecrmu Bl ipeHeOperaeTe KOMIUIEKCHOM aHTUBUPYCHOM 3aIuToN Kinacca Internet Security nimm Total Security, To

x0Ts1 ObI flenaiiTe pe3epBHOE KOIMMPOBAaHUE BaXKHBIX (haitios o Metoxy 3-2-1.

Cnucok (aiiioBbIX paciMpeHHii, nojsepramomuxca mugpoBaHUIo:

.3g2, .3gp, .accdb, .aepx, .ai, .arw, .asf, .asp, .aspx, .asx, .avi, .bay, .bin, .bmp, .cdr, .cer, .class, .cpp, .cppproj, .cr2,
.crt, .crw, .cs, .CSproj, .csv, .dat, .db, .dbf, .dcr, .der, .dng, .doc, .docb, .docm, .docx, .dot, .dotm, .dotx, .dwg, .dxf,
.dxg, .eps, .erf, .fla, .flv, .html, .idml, .indb, .indd, .indl, .indt, .info, .ipsw, .jar, .java, .jpeg, .jpg, .kdc, .m3u, .m3u8,
.m4u, .max, .mdb, .mdf, .mef, .mpeg, .pdf, .php, .png, .potm, .potx, .ppam, .ppsm, .ppsx, .pptm, .pptx, .prel,
.prproj, .resx, .sldm, .sldx, .sql, .txt, .vb, .vbproj, .wav, .xlam, .xls, .xIsb, .xlsm, .xIsx, .xltm, .xltx, .xml (94
pacipeHus).

310 gokymenTsl MS Office, OpenOffice, PDF, TekcToBble datisbl, 6a3bl JaHHBIX, hoTorpaduu, Mys3bika, BUIEO,

(haiisbl 06pa30B, apXUBbI U TIP.

®daiinkbl, cBA3aHHBIE ¢ 9TUM Ransomware:
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readme.txt - Ha3BaHHe daiisa ¢ TpeboBaHKEM BBIKYIIA
chrome.exe

chrome.pdb

xdfjhdlojdziosdvxjoo.txt

<random>.exe - c/iyuaiiHoe Ha3BaHUe BPeJOHOCHOTO (hatina

Pacnonoxenus:

\Desktop\ ->

\User_folders\ ->

\%TEMP%\ ->

D:\New folder (2)\Visual Studio
2012\Projects\WindowsApplication4\WindowsApplication4\obj\Debug\chrome.pdb

3anucu peecTpa, CBsi3aHHbIe ¢ 3TUM Ransomware:

CM. HIKe pe3y/ibTaTbl aHA/IN30B.

MpbloTeKchbI:

CM. HuKe pesy/bTaThl aHA/IM30B.

CeTeBble NMOJK/TIOUEHNS U CBSA3U:

Email: xp10.ransom@gmail.com

BTC: -

CM. HIDKe B 0OHOBJIEHUSIX IpyTHe afipeca U KOHTaKThI.

CM. HUXKe pe3y/bTaThl aHaIu30B.

CkpuHIIoTHI 0T Maiikia Jxuiecnu:

Pe3ynbTarbl aHAU30B:
v Triage analysis >>
& Hybrid analysis >>
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Z VirusTotal analysis >>
# Intezer analysis >>
2 ANY.RUN analysis >>
X VMRay analysis >>

() VirusBay samples >>

/A MalShare samples >>

«# AlienVault analysis >>

7] CAPE Sandbox analysis >>
D JOE Sandbox analysis >>

CrerneHb pacripoCTPaHEHHOCTH: HU3Kasl.

[ToppobHbIe cBefeHus1 COOMPArOTCs pery/sipHoO. [Ipuckinaiite 06pasiibL.

=== ICTOPUA CEMEVCTBA === HISTORY OF FAMILY ===

=== BJIOK OBHOBJIEHU! === BLOCK OF UPDATES ===

Emé He Op1710 0OHOB/IEHHH 3TOTO BapHaHTAa.

=== BJ/IOK CCBI/IOK un CITACUBOK = BLOCK OF LINKS AND THANKS

http:

k Read to links:

Tweet on Twitter + Tweet + myTweet

ID Ransomware (ID as Stupid)
Write-up, Topic of Support

*

Page 5 of 6


https://www.virustotal.com/gui/file/64fc4ddb598c590a3d9a38821b6f6bd64552b1de4a98b7e5b372983128e2b88f/detection
https://analyze.intezer.com/analyses/65a8d6c5-da77-4d6a-a9c6-9a8d1d945271
https://app.any.run/tasks/986a746a-5812-4e86-9cc8-59ac7dc8e9c8/
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhu4bSR0G2M_siHgCGly1tzkG0CaATSC-eX64y4MVFjF6mnoAZRb4qxbaPgrI-cKGeiIwYKi586xSPeSDFEJ8Vbvs-Ii96i-jDz3NxjlJmhMfFDjISvoBkr_pxqvx-75TdYf00j2WgUzpA/s1600/address%252Btw.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhu4bSR0G2M_siHgCGly1tzkG0CaATSC-eX64y4MVFjF6mnoAZRb4qxbaPgrI-cKGeiIwYKi586xSPeSDFEJ8Vbvs-Ii96i-jDz3NxjlJmhMfFDjISvoBkr_pxqvx-75TdYf00j2WgUzpA/s1600/address%252Btw.png
https://twitter.com/siri_urz/status/1300391822116622337
https://twitter.com/demonslay335/status/1300465038130655232
https://twitter.com/Amigo_A_/status/1303752221411155973

https://id-ransomware.blogspot.com/2020,/08 /xp10-ransomware.htm|

Thanks:
SIRi, Michael Gillespie

Andrew Ivanov (author)
*%k%k

to the victims who sent the samples

© Amigo-A (Andrew Ivanov): All blog articles. Contact.

Source: https://id-ransomware.blogspot.com/2020/08/xp10-ransomware.html
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