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Many companies spend a fortune on Next Generation anti-virus and Machine Learning “AI” tools to halt the
spread of ransomware and although I strongly believe that user education and training plays a key part in this
Windows does can help in a massive way. Windows File Services Resource Manager (FSRM) a resource already

built into Windows can halt the spread and quarantine accounts that are affected.

This solution utilises PowerShell and Windows File Services Resource Manager to automatically lockout a user

account when ransomware activities are detected.

Installing FSRM
First and foremost, you will need to set up FSRM on your file servers. This feature is part of the File Services

Role and can be installed with the following PowerShell command (all one line).

Install-WindowsFeature —Name FS-Resource-Manager

—IncludeManagementTool

C:'\WUsers'\Administrators Install-windowsFeature -Name FS-Resource-Manager =-IncludeManagementTools

% Restart Meeded Exit Code Feature Result

Success {Fi1le and 15(5

Take note, FSRM is only available on Windows Server. If you’re interested in workstation mitigation, comment

below and I’1l get to writing!

Get Email Alerts
In order to be emailed of the action our killswitch takes, we will need to set up the SMTP Server settings within
FSRM. We don’t necessarily have to do this right now, but it saves us from seeing annoying prompts in the future

steps.

Open up Server Manager > File and Storage Services > Right-click on your server > File Server Resource

Manager (this can also be accessed through Administrative Tools). Once opened, right-click “File Server Resource
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Manager (Local)” in the left pane and select “Configure Options...” Go ahead and set up all your email settings,

Fle Screen Audt | Auomstic Olsssficstion | Access-Deried Assstance
Emal Motficabons | Nesfieation Limits | Slerage Repods | Fepent Locations
SMTP server
ﬁMEWmhmﬂmmmﬂm

SMTF sener name or IF addmess:

mai. os |

Dl &mail ssttirgs

Specily the defaults to use when sending noéfications and siorage reporis ta
admiristrators by email.

Defaul adminstrator ecipients:

[adin S oo I

Famal: acoount @damain. Use a semicolon to separale mullinle sddresses

Defaul “From” e-mai address:

e - |

Ta wertly your selfings you can send & bed a-mai Lo the defaul recipients.

Send Tast Email

similar to below.

Set up Killswitch Directory

In your corporate file share(s), set up a directory that begins with an underscore. If the ransomware is encrypting
alphabetically, this will ensure that it is tripped as soon as possible. Within that directory, we will place a text file
called killswitch.txt.

Home ‘Fhare View

"11_:“" - 4 |_L « Local Dk () v Corporate Share » w & Search Corparate 5S¢

-

% Fon Mame Diate mcdified Type Sin
WL | _killswitch 32172007 %42 AM  File folder
B J. 2016 Company Christmas Party 22007 %41 AM  File folder
"h R 4. Fmance 3212007 41 AM File folder
A Horme Directories W21R200T %41 AM  File folder
M T HA YIUANT 641 AM  File folder
o Internal Awsdit 212007 41 AN File folder
Sane LT 22007 %41 AM File Folder
. Legal 3212007 541 AM File folder
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Haome Share Wiew
(€ = 1| L « ComorateShare » _lillswitch "
% Fan Name Date modfied
EC | killswitch. bt IS0 T G4 AM
&C
[
Set Up the Killswitch

Many variants of ransomware look to find mapped drives and will begin encrypting data in alphabetical order.

Because of this, our killswitch is going to be a directory placed in the file shares that begins with an underscore.

Create a new File Group under File Screening Management that will look at all files except our killswitch.txt.

File Action \iew Help

« | #[m B[
s File Serves Resousce Manager Local) File Groups o | Irvehude Files Exchuge Files
+ &9 Quots Management | Audic and Video Files
4 57 File Sereening Managesment
L.a File Screens L Baciop Fles Setlings
b File Screen Templates .| Compressed Files e —
" File Growps p :
L | E-mail Files
B Storsge Reports Mansgement o - Pl Tigaa |
- - .| Executable
b N Clanification Mssagermant - To select & 96t of s, byps & s name patiem, and cick Add.
& File Managernent Tesks o | Image Files Examples: “me or QAFY2002 "
.| OdficeFiles Flag in inchuds:
| Systern Files
«| Temporary Files
| TestFiles
o Web Page Files

Next, we will create a File Screen Template utilizing the File Group we created called “All File Types”.
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2 File Server Resource Man
File Action View Help
« o x(m Bm

3 File Server Resource Manager (Local)
[ E Chucta M.lrl.lgﬂnﬂt

4 |37 File Screening Management Cepy prepeties from lemg ! :
[& File Screens [ Erocte Audia and Video Fies
E;E:?;m'ﬂﬂp‘ﬂﬁ Sefings | Emai Msssage | Event Log | Command | Repor |
0y - )
I Storage Reports Management |:r;mn.':;m |
[ (i Classification Management

_i& File Management Tagks Sarering type:

() Active screening: Do not allow users o save unauthorized fies

™) Passive screening Allow users 1o save fikes e for mondoning)

Fle groups

Select file groups to biock:
[w] Al File Types

[[] Audis and Video Files
[[] Backup Fies

We will want to configure email alerts, so on the E-Mail Message tab, fill out the pertinent information.
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Copy properties from template {optional):

[Block Audo and Video Fies v Cor |
Settings | E-mail Message | Event Log | Command | Report |

[+ Send e-mail to the folowing administrators:

|

Format: account@domain. Lise semicolons to ssparate accourts.

[] Send e-mail to the wser who attempted to save an unauthorized file

E-mai message
Type the text to use forthe Subject line and message.

To idertify the fie screen, file group, user, or event associated with the cument
nofification, you can use Insert Variable 1o insert & varable in your fext

Subpect:

|Fﬂenual Ransomware Infection |

Massage body:

User [Sewrce lo Owner] attempted to save [Source File Path]to [Fle Screen Path] on | -~
e [Server] sesrver, This file is in the [Wiolated Fle Group] file group, which is not
pamited on the servar.

Select vanable to nsert:
[ Admin Emai] v| [ iset Variable
In=erts the e-mail addresses of the administrators who receive the e-mai.

We also want to automate the removal of the offending user in order to stop the ransomware from encrypting our
entire file server. We will do this with some PowerShell. Copy the following and save it to your preferred location.

In this example, I’'m just saving it to C:\kickuser.ps1.

param( [string]$username = “” ) Get-SmbShare -Special $false | ForEach-Object { Block-SmbShareAccess -Name

$_.Name -AccountName “$username” -Force }

On the Command-Tab, check “Run this command or script:” and the following:
C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

For the command arguments, insert the following:

-Command “& {C:\smbblock.ps1 -username ‘[Source Io Owner]’ }”

Set it to run as Local System.
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Copy properties from template (optional):
[ Bock Audio and Video Fies vl Cey |
| Settngs | E-mail Message | Event Log | Command | Repor |

[ Run this: command or script:
[£-\Windows' System 32\ WindowsPowerShell\w 1.0\ powershel 4 | Browse. |

Command arguments:
|-Currmu'ld "& {C:\ackuserpa 1 usemame [Source lo Cwner] "

Specify the dirsctory to run the command in:

Command securty

To maintain securdy of the server, use the most restrictive account possible. This wil
help safeguand the system # the process is compromised.

Run the command as:

i) Local Senvice

Same level of access as Users account, Accesses network resources as 3 nul
sezmon with no credentials

) Network Service
Same level of access as Users account. Accesses network resources using the
credantials of the machine account.

® Local System
Full access to the system_ Do not use this account unless full access is required,

Apply the File Screen
From within FSRM, Select File Screening Management > File Screens and create a new File Screen. Set the path

to your underscore directory and use the “Detect Ransomware” File Screen template that we created earlier.
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Create File Screen -

File screen path:
C:M\Comporate Share’_killswitch | | Browse... |

File screen properties

fou can either use properties from a file screen template or define custom
file screen properties.

How do you want to configure file screen properties ?

(®) Derive properties from this file screen template {recommended):

Detect Ransomware W

() Define custom file screen properties:

Summary of file screen properties:

=|- File screen: CA\Corporate Share'_killswitch
- Source template: Detect Ransomware
Screening type: Passive
File groups: All File Types
‘... Notifications: Email, Command

Create | | Cancel

Testing

To test, I created a test account (test guy) and modified the file. I was instantly locked out of the share. The output

of our PowerShell script, as well as the share permissions, show this:

Name ScopeName AccountMName AccessControlType AccessRight

Corporate Share WIN-SRQB30DPGEV\ test

Corporate Share BUILTINYAdministrators Allow
Corporate Share Everyone Allow
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Share Pemissions

(Group or user Names:

% Everyone

; test guy (WIN-SRGQB30DPGEV test)
%Mministlators (WIN-SRQB3I0DPGEV  Administrators)

Pemissions fortest guy

Full Contral
Change
Read

Wrapping Up
This methodology should help mitigate some risk around ransomware attacks. In the future, it may also be

beneficial to make the following changes:

1. Create a secondary killswitch in a ZZZ_Killswitch directory in case a ransomware-variant starts in reverse-
alphabetical order.

2. Extend the PowerShell script to also lock out their AD account.

3. Create more killswitch files and file screens due to newer ransomware variants focusing on document and

image files (.doc, .docx, .pdf, .jpg, .png, etc.)

I believe in using the resources we already have available to us in helping secure our organisations, and hopefully,

this helps. Feel free to comment with any questions or suggestions.
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