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1£360Netlab (netlab.360.com) , FK{IIFFLHIBIT IS I BotMon REEIREREHTEREINMIE ML, 457!
[, 3T DDoS HXMEITME , FEH—DIRERENENES , NS T MBS |, SEREE
B, REERM. EHalE, BRERtakEiz.

RIEHERHBEAK , WANSIBAT . ERMERHIAMENES] T DDoSK , TR AKHREE| T2t X
KRR, BN TFRIEEEZFMEE AR, (va ru T BiS4E ) BEZDDoSKEHIEAEN , R
FEEREARBIRR R X SE,

FX S =KIDDoSK
TERBINBERIHIBA DL gov.ua LRAIBURFSSHIBHEE,

UNIQUE(active records) SUM_UP(record's count)

TIMELINE

2022-02-12 022-02-19 2022-02-22
a

ATUERHERBIAT2A 125 , WEHENREAREFFEA KX |, 28 16HXETE , WHENRES
T NTPi K. UDP/STD/OVH floodZ % fh2icHY

TEIEKNEZIHNEXT B—MLL .ua L5E MM %5 “online.oschadbank.ua”f i) DDoSH T,

CCTRACKMON
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AIERIMETAE2A 158 |, #4817 3K. BAFFENERTHTXAMILHIC2 mirai_5.182.211.528 115k
£, )2022-02-16 03:02:37+08:00% t 55— KT 5L 14%12022-02-17 01:08:27+08:005 g — 554 , ER
W57 185.34.x.x/ 24X AN ER TP |, X LETPH4) & F“online.oschadbank.ua”,

HAVBRIOETST .ua MEEMIDDoSHE |, BT NTPR TR ES , HEMIIIRbotmetF X |, 5 & Mirai,
Gafgyt, ripprbot, moobotMlircBotZ5NFKIEMKI10ZMC2, FAXLEREWRMEIANELRS , XER
BER | AP THRIERENOHEATIREREIMC2HES. RE—1C2E EARCRR XK
Ti“oschadbank.ua” A X JLAFuh |, HARKC2KE T ARIEXRMZ N BEHr. RTREIR , TERZIIEELS
mMEgaice,

1, mirai_5.182.211.5

BTECARUT | RC27EEERRHAE) (2022-02-11~2022-02-17) R ¥ 7 “online.oschadbank.ua”X—4 B
Fr. BN A 118228 148G HRFESHREEREER |, 9 URLFAIMDSXS VI T :

€5822f8f9bc541e696f5520b9ad0e627 http://5.182.211.5/2011mxjm4md14]jfjf7sb2vdmv/KKveTTgaAAsecNNaaaa.i486
39532b27e2dbd9af85f2da7ff4519467  http://5.182.211.5/2011mxjmdmd147jfjf7sb2vdmv/KKveTTgaAAsecNNaaaa.mpsl
69b51b792b1fca9a268ce7cc1e1857df  http://5.182.211.5/z011mx jm4md14]jfjf7sb2vdmv/KKveTTgaAAsecNNaaaa.mips
7022a4746150eba8439308096b17d8cc  http://5.182.211.5/2011mx jm4md14]jfjf7sb2vdmv/KKveTTgaAAsecNNaaaa.arm
68ed4532bd6ad79f263715036dee6021 http://5.182.211.5/2011mx jm4md14]jfjf7sb2vdmv/KKveTTgaAAsecNNaaaa.m68k
54bd85b40041ba82ae1b57664ee3e958 http://5.182.211.5/2011mx jm4md14] jfjf7sb2vdmv/KKveTTgaAAsecNNaaaa.arc
1b7247a2049da033a94375054829335d http://5.182.211.5/2011mx jm4md14] jfjf7sb2vdmv/KKveTTgaAAsecNNaaaa.i686
ac4d8d0010775e185e12604c0e304685  http://5.182.211.5/z011mx jm4md14]jfjf7sb2vdmv/KKveTTgaAAsecNNaaaa.x86 64
Oecab3a2dcab384b7b1b7de186e835b5 http://5.182.211.5/2011mx jm4md14] jfjf7sb2vdmv/KKveTTgaAAsecNNaaaa.sh4
cc79916e1e472a657a9ae216b2602a7b  http://5.182.211.5/z011mxjm4md14j]jfjf7sb2vdmv/KKveTTgaAAsecNNaaaa.armb
8f48813218baec8b75dcbed2e5c90a47  http://5.182.211.5/z011mx jm4md14]jfjf7sb2vdmv/KKveTTgaAAsecNNaaaa.armb
b307dd0043e9440018632c4d@cdeacde  http://5.182.211.5/2z01Tmxjmdmd14]]fjf7sb2vdmv/KKveTTgaAAsecNNaaaa.arm?
340255b25edf28c8de 1403100306773 http://5.182.211.5/2011mx jm4md14] jfjf7sb2vdmv/KKveTTgaAAsecNNaaaa. spc
e2b103a3b74dd0bfd98ffd27edd7f2ch http://5.182.211.5/2011Imx jmdmd14] jfjf7sb2vdmv/KKveTTgaAAsecNNaaaa.x86

AR MiraiZTFF , BBRERAIMiraifCEB4FE , £RES T table_init(), attack_init)ZFHAYIMiraick¥x., TH
EHRIVREREIHNTES

2022-02-16 21:27:44+08:00 mirai 5.182.211.5 60195 ddos atk_7
2022-02-16 21:19:04+08:00 mirai 5.182.211.5 60195 ddos atk_7
2022-02-16 21:06:14+08:00 mirai 5.182.211.5 60195 ddos atk_t
2022-02-16 19:17:12+08:00 mirai 5.182.211.5 60195 ddos atk_t
2022-02-16 18:55:07+08:00 mirai 5.182.211.5 60195 ddos atk_t
2022-02-16 18:34:18+08:00 mirai 5.182.211.5 60195 ddos atk_t
2022-02-16 18:15:23+08:00 mirai 5.182.211.5 60195 ddos atk_t
2022-02-16 17:55:35+08:00 mirai 5.182.211.5 60195 ddos atk_t
2022-02-16 17:39:01+08:00 mirai 5.182.211.5 60195 ddos atk_t
2022-02-16 17:24:37+08:00 mirai 5.182.211.5 60195 ddos atk_t
2022-02-16 17:24:37+08:00 mirai 5.182.211.5 60195 ddos atk_t
2022-02-16 16:48:55+08:00 mirai 5.182.211.5 60195 ddos atk_t
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2022-02-16 13:41:41+08:00 mirai 5.182.211.5 60195 ddos atk_t
2022-02-16 13:25:49+08:00 mirai 5.182.211.5 60195 ddos atk_t
2022-02-16 13:23:33+08:00 mirai 5.182.211.5 60195 ddos atk_€
2022-02-16 11:06:32+08:00 mirai 5.182.211.5 60195 ddos atk_t
2022-02-16 05:04:45+08:00 mirai 5.182.211.5 60195 ddos atk_t
2022-02-16 01:02:32+08:00 mirai 5.182.211.5 60195 ddos atk_t
2022-02-15 23:00:06+08:00 mirai 5.182.211.5 60195 ddos atk_t
2022-02-15 21:00:08+08:00 mirai 5.182.211.5 60195 ddos atk_t
2022-02-15 20:01:13+08:00 mirai 5.182.211.5 60195 ddos atk_t
2022-02-15 18:55:36+08:00 mirai 5.182.211.5 60195 ddos atk_t
2022-02-15 18:30:32+08:00 mirai 5.182.211.5 60195 ddos atk_t
2022-02-15 18:08:50+08:00 mirai 5.182.211.5 60195 ddos atk_€
2022-02-15 17:42:26+08:00 mirai 5.182.211.5 60195 ddos atk_7
2 , mirai_209.141.33.208
ZC2HEEA1 25 HEEAE I, BTSN TR,
January 18th 2022, 17:49:14.353 - February 17th 2022, 17:49:14.353 — Auto v
|_|l_\ (o] (o] H o]
108 2022-01-25 08 2022-01-2908:00  2022-02-01 08:00 2022-02-05 08:00 1
BE16HI T T “www.szru.gov.ua” fXul :
2022-02-16 05:35:38+08:00 mirai 209.141.33.208 209.141.33.208 9999 atk_2

3, gafgyt_172.245.6.134

AC2HA TR F 1R 29RTHAEE | A RRIEAN T RIFTR.

Count

il i - I

THEHEZAREEIKTES

2022-02-17 01:46:30+08:00 gafgyt 172.245.6.134 61108 ddos OVH
2022-02-17 00:08:31+08:00 gafgyt 172.245.6.134 61108 ddos OVH
2022-02-17 00:07:40+08:00 gafgyt 172.245.6.134 61108 ddos HEX
2022-02-16 22:19:04+08:00 gafgyt 172.245.6.134 61108 ddos OVH
2022-02-16 22:18:33+08:00 gafgyt 172.245.6.134 61108 ddos OVH
2022-02-16 22:07:34+08:00 gafgyt 172.245.6.134 61108 ddos HEX
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2022-02-16 22:01:44+08:00 gafgyt 172.245.6.134 61108 ddos HEX
2022-02-16 21:57:02+08:00 gafgyt 172.245.6.134 61108 ddos OVH
2022-02-16 21:53:16+08:00 gafgyt 172.245.6.134 61108 ddos OVH
2022-02-16 21:46:41+08:00 gafgyt 172.245.6.134 61108 ddos HEX
2022-02-16 21:44:41+08:00 gafgyt 172.245.6.134 61108 ddos HEX
2022-02-16 05:35:27+08:00 gafgyt 172.245.6.134 61108 ddos HEX

4 , gafgyt_188.127.237.5

ZC2HIPEARTE2 B 6 H#dd%k , '©7E28 16 H T 7 “od.tax.gov.ua” sy :
2022-02-16 01:54:00+08:00 gafgyt 188.127.237.5 606 STDHEX 193.200.32

FIXHRZ HTHKIDDoS K i
TERBNBRIHRILL ru SERNES BUAEN SN .

CCTRACKMON

Al _J

UNIQUE(active records) SUM_UP(record's count)

TIMELINE

2022-02-17 2 - 2022-02-25
. di

s1u . s ery selectelru
www.fS0.gov.u unisop.rudn.ru e s www.haokfru

AUER , SXHRERDDoSKE N2 A7EMITIAT |, FERESBRESILMES. RER=A8L , §#Xt
KEKDDoSHHHXES , [RTHIE , FEAZF 3 FEbotnetIC2,

gafgyt_195.133.40.71
gafgyt_212.192.241.44
gafgyt_46.249.32.109
mirai_130.162.32.102
mirai_137.74.155.78
mirai_142.93.125.122
mirai_152.89.239.12
mirai_173.254.204.124
mirai_185.245.96.227
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mirai_45.61.136.130
mirai_45.61.186.13
mirai_46.29.166.105
mirai_84.201.154.133

mirai_ardp.hldns.ru

mirai_aurora_life.zerobytes.cc

mirai_cherry.1337.cx

mirai_offshore.us.to

mirai_pear.1337.cx

mirai_wpceservice.hldns.ru
moobot_185.224.129.233

moobot_goodpackets.cc
ripprbot_171.22.109.201
ripprbot_212.192.246.183
ripprbot_212.192.246.186

IoC

# C2 mirai_5.182.211.5

hxxp:
hxxp:
hxxp:
hxxp:
hxxp:
hxxp:
hxxp:
hxxp:
hxxp:

hxxp:
hxxp:
hxxp:
hxxp:
hxxp:
hxxp:
hxxp:
hxxp:
hxxp:
hxxp:
hxxp:
hxxp:
hxxp:
hxxp:
hxxp:
hxxp:
hxxp:

//5.
//5.
//5.
//5.
//5.
//5.
//5.
/75.
//5.

//5.
/75.
//5.
/75.
//5.
/7/5.
//5.
/7/5.
//5.
/7/5.
//5.
//5.
//5.
//5.
//5.
//5.
//5.

182.
182.
182.
182.
182.
182.
182.
182.
182.

182.
182.
182.
182.
182.
182.
182.
182.
182.
182.
182.
182.
182.
182.
182.
182.
182.

21
21
21
21
21
21
21
21
21

21
21
21
21
21
21
21
21
21
21
21
21
21
21
21
21
21

.5/201Tmx jm4md14]jfjf7sb2vdmv/KKveTTgaAAsecNNaaaa.
.5/2011mx jmdmd14jjfjf7sb2vdmv/KKveTTgaAAsecNNaaaa.
.5/201Tmx jm4md14]jfjf7sb2vdmv/KKveTTgaAAsecNNaaaa.
.5/2011mx jmdmd14jjfjf7sb2vdmv/KKveTTgaAAsecNNaaaa.
.5/201Tmx jm4md14]jfjf7sb2vdmv/KKveTTgaAAsecNNaaaa.
.5/2011mx jmdmd14jjfjf7sb2vdmv/KKveTTgaAAsecNNaaaa.
.5/201Tmx jm4md14]jf]jf7sb2vdmv/KKveTTgaAAsecNNaaaa.
.5/2011mx jmdmd147jjfjf7sb2vdmv/KKveTTgaAAsecNNaaaa.
.5/2011mxjmdmd14jjfjf7sb2vdmv/KKveTTgaAAsecNNaaaa.
# hxxp://5.182.211.5/z01Tmx jmdmd14] j fjf7sb2vdmv/KKveTTgaAAsecNNaaaa. 1486
.5/2011mxjmdmd14jjfjf7sb2vdmv/KKveTTgaAAsecNNaaaa.
.5/2011mx jmdmd147jjfjf7sb2vdmv/KKveTTgaAAsecNNaaaa.
.5/2011mxjmdmd14jjfjf7sb2vdmv/KKveTTgaAAsecNNaaaa.
.5/2011mx jmdmd147jjfjf7sb2vdmv/KKveTTgaAAsecNNaaaa.
.5/2011mxjmdmd14jjfjf7sb2vdmv/KKveTTgaAAsecNNaaaa.
.5/2011mx jmdmd147jjfjf7sb2vdmv/KKveTTgaAAsecNNaaaa.
.5/2011mxjmdmd14jjfjf7sb2vdmv/KKveTTgaAAsecNNaaaa.
.5/2011mx jmdmd147jjfjf7sb2vdmv/KKveTTgaAAsecNNaaaa.
.5/2011mxjmdmd14jjfjf7sb2vdmv/KKveTTgaAAsecNNaaaa.
.5/2011mx jmdmd147jjfjf7sb2vdmv/KKveTTgaAAsecNNaaaa.
.5/2011mxjmdmd14jjfjf7sb2vdmv/KKveTTgaAAsecNNaaaa.
.5/201Tmx jm4md14]jfjf7sb2vdmv/KKveTTgaAAsecNNaaaa.
.5/2011mx jmdmd14jjfjf7sb2vdmv/KKveTTgaAAsecNNaaaa.
.5/201Tmx jm4md14]jfjf7sb2vdmv/KKveTTgaAAsecNNaaaa.
.5/2011mx jmdmd14jjfjf7sb2vdmv/KKveTTgaAAsecNNaaaa.
.5/201Tmx jm4md14]jfjf7sb2vdmv/KKveTTgaAAsecNNaaaa.
.5/2011mx jmdmd14jjfjf7sb2vdmv/KKveTTgaAAsecNNaaaa.x86_64
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arc
arm

arm

arm5
arm5
armé
armé
arm7

arm/

1486
1686
1686
m68k
m68k
mips
mips
mps1
mps1
ppc
sh4
sh4
spc
spc
x86
x86

54bd85b40041ba82ae1b57664ee3e958
5096be3babb6b9731293472d7cbd78d18
70aaa4746150eba8439308096b17d8cc
9636a888543b35d212e240c3094d7bb
cc79916e1e472a657a9ae216b2602a7b
8f488f3218baec8b75dcbed2e5c90a47
c5350546e6d22075ac58f0b4410a9¢9a
59b9988a7132fdadfh89b3758411e9df
b307dd0043e9440018632c4d0cdeacde

€582218f9bc541e69615520b9ad0e627
1b7247a2049da033a94375054829335d
€2135973f6d059d9dd@9a853cfa241fc
45677381938006bbc@19753dfdffb945
68ed4532bd6ad79f263715036dee6021
69b51b792b1fca9a268ce7cc1e1857df
d38cc4879fe@bcbb6ch8e772b28fbfd15
39532b27e2dbd9af85f2da7ff4519467
69717fbd6954f16794ff46e4b7c0f58a

0ecab3a2dcab384b7b1b7de186e835b5
b21e118e9f6b4b393719e0669214946a
340255b25edf28c8de 1401300306773
84c7c39e3f1adbdfdcfaad800d410829
bfaffefb3cc7f301d017242ca832cf45
€2b103a3b74ddObfd98ffd27edd7f2ch

49b9d14010071605549dcOdfb77d55¢

8be8a51819d7493de15c5ad7471felc
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# C2 mirai_209.141.33.208
hxxp://209.141.33.208/bins/Zeus.arm ac9a7a24b3e5229df0e35f99bd8f4dd0@

hxxp://209.141.33.208/bins/Zeus.arm5 0592c8590bb8b01618bd1075bT45971
hxxp://209.141.33.208/bins/Zeus.armb a9a286065f59e833ce6310e4cala327a
hxxp://209.141.33.208/bins/Zeus.arm/ 2a9ad76fbfe573820d89edc832a759a9
hxxp://209.141.33.208/bins/Zeus.mb68k 16cc3f8359b55d32f133ecfd78092dcd
hxxp://209.141.33.208/bins/Zeus.mips 75011d511ee19c482cd12271c238d7d3
hxxp://209.141.33.208/bins/Zeus.mpsl f3dd9da0906cc830e370dfa3a96128bd0

hxxp://209.141.33.208/bins/Zeus.ppc a7578b554b50cf01c43ebc54c3029fb2
hxxp://209.141.33.208/bins/Zeus.sh4 9798c9f24407da3bb709384f161e20a5
hxxp://209.141.33.208/bins/Zeus.spc 283d7df13561c851d8959f24dce2af99
hxxp://209.141.33.208/bins/Zeus.x86 d1bf7cbebdde347ea3414chf38bde25f

# (2 gafgyt_172.245.6.134

hxxp://172.245.6.134:80/bins/arc ~ ed6@13177b8c7e61f936c14b698c7hdc
hxxp://172.245.6.134:80/bins/arm  89bb874db266e9aa4d9c07e994a0f02d
hxxp://172.245.6.134:80/bins/arm5 6a9587b5c95d16ce915c3218aalefb8c
hxxp://172.245.6.134:80/bins/armé6  53526f9affd4d2219e6a33d497ef173
hxxp://172.245.6.134:80/bins/arm7  831353dd99cae5bb9ae7dcf125bbedbe
hxxp://172.245.6.134:80/bins/m68k  ad59c219813642fc8d9af23131db12d1
hxxp://172.245.6.134:80/bins/mips  72e13614d7f45adce589d3ab6a855653
hxxp://172.245.6.134:80/bins/mpsl  9d2ed5fb9b586ch369bb3aeabeedcdde
hxxp://172.245.6.134:80/bins/ppc  4bBb53b2f13ceb16b14f8cf7596682bc
hxxp://172.245.6.134:80/bins/sh4  8e26db0a91cbcc2c410764d1f32bbac3
hxxp://172.245.6.134:80/bins/spc  13ead@d75d2fcdf53c7d6d8f40f6154
hxxp://172.245.6.134:80/bins/x86  015ed26cc1656246177004eab5c059fe
hxxp://172.245.6.134:80/bins/x86  67d2f13fcd2622c85d974a6c41c285a4

oS O OO OO OO0 OO0 OO0 OO0 OO0 OO0 OO0 o o

# C2: gafgyt_188.127.237.5

hxxp://188.127.237.5/a-r.m-4.Sakura f422e76ceeadbfb12alc53a68ed2f554
hxxp://188.127.237.5/a-r.m-5.Sakura 870e6969eb7db126e945cfd7e9a2ed5f
hxxp://188.127.237.5/a-r.m-6.Sakura 619517a7ff244de1dc574d2ffb6553d3
hxxp://188.127.237.5/a-r.m-7.Sakura 478ab4262768222839d51c7ea2e5e46f
hxxp://188.127.237.5/1-5.8-6.Sakura 03f6aeda4b403cead904240faec8d32f
hxxp://188.127.237.5/m-6.8-k.Sakura d3dd19a2ae9228ca71bdf58e3450e205
hxxp://188.127.237.5/m-i.p-s.Sakura 2a2cc9b33cfefc1f8dcf4eedd9666ddc
hxxp://188.127.237.5/m-p.s-1.Sakura 37f0100946589aeacdcb47cch14e9baa
hxxp://188.127.237.5/p-p.c-.Sakura f422e76ceeadbfb12alc53a68ed2f554
hxxp://188.127.237.5/s-h.4-.Sakura df831e3d07dad2cfabacf95ef97a753a
hxxp://188.127.237.5/x-3.2-.Sakura 8c2a26b9171964d12739addb7502782
hxxp://188.127.237.5/x-8.6-.Sakura 9612862c128b5df388258a2e76e811a0

HEe®diT. rufsbpc2:

gafgyt_195.133.40.71
gafgyt_212.192.241.44
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gafgyt_46.249.32.109
mirai_130.162.32.102
mirai_137.74.155.78
mirai_142.93.125.122
mirai_152.89.239.12
mirai_173.254.204.124
mirai_185.245.96.227
mirai_45.61.136.130
mirai_45.61.186.13
mirai_46.29.166.105
mirai_84.201.154.133
mirai_ardp.hldns.ru
mirai_aurora_life.zerobytes.cc
mirai_cherry.1337.cx
mirai_offshore.us.to
mirai_pear.1337.cx
mirai_wpceservice.hldns.ru
moobot_185.224.129.233
moobot_goodpackets.cc
ripprbot_171.22.109.201
ripprbot_212.192.246.183
ripprbot_212.192.246.186

Source: https://blog.netlab.360.com/wo-men-kan-dao-de-wu-ke-lan-bei-ddosgong-ji-xi-jie/
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