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&2 Tool: MILKDROP

Names MILKDROP
Category Malware
Type Loader

(FireEye) MILKDROP is a launcher that sets a persistence registry key and launches a

Description
backdoor.

Information  <https://www?.fireeye.com/rs/848-DID-242/images/rpt APT37.pdf>

Last change to this tool card: 20 April 2020

Download this tool card in JSON format

All groups using tool MILKDROP

Changed Name Country Observed
APT groups
Reaper, APT 37, Ricochet Chollima, ScarCruft 2012-Mar 2025

1 group listed (1 APT, 0 other, 0 unknown)

Source: https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=1adae557-9378-48f7-8eb8-d5f38d13e9a2
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