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3 Tool: CDorked

Names

Category
Type

Description

Information

Malpedia

CDorked
CDorked.A

Malware

Backdoor, Tunneling
(ESET) An HTTP backdoor used to redirect web traffic.

<https://www.welivesecurity.com/wp-content/uploads/2014/03/operation windigo.pdf>

<https://www.welivesecurity.com/2013/04/26/linuxcdorked-new-apache-backdoor-in-the-wild-

serves-blackhole/>

<https://blog.sucuri.net/2014/03/windigo-linux-analysis-ebury-and-cdorked.html>

<https://www.welivesecurity.com/2013/05/02/the-stealthiness-of-linuxcdorked-a-

clarification/>

<https://blogs.cisco.com/security/linuxcdorked-faqs>

<https://malpedia.caad.fkie.fraunhofer.de/details/elf.cdorked>

Last change to this tool card: 13 May 2020

Download this tool card in JSON format

All groups using tool CDorked

Changed

Name Country Observed

Other groups

Operation Windigo [ 2011-Mar 2017 @

1 group listed (0 APT, 1 other, 0 unknown)

1

Page 1 of 2


https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=21896b93-aa98-400f-8358-f0691aea4219
https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=21896b93-aa98-400f-8358-f0691aea4219
https://apt.etda.or.th/cgi-bin/listtools.cgi?c=Malware
https://apt.etda.or.th/cgi-bin/listtools.cgi?t=Backdoor
https://apt.etda.or.th/cgi-bin/listtools.cgi?t=Tunneling
https://www.welivesecurity.com/wp-content/uploads/2014/03/operation_windigo.pdf
https://www.welivesecurity.com/wp-content/uploads/2014/03/operation_windigo.pdf
https://www.welivesecurity.com/2013/04/26/linuxcdorked-new-apache-backdoor-in-the-wild-serves-blackhole/
https://www.welivesecurity.com/2013/04/26/linuxcdorked-new-apache-backdoor-in-the-wild-serves-blackhole/
https://blog.sucuri.net/2014/03/windigo-linux-analysis-ebury-and-cdorked.html
https://www.welivesecurity.com/2013/05/02/the-stealthiness-of-linuxcdorked-a-clarification/
https://www.welivesecurity.com/2013/05/02/the-stealthiness-of-linuxcdorked-a-clarification/
https://blogs.cisco.com/security/linuxcdorked-faqs
https://malpedia.caad.fkie.fraunhofer.de/details/elf.cdorked
https://apt.etda.or.th/cgi-bin/getcard.cgi?t=CDorked&o=j
https://apt.etda.or.th/cgi-bin/showcard.cgi?g=Operation%20Windigo
https://apt.etda.or.th/cgi-bin/listgroups.cgi?c=Russia
https://apt.etda.or.th/cgi-bin/listgroups.cgi?c=Russia

https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=21896h93-aa98-400f-8358-f0691aead219

Source: https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=21896b93-aa98-400f-8358-f0691aea4219

Page 2 of 2



