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Parallax RAT (aka, ParallaxRAT) has been distributed through spam campaigns or phishing emails (with
attachments) since December 2019. The malware performs malicious activities such as reading login credentials,

accessing files, keylogging, remote desktop control, and remote control of compromised machines.

The Uptycs Threat Research team has recently detected active samples of the Parallax remote access Trojan (RAT)
targeting cryptocurrency organizations. It uses injection techniques to hide within legitimate processes, making it
difficult to detect. Once it has been successfully injected, attackers can interact with their victim via Windows

Notepad that likely serves as a communication channel.

Malware Operation

Figure 1 shows the ParallaxRAT workflow.

Malware Workflow

Stage I: Malware executable Stage 2: Pipanel.exe Stage 3: Collection

Figure 1 - ParallaxRAT workflow
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Payload1

Compiled using Visual C++, payload1 is a binary file in the form of a 32-bit executable. It seems to have been
intentionally obfuscated by threat actors (TA) wanting to hide something. Its fifth section (figure 2, highlighted)

seems to have been altered and is unusually large compared to the remainder.

Moreover, this section has been marked with the "Code and Executable" flag, indicating it contains executable
code. The TA was able to decrypt its content and use it to create a new binary, which we refer to as payload?2 (i.e.,
Parallax RAT). Payload1 uses a technique known as process-hollowing to inject payload?2 into a legitimate

Microsoft pipanel.exe process that then gets launched by an attacker.

To maintain persistence, payload1 creates a copy of itself in the Windows Startup folder.

I- Exeinfo PE - ver.0.0.5.3 by A.SL - 1031+71sign 201 o x - Sections viewer: [ angle.exe ] 11 sections - alignment : 1000h - a K
i : |[zngle.exe - |, Pu = N Virtual.. Virtusls.. RAWD.. RAWsize Flags Name  Firstbytes (hex) First Ascii 20h b... sect. Stats
Entry Point : |0000AEIF < EP Section: sl [ otlep 00001000 00CODE0A 00001000 ODOOECOO 60000020 text S58BECSL1ECA0070000 U O VE
) File Offsct : [QO00AELE FistBytes: [s500.cc.007] | @ Plug 02im  000OFOO0 00001300 (000OFODO 00002000 40000040 .rdata 20 FF 0000 08 FF 00 00 FO o

@ I 03 00011000 00006068 00011000 00006000 COO0D040 .data 00 00 00 00 00 00 00 00 00 ® .
Linker Info : & |Windows GUI PE o 04rs 00018000 00019884 00017000 (00DIAD00 40000040 .rsrc 00 00 00 00 00 00 00 00 04 (===t
FeSze:  [D0zEO0Gh I : [no oooooooo Q 05 00032000 O0002E617 00031000 00D2FO00 60000020 itext BD4AC233CDB28A02B1 13  {:0Q...

¥ : Q 06 00061000 00001014 00060000 00001000 42000040 .avinash  29341139050D 143828 40901 O8( ).
iroge s A IESY) SR T = 07 00063000 O0ODO104E 00061000 00001000 52000040 .bharat 3C4126202F062E3328  <A&/OL3+80...

. 08 00065000 O0ODO10AS 00062000 00001000 52000040 .anetta 3508 15647353509084F  SCICIGSSCIO...

[Microsoft Visual C-++ ver 5.0/6.0 - no sec. CAB{72/Zip - 2003-10-23 | |gcan /t Rip 02 00067000 OODOIOFE 00063000 00001000 50000040 .gudtt  152C0420022A240018  O,0 *=O&..
Lamer Info - Help Hint - Unpack info s O oz 10 00059000 00001030 00064000 00001000 40000040 43470F013846352F 16 CGOCISFS/O%..

[Not packed, try OllyDbg v2 - www.allydbg.de or DA v7 wiw hexray| 7 11 000SBOO0 00386000 00065000 00386000 42000040 halette 230F15270811082842  #00 OOE...

| Overlay : | Mo overlay data

|End of file : ‘ 0000 00 00 00 00 00 0O 00 00 00 00 00 00 00 00 0O 00 00 00 00 0000 00 000000 0D 0D 00 0000 |
Section status : Section size : All sections size :

188 KB 3.92MB
ps [AExecutable  [ZIReadable Writable
Clip 8 Close

Cave S-Stat

-> RAW decimal size: 192512 bytes = 188.00 kb = 0.18 MB <- code Section

Figure 2 - Payload1 binary

Payload2

ParallaxRAT is a 32-bit binary executable that gathers sensitive information from victimized machines, e.g.,

system information, keylogging, and remote control functionality.

It has null import directories and encrypted data is stored in the .data section. The attacker uses the RC4 algorithm

to decrypt this data, revealing the DLLs required for further action.
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.text: 88485061 loc_4@85D61: ; CODE XREF: sub_485D@9+EtT]
Jtext: 88485061 SE pop esi
.text:ee4a5062 83 EC @8 sub esp, 8
.text:88485065 8D 64 24 @3 lea esp, [esp+8]
LMY text:08485D69 30 OF xor [esi], cﬁ+

.text: 88485068 EB DC jm) short loc 4@85D49

text 004056 b 485009 endlp ; sp-analysis Failed
text: 98485068

text: 88485060

text: 88485060 £
text: 88485060

text:ee4as5DeD

SUBROUTINE ===

. text: 08485060 sub_485D6D proc near ; CODE XREF: sub_485D6D+284p
.text: 88485060

. text: 08485060 arg_@= dword ptr 4

.text: 80485060

~text:ee4a85060 3 FUNCTION CHUMK AT .text:8e485B9D SIZE eeo0ae87 BYTES
~text:ee4a85060

Jtext:ee4a506D 3D 64 24 @4 lea esp, [esp+4]

.text:8e485071 33 Ce xor eax, eax

.text:80485D073 8B @C 24 mov ecx, [esp-4+arg_0]

.text:88485076 EB 56 jmp short loc_485DCE

.text: 88485076 § ========sssssssssosssosoossSoSooosssSooossssooosssSoss SosSoossosoosss=
.text:88485078 D3 4A E5 14 69 FD CC 5F A6 D1 58 AD dd 14E54AD3h, SFCCFD6%9h, @ADSBDLAGh

.text:@9485D84 39 A9 (8 db 3%h, BASh, BCEh
. text: 88485087 B T
. text: 88485087

Ltext:ee4a5087 loc_4@85D87: ; CODE XREF: sub_485D89+371j
[t .text:e8485D87 @F 85 1@ FE FF FF jnz loc_4@85B9D

.text:e848508D E8 DB FF FF FF call sub_485D6D

Ltext:8e485092 13 C9 adc ecx, BCX

Ltext:88485D094 BE 68 CA mov gs, word ptr [eax-36h]

000051€% 0000000000405D€9: sub 405D05+€0 (Synchronized with RID)

|=Q-| Hex View-1

@@48C1AB 51 F5 5E D8 3D 5C 1E BY AB S5F D5 E7 A3 37 BA CA Qﬁ“@:\.-«_ﬁ;f?gf
@848C1E@ 21 7B 33 E4 A6 4E D2 @A 2F F9 6C 17 86 AB 2E 2A !{35N0./Ul.t .=*
PB4BC1CA 2B 27 62 B4 F7 8A BB 8E 5C A9 16 C1 3@ 8F 20 56 +'b"+5 7\@.Ae.-V
@84@C1D8 C7 B2 DE 6@ B@ E7 1F 33 BD F4 3D F3 54 92 78 E5 (2P °¢.3%56=0T"xa
@a4aClE@ BB 39 BC 58 CC FE 69 1C @F 4B @B 36 @D 3E 39 ,!—Qxxibi..K.GJQ
Ba48C1FE EB AB 1F 97 @1 D1 E8 15 @B 48 27 (6 FL @1 @1 1D & .ﬁé..@'.&ﬁ...
GO4GC200 A9 E4 4C 43 72 79 78 74 33 32 2E 64 6C 6C Al 77 ®©@ELCrypt32.dlliw
@@48C21@ 5E 49 8B 7@ AB 5A 58 76 2B E2 @9 F4 74 @6 6D F7 ~I<p«ZXv+a.ot.m+
Ba48C226 Al 84 23 23 4D 51 A6 EF FE 73 (9 98 2C FF FF FF  {,y :ibsé“,m
06848C230 FF 00 80 00 @8 53 4F 46 54 57 41 52 45 5C 4D 69 ¥....SOFTWARE\Mi

Figure 3 - RC4 decryption algorithm

System Information

An attacker can extract sensitive information from a victim's machine, including computer name and operating

system (OS) version. And the attacker is able to read data stored in the clipboard.
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AB AB AB AB AB AB AB 0@
50 78 (6 A2 81 @0 18 A2
7F 8F @1 D4 FA 12 13 87
33 69 12 1C BE 6F 93 34
80 00 00 00 00 00 00 00
80 73 @0 65 00 72 @@ 2F
@0 2D @0 57 @0 49 @@ 4E
@e 2D ee ee oo
69 BE 64 6F 77 73 20 31
72 89 73 65 20 45 76 61
@0 FF FF FF FF 78 36 34
20 41 20 20 00 2D @0 20
90 6F @0 61 @0 64 0@ 32
90 20 20 28 @0 70 @@ 61
90 64 90 32 00 2E @@ 62
20 43 00 3A @8 5C @@ 55
80 5C @0 55 @8 73 @@ 65
80 73 00 6B @0 74 0@ 6F
@0 79 @0 6C 00 6F 8@ 61
90 36 20 34 @0 20 @@ 2D
90 G6E 90 69 00 6E @0 67
P4 @@ @0 FF FF FF FF 39
90 @@ @@ FF FF FF FF 00
90 00 o0 00 00 00 0@ 00
90 00 20 00 00 00 00 00
80 00 00 00 00 00 00 00
80 90 20 90 00 00 0@ 00

Figure 4 - Read victim machine
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Uptycs has detected and recorded the same event.
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V' SIgIAls 1) . LAFTUZI il FIESWOUEIE\UIIVE THE SUEalN04U.4.UNAUUEIBUI IVET 3.8Xe

+ Signals (5): CAWINDOWS\Explorer.EXE

A Signals (3): C:\Users\.
® 02/21/202317:46:54
® 02/21/202317:46:54

® 02/21/202317:46:53

v Signals (4) : C:\Users\

T1529 - IMPACT - WINDOWS

@

\Desktop\ \angle.exe

\Desktop\Procmon64.exe

Z_Beta_Process attempting to Shutdown the System

~ Signals (1) : C:\windows\syswow64\shutdown.exe

Figure 5 - Uptycs event detection

Keystrokes

The attacker has the ability to read and record their victim's keystrokes, which are then encrypted and stored in the

%appdata%\Roaming\Data\Keylog_<Data> directory.

Page 4 of 9

CONTEXT

ACTIVITIES

0.4/10

3]

o
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System Information Discovery - Windows

Code: ATTACK_SYSTEM_INFORMATION_DISCOVERY_T1082_WINDOWS_AP|

> Techniques

Api

GetComputerNameW

Command line

File
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Process name

"C\Users\i
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‘Desktop

C:\Users\
N \angle.exe

Desktop
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l - AppData Roaming Data

B MName . Cate modified

B Keylog_21-02-2023 21-02-2023 17:49

Figure 6 - Keylogger data

Command & Control

After successfully infecting a victim's machine, the malware sends a notification to the attacker. They then interact

with the victim by posing questions via Notepad and instructing them to connect to a Telegram channel.

File Edit View

The threat actor initiates a
hey dude, can we talk? chat with the victim.
comnpanyk you wor k for//

E “README.ixt - Notepad

File Edit  View

my telegram ig @testapple123 The threat actor provided the

victim with a Telegram ID.
do yoou haaaveee teleggraamm//Yes TR

You are from

okay
ggiiveee meee yourr teleegraamm contttaccttt
¥
i waantt t tooo unnddstndddyyyorr possitionn
purpose of
Your ID plz
yYyysss ysss yeesss i wnattt t knoww
20

Ln1, Col 30

Figure 7 - Attacker shared Telegram ID via Notepad

Shutdown

The attacker is able to remotely shut down or restart the victim's machine. Here, they remotely restarted our test

machine (figure 8).
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SIGNALS DETECTION GRAPH <« Related Detections CONTEXT ACTIVITIES
- ) Showing Sortby
HE ATTRCK Matrix @  504signals Goww Al v Time~  Search Clear filters

[E[P[R]D]E]D] o ~ T | 1 I S S e WS I A Z_Beta_Process attempting to Shutdown the System -

T1529 - Impact - Windows
T1529 - IMPACT - WINDOWS

Z_Beta_Process attempting to Shutdown the System Code: ATTACK_SYSTEM_SHUTDOWN _T1529_IMPACT_WINDOWS

> Techniques
~ Signals (1) : C:\windows\syswow64\shutdown.exe
B3 shutdown -r

® 02/21/202317:53:56

Api InitiateSystemShutdownExW
T1056.001 - INPUT CAPTURE - WINDOWS

Z_Beta_Process attempting to intercept keystrokes {"IpMachineName": "NULL"

“IpMessage” :"NULL"
A Signals (1) : CAWINDOWS\Explorer.EXE “dwTimeout”: "30"
Arguments “bForceAppsClosed” : 0"
“bRebootAfterShutdown” : 1"

® 02/21/202317:47:03 "dwReason":"2147483903" }

Command line shutdown -r
T1204 - USER EXECUTION - WINDOWS

Process executed by user Ciwindows\syswow64

File \shutdown.exe

v Signals (1): C:\Users\ \Desktop\. angle.exe

Figure 8 - Attacker restarted victim machine

Script File

The ParallaxRAT binary was extracted from memory and independently executed, wherein it drops a UN.vbs file

and runs that using the wscript.exe tool. The script deletes the payload and erases any traces of its existence.

On Error Resume Next

Set DpxjzJffnNL = CreateObject("Scripting.FileSystem Object")

while DpxjzJffnNL.FileExists("C:\Users\<username>\AppData\Local\Temp\<payload2>.exe")
DpxjzJffnNL.DeleteFile "C:\Users\<username>\AppData\Local\Temp\<payload2>.exe"

wend

DpxjzJifnNL.DeleteFolder "C:\Users\<username>\AppData\Local\Temp\<payload2>.exe"
DpxjzJFfnNLX

Figure 9 - Visual Basic script

Threat Actor Objective

The threat actor uses a commercially available remote access Trojan (RAT) tool. It grabs private email addresses
of cryptocurrency companies from the website, dnsdumpster.com. ParallaxRAT subsequently disseminated

malicious files via phishing emails and obtained sensitive data.

The Uptycs Threat Intel research team conducted a thorough analysis to gain a better understanding of the
operations and goals of the actor modules, we have engaged with the threat actor. The following picture illustrates

how the actor is utilizing Parallax RAT in his campaign targeting crypto companies.
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Threat Actor

Collect the domain list of well-know
cryptocurrency organizations.

Once TA collects the list of mails then, for delivery TA use phishing
mail with weaponized ParallaxRAT as a attachment.

Once ParallaxRAT has been installed into
victim machine, TA get the RAT access of
victim's system.

777777777777777777 Backdoor access/C2 (144.202.9.245)

Figure 10 - Telegram chat and attacker’s mindmap

os://dnsdumpster.com

Figure 11 - ParallaxRAT grabs target company info from public source

Uptycs EDR Detects & Blocks ParallaxRAT Attacks

It’s important for organizations to be aware of this malware’s existence and take necessary precautions to protect
systems and data. With YARA built-in and armed with other advanced detection capabilities, Uptycs endpoint

detection and response customers can easily scan for ParallaxRAT. EDR contextual detection provides important

details about identified malware. Users can navigate to the toolkit data section in a detection alert, then click the

name of a detected item to reveal its profile (figure 12).
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I 4 Alerts 6 Tactics Advanced Threat 43
O 10710 . IDZ/Z]J2023174300 a - ACTIONS
4~500 Events 6 Techniques 2 02/21/202317:58:00
SIGNALS ~ DETECTION GRAPH <« Related Detections CONTEXT ACTIVITIES
Showing Sortby
- : : ° )
EI ATT&CK Matrix ® | 504signals @oww Al ~  Time~  Search Clear filters v & Toolkits (1)

[elPTRID [C]D] o A
@)  T1036-MASQUERADING - WINDOWS

System process running with different file name

 Signals (1): CAWINDOWS\ExplorerEXE

50 0 Yara rule match on process memory

~ Signals (1): Uptycs_Parallax_V1

Name PARALLAX

Parallax RAT is a remote access
trojan thats capable of
controlling multiple remote

Overview computersat once and is also
capable of downloading and
executing other malwares and
stealing credentials.

T1082 - SYSTEM INFORMATION DISCOVERY - WINDOWS ¢ 3] A

Process attempting to get system information +495

v Signals (440): C:\ProgramData\Microsoft\Windows\Start Menu\Programs\Startup\2.exe

Description

v Signals (2) : C:\windows\system32\wirmdrexe

v

r crat-

Links common-malware-payload-after-
hacker-forums-promotion/

Figure 12 - Uptycs EDR detection showing ParallaxRAT—YARA rule match

I10Cs

File name

Payload1

Payload?

pipanel.exe(Legitimate)

milk.exe

Persistence

Md5 hash

40256ea622aa1d0678f5bde48b9aalfb

698463fffdf10c619ce6aebcb790e46a

3c98cee428375b531a5c98f101b1e063

40256ea622aa1d0678f5bde48b9aalfb

C:\users\<username>\appdata\roaming\microsoft\windows\start menu\programs\startup\milk.exe

Domain/URL

By analyzing the VirusTotal graph, we were able to identify a higher number of Parallax RAT samples spreading

in recent days. All the files are communicating with the USA regions (144.202.9.245:80) as per vt report.
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5144.202.9.245

02e1b63a5b66f3561526e4e51523d50abe73a5601ad0ech5eed662061aafala?
282bbb7815e5ca8tbad496feal64286bed2f19d6b031885f5992bedca3s4f28de
31430b192btte611{9c069%a7b637tbbelcclfb5834%9aab32fa0e1d9b33bedb
Communicating files

5044c39801c2f782c03d25932¢1587283e779255f6195echec497a117a34f8db3
533cdal9ddd4581250a297e0c7a899cc7c215f0e3bbtbefcfedf443c6ad2aalti
6al1294412c068041c586980a7cb8700f107843da3c25280013fct1b6ale1753
76429b0f7b0a3cd96434d46aa13e3d9996a81{dd 1a5389750bfb003e512cbf01
81b24e7846b6b3b27dabeaadeeedB9574bc1c1bddB847bal650f28aaffBde311f
8241e731de161cb17844f020acb2a819933d975b%e4bc205c5cab292b7(712da
9195d0c98Bacd 1c0ca9b530da5a7a4477134856aa1522f48a155d5720e6{3c7th
94c6f295a34fe62aae7b701bBad7edad33d04085acalace643099ffeSb30f0e6
996032d50383055911f35a216874bdecc748d3c1237442b532bb053b0a%932ct6e
c3a3c6015ffc1bc98b5a21189e78049900e5796e67e098bead011a20a99e 7h0d
ca717a60b79583baa7c7{732296a4567aa5d954f 1e83a6431dbd00596ea91bct
cad6510efbe61bc9725f9492c69098595e0a4c1063a23e3c0fcbdaceb6{42b18
d609d53c46b8a97dE87e5e485a4b3097e46d3%e2e1c592c41eb45e6b9968a5264
dbe783a31btad5d5c5af93fac74753060a177ad067a0c04b56efc89b94f6dd2d
dfd6626c2da60edaf Th6al fefa726056239aa675022542cab9%0cf7f3db35fed
{71612e706ee9368841abfEb5a300323158db4ad105491bacBbad120e2a2491b

fc97b364bebaf6b1b4baal6e906b4bafof8604034f0b9df1{7deb0418f3d229e

Figure 13 - VirusTotal graph for ParallaxRAT

Source: https://www.uptycs.com/blog/cryptocurrency-entities-at-risk-threat-actor-uses-parallax-rat-for-infiltration
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