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 Tool: liderc

Names liderc

Category Malware

Type Reconnaissance, Info stealer, Exfiltration

Description

(Talos) The downloaded reconnaissance tool is named 'bird.exe' on the system and the internal
name is Liderc. Liderc is a unique supernatural being of Hungarian folklore. The original form

of this creature is a chicken, that would explain the name of the dropped PE on the system,
'Bird.exe.'

The purpose is to collect a lot of information on the victim machine.

Information <https://blog.talosintelligence.com/2019/09/tortoiseshell-fake-veterans.html>

Malpedia <https://malpedia.caad.fkie.fraunhofer.de/details/win.liderc>

Last change to this tool card: 09 August 2021

Download this tool card in JSON format

All groups using tool liderc

Changed Name Country Observed

APT groups

  Tortoiseshell, Imperial Kitten 2018-Oct 2023

1 group listed (1 APT, 0 other, 0 unknown)

Source: https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=69ce416a-a404-4ffb-b65c-25a22f081e01

https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=69ce416a-a404-4ffb-b65c-25a22f081e01
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