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S.0.V.A. can silently intercept and manipulate
notifications. S.0.V.A. can also inject cookies via

push notifications.[2]

S.0.V.A. has included adversary-in-the-middle
Capabilities.Lll

S.0.V.A. can use the open-source project RetroFit

for C2 communication.[2]

S.0.V.A. has code to encrypt device data with
AEs 12

S.0.V.A. can manipulate clipboard data to replace

cryptocurrency addresses.[!]

S.0.V.A. can hide its application icon.[!]

S.0.V.A. can resist removal by going to the home
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screen during uninstall..1

S.O.V.A. can uninstall itself 11

S.0.V.A. can use keylogging to capture user input.
[1]
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Use

S.0.V.A. can use overlays capture banking

credentials and credit card information, and can

open arbitrary WebViews from the c2.[1]

S.0.V.A. can programmatically tap the screen or

swipe.[gl

S.0.V.A. has C2 commands to add an infected

device to a DDoS pool.l1!]

S.0.V.A. has been distributed in obfuscated and
packed form.[11

S.O.V.A. can intercept and read SMS rnessages.[ll

S.0.V.A. can take screenshots and abuse the

Android Screen Cast feature to capture screen

data.l2]

S.0.V.A. can send SMS rnessages.m

S.0.V.A. can search for installed applications that

match a list of targets.[Z]

S.0.V.A. can gather session cookies from infected

devices. S.0.V.A. can also abuse Accessibility

Services to steal Google Authenticator tokens.l

21

S.O.V.A. can gather data about the device [
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