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Tracking Jupyter Malware AKA Solarmarker

By Luke Acha

Published: 2020-12-12 - Archived: 2026-04-06 00:46:47 UTC
*Updated March 10, 2022 (Detection rules for new variant observed March 2022.)

I have had the opportunity to track the .NET Backdoor, dubbed by Morphisec as Jupyter Infostealer A.K.A

Solarmarker

I was excited to see this writeup since this was a malware family that myself and other researchers on twitter were
discussing for a couple weeks prior to the Morphisec article, before there was an attributed name to the malware.
This was in October, and we were all sharing some bits of information we had on this, since that time I have also
been using custom YARA signatures to perform live hunts and retro-hunts in VirusTotal to continue to keep up on

this malware.

Recently I had seen Red Canary wrote up about this, dubbing it Yellow Cockatoo. Again, I was very excited to see

some more attention being paid to this malware, I enjoyed both the writeups. Red Canary and Morphisec provided

excellent information!

Since I've been tracking this for sometime, and commenting on all new samples I see uploaded to VirusTotal, I

figured I would provide some perspective that I have on this malware as well.

First, the initial access. Red Canary does correctly point out that there is redirecting of search engine queries, to
dig a bit deeper, it appears that this is being done by abusing legit sites such as sites.google.com and

cdn.shopify.com.

The following image is a recent (as of this writing) sample uploaded to VirusTotal. Take note of 3 things. The first
being the file name, the second being the file size, and finally the 3rd item being the Icon which appears to mimic

a Word Document.
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In the next screenshot we can see potentially where a users search criteria may lead to this malware.
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https://www.morphisec.com/hubfs/eBooks_and_Whitepapers/Jupyter%20Infostealer%20WEB.pdf
https://www.morphisec.com/hubfs/eBooks_and_Whitepapers/Jupyter%20Infostealer%20WEB.pdf
https://twitter.com/killamjr/status/1316556766017183747
https://redcanary.com/blog/yellow-cockatoo/
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"Better-Homes-And-Gardens-Diffuser-Manual” x 4 Q

2 all ¢ shopping  [S) Images  [2) Videos [ News ! More Settings  Tools

About 186 results (0.89 seconds)

1yx.netlify.app » better-homes-and-gardens-diffuser-user-...

Better Homes And Gardens Diffuser User Manual - Netlify

Better Homes And Gardens Diffuser Manual; Better Home And Garden Diffuser. It is
recommended to clean the water container, water level sensor and ...

files.purplecowquilting.com » uploads = pDF

Better homes and gardens diffuser manual - Purple Cow Quilting

Better homes and gardens diffuser manual. November 22, 2019Better Homes and Gardens 100
mil ultrasonic Arorma Diffuser, Woodgrain | have never had a ...

cdn.shopify.com : files » files » better-homes-and-gard... = rFok
Better Homes And Gardens Diffuser Manual - Shopify

Download Better Homes And Gardens Diffuser Manual pdf. Download Better Homes And
Gardens. Diffuser Manual doc. Provide us with carrier oils to ...

Note: I have seen this also on various sites.google.com pages as well with earlier samples. So, what happens when

we go to this link which may potentially lead to the malware?
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Now this is interesting right! OK, so when I click on the PDF download, I watched the Address Bar redirect

several times until I was able to get the final malware. Look at the following screenshots!
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What is really interesting is how quickly this 100MB+ file actually downloads! Why is this you ask? It's because
the file appears to be heavily padded (older samples were padded with NULL Bytes, this latest one is padded with
repeating garbage bytes 99 21 C1 FA A3 71 38 9B). Even more interesting is that the malware seems to perform a

filesize check, so that if an analyst attempts to alter the size the malware errors out. If I remove even 1 byte, it
errors, if I add even 1 byte, it errors.... but... if I just flip a bunch of the NULL Bytes and the file size remains the
same, it works fine. Below are acouple interesting screenshots of the padding and the import of GetFileSize which

might be used to see if the file was altered (ie. padding removed). NOTE: The April 2021 variant appears to

have dropped much of the padding, file sizes are now 16-17MB
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&) 8eb783ff741cb8febdb4d63301ced302b000aef38fbdB68ebbScadlaTfeb0083. exe

Offsec(h) 00 01 02 03 04 05 06 O7 OB 09 OA OB OC OD OE OF

O3ETOO0AO 99 21 C1 FA A3 71 38 6B 69 21 C1 FA A3 71 38 OB ™1 Aneqe »™ AGfqgl»
O3E700B0 99 21 C1 FA A3 71 38 SB 69 21 Cl FA A3 71 38 8B = Ajfqge »™ Adeqgl s
O3ETO0CO 99 21 C1 FA A3 71 38 9B 99 21 ClL FA A3 71 38 9B ™'AQEqe »™'Adfqgl»
O3E700D0 99 21 ClL FA A3 71 38 B %9 21 ClL FA A3 71 38 8B ™'AGEqs »™'Adfgs»
O3ETOOEQ 99 21 Cl FA A3 71 38 SB 59 21 Cl FA A3 71 38 SB ™'AdEgs »™'Adfqgs»
O3ETOOFO 9% 21 Cl FA A3 71 38 SB 59 21 Cl FA A3 71 38 SB ™'Aafgs »™' Aafgs»
O3ETOLO00 99 21 Cl FA A3 71 38 9B 59 21 Cl FA A3 71 38 SB ™'Aafgs »™'Aafgs»
O3ETOL10 9% 21 Cl FA A3 71 38 5B 59 21 Cl FA A3 71 38 SB ™'Adfgs »™'Adfgs»
03E70120 ©9 21 C1 FA A3 71 38 ©B 59 21 C1 FA A3 71 38 OB =1Ajfqgi »™1Adfqg»
O3E70130 9% 21 C1 FA A3 71 38 5B 55 21 Cl FA A3 71 3&[95 =1 Ansql »™ Aafgl »
O3E70140 9% 21 C1 FA A3 71 38 5B 59 21 Cl FA A3 71 38 B ™1 Ajfqe »™ Rafqls»
O3E70L50 9% 21 C1 FA A3 71 38 SB 59 21 Cl FA A3 71 38 8B = Ajfqe »™ Adfql»
O3ETOLE0 99 21 C1 FA A3 71 38 SB 89 21 Cl FA A3 71 38 8B = Ajfqe »™ Adiql»
O3ETOL70 99 21 C1l FA A3 71 38 SB 89 21 Cl FA A3 71 38 8B ™'A(fqs »™ Adiqgl»
O3ETO1B0 9% 21 C1 FA A3 71 38 B 99 21 C1 FA A3 71 38 9B =!Adéqs »™ ' AnEqgd»
O3ETOLS0 99 21 Cl FA A3 71 38 9B 59 21 ClL FA A3 71 38 8B ™'AGEgS »™'AdEgE»
O3ETOLAC 99 21 Cl FA A3 71 38 B 59 21 ClL FA A3 71 38 SB ™!'AdEgs »™'AdEgE»
03ET01B0 %9 21 C1 FA A3 71 38 B 59 21 Cl FA A3 71 38 9B ™IAGEqgE »™'AdEgS»
03E701CO %9 21 Cl FA A3 71 38 SB 59 21 Cl FA A3 71 38 9B ™!Aafqg8 »™'Adfqgs»
O3E70L1D0 9% 21 Cl FA A3 71 38 ©B 59 21 Cl FA A3 71 38 B =™!Ajfqgs»™'Adfqgs»
O3ETOLE0 9% 21 Cl FA A3 71 38 5B 59 21 Cl FA A3 71 38 SB =ijfqgs »™!'Aafqgs»
O3ETOLFO 9% 21 C1 FA A3 71 38 5B 59 21 Cl FA A3 71 38 B =™ijfqgs »™!'Aafqgl»
03E70200 9% 21 C1 FA A3 71 38 5B 59 21 Cl FA A3 71 38 SB ™'Ajfqs »™'Adfqgl»
03ET70210 9% 21 C1 FA A3 71 38 5B 89 21 Cl FA A3 71 38 8B ™'Ajfqs »™'Adfqgh»
O3ET0220 99 21 C1 FA A3 71 38 SB 89 21 Cl FA A3 71 38 8B ™' Adfqe »™ Adiqgh»
03E70230 99 21 C1 FA A3 71 38 6B 589 21 Cl FA A3 71 38 0B =i AdEqe »™iAGiqge,
O3ET0240 6% 21 C1 FA A3 71 38 6B 89 21 C1 FA A3 71 38 SB ®1AGeqe »™ Adeqh»

At this point, I feel we have a good sense of the initial vector for this. We know a lot based on the Red Canary and
Morphisec write-ups, we know that the malware drops and launches a legit program as a red herring in this case
Soda PDF, we also know that it drops 2 .txt files in appdata\local\temp, which are really powershell files. The first
one decodes the second one, then they delete themselves.

This is because they create persistence in the form of a .cmd file (which launches powershell) it also drops a larger

file which is a heavily encoded file that is decoded from the .cmd file.
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¥ This PC * Local Disk (C) » Users » | AppData » Roaming * Microsoft » UQrd «
L] mMame Date modified Type Size
+ = EKzhVekucmD 1201272020 326 PM Windows Command ... 2 KB
» = | HTEnAGOjbYXwogEWrRyFZeCOZHUNIBSalVip..  12/12/2020 3:25 PM File 71 KB
o & C\Wsers\l ppoData\Roaming\Microsoft\MQrd EKzbNcku.cmD - M. — O *
o File Edit Search View Encoding Language Settings Tools Macro Run Plugins Window ¥ X
(¥86) d cHHE R A 4 BNbocny axBE 51 EREAE
* = ExzbVeky emD e
1 Pemd /o powershell -« hidden -command -
"5a%e09b8T1354fb88241ade512500e=5env: appdata+t
"\microsoft\windows\start
menuiprogramshstartuphafb3ate3latdE5a3Thddagd00aceb . Ink" ;if
{-not (test-path
$a%e09%b871354fb88241ade512500e) ) {$aTalbbiTdc546483231 76527
abSa=new-object -comobject
wseript.shell; $a6£9935c59c430be34b0R8T93133009=
$aTalbbiTdc546483e3176c52Taboa. createshortout ($a%e09p8 71354
fbEB241ade512500e) ; $a6f9935c5%924 30be 34b0ATE31330% . windowsty
le=T;:5a6f9935c59c430be34b0BT9313309 ., targetpath="ci \users\
—_—
happdata\roaming\microsofthugrdiekzbvcku.cmd’ ; 5a6£9935c59c4
30be3l4b0879313309 . 5ave () r}sif [ (get-process -name '# .
e rehel T#E L ssnme —T1F 15 (8aftdantsaGGlATER?HIOad 43101k
liln:1 Cel:1 Sel:0|0 Windows (CR LF) UTE-B 1]
+ This PC » Local Disk (C) » Users » AppData » Roaming » Microsoft » UQrd
[ mMame Date modified Type Size
+ %] EKzbVicku.cmD 12/12/2020 3:26 PM Windows Command .. 2
¢ [ | WTKnAdOjbYXwogEWrRyFZsCDZHUfIBSaLVip.. 12/12/2020 325 PM  File T
- & ChUsers\ . uppData\Roaming\Microsoft\UQrd\ItTKnAdOjbYXwog..  — | x
* File Edit Search View Encoding Language Settings Tools Macro Run Flugins Window 7 X
i86) 4 sHEHEB R GEE /MDAy axEE 51 EREAE
L =] ITKnAGOEY KwegEWrByF Z8C0ZHUNES sLVipuGvaxOIMP Nekmeh E!| i

1 EEEcEOPWlefnwm ©5P0Hs 40Hx cByhAX356aF5vcFVDXINIOGEeb1 5eUL50
WEpzHFIn | KeOfas 51 4 0 M ; 1 N e R /B - o5 .«
R 3 O OO - R RS+ (b2 HR s VA A R - T~ 2 5 KA g
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1IMAIHGSH 1l eblvmWT S PoHs ARHENY yxAX I S6aF%veVVDX1INI _GBebl 5ell 50+
vz In SMEACH~D1 3 cVSTLOJ90HRRU L hebQ4 TBLSRZTIKY LAhaXhA£XE L
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OBAUZMpJvT S IMKIN00r Ddbn | n*W5 P w1 SHxpsyhAKEE 6 £ FSveFVDE
B 10Cheqlll R S00GpES=HnSPhA W3 IVETMOT (0 i RO L 57 .
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liLn:1 Col:1 Sel:0|0 Unix (LF) ANSI IN

Two other interesting things happen during all of this.... 1, the powershell process connects to the C2 per the
loaded DLL and even more interesting is that is modifies existing desktop LNK files (shortcuts), keeping the

original launch string and then adds an operator to also launch the .CMD file!
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# Resut  Protocol Host  LIRL Body Caching  Content-Type Process C
bz 502 HTTP 91.241.19.110 512 mo-@c... texthiml c... powershel:5332
413 502 HTTP 91.241.19.110 512 mo-cac.., texhiiml e, powershel:2892
& 1s 502 HTTP 91.241.19.110 / 512 mo-mac... ftexthiml; c... powershel:5332
A= 502  HTTP 9124019110 512 mo-@c.., texthimly c... powershel:2892
L 15 502 HTTP 91.241.19.110 512 mo-cac.., fExhbiml e, powershel:5332
a7 502 HTTP 91.241.19.110 512 mo-mac... ftexthiml; c...  powershel: 2892
A= 502  HTTP 9L24L.19.110 512 mo-cEc.., texthimly c... powershel:5332
L 19 502 HTTP 91.241.19.110 512 mo-cac.., fExhbimlc... powsrshel:2892
a2 502 HTTP 91.241.19.110 512 mo-@ac... texthiml; c... powershel:5332
Axn 502  HTTP 9L24L.19.10 512 mo-Ec..,  texthimly ... powershel:2892
L7z 502 HTTP 91.241.19.110 512 mocac.., texhbhimlc... powsrshel:5332
A 502 HTTP 91.241.19.110 [ 512 mo-@c... texthiml; c... powershel: 2892
A 502  HTIP 9L24L.19.10 512 mo-cac... texthimly ...  powershel:5332
gl 502 HTTP 91.241.19.110 512 nmo-cac... texthimlc... powershel:2892
A 502 HTTP 91.241.19.110 [ 512 mo-@C... texthimlc... powershel:5332
A z7 502 HTIP 9L240.19.10 512 mo-cac... texthiml; ... powershel: 2832
Foges 502 HTTP 91.241.19.110 / 512 nmo-cac... texthimlc... powershel:5332
a» 502 HTTP 91.241.19.110 512 mo-@C... texthiml; c... powershel: 2892
e 502 HTTP 912401910 512 mo-cac... texthiml; c... powershell:5332

¥ Pestudio Properties X

Colors Security Details Previous Versions
General Shortcut Options Font Layout
PaStudio

[

Target type: Application
Target location: system3Z

Target: "t PpDAIAY% \MICroSoFtiUQrd EKzbVeku.cMD"

That's Right! My PEStudio still launches.... along with the malware!

OK, so for a little bit of fun, I'll quickly go over how you can easily decode this malware and extract the malicious
DLL.

First, we modify the .CMD file a bit, comment out or remove the [system.reflection....... ] line, and remove
everything before (and including) the bracket {. Save the file as .ps1 for ease.

"

Next, we put in a line "Write-Output(Variable being loaded from system.reflection) | Out-File "c:\.....
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At this point, this is simple encoding. I've been using CyberChef "From CharCode", Delimiter "Line Feed" "Base

10" to quickly get the DLL at this point.
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Hopefully this helps provide some additional details on this malware, below are the IOCs for this specific

example. Happy Hunting!

I0Cs From initial writing:

Initial Executable: da2eb36e763ecf1a47532e9f8efeachb”
Malicious DLL: 147666fdb5f64f46a0a0add2cc428ec8
C2:91.241.19[.]110

Observed Redirect Domains:

dyrepopol.]gq

feedsterbomiditsign[.]tk

listlypdilahol.]tk

callnogrenisso[.]tk

selldunlop[.]site

spherdoorgfinversbrookin[.]tk
tioblutrockbarneyprec|.]tk

thiecorbelunol. ]tk

VT Enterprise Hunting Tactics
Icon Hash searching:

PDF page that holds embeeded links to series of redirects: main_icon_dhash:94148c3333001100

PDF page that holds embeeded links to series of redirects: main_icon_dhash:94228c3333001100

PDF page that holds embeeded links to series of redirects: main_icon_dhash:0f0£f0307332£3f19

Fake Word Document Icon Hash for dropper file: main_icon_dhash:64dcd4d2c4c4d0d4

Fake PDF Document Icon Hash for dropper file: main_icon_dhash:b2b29696969ef66a size:100MB+
Fake PDF Document Icon Hash for dropper April 2021: main_icon_dhash:b2b29696969ef66a

Fake PDF Document Icon Hash for dropper September 2021: main_icon_dhash:64e4d4d4e8f4dcd4
Fake PDF Document Icon Hash for dropper May 2023:main_icon_dhash:74e4d4d4ecf4d4d4

March 2022 VirusTotal search for Dropper:entity:file tag:signed type:peexe size:250MB+ size:270MB-
packer:".NET executable"
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YARA Rules:
SolarMarker March 2022 Malicious DLL Detection
SolarMarker 2021 DLL Detection

Suspicious Powershell Strings

OpenlOC Rules:
Solarmarker.dat File Creation (OpenIOC)

Suspicious Porcesses Writing to Startup (OpenlOCQ)

SIGMA Rules:
Solarmarker.dat File Creation (SIGMA)
Suspicious Porcesses Writing to Startup (SIGMA),

Updates:

Pulled one of the initial files that gets deleted after running, along with the powershell script that decodes

and runs it:

https://app.any.run/tasks/fcd6eeb7-91bb-4e1d-b02d-983bae3786ec#

March 2022 App.Any.Run sandbox run/

Example Observed Lures from google searches:
site:byzcath][.Jorg "free template"
http://byzcath[.]org/nfl-playoff-bracket-excel-spreadsheet

site:www.braveheartmarine[.Jcom "free template"

https://www.braveheartmarine[.]com/free-invoice-template-for-handyman

site:prismic-io.s3.amazonaws|[.]Jcom "free template"
https://prismic-io.s3.amazonaws|.]Jcom/whatsimdb/0fe19bd3-88a8-4ab5-b451-d78f1be51ef2_free-bbqg-
tickets-template-word.pdf

site:cdn.shopify[.Jcom "free template"

site:healingwithclarity.com "free template™

https://healingwithclarity[.]com/platte-county-warrant-list.pdf

site:strikinglycdn.com "free template"
https://uploads.strikinglycdn|[.]com/files/18aa0685-0e17-4ead4-b308-1a717e293267/free-template-for-waiver-
of-liability.pdf

Source: https://security5magics.blogspot.com/2020/12/tracking-jupyter-malware.html
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https://github.com/securitymagic/yara/blob/main/Jupyter%20Malware/solarmarker_0322.yar
https://github.com/securitymagic/yara/tree/main/Jupyter%20Malware
https://github.com/securitymagic/yara/blob/main/Jupyter%20Malware/JupyterPS.yar
https://github.com/securitymagic/openioc/blob/main/File_Actions/Jupyter_File_Created
https://github.com/securitymagic/openioc/blob/main/File_Actions/Suspicious_Startup_Written.ioc
https://github.com/securitymagic/sigma/blob/main/Jupyter_File_Drop.yml
https://github.com/securitymagic/sigma/blob/main/suspicious_startup_creation.yml
https://app.any.run/tasks/fcd6eeb7-91bb-4e1d-b02d-983bae3786ec#
https://app.any.run/tasks/068fc802-1264-4925-9b72-e6fc91ae82ac/

